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(57) ABSTRACT 

A tampering judgement system is provided Which is capable 
of easily checking Whether or not a printed document has 
been tampered. An image feature information extracting sec 
tion extracts image feature information from a document 
image. An image feature information embedding section 
gives image feature information integrally as original image 
feature information to a document and a document image 
output section outputs the information as a printed document. 
When the printed document is given to the tampering judge 
ment system, the image data is read by a document image 
reading section. An image feature information extracting sec 
tion extracts image feature information contained in a docu 
ment being an object for judgement on tampering. An embed 
ding information extracting section extracts original image 
feature information from image data. A judging section com 
pares original feature information With image feature infor 
mation contained in the printed document and if a difference 
betWeen them exceeds a predetermined threshold value, the 
document is judged to have been tampered. 
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TAMPERING JUDGEMENT SYSTEM, 
ENCRYPTING SYSTEM FOR JUDGEMENT 

OF TAMPERING AND TAMPERING 
JUDGEMENT METHOD 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 
The present invention relates to a tampering judgement 

system to judge Whether or not a document has been tampered 
and to an encrypting system for the judgement on tampering 
and to a method for judging on tampering. 

2. Description of the Related Art 
Conventionally, When security information is stored, 

together With public information, in a printing media in Which 
an image representing the public information is printed, for 
example, folloWing methods are available. 

(1) “Security Information Storing Method” Disclosed in 
Japanese Patent Application Laid-Open No. Hei 9-154007 

In technology disclosed in this literature, into dotted public 
information data being dotted by making binary-coded the 
security information to be stored is embedded binary-coded 
information data in a unit pixel according to a predetermined 
encryption key and the resulting data is used as printing data. 

(2) “Security Information Storing Method” Disclosed in 
Japanese Patent Application Laid-Open No. Hei 9-179494 

In technology disclosed in this literature, by making secu 
rity information to be stored binary-coded, by breaking it into 
blocks and then by making a content of each block decimal 
coded, security information blocks B1, B2, B3, and B4 are 
created. Moreover, reference information data DS1 is pre 
pared Which is obtained by making public information image 
binary-coded and by embedding a code DR1 representing 
reference points R1 to R4 into the binary-coded public infor 
mation image. Then, in a state Where one or a plurality of 
security information blocks is arranged so as to be corre 
sponded to the reference point, codes representing position 
discriminating marks are embedded into the reference infor 
mation data DS1 in such a manner that position discriminat 
ing marks D1 to D4 matching With predetermined contents or 
With the security information blocks are printed at a place 
being apart from the reference point marks by one or tWo 
dimensional distances matching With contents of a security 
information block and the resulting data is used as printing 
data. 
When a printed content is a resident card, certi?cate of a 

resident seal impression, receipt, or a like and When the print 
ing media is ordinary paper, there is possibly fraud that char 
acters such as a name, address, money amount, date, or a like 
are erased using an amending liquid or a like and are over 
Written With characters With same fonts as used in printing or 
that characters are added to handwritten characters represent 
ing a money amount Which is submitted as a formal docu 
ment. HoWever, an aim of the conventional technology dis 
closed above is to embed security information into an object 
to be printed and public information itself cannot be pro 
tected. That is, if the object to be printed is tampered, it is 
dif?cult to detect such tampering. Moreover, When informa 
tion to be embedded into an object to be printed is matched to 
a content of public information or When information to be 
embedded is associated With a content of public information, 
checking as to Whether or not the content has been tampered 
is possible, hoWever, a problem occurs that, in order to auto 
matically perform such the checking, a mechanism in Which 
a content of public information can be recogniZed by a 
machine such as an OCR (Optical Character Reader) is 
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2 
required on a side of a party making such the checking, Which 
causes a scale of a system to become larger. 

SUMMARY OF THE INVENTION 

In vieW of the above, it is an object of the present invention 
to provide a tampering judgement system to check Whether or 
not public information contained in a document has been 
tampered and an encrypting system used for the tampering 
judgement system. 

According to a ?rst aspect of the present invention, there is 
provided a tampering judgement system comprising: 

a document image output device having a ?rst image fea 
ture information extracting section to extract ?rst image fea 
ture information representing features of an image from a 
document image shoWing a speci?ed document, an original 
image feature information adding section to add original 
image feature information representing the ?rst image feature 
information extracted from the ?rst image feature informa 
tion extracting section to the document image, and an output 
section to output the document image to Which the original 
image feature information has been added; and 

a tampering judgement device having an original image 
feature information extracting section to extract the original 
image feature information from an output document image 
serving as the document image output by the output section, 
a second image feature information extracting section to 
extract second image feature information representing fea 
tures of the image from the output document image, and a 
judging section to compare the ?rst image feature informa 
tion represented by the original image feature information 
extracted by the original image feature information extracting 
section With second image feature information extracted by 
the second image feature information extracting section to 
judge Whether or not the output document image has been 
tampered based on a result from the comparison. 

In the foregoing, a preferable mode is one Wherein the 
judging section contained in the tampering judgement device, 
if a result from the comparison betWeen the ?rst image feature 
information represented by the original image feature infor 
mation and the second image feature information shoWs that 
a difference betWeen the ?rst image feature information and 
the second image feature information exceeds a speci?ed 
threshold value, judges that the output document image has 
been tampered. 
A preferable mode is one Wherein the ?rst image feature 

information extracting section divides the document image 
into a plurality of blocks and extracts the ?rst image feature 
information for every block and Wherein the second image 
feature information extracting section divides the output 
document image into the plurality of blocks and extracts the 
second image feature information for every block. 

Also, a preferable mode is one Wherein the original image 
feature information serves as information representing the 
?rst image feature information in a manner that the ?rst image 
feature information is able to be optically read. 

According to a second aspect of the present invention, there 
is provided an encrypting system for judging Whether or not 
a content of a speci?ed document has been tampered com 
prising: 

a document image output device having a ?rst image fea 
ture information extracting section to extract ?rst image fea 
ture information representing features of an image from a 
document image shoWing a speci?ed document, a ?rst 
encryption key generating section to generate ?rst encryption 
key from the ?rst image feature information, a hidden infor 
mation encrypting section to encrypt speci?ed hidden infor 
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mation using the ?rst encryption key, an encrypted informa 
tion adding section to add the encrypted hidden information 
to the document image, and an output section to output the 
document image to which the encrypted information has been 
added; and 

a decoding device having an encrypted information 
extracting section to extract the encrypted information from 
an output document image serving as the document image 
output by the output section, a second image feature informa 
tion extracting section to extract second image feature infor 
mation representing features of an image from the output 
document image, a second encryption key generating section 
to generate a second encryption key from the second image 
feature information, and a decoding section to perform 
decoding processing on the extracted and encrypted informa 
tion using the second encryption key. 

In the foregoing, a preferable mode is one wherein the ?rst 
image feature information extracting section divides the 
document image into a plurality of blocks and extracts the 
?rst image feature information for every block and wherein 
the second image feature information extracting section 
divides the output document image into the plurality of blocks 
and extracts the second image feature information for every 
block. 

Also, a preferable mode is one wherein the encrypted infor 
mation serves as information representing the encrypted hid 
den information in a manner that the encrypted hidden infor 
mation is able to be optically read. 

According to a third aspect of the present invention, there is 
provided a method for judging whether or not a document 
image has been tampered which has a document image out 
putting device and a tampering judgement device, the method 
comprising: 

a ?rst step of having the document image output device 
extract ?rst image feature information representing features 
of an image from a document image representing a speci?ed 
document, add original image feature information represent 
ing the extracted ?rst image feature information to the docu 
ment image and output the document image to which the 
original image feature information has been added; and 

a second step of, after having completed the ?rst step, 
having the tampering judgement device extract the original 
image feature information from an output document image 
serving as the output image, then extract second image fea 
ture information representing features of an image from the 
output document image and compare the ?rst image feature 
information represented by the extracted original image fea 
ture information with the second image feature information 
and judge, based on a result from the comparison, whether or 
not the output document image has been tampered. 

With the above con?guration, whether or not disclosed 
information contained in a printed document has been tam 
pered can be judged. This prevents unauthorized use of the 
document caused by tampering of the document. Same 
effects can be achieved in accordance with a tampering judge 
ment method based on operations of the tampering judgement 
system of the present invention. 

With the above con?guration, a control program is pro 
vided to have a computer perform operations in accordance 
with a judgement method of the present invention. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The above and other objects, advantages, and features of 
the present invention will be more apparent from the follow 
ing description taken in conjunction with the accompanying 
drawings in which: 
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4 
FIG. 1 is a schematic block diagram showing con?gura 

tions of a tampering judgement system according to a ?rst 
embodiment of the present invention; 

FIG. 2 is a ?owchart explaining operations of a document 
image output device according to the ?rst embodiment of the 
present invention; 

FIG. 3 is a diagram showing one example of a document 
image employed in the ?rst embodiment of the present inven 
tion; 

FIG. 4 is a diagram explaining a state in which the docu 
ment image has been divided according to the ?rst embodi 
ment of the present invention; 

FIG. 5 is a diagram explaining one of divided block images 
according to the ?rst embodiment of the present invention; 

FIG. 6 is a diagram illustrating a result from two-dimen 
sional Fourier Transformation performed on the block shown 
in FIG. 5 according to the ?rst embodiment of the present 
invention; 

FIG. 7 is a diagram showing one example of selection of a 
speci?ed frequency region according to the ?rst embodiment 
of the present invention; 

FIG. 8 is a diagram explaining processing of producing a 
visual pattern from image features of a block according to the 
?rst embodiment of the present invention; 

FIG. 9 is a diagram showing an example of a printed 
document employed in the ?rst embodiment; 

FIG. 10 is a ?owchart showing operations of a tampering 
judgement system according to the ?rst embodiment of the 
present invention; 

FIG. 11 is a diagram explaining a printed document that 
has been tampered provided in the ?rst embodiment of the 
present invention; 

FIG. 12 is a diagram explaining a block corresponding to a 
tampered portion provided in the ?rst embodiment of the 
present invention; 

FIG. 13 is a diagram explaining a result from extracting 
image features of the block corresponding to the tampered 
portion provided in the ?rst embodiment of the present inven 
tion; 

FIG. 14 is a schematic block diagram showing con?gura 
tions of a tampering judgement system according to a second 
embodiment of the present invention; 

FIG. 15 is a ?owchart showing operations of the document/ 
image output device according to the second embodiment of 
the present invention; and 

FIG. 16 is a ?owchart showing operations of a tampering 
judgement system of the second embodiment of the present 
invention. 

DETAILED DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

Best modes of carrying out the present invention will be 
described in further detail using various embodiments with 
reference to the accompanying drawings. 

First Embodiment 

FIG. 1 is a schematic block diagram showing con?gura 
tions of a tampering judgement system according to a ?rst 
embodiment of the present invention. As shown in FIG. 1, the 
tampering judgement system 200 is provided with a docu 
ment image output device 100 and a tampering judgement 
device 200. The document/image output device 100 extracts 
?rst image featuring information described later from a docu 
ment image and, based on the extracted image featuring infor 
mation, adds original image feature information representing 
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legal image information of a document to a document image 
and outputs the document image. The tampering judgement 
device 200 extracts second featuring information described 
later from a document being an object for judgement on 
tampering such as a printed document 1 as shoWn in FIG. 1 
corresponding to an output document image output from the 
document/image output device 100 and compares this image 
featuring information With the original image feature infor 
mation to judge Whether or not the document such as the 
printed document has been tampered. 

The document/ image output device 100 is provided With a 
document image storing section 101, an image featuring 
information extracting section 102, an image featuring infor 
mation embedding section 103, and a document image output 
section 104. The document image storing section 101 is used 
to store a document image to be printed and output by the 
document/image output device 100 and a storage device such 
as a magnetic storing device or a semiconductor memory is 
employed as the document image storing section 101. The 
document image being stored in the document image storing 
section 101 is an image to be printed representing an image of 
a state printed on paper and its background is made up of a 
White pixel and a character is made up of a black pixel. The 
image featuring information extracting section 102 serving as 
a ?rst image featuring information extracting section, based 
on a frequency spectrum of a document image described later 
or a like, extracts the ?rst image featuring information 
described above. The image featuring information embed 
ding section 103 serving as an original image feature infor 
mation adding section produces original image feature infor 
mation representing the ?rst image featuring information 
extracted by the image featuring information extracting sec 
tion 102 and embeds it into a document image. More particu 
larly, the image featuring information embedding section 103 
converts the ?rst image featuring information into numbers 
and produces, by having the information to take a form alloW 
ing the information to be optically read such as a barcode, 
original image feature information and embeds the produced 
original image feature information into a blank portion in a 
document image. Moreover, the document image is output as 
document image data. The document image output section 
104 has a function of printing document image data created 
by the image featuring information embedding section 103. 
The printed document 1 is a document printed and output by 
the document image output section 104. 

The tampering judgement device 200 is provided With a 
document image reading section 201, an embedded informa 
tion extracting section 202, an image featuring information 
extracting section 203, and a judging section 204. The docu 
ment image reading section 201 optically reads a document 
image being an object to be judged on tampering and has a 
function of scanning the read document image and of output 
ting it as image data and further has a function of making a 
correction to the read image including a process of rotation of 
the image or a like and of removing noises from the read 
image. The embedded information extracting section 202 
serving as an original image feature information extracting 
section allocates image data portion corresponding to the 
original image feature information from the image data read 
by the document image reading section 201 and reconstructs 
original image feature information inserted in a form of a 
barcode or a like from this portion. The image featuring 
information extracting section 203 serving as a second image 
featuring information extracting section is a frmctional sec 
tion to extract second image featuring information represent 
ing a feature of image data after having erased the original 
image feature information from image data output by the 
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6 
document image reading section 201 and this function is 
achieved by the same function as the image featuring infor 
mation extracting section 102 has. The judging section 204 
compares information extracted by the embedded informa 
tion extracting section 202, that is, original image feature 
information, With the second image featuring information 
extracted by the image featuring information extracting sec 
tion 203 and, based on a result from the comparison, judges 
Whether or not the printed document 1 has been tampered. 

Moreover, in the embodiment, the document/ image output 
device 100 and the tampering judgement device 200 
described above are realiZed by a computer, and each of the 
image featuring information extracting section 102 and the 
image featuring information embedding section 103 mounted 
in the document/image output device 100 and each of the 
document image reading section 201, the image featuring 
information extracting section 203, the embedded informa 
tion extracting section 202, and the judging section 204 
mounted in the tampering judgement device 200 is made up 
of softWare corresponding to each of the components and of 
a processor to execute the softWare and hardWare such as a 

memory. 
Next, operations of the document/ image output device 100 

are described by referring to a ?owchart shoWn in FIG. 2. 
First, a document image being stored in the document image 
storing section 101 is input in the image featuring information 
extracting section 102 (Step S101). FIG. 3 is a diagram shoW 
ing one example of the document image employed in the ?rst 
embodiment. The image featuring information extracting 
section 102 divides the document image as shoWn in FIG. 3 
into n-pieces of small block images (Step S102). FIG. 4 is a 
diagram explaining a state in Which the document image has 
been divided according to the ?rst embodiment. An aim of 
dividing the document image into a plurality of block images 
as shoWn in FIG. 4 is to easily identify and check Which 
portion in the document image has been tampered in a case in 
Which printed documents Was tampered and the more the 
number of divided document images is, the more detailed the 
identi?cation of a position becomes. Moreover, a siZe of each 
of the block images may be ?xed or may be changed depend 
ing on a place in an image. In the embodiment, the siZe of each 
of the block image is ?xed. 

Next, the image featuring information extracting section 
102 extracts a feature of each of block images in the document 
image (Step S103) and further makes the extracted features in 
an amount encoded and makes it visible so that it can be 
printed (Step S104). As a method for extracting features of an 
image provided in Step S103, for example, a folloWing 
method is available. 
(1) A frequency of a block image is converted and its fre 

quency spectrum is sampled. 
(2) Filtering process is performed on a block image by using 

a band-pass ?lter, a template having an arbitrary pattern, or 
a like. 

(3) A ratio of an area of a White pixel (background region) and 
a black pixel (character region) in a block image is calcu 
lated. 
In the embodiment, a sampled value of a frequency spec 

trum described above is handled as image feature informa 
tion. 

FIG. 5 is a diagram explaining one of divided block images 
in Step S102. FIG. 6 is a diagram illustrating a result from 
tWo-dimensional Fourier Transformation performed on the 
block shoWn in FIG. 5. Light and shade shoWn in FIG. 6 
represent a difference betWeen frequency spectrums and the 
smaller the light and shade are, the larger the value becomes. 
Moreover, portions positioned in a center of the image repre 
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sent direct current components and, if portions are positioned 
nearer to an end of the image, spectrums having higher fre 
quency components occur. In order to make encoded the 
frequency characteristic represented as above, the image fea 
turing information extracting section 102 converts spectrum 
values in a speci?ed frequency region shoWn in FIG. 6 into 
numbers. 

FIG. 7 is a diagram shoWing one example of selection of 
the speci?ed frequency region described above. In FIG. 7, a 
region circled by broken lines represents the speci?ed fre 
quency region and here four frequency regions are selected. 
The frequency regions to be selected ?tly indicate a frequency 
characteristic provided by a character region in the document 
image and it is pre-determined that the frequency region 
being expected to be not easily affected by noise components 
caused by printing and scanning is selected. The conversion 
of the frequency spectrums into numbers is performed by 
quantiZing an average spectrum value in corresponding fre 
quency regions. In the example shoWn in FIG. 7, sampling is 
made in 8 stages from “0” to “7”. 

FIG. 8 is a diagram explaining a process of producing a 
visual pattern from image features in the block. By making 
encoded a number assigned in advance to each block using 
block number information 801 shoWn in FIG. 8 and also 
making encoded the sampled value described above serving 
as the ?rst image feature information using block image fea 
ture information 802 shoWn in FIG. 8, a visual pattern as 
shoWn as the pattern block 803 in FIG. 8 is produced. In FIG. 
7, an example is shoWn in Which a block number “23” shoWn 
in FIG. 5 is united With the ?rst image feature information 
“4”, “2”, “6” and “3” and these are encoded in 20 bits. In the 
example shoWn in FIG. 8, each of the image feature informa 
tion “4”, “2”, “6”, and “3” each being made up of 3 bits is 
represented in binary and a total number of the bits is given by 
an equation of 3><4:12 bits. The number “23” being a block 
numberbeing made up of 8 bits obtained by subtracting the 12 
bits from 20 bits is also represented in binary. In the example, 
a code length is set to be 20 bits, hoWever, it may have an 
arbitrary value. Moreover, the code may be encrypted or may 
be compressed by using an arbitrary Hash function. A pattern 
block 803 shoWn in FIG. 8 is represented by a matrix made up 
of 5 lines and 4 columns by uniting the block number infor 
mation 801 With block image feature information 802. Out of 
2 elements contained in the matrix, a deep pattern denotes “0” 
and a light pattern denotes “1”. Moreover, When a visual 
pattern is produced, not only a pattern block may be repre 
sented by a matrix described above but also may be repre 
sented by a general bar code. 

Next, by referring to FIG. 2, pattern blocks for all block 
images created in Step S104 is inserted by the image featuring 
information embedding section 103 into a document image 
(Step S105). Then, the document image into Which the pattern 
blocks have been inserted are printed by the document image 
output section 104 (Step S106). 

FIG. 9 is a diagram shoWing an example of a printed 
document employed in the ?rst embodiment. The pattern 
block serving as original image feature information is, as 
shoWn in FIG. 9, inserted into a background region, that is, a 
region Where no character exists in the document image. 

Next, operations of the tampering judgement system 200 
are described by referring to a ?owchart shoWn in FIG. 10. 
The tampering judgement system 200 ?rst reads a document 
to be judged such as the printed document 1 by using the 
document image reading section 201 and stores the docu 
ment, as image data, in a memory of a computer (Step S201). 
Moreover, the document image reading section 201 performs 
processes of making a correction by a Way of revolution, 
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8 
enlarging and reducing of the image data, and removing 
noises or a like. The embedded information extracting section 
202 allocates a portion corresponding to a pattern block from 
the image data and decodes a feature of each block image in 
the pattern block (Step S202). That is, the embedded infor 
mation extracting section 202, by performing creating pro 
cesses carried out by the image featuring information extract 
ing section 102 described above in retrograde order, decodes 
the feature of each of block images. 
The image featuring information extracting section 203, in 

order to extract features of an image from image data con 
tained in the printed document 1, masks image data portion 
corresponding to a pattern block by a portion of a background 
region and by performing same processes as those in Step 
S102 and S103 on the image having undergone the masking, 
and extracts second image feature information (Step S203). 
Next, a judging section 204 compares embedded information 
extracted by the embedded information extracting section 
202, that is, ?rst image feature information shoWn by the 
pattern block With second image feature information obtained 
by the image featuring information extracting section 203 for 
every block (Step S204) and makes a tampering judgement on 
Whether a difference betWeen these values falls Within a pre 
determined range (Step S205). 
The above-mentioned judgement on tampering by the tam 

pering judgement system 200 is described in detail. FIG. 11 is 
a diagram explaining a printed document 1 that has been 
tampered provided in the ?rst embodiment. FIG. 12 is a 
diagram explaining a block corresponding to a tampered por 
tion provided in the ?rst embodiment. FIG. 13 is a diagram 
explaining a result from extraction of image features of the 
block corresponding to the tampered portion provided in the 
?rst embodiment. In the embodiment, let it be assumed that 
the printed document 1 has been tampered in a Way as shoWn 
in FIG. 11. The block shoWn in FIG. 12 corresponding to the 
tampered portion corresponds to the block shoWn in FIG. 5. 
Moreover, the FIG. 13 corresponds to FIG. 7. 

In the tampering judgement system 200, values P(N, A), 
P(N, B), P(N, C), and P(N, D) are assigned as each value of 
image features A to D for the block number N for each of the 
pattern blocks encoded by the embedded information extract 
ing section 202, that is, for each of the pattern blocks repre 
senting original image feature information and Q(N, A), Q(N, 
B), Q(N, C), and Q(N, D) are assigned as each value ofimage 
features A to D for the block number N extracted by the image 
featuring information extracting section 203. Moreover, a 
differential D(N) in an amount of features betWeen block 
images having same number is de?ned, for example, as D(N) 
:ABS(P(N, A), Q(N, A))+ABS(P(N, B), Q(N, B)+ABS(P(N, 
C), Q(N, C))+ABS(P(N, D), Q(N, D). Here, ABS(X, Y) rep 
resents an absolute value of a differential betWeen X andY 

In the embodiment, it is understood from FIG. 7 that P(N, 
A):4, P(N, B):2, P(N, C):6, and P(N, D):3. Moreover, it is 
understood that Q(N, A):l, Q(N, B):7, Q(N, C):3, and Q(N, 
D):2. Therefore, D(N):|4—1 |+|2—7|+|6—3|+|3—2|:12. When 
the judgement on tampering is made, a threshold T for the 
judgement is pre-determined, and if D(N) is larger than T, a 
block of the block number N is judged to have been tampered. 

According to the tampering judgement system of the ?rst 
embodiment 1, since printing is done in a manner that features 
of a justi?able document image are embedded in a document, 
Whether or not disclosed information itself contained in the 
printed document has been tampered is judged. Moreover, 
Whether or not a document has been tampered can be judged 
Without performing a process of recognizing contents of a 
document by using an OCR (Optical Character Reader) or a 
like, thus being able to avoid introduction of a large scale 
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system. Furthermore, since the document image is divided 
into a plurality of blocks, a position in Which the document 
has been tampered can be easily identi?ed and, by selecting a 
number of divided documents as appropriate, accuracy of 
identifying the position of the tampering can be freely cali 
brated. 

Second Embodiment 

In an encryption system of a second embodiment of the 
present invention, image feature information contained in the 
document image is used as an encryption key by Which speci 
?ed hidden information is encrypted and the encrypted infor 
mation is embedded into a document image. 

FIG. 14 is a schematic block diagram shoWing con?gura 
tions of a tampering judgement system of the second embodi 
ment of the present invention. As shoWn in FIG. 14, the 
tampering judgement system of the second embodiment is 
provided With a document image output device 100a and a 
tampering judgement device 20011. The document/ image out 
put device 10011 is made up of a document image storing 
section 101, an image feature information extracting section 
102, a hidden information storing section 110, an encryption 
key generating section 111, a hidden information encrypting 
section 112, a cryptograph block embedding section 113, and 
a document image output section 114. The document image 
storing section 101 and the image feature information extract 
ing section 102 have same functions as those in the ?rst 
embodiment. The hidden information storing section 110 is 
used to store hidden information to be given to the printed 
document 1 to be output from the document image output 
device 100a after the printed document has been encrypted 
and is achieved in a form of a storage device such as a 
magnetic storing device, a semiconductor memory or a like. 
In the embodiment, signed information is used as hidden 
information. The encryption key generating section 111 gen 
erates ?rst encryption key from ?rst image feature informa 
tion extracted by the image feature information extracting 
section 102. The hidden information encrypting section 112, 
by using the ?rst encryption key generated by the encryption 
key generating section 111, encrypts speci?ed information 
for the hidden information storing section 110. The crypto 
graph block embedding section 113 serving as an encrypted 
information addition unit generates encrypted information 
representing hidden information encrypted by the encryption 
key generating section 111 and embeds the generated 
encrypted information into a document image. The document 
image output section 114 has a function of printing and out 
putting document image data that has been embedded by the 
cryptograph block embedding section 113. 

The tampering judgement device 20011 is provided With a 
document image reading section 201, an image feature infor 
mation extracting section 203, an encryption key generating 
section 210, an encryption information extracting section 
211, and a hidden information decoding section 212. Con 
?gurations of the document image reading section 201 and 
the image feature information extracting section 203 are same 
as those in the ?rst embodiment and their descriptions are 
omitted accordingly. The encryption key generating section 
210 serving as a second encryption key generating section 
generates a second encryption key from second image feature 
information extracted by the image feature information 
extracting section 203. Con?gurations of the encryption key 
generating section 210 has same functions as those of the 
encryption key generating section 111 in the document/ image 
output device 100a employed When the encryption key is 
generated. The encryption information extracting section 211 
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10 
allocates data portion corresponding to encrypted informa 
tion representing encrypted hidden information from image 
data produced through reading processes performed by the 
document image reading section 201 and reconstructs the 
encrypted information from the allocated data portion. The 
hidden information decoding section 212 performs decoding 
process on encrypted information using the second encryp 
tion key generated by the encryption key generating section 
210. In the tampering judgement system 20011, as described 
above, encrypted information is encoded by the second 
encryption key produced based on the printed document 111 to 
be an object of the encryption judgement. Therefore, if the 
document 111 has not been tampered, the hidden information 
given to the document 111 is decoded properly and correctly. 
The encryption system of the second embodiment is a system 
adapted to judge Whether or not a document has been tam 
pered based on principles described above. 

Next, operations of the document/image output device 
10011 of the second embodiment are described by referring to 
a ?owchart shoWn in FIG. 15. In FIG. 15, processes in Step 
S301 to Step S303 are same as those in Step S101 to Step 
S103 provided in FIG. 2 and descriptions of them are omitted 
accordingly. In Step S303, When ?rst image feature informa 
tion is extracted by the image feature information extracting 
section 102, the encryption key generating section 111 pro 
duces the encryption key from the ?rst image feature infor 
mation of each of the blocks. More particularly, a partial key 
is produced from each block and the partial key correspond 
ing all or a part of the block is united to be used ?nally as an 
encryption key. In the second embodiment, a spectrum aver 
age is used for 4 frequency regions A to D in the image feature 
information as shoWn in FIG. 7 and P(N, A), P(N, B), P(N, C), 
and P(N, D) are assigned as each value of the image features 
A to D in the block number N. The partial key produced from 
the block N is set as K(N):H(P(N, A), P(N, B), P(N, C), and 
P(N, D). Here, H(A, B, C, and D) is a function using values of 
image features A to D as an input parameter and Hash func 
tion or a like may be used as this function. Moreover, a ?nal 
encryption key is represented by CK:F(K(1), K(2), . . . , 
K(n—1), K(n)) (n is a number of blocks). F is a function using 
each partial key K(1)-K(n) as an input parameter. 

Next, the hidden information encrypting section 112 
obtains speci?ed hidden information from the hidden infor 
mation storing section 110 (Step S305) and encrypts the 
hidden information using the encryption key produced by the 
encryption key generating section 111 at Step S304 (Step 
S306). In the embodiment, a symmetric encryption method in 
Which a same key is used for encryption and decryption is 
used, hoWever, a general common key encryption method 
may be employed or an encryption method in Which a parti 
tion position of a dot pattern is hidden may be used. After 
hidden information has been encrypted by the hidden infor 
mation encrypting section 1 12, the crypto graph block embed 
ding section 113 visually represents the encrypted sentence 
by a barcode, pattern block described in the ?rst embodiment 
or a like and inserts it into blank portion in the document 
image (Step S307). Then, the document image output section 
114 prints and outputs the document image described above 
(Step S308). The printed documents 111 is visually same as 
that shoWn in FIG. 9. 

Next, operations of the tampering judgement device 20011 
are described by referring to a ?owchart shoWn in FIG. 16. 
The tampering judgement device 200a ?rst reads the printed 
document 111 being an object of judgement on tampering by 
the document image reading section 201 and develops the 
read document 111 as image data on a memory of a computer 
(Step S401). Processing performed at Step S401 is same as 




