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DISK ARRAY DEVICE, PARITY DATA 
GENERATING CIRCUIT FOR RAID AND 
GALOIS FIELD MULTIPLYING CIRCUIT 

This application claims priority to prior application JP 
2003 -386997, the disclosure of Which is incorporated herein 
by reference. 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 

The present invention relates to a disk array device, a parity 
data generating circuit for RAID (Redundant Array of Inde 
pendent Disks) and a Galois ?eld multiplying circuit, and 
particularly, relates to a disk array device of RAID6, a parity 
data generating circuit for RAID and a Galois ?eld multiply 
ing circuit requiring high reliability and high performance. 

2. Description of the Related Art 
In the disk array device for storing important data, reliabil 

ity is Increased by a RAID technique or the like convention 
ally knoWn, and plural RAID systems of RAIDO to RAID5 
have been de?ned. HoWever, in recent years, a system of 
RAID6 improving these plural RAID systems has appeared 
and a further improvement of reliability is required. 

The reliability of hardWare of the disk array device itself is 
also required. In data transfer, a mechanism for adding a 
check code of data guarantee such as parity and ECC (Error 
Correcting Code) and preventing the transfer data from being 
changed into another code has been indispensable. 

In particular, in the RAID6 recently de?ned, it is necessary 
to multiply the Galois ?eld upon treating data. With respect to 
its arithmetic results, a neW mechanism for improving reli 
ability such as re?ection of parity for securing the justifying 
property of data is required. 

For example, a RAID device for realiZing the RAID6 by 
using an extension Galois ?eld GF (24) capable of treating 16 
kinds of data in the calculation of parity is knoWn (see Japa 
nese Unexamined Patent Publication (JP-A) No. 2000 
259359). Hereinafter, the extension Galois ?eld is suitably 
simply called Galois ?eld. 

FIG. 1 shoWs a circuit construction for generating parity 
data for RAID in the prior art. In transfer data 20-1 from a 
memory, the circuit is constructed such that data 20-2, parity 
20-3 and a multiplication coe?icient 20-4 of the Galois ?eld 
With respect to these data 20-2 are transferred. With respect to 
the data 20-2 themselves, a parity check is made by a parity 
check circuit 20-5 (see “A Tutorial on Reed-Solomon Coding 
for Fault-Tolerance in RAID-like System” James S. Plank, 
Department of Computer Science University of Tennessee, 
Feb. 19, 1999). 
An arithmetic calculation using a Galois ?eld multiplying 

circuit 20-6 is made by designating the multiplication coeffi 
cient 20-4 for these data 20-2 so that data 20-7 for RAID are 
generated. After this generation, the parity for the data 20-7 is 
generated by a parity generating circuit 20-8. Thus, the jus 
tifying property of the data 20-2 from the memory is guaran 
teed by the parity check circuit 20-5. 

In a data guaranteeing circuit in the conventional method as 
shoWn in FIG. 1, there is an effect in a logic failure or the like. 
HoWever, no failure of hardWare can be found When a break 
ing point is narroWed doWn to a certain one point as in dete 
rioration due to a change With the passage of time Within LSI 
(Large Scaled Integration) and a short circuit. 

This problem Will be explained in the circuit construction 
of FIG. 1. Speci?cally, a state guaranteeing no data 20-2 is 
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2 
attained because no parity error can be detected even if the 
parity error is generated When the parity check circuit 20-5 for 
guaranteeing data is broken. 

Further, data having no problem are used upon checking 
the error. HoWever, When the Galois ?eld multiplying circuit 
20-6 is broken, its arithmetic result is converted into data 
except for an object and parity 20-12 is simultaneously neWly 
given again by the parity generating circuit 20-8 existing after 
this conversion. No parity error is detected even When the data 
20-7 are converted in error. The parity data Q for RAID ?nally 
generated cause a data changing state, Which becomes a fatal 
Wound as a disk array system. 

In order to avoid such a problem, proposal has been made 
of a conventional technique for doubling the Galois ?eld 
multiplying circuit 20-6 itself and comparing the mutual 
arithmetic results. HoWever, When an error signal itself shoW 
ing the comparing result is broken by a short circuit, no effect 
can be shoWn at all. 

In the disk array device of RAID6 requiring high reliability, 
the event that these abnormal data are considered as effective 
data should not be caused. 

SUMMARY OF THE INVENTION 

It is a ?rst object of the present invention to provide a disk 
array device of RAID6 of high reliability capable of reliably 
guaranteeing data by parity With respect to the data, a check 
code of ECC even in the Galois ?eld multiplying circuit. 

It is a second object of the present invention to provide a 
parity data generating circuit for RAID for realiZing the disk 
array device of RAID6 and reliably preventing the data 
change including a failure and checking the justifying prop 
erty of the data. 

It is a third object of the present invention to provide a 
Galois ?eld multiplying circuit suitably used in the parity data 
generating circuit for RAID for realiZing the disk array device 
of RAID6. 

It is a fourth object of the present invention to provide a 
parity data generating method for RAID for realiZing the disk 
array device of RAID6 and reliably preventing the data 
change including a failure and checking the justifying prop 
erty of the data. 
A disk array device of the present invention is character 

iZed in that data are converted by using a Galois ?eld multi 
plying table symmetrical longitudinally and transversally and 
made by a multiplying calculation of the Galois ?eld of GF 
(24), and index table information of the transversal direction 
and index table information of the longitudinal direction are 
extracted from the Galois ?eld multiplying table, and a failure 
of a circuit is detected by comparing both the index table 
information. 
The disk array device of the present invention is also char 

acteriZed in that tWo kinds of index table information for data 
for making the multiplying calculation and index table infor 
mation for a check code annexed to these data are generated 
as the index table information. 
The disk array device of the present invention is further 

characterized in that the failure of the circuit is detected by 
arithmetically performing an XOR logic operation of a bit 
unit of the index table information, and detecting that it is a 
value except for Zero. 

Furthermore, the disk array device of the present invention 
is characterized in that the data for making the multiplying 
calculation of the Galois ?eld are decomposed into plural 
data, and processing is performed by dividing these data into 
decomposing data for performing the conversion by using the 
index table information of the longitudinal direction, and 
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decomposing data for performing the conversion by using the 
index table information of the transversal direction. 

The disk array device of the present invention is also char 
acterized in that the check code annexed to the data for mak 
ing the multiplying calculation of the Galois ?eld is decom 
posed into plural check codes, and processing is performed by 
dividing these check codes into a decomposing check code 
for performing the conversion by using the index table infor 
mation of the longitudinal direction, and a decomposing 
check code for performing the conversion by using the index 
table information of the transversal direction. 

The disk array device of the present invention is further 
characterized in that the decomposing check code With 
respect to the decomposing data is converted by using the 
index table information of the longitudinal direction When 
these decomposing data are converted by using the index 
table information of the transversal direction, and the decom 
posing check code With respect to the decomposing data is 
converted by using the index table information of the trans 
versal direction When these decomposing data are converted 
by using the index table information of the longitudinal direc 
tion, so that the decomposing data and the decomposing 
check code as a pair are converted by using the index table 
information different from each other. 

Furthermore, the disk array device of the present invention 
is characterized in that the index table information of the 
longitudinal direction is a longitudinal conversion table for 
data, and the index table information of the transversal direc 
tion is a transversal conversion table for data. 

The disk array device of the present invention is also char 
acterized in that the index table information of the longitudi 
nal direction is a longitudinal conversion table for data and a 
longitudinal inverting table for a check code, and the index 
table information of the transversal direction is a transversal 
conversion table for data and a transversal inverting table for 
a check code. 

Further, the disk array device of the present invention is 
characterized in that the check code is parity With respect to 
the data. 

Furthermore, the disk array device of the present invention 
is characterized in that the check code is ECC With respect to 
the data. 
On the other hand, the disk array device of the present 

invention is characterized in that data are converted by using 
a Galois ?eld multiplying table symmetrical longitudinally 
and transversally and made by a multiplying calculation of 
the Galois ?eld of GF (24), and index table information of the 
transversal direction and index table information of the lon 
gitudinal direction are extracted from the Galois ?eld multi 
plying table, and a failure of a circuit is detected by comparing 
both the index table information. 

The parity data generating circuit for RAID in the present 
invention is also characterized in that tWo kinds of index table 
information for data for making the multiplying calculation 
and index table information for a check code annexed to these 
data are generated as the index table information. 

The parity data generating circuit for RAID in the present 
invention is further characterized in that the failure of the 
circuit is detected by arithmetically performing an XOR logic 
operation of a bit unit of the index table information, and 
detecting that it is a value except for zero. 

Furthermore, the parity data generating circuit for RAID in 
the present invention is characterized in that the data for 
making the multiplying calculation of the Galois ?eld are 
decomposed into plural data, and processing is performed by 
dividing these data into decomposing data for performing the 
conversion by using the index table information of the longi 
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4 
tudinal direction, and decomposing data for performing the 
conversion by using the index table information of the trans 
versal direction. 

The parity data generating circuit for RAID in the present 
invention is also characterized in that the check code annexed 
to the data for making the multiplying calculation of the 
Galois ?eld is decomposed into plural check codes, and pro 
cessing is performed by dividing these check codes into a 
decomposing check code for performing the conversion by 
using the index table information of the longitudinal direc 
tion, and a decomposing check code for performing the con 
version by using the index table information of the transversal 
direction. 

The parity data generating circuit for RAID in the present 
invention is further characterized in that the decomposing 
check code With respect to the decomposing data is converted 
by using the index table information of the longitudinal direc 
tion When these decomposing data are converted by using the 
index table information of the transversal direction, and the 
decomposing check code With respect to the decomposing 
data is converted by using the index table information of the 
transversal direction When these decomposing data are con 
verted by using the index table information of the longitudinal 
direction, so that the decomposing data and the decomposing 
check code as a pair are converted by using the index table 
information different from each other. 

Furthermore, the parity data generating circuit for RAID in 
the present invention is characterized in that the Galois ?eld 
multiplying circuit has a Galois ?eld multiplying table; a 
longitudinal index table making circuit for generating the 
index table information of the longitudinal direction by 
indexing the Galois ?eld multiplying table from the longitu 
dinal direction by using a multiplication coe?icient; a trans 
versal index table making circuit for generating the index 
table information of the transversal direction by indexing the 
Galois ?eld multiplying table from the transversal direction 
by using the multiplication coef?cient; a table check circuit 
for checking Whether the generated index table information is 
correct; an upper order data converting circuit and a loWer 
order data converting circuit for dividing data from the gen 
erated index table information into an upper order data por 
tion and a loWer order data portion and converting these data 
into data for RAID; and an upper order parity inverting circuit 
and a loWer order parity inverting circuit for dividing parity 
With respect to the data from the generated index table infor 
mation into an upper order parity portion and a loWer order 
parity portion and converting this parity into parity With 
respect to the data for RAID. 

The parity data generating circuit for RAID in the present 
invention is also characterized in that the Galois ?eld multi 
plying circuit has a Galois ?eld multiplying table; a longitu 
dinal index table making circuit for generating the index table 
information of the longitudinal direction by indexing the 
Galois ?eld multiplying table from the longitudinal direction 
by using a multiplication coef?cient; a transversal index table 
making circuit for generating the index table information of 
the transversal direction by indexing the Galois ?eld multi 
plying table from the transversal direction by using the mul 
tiplication coe?icient; a table check circuit for checking 
Whether the generated index table information is correct; an 
even data converting circuit and an odd data converting circuit 
for dividing data from the generated index table information 
into an even data position and an odd data position and con 
verting these data into data for RAID; and an even parity 
inverting circuit and an odd parity inverting circuit for divid 
ing parity With respect to the data from the generated index 
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table information into an even parity position and an odd 
parity position and converting this parity into parity With 
respect to the data for RAID. 

The parity data generating circuit for RAID in the present 
invention is further characterized in that the Galois ?eld mul 
tiplying circuit has a Galois ?eld multiplying table; a longi 
tudinal index table making circuit for generating the index 
table information of the longitudinal direction by indexing 
the Galois ?eld multiplying table from the longitudinal direc 
tion by using a multiplication coef?cient; a transversal index 
table making circuit for generating the index table informa 
tion of the transversal direction by indexing the Galois ?eld 
multiplying table from the transversal direction by using the 
multiplication coe?icient; a table check circuit for checking 
Whether the generated index table information is correct; an 
upper order data converting circuit and a loWer order data 
converting circuit for dividing data from the generated index 
table information into an upper order data portion and a loWer 
order data portion and converting these data into data for 
RAID; and an ECC converting circuit for converting ECC 
With respect to the data into ECC With respect to the data for 
RAID. 

Furthermore, the parity data generating circuit for RAID in 
the present invention is characterized in that the index table 
information of the longitudinal direction is a longitudinal 
conversion table for data, and the index table information of 
the transversal direction is a transversal conversion table for 
data. 

The parity data generating circuit for RAID in the present 
invention is also characterized in that the index table infor 
mation of the longitudinal direction is a longitudinal conver 
sion table for data and a longitudinal inverting table for a 
check code, and the index table information of the transversal 
direction is a transversal conversion table for data and a 
transversal inverting table for a check code. 

The parity data generating circuit for RAID in the present 
invention is further characterized in that the check code is 
parity With respect to the data. 

Furthermore, the parity data generating circuit for RAID in 
the present invention is characterized in that the check code is 
ECC With respect to the data. 

The parity data generating circuit for RAID in the present 
invention is also characterized in that the parity data generat 
ing circuit for RAID comprises: 

a Galois ?eld multiplying table having a conversion table 
for data and a conversion table for parity; 

a longitudinal index table making circuit for generating a 
longitudinal inverting table for parity and a longitudinal con 
verting table for data by indexing the Galois ?eld multiplying 
table from the longitudinal direction by using a multiplication 
coe?icient; 

a transversal index table making circuit for generating a 
transversal converting table for data and a transversal invert 
ing table for parity by indexing the Galois ?eld multiplying 
table from the transversal direction by using the multiplica 
tion coe?icient; 

an upper order data converting circuit for selecting the 
longitudinal converting table for data generated by the longi 
tudinal index table making circuit by each decomposing data 
of an upper order data portion of data, and obtaining a mul 
tiplying result of the Galois ?eld; 

a loWer order data converting circuit for selecting the trans 
versal converting table for data generated by the transversal 
index table making circuit by each decomposing data of a 
loWer order data portion of data, and obtaining a multiplying 
result of the Galois ?eld; 
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6 
an upper order parity inverting circuit for obtaining an 

inverting result of an upper order parity portion in Which an 
XOR logic operation is performed With respect to each 
decomposing parity of the upper order parity portion of the 
parity and the multiplying result of the Galois ?eld obtained 
by selecting the transversal inverting table for parity gener 
ated by the transversal index table making circuit by each 
decomposing data of the upper order data portion of the data; 

a loWer order parity inverting circuit for obtaining an 
inverting result of the loWer order parity in Which the XOR 
logic operation is performed With respect to each decompos 
ing parity of the loWer order parity portion of the parity and 
the multiplying result of the Galois ?eld obtained by selecting 
the longitudinal inverting table for parity generated by the 
longitudinal index table making circuit by each decomposing 
data of the upper order data portion of the data; 

a table check circuit for data conversion for comparing and 
checking the longitudinal converting table for data generated 
by the longitudinal index table making circuit and the trans 
versal converting table for data generated by the transversal 
index table making circuit; 

a table check circuit for parity inversion for comparing and 
checking the longitudinal inverting table for parity generated 
by the longitudinal index table making circuit, and the trans 
versal inverting table for parity generated by the transversal 
index table making circuit; 

a ?rst table zero check circuit for checking that the XOR 
logic of each bit series of the longitudinal converting table for 
data generated by the longitudinal index table making circuit, 
or the transversal converting table for data generated by the 
transversal index table making circuit is zero; 

a second table zero check circuit for checking that the XOR 
logic of a bit series of the longitudinal inverting table for 
parity generated by the longitudinal index table making cir 
cuit, or the transversal inverting table for parity generated by 
the transversal index table making circuit is zero; 

a parity check circuit for checking the parity of data by 
using the data generated by the upper order data converting 
circuit and the loWer order data converting circuit, and the 
parity generated by the upper order parity inverting circuit 
and the loWer order parity inverting circuit; 

an XOR circuit for performing the XOR logic arithmetic 
operation With respect to the data generated by the upper 
order data converting circuit and the loWer order data con 
verting circuit, and the parity generated by the upper order 
parity inverting circuit and the loWer order parity inverting 
circuit; and 

a buffer for accumulating the arithmetic result of the XOR 
circuit as parity data for RAID. 
The parity data generating circuit for RAID in the present 

invention is further characterized in that the parity data gen 
erating circuit for RAID comprises: 

a Galois ?eld multiplying table having a conversion table 
for data and a conversion table for parity; 

a longitudinal index table making circuit for generating a 
longitudinal inverting table for parity and a longitudinal con 
verting table for data by indexing the Galois ?eld multiplying 
table from the longitudinal direction by using a multiplication 
coe?icient; 

a transversal index table making circuit for generating a 
transversal converting table for data and a transversal invert 
ing table for parity by indexing the Galois ?eld multiplying 
table from the transversal direction by using the multiplica 
tion coef?cient; 

an even data converting circuit for selecting the longitudi 
nal converting table for data generated by the longitudinal 






















































