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INFORMATION SIGNAL 
RECORDING/REPRODUCING SYSTEM, 
INFORMATION SIGNAL RECORDING 
DEVICE, INFORMATION SIGNAL 
REPRODUCING DEVICE AND 
INFORMATION SIGNAL 

RECORDING/REPRODUCING PROCESS 

This is a division of prior application Ser. No. 09/131,095 
?led Aug 7, 1998 now US. Pat. No. 6,282,654. 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 
The present invention relates to a recording/reproducing 

system and a recording/reproducing process for adding addi 
tional information to information signals, such as image sig 
nals, and recording the resultant signals on a recording 
medium, and for, in reproduction, picking up the additional 
information added to the information signals and then per 
forming control for reproduction; and a recording device and 
a reproducing device for use in the aforementioned system 
and process. 

2. Description of Related Art 
Recently, there have been provided many reproducing 

devices such as a digital VTR and a reproducing device for a 
DVD (Digital Video Disc), and softWares Which can be repro 
duced by use of these devices. DigitiZed image signals and 
sound signals have been easily reproduced at home so that 
images With good image quality can be Watched and sounds 
With good sound quality can be listened to. 

Furthermore, there have been also provided abundant 
image signals and sound signals, or programs through Inter 
net and recording media such as a CD-ROM (Compact Disc 
ROM), and the digitiZed softWares provided through Internet 
and the recording media such as a CD-ROM have been Widely 
used in a personal computer or the like. 

HoWever, it is feared that the softWares such as digital 
image signals provided abundantly in such a manner as above 
are copied Without any restriction. Hitherto, therefore, vari 
ous copy preventing methods have been adopted to prevent 
illegal copying of information signals such as image signals 
and sound signals. 
As one of the copy preventing methods, there is knoWn a 

copy limiting system over plural generations called CGMS 
(copy generation management system). In this system, 
3-stage classi?ed copy control information, i.e., information 
that copying is free, that copying is alloWable for the ?rst 
generation, or that any copying is prohibited is embedded on 
an information signal. For example, in the case Wherein copy 
ing is free, Wherein copying is alloWable for the ?rst genera 
tion, or Wherein any copying is prohibited, 2-bit copy control 
information of “00”. “10” or “1 1” is embedded in the infor 
mation signal, respectively. HoWever, in the case Wherein any 
copying is prohibited, the copy control information is not 
embedded in the information signal. 
When the information signal is copied on a recording 

medium, the copy control information embedded in the infor 
mation signal according to the CDMS is detected, and then 
the copy control is performed in accordance With the detected 
copy control information. In this case, if any copy controlling 
signal is not detected, the information signal cannot be cop 
ied. This is because in the case Wherein any copying is pro 
hibited, any copy control information is not embedded. 
As described above, control can be performed not only for 

copying-prohibition or copying-alloWance, but also for copy 
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2 
ing-alloWance only for the ?rst generation. Thus, ?exible 
copy preventing control has been able to be performed. 

In the case Wherein copy preventing control is performed 
according to the CGMS, hoWever, suppliers of information 
signals have a desire that copying of the information signals is 
limited to copying by an individual, for example, at home, i.e., 
copying for private use even if the copy controlling informa 
tion that copying is free or that copying is alloWable for the 
?rst generation is added to the information signal. 

In other Words, there are no problems in the case Wherein 
an individual copies the information signal on a recording 
medium at home and then the individual uses the copied 
information signal; hoWever, it is not preferred for the sup 
pliers of information signals that even information signals the 
copying of Which is alloWable are copied many times so that 
the copied information signals Will spread Widely to the pub 
lic. 

In order to prevent such spread of copied information sig 
nals, it is considered that the suppliers of information signals, 
in supplying the signals, more frequently add the copy control 
information that any copying is prohibited to the information 
signals for supply, or that the cost for supplying information 
signals becomes expensive. This case is not preferable since 
copying for private use is also limited. 

SUMMARY OF THE INVENTION 

In the light of the above, an object of the present invention 
is to provide an information signal recording/reproducing 
system and an information signal recording/reproducing pro 
cess for making it possible to limit even the information 
signal the copying of Which is alloWable to be copied for 
private use; and recording and reproducing devices for use in 
this system and this method. 

The present invention is an information signal recording/ 
reproducing system, using a recording medium having 
thereon an area Which is different from an area for recording 
information signals and Which medium-related information, 
Which is information on the recording medium, is beforehand 
recorded in, or having a section accompanying the recording 
medium in Which the medium-related information is before 
hand recorded; and comprising a recording device section for 
recording the information signals on the recording medium 
and a reproducing device section for reproducing the infor 
mation signals recorded on the recording medium; 

the recording device section comprising: 
recording-side medium-related information reading means 

for reading the medium-related information from the record 
ing medium, or from the section accompanying the recording 
medium; 

information adding means for adding the medium-related 
information read by means of the recording-side medium 
related information reading means to the information signals; 
and 

recording means for recording the information signals to 
Which the medium-related information is added by means of 
the information adding means on the recording medium; 

the reproducing device section comprising: 
reproducing-side medium-related information reading 

means for reading the recording medium, or from the section 
accompanying the recording medium; 

information signal reading means for reading the informa 
tion signals from the recording medium; 

detecting means for detecting the medium-related informa 
tion added to the information signals from the information 
signal reading means; 
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determining means for determining whether or not the 
medium-related information from the reproducing-side 
medium-related information reading means is consistent with 
the medium-related information from the detecting means; 
and 

reproduction controlling means for carrying out control for 
reproducing the information signals only when the medium 
related information from the reproducing-side medium-re 
lated information reading means is consistent with the 
medium-related information from the detecting means. 

According to the information signal recording/reproduc 
ing system of the present invention, when information signals 
attempt to be recorded, the medium-related information is 
read from the recording medium on which the information 
signals are recorded or from the section accompanying the 
recording medium by means of the recording-side medium 
related information reading means. The read medium-related 
information is added to the information signals by means of 
the information adding means, and then the information sig 
nals to which the medium-related information is added are 
recorded on the recording medium. The medium-related 
information is, for example, information intrinsic to every 
recording medium, and is, in the case of the recording 
medium is a disc, a serial number recorded in a TOC (Table Of 
Content) of the disc. 
When the information signals recorded on the recording 

medium are reproduced, the medium-related information of 
the recording medium is read from the recording medium to 
be reproduced or the section accompanying the recording 
medium by means of the reproducing-side medium-related 
information reading means. The medium-related information 
added to the information signals to be reproduced is detected 
by means of the detecting means. 

The information signals are reproduced when the medium 
related information read by means of the reproducing-side 
medium-related information reading means is consistent with 
the medium-related information detected from the informa 
tion signals by means of the detecting means. 

In short, when recording process is performed in an ordi 
nary manner, the medium-related information added to the 
information signals is consistent with the medium-related 
information of the recording medium on which the informa 
tion signals are recorded. However, when copying is carried 
out in other manner, for example, when the whole of the 
information recorded on the recording medium, as it is, is 
copied on another recording medium, the medium-related 
information of the recording medium is not consistent with 
the medium-related information of the information signals 
recorded on this. 

Therefore, when the medium-related information added to 
the information signals is consistent with the medium-related 
information of the recording medium on which the informa 
tion signals are recorded as described above, the information 
signals are decided to be information signals copied for pri 
vate use in an ordinary manner and then are reproduced. On 
the contrary, when the medium-related information added to 
the information signals is not consistent with the medium 
related information of the recording medium on which the 
information signals are recorded, the information signals are 
decided to be information signals copied in other manner than 
the ordinary manner and then are not reproduced. 

Thus, the information signals copied in the ordinary man 
ner by means of the recording device section can be repro 
duced without any problem. However, the information sig 
nals copied in other manner than the ordinary manner cannot 
be reproduced. Accordingly, it is possible to prevent copying 
of the information signals for other purposes than private use. 
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4 
BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a block diagram for explaining an embodiment of 
the information signal recording device according to the 
present invention. 

FIG. 2 is a block diagram for explaining a timing generator 
in the recording device shown in FIG. 1. 

FIG. 3 is a block diagram for explaining an SS additional 
information generator in the recording device shown in FIG. 
1. 

FIG. 4 is a block diagram for explaining an example of a 
PN code generator in a portion in the device shown in FIG. 1. 

FIGS. 5A to 5D are diagrams showing relationships 
between the SS additional information and information sig 
nals. 

FIG. 6 is a block diagram for explaining an embodiment of 
the information signal reproducing device according to the 
present invention. 

FIG. 7 is a ?owchart for explaining the ?ow of the action of 
the recording device shown in FIG. 1. 

FIG. 8 is a ?owchart for explaining the ?ow of the action of 
the reproducing device shown in FIG. 6 . 

FIG. 9 is a block diagram for explaining other embodiment 
(using device intrinsic information) of the information signal 
recording device according to the invention. 

FIG. 10 is a block diagram for explaining other embodi 
ment (using device intrinsic information) of the information 
signal reproducing device according to the invention. 

FIG. 11 is a block diagram for explaining other embodi 
ment (using an IC card memory) of the information signal 
recording device according to the invention. 

FIG. 12 is a block diagram for explaining other embodi 
ment (using an IC card memory) of the information signal 
reproducing device according to the invention. 

FIG. 13 is a block diagram for explaining other embodi 
ment (using enciphered medium intrinsic information) of the 
information signal recording device according to the inven 
tion. 

FIG. 14 is a block diagram for explaining another embodi 
ment (using enciphered medium intrinsic information) of the 
information signal reproducing device according to the 
invention. 

DETAILED DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

Preferred embodiments of the present invention will be 
described below, referring to the attached drawings. 

The First Embodiment 

In the ?rst embodiment, an information signal recording 
device 10, which is referred to as a recording device herein 
after, shown in FIG. 1 is a device for receiving digital infor 
mation signals provided through a network such as Internet 
and then recording them on a recording medium. 
An information signal reproducing device 20, which is 

referred to as a reproducing device hereinafter, shown in FIG. 
6 is a device for reproducing information signals recorded on 
the recording medium and, for example, displaying repro 
duced images on a display or transmitting them to other 
communication devices through a network such as Internet. 

In short, the recording device 10 and the reproducing 
device 20 are devices such as a personal computer which can 
transmit and receive information signals through a network 
such as Internet, and the recording device 10 corresponds to a 
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recording system in a device such as a personal computer, and 
the reproducing device 20 corresponds to a reproducing sys 
tem in the same device. 

When information signals are recorded on a recording 
medium, information intrinsic to the individual medium (me 
dium intrinsic information) is added, as information related to 
the recording medium on Which the information signals are to 
be recorded, to the information signals and then the resultant 
information signals are recorded on the recording medium, 
Which Will be in detail described later. In the case Wherein the 
information signals recorded on the recording medium 
attempt to be reproduced, the signals are reproduced only 
When the aforementioned medium intrinsic information 
added to the information signals to be reproduced is consis 
tent With the medium intrinsic information Which the record 
ing medium on Which the information signals to be repro 
duced are recorded has. 

In other Words, When an individual user uses the recording 
device 10 Which Will be explained beloW so as to copy the 
information signals in an ordinary manner for private use, the 
medium intrinsic information added to the copied informa 
tion signals Will be made consistent With the medium intrinsic 
information Which the recording medium on Which the infor 
mation signals are recorded has. 

In the case Wherein for every recording medium on Which 
the information signals are to be recorded the medium intrin 
sic information of the medium is not added to the information 
signals to be recorded, but in the case Wherein the same 
information signals are copied on many recording media, for 
example, by copying the information signals recorded on a 
single recording medium onto other recording media, the 
medium intrinsic information Which is added to the informa 
tion signals and Which Will be consistent in the case of copy 
ing in an ordinary manner is not consistent With the medium 
intrinsic information Which the recording medium on Which 
the information signals are recorded has. In this case, there 
fore, reproduction is prohibited, and illegally copying of the 
information signals in a manner different from the ordinary 
manner is prohibited. 

Recording Device 10 
The recording device 10 in the ?rst embodiment Will be 

?rstly described. 
FIG. 1 is a block diagram for explaining the recording 

device 10 in the ?rst embodiment. As shoWn in FIG. 1, the 
recording device 10 has an input terminal 11 for inputting 
information signals, a copy-preventing control information 
detecting section 12, a timing generator 13, an SS additional 
information generator 14 (The SS is an abbreviation of spread 
spectrum, Which is the same hereinafter.), an SS additional 
information superimposing section 15, a Writing section 16, a 
medium intrinsic information reading section 17, and a sys 
tem controller 200 for controlling the respective sections in 
the recording device 10. 
A recording medium 100 is a medium on Which various 

digital information signals such as digital image signals, digi 
tal sound signals and programs are recorded by this recording 
device 10, including discs such as a CD-ROM and a DVD. In 
the folloWing, for simplifying explanation information sig 
nals Which are supplied to the recording device 1 0 through the 
input terminal 11 for inputting information signals and are 
recorded on the disc 100 are digital image signals. 

The digital image signals S1 supplied to the recording 
device 10 are signals to Which copy preventing control infor 
mation called CGMS (copy generation management system) 
is inserted and added. The copy preventing control informa 
tion called the CGMS is, for example, 2-bit information rep 

20 

25 

30 

35 

40 

45 

50 

55 

60 

65 

6 
resenting the content of copy control for the digital image 
signals S1, such as alloWance of copying, prohibition of copy 
ing, or copying generation restriction. 
When the disc 100 for recording information signals is set 

into the recording device 10 and a user gives an instruction for 
starting record of image signals through an operation key 
section 201 connected to the system controller 200, the con 
troller 200 controls the respective sections in the recording 
device 100 so as to start the recording process for recording 
the supplied information signals onto the disc 10. 

Digital image signals S1 transmitted from a netWork such 
as Internet and received by the recording device 10 are sup 
plied to the copy preventing control information detecting 
section 12, the timing generator 13 and the SS additional 
information superimposing section 15 in the recording device 
100. 
The copy preventing control information detecting section 

12 detects the copy preventing control information according 
to the CGMS Which is added to the supplied digital image 
signals S1, and then communicates the detected copy pre 
venting control information to the system controller 200. 
When the information from the copy preventing control 

information detecting section 12 shoWs that any copying is 
prohibited, the system controller 200 controls the respective 
sections not to record the digital image signals S1. When the 
information from the copy preventing control information 
detecting section 12 shoWs that copying is alloWable, the 
system controller 200 controls the respective sections in the 
device 10 to record the digital image signals S1 on the record 
ing medium 100. 
When the digital image signals S1 can be copied, the 

medium intrinsic information reading section 17 reads a 
serial number intrinsic to every disc recorded in, for example, 
a TOC (Table Of Contents) of the disc 100, and supplies this 
as medium intrinsic information B1 to the SS additional infor 
mation generator 14. 
The reference timing generator 13 detects reference timing 

signals from the supplied digital image signals S1 and then 
generates timing signals TM and clock signals CLK used in 
the respective sections in the recording device 100 on the 
basis of the detected reference timing signals. 

FIG. 2 is a block diagram for explaining the timing gen 
erator 13 in the recording device 10. As shoWn in FIG. 2, the 
timing generator 13 has a reference timing detecting section 
131, a PLL circuit 132 and a timing signal generator 133. 
The timing detecting section 131 extracts synchronous 

signals DK as the reference timing signals from the digital 
image signals S1 supplied to the section 131, and then sup 
plies the signals to the PLL circuit 132 and the timing signal 
generator 133. 
The PLL circuit 132 generates clock signals CLK synchro 

niZed With the digital image signals S1 on the basis of the 
synchronous signals DK from the reference timing detecting 
section 131. The clock signals CLK are supplied not only to 
the timing signal generator 133 but also to the respective 
sections using the clock signals CLK such as the SS addi 
tional information generator 14 Which Will be in detail 
described later. 
The timing signal generator 133 generates timing signals 

TM for use in the SS additional information generator 14 and 
other various timing signals on the basis of the synchronous 
signals DK from the reference timing detecting section 131 
and the clock signals CLK from the PLL circuit 131. 
The timing signals TM generated in the timing signal gen 

erator 133 are synchroniZed With the synchronous DS from 
the reference timing detecting section 131, and are used as 
reset (initializing) signals for taking timing for generating a 
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PN code series having a predetermined code pattern used for 
spectrum-spreading from the head of the code series, in the 
SS additional information generator 14. 
When, for example, vertical synchronizing signals are 

extracted as reference timing signals in the reference timing 
detecting section 131 in the timing generator 13, the clock 
signals CLK synchronized With the vertical synchronizing 
signals from the reference timing detecting section 131 are 
generated in the PLL circuit 132. 

In the timing signal generator 133, on the basis of the 
vertical synchronizing signals from the reference timing 
detecting section 131 and the clock signals CLK from the 
PLL circuit 132, timing signals TM synchronized With the 
vertical synchronizing signals used as reference timing sig 
nals are generated, so as to make one ?eld correspond to one 
cycle. 
As shoWn in FIG. 1, the timing signals TM and the clock 

signals CLK thus generated in the timing generator 13 are 
supplied to the SS additional information generator 14. 
The SS additional information generator 14 receives the 

supply of the medium intrinsic information B1, the timing 
signals TM and the clock signals CLK and then generates SS 
medium intrinsic information (SS additional information) 
SB1, Which is a spread spectrum signal of the medium intrin 
sic information B1. 

FIG. 3 is a block diagram for explaining the SS additional 
information generator 14. As shoWn in FIG. 3, the SS addi 
tional information generator 14 comprises a PN (Pseudoran 
dam Noise) code generator 141 and a multiplier 142. 

The PN code generator 141 generates a PN code series PS, 
on the basis of the timing signals TM and the clock signal as 
CLK. Speci?cally, at every timing that the timing signal TM 
is supplied, the PN code generator 141 generates the PN code 
series PS from its head, in synchronization With the clock 
signals CLK, and then supplies this to the multi?er 142. 

Into the multi?er 142, supplied are medium intrinsic infor 
mation roWs B1R Which are generated by outputting medium 
intrinsic information B1 from the medium intrinsic informa 
tion reading section 12 in such a manner that bits correspond 
ing to the predetermined number of clocks are outputted in 
synchronization With the clock signals CLK at every timing 
given by the timing signal TM. 

In the multi?er 142, the PN code series PS are multiplied 
by the medium intrinsic information roWs B1R, so as to 
generate spread spectrum signals (SS medium intrinsic infor 
mation), Which are spectrum-spread medium intrinsic infor 
mation. 
As described above, the SS additional information genera 

tor 14 has a function as a spreading means for making 
medium intrinsic information B1 having a narroW band and a 
high level into SS medium intrinsic information SB1 having 
a Wide and a loW lever by using the PN code series PS to 
spectrum-spread the medium intrinsic information B1. This 
Will be in detail described later. 

FIG. 4 is a vieW illustrating a structural example of the PN 
code generator 141 shoWn in FIG. 3. The PN code generator 
141 of this example comprises D ?ip-?op circuits REGI 
REG12 constituting 12 steps of sift resistors, and Exclusive 
OR circuits EX-OR1-EX-OR3 for calculating appropriate tap 
outputs from the sift resistors The PN code generator 141 
shoWn in FIG. 4 generates PN code series PS in the M (Maxi 
mum) length sequence on the basis of the timing signals TM 
and the clock signals CLK, as described above. 

Enable signals EN in FIG. 4 are signals for falling the PN 
cord generator 141 into an operating state. In the ?rst embodi 
ment, the enable signals are generated, for example, by 
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8 
sWitching on the recording device 10 shoWn in FIG. 1, and 
then supplied to the PN cord generator 141. 
The SS medium intrinsic information SB1 thus obtained 

from the SS additional information generator 14 is supplied to 
the SS additional information superimposing section 15. 
The signal superimposing section 15 receives the supply of 

the digital image signals S1 and the digital SS medium intrin 
sic information SB1, and then generates digital image signals 
S2 on Which the SS medium intrinsic information SB1 as a 
digital signal is superimposed. 
When the digital image signals S1 are composed of, for 

example, a 10 bit-source, in Which an image of pixel is rep 
resented by 10-bit signals, the SS medium intrinsic informa 
tion SB1 is superimposed on the least signi?cant bit (LSD) in 
the l0-bit digital image signals, or the ninth bit adjacent to the 
LSD in the SS additional information superimposing section 
15. In this manner, the SS additional information superim 
posing section 15 causes the SS medium intrinsic information 
SB1 to be superimposed on the digital image signal S1 Within 
the same time and the same frequency. 

In this case, the SS additional information superimposing 
section 15 causes the SS medium intrinsic information SB1 to 
be superimposed on the digital image signals S1 at a loWer 
signal electric poWer than the dynamic range of the digital 
image signals S1, so that the digital image signals S1 Will not 
be deteriorated by the SS medium intrinsic information SB1. 
The digital image signals S2 thus formed by superimposing 
the SS medium intrinsic information SB1 on the digital image 
signals S1 in the SS additional information superimposing 
section 15 are supplied to the Writing section 16. 
The Writing section 16 receives the supply of the digital 

image signals S2 on Which the digital SS medium intrinsic 
information SB1 is superimposed, converts this into digital 
image signals suitable for Writing, and then permits the digital 
image signals for Writing to be recorded on the recording 
medium 100. 
As Will be in detail described beloW, the SS medium intrin 

sic information SB1 superimposed on the digital image sig 
nals recorded on the recording medium 100 is spectrum 
spread, and consequently reproduction images based on the 
digital image signals are not deteriorated, and not altered nor 
erased. 

FIGS. 5A to 5D are diagrams of spectrums shoWing the 
relationship betWeen information signals, in particular image 
signals in the present example, and additional information, 
such as medium intrinsic information, added to the informa 
tion signals. The additional information includes a small deal 
of information, and is loW-bit information and narroW band 
information as shoWn in FIG. 5A. This is subjected to spec 
trum-spreading, resulting in Wide band- information as 
shoWn in FIG. 5B. At this time, the spectrum-spread signal 
level becomes loWer in inverse proportion to the expansion 
rate of the band. 

These spread spectrum signals, that is, pieces of the SS 
medium intrinsic information SB1, are superimposed on the 
information signals on the SS additional information super 
imposing section 15. In this case, as shoWn in FIG. 5C, the SS 
medium intrinsic information SB1 is superimposed at a level 
loWer than the dynamic range of the image signals as the 
information signals. By such superimposing, the information 
signals are hardly deteriorated. Thus, When the image signals 
on Which the SS medium intrinsic information SB1 is super 
imposed are supplied to a monitoring device, good images are 
reproduced Without substantial in?uence of the SS medium 
intrinsic information SB1. 

HoWever, When inverse spectrum-spreading is performed 
in such a manner as Will be in detail described later so as to 






























