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MICROPROCESSOR ARRANGEMENT FOR 
UPDATING FLAG BITS FOR SECURITY 

PURPOSES AND METHOD FOR OPERATING 
THE SAME 

CROSS-REFERENCE TO RELATED 
APPLICATION 

This application claims priority to German Patent Appli 
cation Serial No. 103583580, ?led Dec. 12,2003, and Which 
is incorporated herein by reference in its entirety. 

FIELD OF THE INVENTION 

The application relates to a microprocessor arrangement 
having an execution unit, a main memory and a ?ag register 
Which indicates information from an executed operation in a 
program. 

The invention also relates to a method for operating a 
microprocessor arrangement. 

BACKGROUND OF THE INVENTION 

To process logic and arithmetic operations in a program, 
microprocessor arrangements have an execution unit, an 
“arithmetic and logic unit” (ALU) and associated Working 
registers Which are used for storing (buffering) addresses and 
data Which are required for a task Which is currently being 
processed by the execution unit. 

Working registers, such, as accumulators, ensure, inter 
alia, rapid, random and simultaneous read and/or Write access 
to operands Which are involved in a computation operation in 
the ALU. One of these Working registers to Which a program 
mer has access is the “?ag register”, Which contains informa 
tion about the last computation result obtained When execut 
ing the task or operation. To this end, the execution unit has 
control elements, for example comparison means, Which 
evaluate the content of an accumulator after a computation or 
storage operation has been carried out and set or erase ?ags in 
the ?ag register. 

If all of the bits in the accumulator are equal to Zero, for 
example as the result of an operation, then the Zero ?ag is set 
in the ?ag register, that is to say is set to a logic “ l ”. The states 
of the ?ag bits are of signi?cance particularly When the execu 
tion of particular operations, for example a conditional jump, 
requires a query to the ?ag register. By Way of example, 
conditional jumps are executed only if the query in question is 
true, Which means that the corresponding bit in the ?ag reg 
ister needs to be set. 

For the purpose of setting and erasing the bits, the micro 
processor arrangement incorporates electronic circuits or 
gates Which sWitch after every executed operation on the basis 
of the computation result and in so doing actuate or update the 
?ag register. The sWitching of the gates produces a character 
istic current pro?le. “Side-channel attacks” involve the cur 
rent draWn or the electromagnetic emission from the gates 
being detected, for example. The time pro?le, particularly the 
timing of the current draWn or of the electromagnetic emis 
sion, alloWs conclusions to be draWn about a computation 
algorithm Which is being used, for example, or even alloWs 
some of the useful information processed to be ascertained. 

Differential poWer analysis (DPA) is a knoWn attack sce 
nario for security CPUs. Such an attack involves a succession 
of instructions in a program and their effects in the circuit to 
be ascertained using statistical evaluations of the character 
istic curves of the current draWn. These evaluations may be 
used to reach detailed conclusions about the program Which is 
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2 
being executed. The detection of electromagnetic emission is 
knoWn by the term DEMA (“Differential Electro-Magnetic 
Analysis”). 

It folloWs from this that the integrated circuits, such as 
microprocessor arrangements, should be of such a nature that 
they have a high level of security against the spying-out of 
data. 

SUMMARY OF THE INVENTION 

An object of the present invention is therefore to specify a 
microprocessor arrangement and a method for operating a 
microprocessor arrangement Which alloW data to be pro 
cessed in a Way Which is immune to tapping. 

This object is achieved by means of a microprocessor 
arrangement Which has an execution unit for controlling a 
program cycle and for processing arithmetic and logic opera 
tions, a Working register, for storing a result of the operation, 
and a ?ag register Which indicates information about the 
result of the operation using ?ag bits, Wherein combinational 
logic elements Which are connected to the Working register 
are controlled such that the state of the ?ag bits in the ?ag 
register is updated after the executed operation only if execu 
tion of one of subsequent operations Within the program cycle 
requires a status of the ?ag bits. 

This object is also achieved by a method for operating a 
microprocessor arrangement Which has an execution unit, for 
controlling a program cycle and for processing arithmetic and 
logic operations, a Working register Which is coupled to a 
control element in the execution unit and Which stores a result 
of the operation, and a ?ag register Which indicates informa 
tion about the result of the operation using ?ag bits, Wherein 
the state of the ?ag bits in the ?ag register is updated only if 
execution of an operation Within the program cycle requires a 
status of the ?ag bits. 

FolloWing the execution of an operation by the execution 
unit, a computation result is stored in the Working register, 
Wherein the execution unit has a control element, for example 
a comparator, Which checks the data stored in the Working 
register and sets or erases the ?ag bits in the ?ag register on 
the basis of the data. So that this does not take place for every 
operation carried out, the microprocessor arrangement is 
designed such that the Working registers have associated 
combinational logic elements. Advantageously, the combina 
tional logic elements have a ?rst input, to Which a value from 
a memory position in the Working register is supplied. A 
second input is used to supply an enable signal. An output on 
the combinational logic element is connected to the control 
element in the execution unit, and the combinational logic 
element is activated on the basis of the supply of the enable 
signal, so that the comparator is provided With access to the 
value at the memory position in the Working register and the 
?ag bit in the ?ag register can be updated as appropriate. 

Advantageously, the supply of the enable signal and hence 
the actuation of the ?ag register by the control element in the 
execution unit is controlled exclusively by a programmer for 
the operations Which are to be executed in a program. The 
programmer may use either an instruction implemented in the 
program or an instruction Which is input via an input system 
in order to initiate the enable signal and to supply it to the 
combinational logic element or can make automatic provi 
sion in the program, in a compiler or in a linker for the enable 
signal to be generated and supplied to the combinational logic 
element only if an instruction for executing the operation is 
being coded Which requires the state of the ?ag bit in order to 
be executed. 
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A programmer thus has the option of creating a program in 
Which results Which are obtained through operations and are 
stored in the Working register are evaluated, for the purpose of 
updating the ?ag register, only if this is required in order to 
execute the operation. 

BRIEF DESCRIPTION OF THE DRAWING 

Further advantages, features and expediences of the inven 
tion and the Way in Which it Works are explained in more 
detail With reference to the exemplary embodiment described 
beloW. 

FIG. 1 shoWs a block diagram With elements of a micro 
processor arrangement Which are relevant to the invention. 

DETAILED DESCRIPTION OF PREFERRED 
EMBODIMENTS OF THE INVENTION 

The microprocessor arrangement shoWn in FIG. 1 With 
elements Which are relevant to the invention shoWs a sub 
function unit Which is relevant to the invention in a central 
execution unit (not shoWn here), the “arithmetic and logic 
unit” (ALU), Which controls a program cycle and processes 
logic and arithmetic instructions, and Which is shoWn as a 
control element 1 in this case. The operands needed to execute 
the instructions are either stored in a Working register 2 Which 
is coupled to further function units (not shoWn here) in the 
execution unit or are applied via an internal bus (not shoWn 
here). In this exemplary embodiment, the Working register 2 
is in the form of an 8-bit register. The signal path betWeen the 
control element 1 in the execution unit and the Working reg 
ister 2 contains combinational logic elements 3, Which are in 
the form of AND gates in this case. Each memory position 0 
to 7 in the Working register 2 has a respective associatedAND 
gate 3. Each AND gate 3 has a ?rst and a second input, With 
the ?rst input respectively being used to supply the AND gate 
3 With a value for a data item stored in one of the memory 
positions 0 to 7 in the Working register 2. The second input of 
eachAND gate 3 is connected to a control line 4 Which can be 
used to supply an enable signal. 
When the AND gates are supplied With the enable signal, 

the AND gates are prompted to sWitch the data stored in the 
Working register 2 through to the control element 1 in the 
execution unit. Comparators incorporated in the control ele 
ment 1 in the execution unit, by Way of example, noW evaluate 
every single value, supplied via the AND gates 3, at the 
memory positions 0 to 7 in the Working register 2 and actuate 
a ?ag register 5 connected to the control element 1 in the 
execution unit, so that ?ag bits stored in the ?ag register 5 are 
set or erased on the basis of the evaluation result. 
A fundamental concept of the invention is based on the 

circumstance that it is not absolutely necessary to query the 
?ag bits in the ?ag register in order to execute operations. The 
continuous (on the basis of the prior art) performance of a 
comparison for the data stored in the Working register is not 
necessary for many instructions, since the execution of these 
instructions is not dependent on information from the ?ag 
bits. The direct actuation of the combinational logic elements 
updates the ?ag bits only When the continued program execu 
tion necessitates this. Hence, analysis of a current draWn 
When all of the gates involved are sWitched also alloWs no 
conclusions to be draWn about the operations Which are being 
executed. 

The invention claimed is: 
1. A microprocessor arrangement comprising: 
an execution unit for controlling a program cycle and for 

processing arithmetic and logic operations; 
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4 
a Working register having a plurality of bits Which stores a 

result of an operation and Which is coupled to a control 
element in the execution unit; 

a ?ag register Which indicates information about the result 
of the operation using ?ag bits; and 

combinational logic elements Which are each connected to 
one of the bits of the Working register, 

Wherein the combinational logic elements are controlled 
such that the state of the ?ag bits in the ?ag register is 
updated after the executed operation only if execution of 
one of subsequent operations Within the program cycle 
requires a status of the ?ag bits, the ?ag bits are not 
queried to execute said operations not dependent on the 
?ag bits. 

2. The microprocessor arrangement as claimed in claim 1, 
Wherein each of the combinational logic elements have a ?rst 
input for supplying a value from a memory position in the 
Working register and a second input for supplying an enable 
signal. 

3. The microprocessor arrangement as claimed in claim 1, 
Wherein each of the combinational logic elements have an 
output Which is connected to the control element in the execu 
tion unit, Wherein the control element in the execution unit 
updates the state of the ?ag bits When the combinational logic 
elements are supplied With an enable signal Which activates 
the combinational logic elements. 

4. The microprocessor arrangement as claimed in claim 1, 
Wherein the combinational logic elements are made up of an 
AND gate associated With each memory position in the Work 
ing register. 

5. The microprocessor arrangement as claimed in claim 3, 
Wherein the enable signal is generated by an input of an 
instruction, Which is initiated by a programmer of the pro 
gram. 

6. The microprocessor arrangement as claimed in claim 3, 
Wherein the enable signal is generated automatically When an 
instruction for an operation, Which requires the status of the 
?ag bit in order to execute the instruction, is decoded. 

7. A method for operating a microprocessor arrangement 
Which has an execution unit, comprising: 

controlling a program cycle and for processing arithmetic 
and logic operations; 

storing a result of the operation in a Working register Which 
is coupled to a control element in the execution unit; 

indicating information about the result of the operation 
using ?ag bits in a ?ag register; and 

updating, the state of the ?ag bits in the ?ag register only if 
an execution of an operation Within the program cycle 
requires a status of the ?ag bits and the ?ag bits are not 
queried to execute said operations not dependent on the 
?ag bits. 

8. The method as claimed in claim 7, further comprising 
supplying combinational logic elements associated With the 
Working register With an enable signal Which activates the 
combinational logic elements and prompts the control ele 
ment in the execution unit to update the state of the ?ag bits. 

9. The method as claimed in claim 8, Wherein the enable 
signal is generated by the input of an instruction, Which is 
initiated by a programmer of the program, and is supplied to 
the combinational logic elements. 

10. The method as claimed in claim 8, Wherein the enable 
signal is supplied automatically as soon as an instruction for 
an operation, Which requires the status of the ?ag bits in order 
to execute an instruction, is decoded. 

11. A microprocessor arrangement comprising: 
an execution unit for controlling a program cycle and for 

processing arithmetic and logic operations; 
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an 8 bit Working register Which stores a result of an opera- Wherein the comparators evaluate every bit of the Working 
ti011; register and actuate the ?ag register so that the ?ag bits 

a ?ag register Which indicates information about the result 
of the operation using ?ag bits; 

combinational logic elements comprising ?rst inputs each 5 
connected to one of the bits of the Working register, 
second inputs each connected to a control line and out 
puts; 

comparators, Which are coupled betWeen the outputs of the 
combinational logic elements and the ?ag register; * * * * * 

are set or erased on the basis of the evaluation result if a 

control line enables the combinational logic elements 
after the executed operation if execution of one of sub 
sequent operations Within the program cycle requires a 
status of the ?ag bits. 


