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METHOD AND APPARATUS FOR DORMANT 
MODE SUPPORT WITH PAGING 

This application is a continuation-in-part of application 
Ser. No. 10/264,807, entitled “Method and Apparatus for 
Dormant Mode Support With Paging,” ?led Oct. 4, 2002, 
Publication No. US2003/0145092 A1, published Jul. 31, 
2003. 

FIELD OF THE INVENTION 

The present invention relates to the ?eld of Wireless com 
munication; more particularly, the present invention relates to 
paging of Wireless stations in a Wireless communications 
systems that alloW Wireless stations to enter an operational 
mode (e.g., a reduced poWer consumption mode) in Which 
communication With the Wireless station does not occur for 
periods of time and paging is used for locating Wireless sta 
tions and for notifying Wireless stations of messages that Were 
sent While the Wireless stations Were in that operational mode. 

BACKGROUND OF THE INVENTION 

To increase battery life of Wireless station, a poWer save 
mode is de?ned in many Wireless netWork protocols. In IEEE 
802.11 netWorks, a Wireless station is either in a receive state 
in Which it is listening for frames, a transmit state in Which it 
is sending frames, or a poWer save mode in Which it is neither 
transmitting nor receiving. This causes a very large portion of 
Wireless stations to be poWered-up most of time. The Wireless 
station in poWer save mode consumes much less poWer by 
shutting off poWer to nearly everything except for a timing 
circuit. This enables the Wireless station to consume very 
little poWer and Wake up periodically (in multiples of beacon 
intervals) to receive beacon transmissions from an access 
point. 

Paging is a Wireless service for alerting a Wireless station in 
a poWer save mode to the arrival of frames and optionally to 
buffer arrived frames until the paged station Wakes up and 
receives them. The area in Which paging is used is referred to 
as a paging area. A paging area boundary is de?ned by the 
outer perimeter of the ranges of a collection of access points 
(an “access point group”) that are used to locate a dormant 
Wireless station. This outer perimeter forms the paging area 
boundary of a paging area. Each paging area uniquely iden 
ti?es itself to Wireless stations by periodically broadcasting 
its unique paging area identi?er. Although many cellular 
based Wireless WAN protocols support paging, WLAN pro 
tocols, such as the IEEE 802.11, do not speci?cally provide 
standards or methods for implementing paging. For example, 
the IEEE 802.11 protocol does not have paging areas With 
more than one access point, a dedicated paging channel and a 
radio link protocol speci?cally directed toWards locating a 
dormant Wireless station that is in a poWer save mode. 
Some Wireless netWorks, such as IEEE 802.1 1, have in?ex 

ible paging architecture. In IEEE 802.1 1, paging area consists 
of single access point, so Wireless station should perform 
location registration Whenever it enters coverage area of neW 
AP. As Wireless stations become more mobile, poWer con 
sumption caused by in?exible paging architecture becomes 
more signi?cant. 

SUMMARY OF THE INVENTION 

A method and communication system for supporting dor 
mant mode are described. In one embodiment, the commu 
nication system comprises a Wireless station operable in a 
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2 
poWer savings mode and group of access points. Each group 
of access points comprises one or more access points With at 
least one group of access points having at least tWo access 
points. Ranges for the one or more access points in each of the 
groups de?ne a paging area for each group, Wherein one 
access point uses a paging channel for paging the Wireless 
station When the Wireless station is in the poWer savings mode 
and is in the paging area associated With the one access point. 
The Wireless station performs a handoff procedure When the 
one access point is not in the same group of access points as 
the access point associated With the Wireless station prior to 
the Wireless station entering the poWer savings mode and does 
not perform a handoff procedure When the one access point is 
in the same group of access points as the access point asso 
ciated With the Wireless station prior to the Wireless station 
entering the poWer savings mode. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The present invention Will be understood more fully from 
the detailed description given beloW and from the accompa 
nying draWings of various embodiments of the invention, 
Which hoWever, should not be taken to limit the invention to 
the speci?c embodiments, but are for explanation and under 
standing only. 

FIG. 1 is a diagram of one embodiment of a WLAN that 
supports paging; 

FIG. 2 is a diagram of one embodiment of an access point 
group that uses a structured distributed grouping; 

FIG. 3 is a diagram of a prior art IAPP architecture; 
FIG. 4 illustrates one embodiment of a prior art location 

update procedure; 
FIG. 5 illustrates an alternative embodiment of a prior art 

location update procedure; 
FIGS. 6A-6C illustrate an arrangement of tWo paging areas 

Where each paging area has multiple access points; 
FIG. 7A illustrates one embodiment of the location updat 

ing procedure of the present invention; 
FIG. 7B-7C illustrate alternative embodiments of the local 

update procedure of the present invention; 
FIG. 8 illustrates the access point for the TIM that occurs in 

the beacon at a beacon interval; 
FIG. 9 illustrates the TIMs for multiple access points; 
FIG. 10A is a How diagram ofone embodiment ofa process 

used by access point to provide paging; 
FIG. 10B is a How diagram of a process performed by 

neighboring access points When paging by the current service 
access point fails; 

FIG. 11 is a How diagram of one embodiment of a process 
performed by a Wireless station for handling paging; 

FIG. 12 is a How diagram of an alternative embodiment for 
passive scanning performed by a Wireless station; 

FIG. 13 is a block diagram ofone embodiment ofan access 
point; and 

FIG. 14 is a block diagram of one embodiment of a Wireless 
station. 

DETAILED DESCRIPTION OF THE PRESENT 
INVENTION 

A paging scheme for use in Wireless netWorks is described. 
The paging scheme improves the poWer saving capability of 
Wireless netWorks by enabling ?exible paging area design. In 
one embodiment, the paging scheme enables the use of a 
poWer saving mode. A poWer save mode combined With pag 
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ing increases the battery life of Wireless stations by reducing 
the power consumption accompanied by the mobility of a 
Wireless station. 

In one embodiment, a paging area may consist of more than 
one access point, and the Wireless station entering a coverage 
area of a neW access point performs location registration if the 
neW access point belongs to a neW paging area, but it is not 
required to do so otherWise. As a result, a Wireless station may 
move around the netWork coverage area Without performing 
location registration, thereby reducing poWer consumption 
by avoiding an entire location registration procedure. Accord 
ingly, a Wireless station entering into neW access points cov 
erage area performs a complete handoff only When the neW 
access point belongs to paging area different from the old 
access point. If the neW access point belongs to the same 
paging area, the Wireless station only synchronizes With the 
neW access point. In contrast, With conventional Wireless 
LANs, When a Wireless station crosses the boundary of the 
coverage area of an access point and enters into the coverage 
area of another access point, it is required to perform a com 
plete handoff betWeen the tWo access points. Since Wireless 
station must transmit/receive many frames to perform hand 
off and the handoff process often takes long time, poWer 
consumption of moving Wireless station is much more than 
that of stable ones. 

To this end, in one embodiment, each access point is 
assigned With a paging area ID that indicates the paging area 
it is in. (Design of a paging area is essentially assigning the ID 
of the paging area to the appropriate access points.) These 
access points having the same paging area ID exchange their 
paging information (e.g., TIM and access point identi?er) 
With one another, and include the information Within their 
beacon transmission With the ID of the corresponding access 
point. These beacons from the access points, in a collective 
sense, serve as the common paging channel for the access 
points Within the paging area. 
By properly selecting the siZe of paging area based on such 

factors as the mobility of Wireless stations, tra?ic character 
istics, and coverage area siZe, poWer consumption in total can 
be dramatically reduced. 

In the folloWing description, numerous details are set forth 
to provide a more thorough explanation of the present inven 
tion. It Will be apparent, hoWever, to one skilled in the art, that 
the present invention may be practiced Without these speci?c 
details. In other instances, Well-knoWn structures and devices 
are shoWn in block diagram form, rather than in detail, in 
order to avoid obscuring the present invention. 
Some portions of the detailed descriptions Which folloW 

are presented in terms of algorithms and symbolic represen 
tations of operations on data bits Within a computer memory. 
These algorithmic descriptions and representations are the 
means used by those skilled in the data processing arts to most 
effectively convey the substance of their Work to others 
skilled in the art. An algorithm is here, and generally, con 
ceived to be a self-consistent sequence of steps leading to a 
desired result. The steps are those requiring physical manipu 
lations of physical quantities. Usually, though not necessarily, 
these quantities take the form of electrical or magnetic signals 
capable of being stored, transferred, combined, compared, 
and otherWise manipulated. It has proven convenient at times, 
principally for reasons of common usage, to refer to these 

signals as bits, values, elements, symbols, characters, terms, 
numbers, or the like. 

It should be borne in mind, hoWever, that all of these and 
similar terms are to be associated With the appropriate physi 
cal quantities and are merely convenient labels applied to 
these quantities. Unless speci?cally stated otherWise as 
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4 
apparent from the folloWing discussion, it is appreciated that 
throughout the description, discussions utiliZing terms such 
as “processing” or “computing” or “calculating” or “deter 
mining” or “displaying” or the like, refer to the action and 
processes of a computer system, or similar electronic Wireless 
station, that manipulates and transforms data represented as 
physical (electronic) quantities Within the computer system’ s 
registers and memories into other data similarly represented 
as physical quantities Within the computer system memories 
or registers or other such information storage, transmission or 
display devices. 
The present invention also relates to apparatus for perform 

ing the operations herein. This apparatus may be specially 
constructed for the required purposes, or it may comprise a 
general purpose computer selectively activated or recon?g 
ured by a computer program stored in the computer. Such a 
computer program may be stored in a computer readable 
storage medium, such as, but is not limited to, any type of disk 
including ?oppy disks, optical disks, CD-ROMs, and mag 
netic-optical disks, read-only memories (ROMs), random 
access memories (RAMs), EPROMs, EEPROMs, magnetic 
or optical cards, or any type of media suitable for storing 
electronic instructions, and each coupled to a computer sys 
tem bus. 

The algorithms and displays presented herein are not inher 
ently related to any particular computer or other apparatus. 
Various general purpose systems may be used With programs 
in accordance With the teachings herein, or it may prove 
convenient to construct more specialiZed apparatus to per 
form the required method steps. The required structure for a 
variety of these systems Will appear from the description 
beloW. In addition, the present invention is not described With 
reference to any particular programming language. It Will be 
appreciated that a variety of programming languages may be 
used to implement the teachings of the invention as described 
herein. 
A machine-readable medium includes any mechanism for 

storing or transmitting information in a form readable by a 
machine (e. g., a computer). For example, a machine-readable 
medium includes read only memory (“ROM”); random 
access memory (“RAM”); magnetic disk storage media; opti 
cal storage media; ?ash memory devices; electrical, optical, 
acoustical or other form of propagated signals (e.g., carrier 
Waves, infrared signals, digital signals, etc.); etc. 

OvervieW of Paging 
Generally, a netWork implementing paging Will be 

arranged to have at least tWo paging areas. In the prior art, 
When a Wireless station crosses a paging area boundary from 
one paging area to another, the Wireless station associates 
With the neW access point in the next paging area. A Wireless 
station detects When it crosses a paging area boundary by 
detecting a change in the unique paging area identi?er that 
identi?es in Which paging area the Wireless station is located. 
HoWever, When neighboring paging areas overlap With each 
other, a Wireless station may be in more than one paging area 
simultaneously and thus Will detect more than one paging 
area identi?er. In this case, the Wireless station may opt not to 
associate With the access point in the next paging area as long 
as it detects the paging area identi?er of the current paging 
area. Alternatively, the Wireless station may detect the 
strength of the paging area identi?er from each paging area 
that Wireless station is Within and associate With the paging 
area from Which the strongest paging area identi?er is broad 
cast. 

The Wireless station in poWer save mode is programmed to 
periodically go from poWer save mode to active mode so that 
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it may detect the unique paging (or traf?c indication) identi 
?er or identi?ers being broadcast. When this occurs, the Wire 
less station provides its location to the network. In order to 
correctly deliver a paging service, a Wireless netWork 
attempts to keep track of the location of each Wireless station. 
One of the consequences of reducing the number of instances 
in Which the Wireless station informs the netWork of its loca 
tion in the previously-described manner is that the netWork 
does not knoW the location of the Wireless station Within a 
given paging area. Because the Wireless station may have 
moved after the last time it Was synchronized and associated 
With an access point (the “old” access point), all that the 
netWork knoWs is that the Wireless station is located some 
Where Within the paging area in Which the access point serv 
ing the Wireless station is located. In order for the netWork to 
forWard IP tra?ic to the Wireless station, it knoWs the access 
point for Which the Wireless station is currently in range (i.e., 
the “neW access point”) and alert the Wireless station about 
the pending IP traf?c. The netWork precisely locates the Wire 
less station Within a paging area by paging the Wireless sta 
tion. 

Paging the Wireless station starts With signaling by the 
netWork through the access points directed to the Wireless 
station and alerting the Wireless station to establish a connec 
tion. Paging the Wireless station involves transmitting a 
request to all the access points in the same paging area as the 
old access point. These access points then broadcast the pag 
ing signal. When the Wireless station receives the paging 
signal, it associates With the neW access point. Once the 
Wireless station associates With the neW access point, the 
netWork knoWs the location of the Wireless station in terms of 
the access point in Which it is in range. The neW access point 
then signals the old access point, and the old access point 
sends any buffered IP traf?c to the neW access point and the 
neW access point delivers the buffered IP tra?ic to the Wireless 
station. 

With a paging service, an access point, noticing a Wireless 
station is going to enter a poWer save mode, begins buffering 
frames for the Wireless station for storage While it is in the 
poWer save mode. To alert the Wireless station that frames are 
available for the Wireless station, an access point transmits 
beacons containing a tra?ic indication map (TIM) that iden 
ti?es the Wireless station in poWer saving mode Whose frames 
are buffered at the access point and are aWaiting delivery. 
When a Wireless station in a poWer save mode exists the 

poWer saving mode and determines from the beacon that there 
are frames Waiting, the Wireless station communicates With 
the access point to retrieve them. After that, the Wireless 
station can return to the poWer saving mode until its sched 
uled time to listen for the next beacon transmission. Such 
mode transitions betWeen the poWer saving mode and receiv 
ing mode are autonomously done by the Wireless station so 
the transitions do not require any explicit message exchanges 
With access point. 

Paging areas are needed to enable the paging functionality 
and do so primarily by using paging groups to de?ne paging 
area boundaries. The paging groups are generally formed 
from a subset of all the access points Within the WLAN or 
network. The structure of paging areas and established access 
points groups, including a protocol to manipulate access point 
groups, is described in US. provisional patent application 
entitled “METHOD AND APPARATUS FOR DORMANT 
MODE SUPPORT WITH PAGING,” Ser. No. 10/264,807, 
?led Oct. 4, 2002, Publication No. 2003/0145092 A1, pub 
lished Jul. 31, 2003. 
Once access point groups have been formed, they commu 

nicate their identity to any Wireless station that is Within the 
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6 
paging area that they de?ne so that the Wireless stations can be 
located. The step of communicating access point group infor 
mation to Wireless stations generally includes (a) including 
the access point group’s paging area ID in the beacon of each 
access point in the access point group; (b) assigning a channel 
over Which to broadcast the beacon; and (c) aWakening the 
Wireless station to periodically detect the beacon. Beacons are 
signals that are periodically broadcast from each of the access 
points and contain a variety of information. 

In one embodiment, each access point is assigned With its 
paging area ID and broadcasts the paging area ID in beacon 
transmission. An access point group’s unique paging area ID 
enables one paging group (or paging area) to be distinguished 
from another. Each paging group is assigned a unique paging 
area ID and communicates this paging area ID to any Wireless 
stations Within that paging group’s paging area so that a 
Wireless station can determine in Which paging area it is 
located. This may be accomplished using a beacon packet or 
beacon, such as the beacon in the IEEE 802.11 protocol. 

In conventional IEEE 802.11, BSSID, Which is ID of an 
access point, serves as paging area ID, so there should be 
single access point in a paging area. In contrast, in one 
embodiment, ESSID, Which is ID ofan ESS (a set of access 
points), may be used as paging area ID. Since the access 
points in the paging area are given the same ID, the paging 
area is easy to enlarge by adding another access point and 
announcing the paging area ID and having that access point 
announce its paging area in the beacons. 

Paging is performed over a channel. The channel may be a 
physical channel or a virtual channel. Such channels may be 
assigned in many Ways. Methods of channel assignment 
include: (1) static assignment; (2) standard common paging 
channel assignment; and (3) local common paging channel 
assignment method. In the static assignment method, all the 
access points in the WLAN are assigned the same common 
channel over Which to broadcast the IP traf?c and the beacon. 
In the standard common paging channel assignment method, 
the access points are assigned a universal common channel 
over Which to broadcast the beacon and a different common 
channel over Which to broadcast the IP tra?ic. In the local 
common paging channel assignment method, all the access 
points in the same access point group are assigned the same 
channel for paging With no adjacent access paging groups 
assigned the same paging channel and a channel for IP traf?c 
that is different from any of the paging channels. 

In the local common paging channel assignment method, 
the access points in the same access point group are assigned 
the same paging channel. HoWever, no adjacent access paging 
groups are assigned the same paging channel. The IP channel 
is a channel, Which is different from any of the paging chan 
nels. In one embodiment, the paging channel for each access 
point group is assigned by that access point group’s root 
access point. Additionally, each slave access point uses the 
same paging channel as its master and none of the slave access 
points uses the paging channel as its IP channel. In this 
approach, the Wireless station need only search for the paging 
channel When it crosses a paging area boundary because all 
the access points in the access point group have the same 
paging area ID. Additionally, assigning different beacon 
channels to adjacent access point groups helps to reduce the 
risk of interference among the beacon channels of these 
groups. 

In order for a Wireless station to detect a beacon or other 
packet, it must be aWakened from the poWer save mode. Once 
aWakened into active mode, the Wireless station searches for 
the paging channel for the beacon or other packet. Generally, 
the Wireless station itself is programmed to periodically 
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aWaken at set intervals and remain in active mode for a pre 
determined time period (the “beacon WindoW”). In one 
embodiment, this temporary transition of Wireless station 
betWeen poWer save mode and active mode at the start and the 
end of beacon WindoW is not accompanied by explicit poWer 
mode transition messages to further save poWer. However, the 
set intervals and beacon WindoW need to generally corre 
spond With the timing of the beacon broadcast (the “beacon 
timing”) of the access points. 

In one embodiment, the timing of the beacon broadcasts for 
each access point Within an access point group need not be 
synchronized to occur approximately at the same time (the 
“beacon timing”). Because the beacon broadcasts in an access 
point group do not have to occur at the same time, no syn 
chroniZation of beacon timing is necessary. 

Locating a Wireless station in a paging area includes asso 
ciating the Wireless station With an access point or access 
point group Whenever it crosses a paging area boundary, and 
Whenever it is paged. Whenever a Wireless station crosses a 
paging area boundary, it associates With a neW access point in 
a neW access point group. Whenever a Wireless station is 
paged, it associates With the access point for Which it is in 
range so that it can receive IP traf?c. To associate With an 
access point, the Wireless station sends a request to associate 
to the neW access point. Thereafter, an association identi?ca 
tion (“AID”) is assigned to the Wireless station. 

Generally, paging areas are de?ned by the outermost 
perimeter of the ranges of the outermost access point groups 
Within a paging group. This outer most perimeter is the pag 
ing area boundary. The paging groups are generally formed 
from a subset of all the access points Within the WLAN or 
network by de?ning the structure of the access point group 
Which establishes the relationships among the access points. 
One example is shoWn in FIG. 1 Wherein a WLAN 100 for 
Which a paging area has been de?ned is shoWn. In this WLAN 
100, there are tWo nodes 102 and 104 connected to a netWork 
106, such as the Internet, by some type of Wired or Wireless 
connection. A plurality of access points 120, 122, 124, 128, 
130 and 132 are connected to nodes 102 and 104 via some 
type of Wired connection. The access points 120, 122, 124, 
128, 130 and 132 are grouped together so that the ranges of 
the access points 134, 136, 138, 140, 142 and 144 de?ne a 
paging area 150 having a paging area boundary 152. 

In another example, the relationships among the access 
points in a paging group may be de?ned by a tree structured 
distributed group model. FIG. 2 shoWs an access point group 
210 Wherein the relationships among the access points 212 
221 in the access point group 210 are de?ned by a distributed 
group model. The paging group 210 is comprised of access 
points 212-221 and de?nes a paging area 226. The paging 
area boundary 228 is de?ned by the outermost perimeters of 
the ranges 230-239 ofthe access points 212-221, and encloses 
the paging area 226. 
A tree structured distributed group model has a hierarchical 

tree structure. In the hierarchical tree structure, each access 
point is connected to one or more access points directly beloW 
it. Additionally, access points are de?ned in terms of func 
tionality as “master,” “slave,” or both. A master is an access 
point to Which other access points belong and Which has the 
ability to control the access points that belong to it. In FIG. 2, 
the master access points are 212, 213, 215, 217 and 218. A 
slave is an access point that belongs to a master. In the access 
point group 210, the slave access points are 213-221. It is 
possible to be a master and a slave With the functionality of 
both at the same time, such as access points 213, 215, 217 and 
218. Additionally, an access point may be the master of more 
than one access point as are access points 212, 215 and 217. 
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8 
HoWever, an access point may not have more than one master. 
If an access point is simultaneously both a master and a slave, 
in one embodiment, the master folloWs the slave’s attributes. 
Each access point group has one access point to Which all 
others belong, directly or indirectly. This is called the “root 
access point” (access point 212). Access points at Which the 
tree structure terminates are called “leaf access points” (ac 
cess points 214, 216, 219, 220 and 221). All remaining access 
points are called “intermediate access points” (access points 
213,215,217 and 218). 

Establishing a protocol for communications among the 
access points in an access point group may include develop 
ing a unique protocol or modifying an existing one. The IEEE 
Inter Access Point Protocol (“IAPP”) is an existing protocol 
betWeen access points that alloWs conformant access points 
from multiple vendors to interoperate on a common distribu 
tion system. IAPP speci?es the functionality of the access 
points (Which describes service primitives), a set of functions 
and a protocol that Will alloW IP packets to be carriedbetWeen 
access points. FIG. 3 shoWs the IAPP architecture. The access 
point management entity or APME 40 is used as the main 
operational program of the access point, implementing the 
access point manufacturer’s proprietary features and algo 
rithms. A tree structured distributed model for the access 
point group is implemented in the APME. 

Access point groups communicate their identity to any 
Wireless station that is Within the paging area that they de?ne 
so that the Wireless stations can be located. Although the 
folloWing examples Will discuss these methods With regard to 
a single Wireless station for clarity, the methods may also be 
applied When a plurality of Wireless stations are present. 
An access point group’s unique paging area ID is included 

in the beacon of each access point to enable one paging group 
(or paging area) to be distinguished from another. In one 
embodiment, to enable a Wireless station can determine the 
paging area in Which it is located, each paging group is 
assigned a unique paging area ID and communicates this 
paging area ID to any Wireless stations Within its respective 
paging area. This may be accomplished using the beacon 
packet (hereinafter “beacon”) in the IEEE 802.11 protocol. 

Beacons provide a mechanism for access points in an 
access group to communicate With each other. The beacon is 
a signal that is periodically broadcast by each of the access 
points and can contain a variety of information. Each packet 
of information in the beacon is called an “element.” In one 
embodiment, the beacon is the beacon included in the IEEE 
802.1 1 protocol.An exemplary format of the beacon is shoWn 
in application Ser. No. 10/264,807, entitled “Method and 
Apparatus for Dormant Mode Support With Paging,” ?led 
Oct. 4, 2002, Publication No. US2003/0145092 A1, pub 
lished Jul. 31, 2003. 

While in a poWer savings mode, the Wireless station may 
remain stationary, move Within the range of the ?rst access 
point, move into the range of another access point Within the 
?rst paging area (the “second access point”) or move into a 
second paging area. If the Wireless station remains stationary, 
moves Within the range of the ?rst access point or moves into 
the range of a second access point, it Will aWaken at its set 
interval (noW set to the group beacon timing) and listen for a 
neW beacon. The neW beacon Will either be the ?rst access 
point’s beacon, or it Will be the second access point’s beacon 
if the Wireless station has moved into the range of the second 
access point. The Wireless station then determines Whether it 
senses a neW beacon during the beacon WindoW. If it deter 
mines that it has sensed a beacon during the beacon WindoW, 
the timing of the neW beacon and the beacon WindoW is set. 
Therefore, the Wireless station returns to the poWer savings 
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mode and the steps are repeated until the Wireless station 
determines that it does not sense a neW beacon during its 
beacon WindoW. 

If the Wireless station determines that it has not sensed a 
neW beacon during its beacon WindoW, the Wireless station 
exits the poWer saving mode and returns to an active mode at 
the time of a beacon for another access point in the paging 
area to sense a neW beacon. 

If the neW beacon is from the second access point, this 
means that the Wireless station has moved into the range of the 
second access point. If the ?rst and second access points are 
in different paging areas, as indicated by the paging area ID 
included in the beacon, the Wireless station synchronizes to 
the second access point. 

The step of locating a Wireless station includes associating 
the Wireless station Whenever it crosses a paging area bound 
ary and Whenever it is paged. Whenever a Wireless station 
crosses a paging area boundary, it associates With a neW 
access point group. In order to associate With a neW access 
point group, the Wireless station Will communicate With an 
access point in the access point group of Which the Wireless 
station is in range (the “in-range access point”). More spe 
ci?cally, to associate With a neW access point group, the 
Wireless station sends a request to associate to the in-range 
access point. The root access point of the neW access point 
group, Which may be the in-range access point, then assigns 
an association identi?cation (“AID”) to the Wireless station 
and adds the AID and the associated MAC address of the 
Wireless station to its association table. TheAID Will typically 
have a value of in the range of about 1 to about 2007 and is 
placed in the 14 least signi?cant bits of the AID ?eld With the 
tWo least signi?cant bits of the AID ?led each set to “1.” The 
root access point of the neW access point group Will then 
communicate the MAC address and AID of the Wireless sta 
tion to the other access points in the neW access point group. 
This communication occurs during association and thru the 
use of IAPP to broadcast the IAPP-ADD request (Which 
includes the MAC address and AID of the Wireless station) 
over the local subnet broadcast using IAPP to all the access 
points on the same subnet. This communicates the MAC 
address of the Wireless station to the access points on the same 
subnet as the root access point. For access points in the access 
point group that are not on the same subnet as the root access 
point, IAPP may also be used to communicate the MAC 
address of the Wireless station. Because the MAC address is 
used to identify the Wireless station instead of the IP address, 
the problems normally associated With a Wireless station 
moving from one subnet to the other are avoided. 

The AID Will remain associated With the Wireless station 
and the MAC number of the Wireless station Will remain in the 
association tables of the access points of the neW access point 
group until the Wireless station explicitly or implicitly disas 
sociates from the neW access point group. To disassociate 
explicitly, the Wireless station invokes a disassociation ser 
vice. To disassociate implicitly the Wireless station simply 
leaves the range of the neW access point group Without explic 
itly disassociating. The neW access point group may discover 
that the Wireless station has left its range Without explicitly 
disassociating When the neW access point group does not 
receive a communication from the Wireless station Within a 
predetermined time period. At this time, the Wireless station 
Will be disassociated. When the Wireless station disassociates 
from the access point group, the AID is available to be reused 
and the Wireless station’s MAC address is deleted from the 
association tables of the access points in the neW access point 
group. 
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10 
In addition to associating With an access point group, the 

Wireless station must also associate With an access point When 
it is paged so that it can receive IP tra?ic. Once a Wireless 
station has associated With an access point group, that access 
point group may then receive IP tra?ic for that Wireless sta 
tion through the root access point. In one embodiment, When 
the root access point receives IP tra?ic for the Wireless station, 
the Wireless station must then be located Within the access 
point group and, if in dormant mode, the Wireless station is 
moved into active mode. Because the location of the Wireless 
station Within the access point group is unknown, the root 
access point communicates to the other access points in the 
access point group that the Wireless station needs to be paged. 
All the access points in the access point group then page the 
Wireless station. After receiving the page, the Wireless station 
then sends a request to associate to Whichever of the access 
points the Wireless station is in range. That access point then 
noti?es the root access point of the presence of the Wireless 
station Within its range and the root access point then for 
Wards the IP tra?ic to that access point. That access point then 
forWards the IP tra?ic to the Wireless station. While the Wire 
less station is in active mode, if it moves into the range of a 
second access point in the same access point group, it Will 
register With the second access point. 

The Handoff Procedure 
In one embodiment, When the access point currently serv 

ing a Wireless station (i.e., the serving access point) is not 
available, the beacon may not be heard by the Wireless station. 
In such a case, the Wireless station scans to locate another 
access point. If the access point is in the same paging area, no 
handoff is needed. This results in poWer savings. That is, one 
embodiment of the present invention alloWs poWer savings to 
be achieved because a portion of the location update proce 
dure do not need to be performed When the Wireless station 
exits the poWer saving mode and the access point serving the 
Wireless station has changed but not its paging area. 

More speci?cally, in Wireless netWorks, such as IEEE 
802.1 1, having a single access point in a paging area, a Wire 
less station performs location registration by making a hand 
off to a neW access point. FIG. 4 shoWs the current location 
update and handoff procedure of IEEE 802.1 1 (i.e., L2 hand 
off procedure), comprising the steps of scanning 402, syn 
chronization 403, authentication 404, and association (or 
reassociation) 405. The Wireless station should be fully poW 
ered up during these steps since it cannot enter poWer save 
mode until association 405 is completed. In scanning step 
402, the Wireless station scans one or more radio channels 
available for the Wireless netWork to determine Which net 
Work to join. There are tWo Ways of scanning: passive and 
active. Passive scanning listens for beacon frames from 
access points. Active scanning involves a transmission of 
probe request frames for soliciting a probe response from the 
access points. When it receives beacon frames or probe 
response frames from an access point, the Wireless station 
gathers information about the reachability and the character 
istics (such as capability, supported rates, and timing infor 
mation) of the access point. In synchronization step 403, the 
Wireless station determines the netWork to Which to handoff 
and then synchronizes to the netWork by adopting the timing 
information of the access point. In authentication step 404, 
the Wireless station establishes its identity as a member of the 
set of stations authorized to associate With the access point. 
There are tWo Ways of authentication: open and shared-key. 
Open system authentication is the simplest of the available 
authentication algorithms. Essentially, open system authen 
tication a null authentication that authenticates any Wireless 














