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CRYPTOGRAPHIC AUTHENTICATION WITH 
EPHEMERAL MODULES 

CROSS-REFERENCE TO RELATED 
APPLICATION 

This Application is a 35 USC 371 National Stage Applica 
tion of International Application No. PCT/FR02/00884, ?led 
Mar. 12, 2002 and published as WO 02/073876 on Sep. 19, 
2002 not in English. 

STATEMENT REGARDING FEDERALLY 
SPONSORED RESEARCH OR DEVELOPMENT 

Not applicable. 

THE NAMES OF PARTIES TO A JOINT 
RESEARCH AGREEMENT 

Not applicable. 

INCORPORATION BY REFERENCE OF 
MATERIAL SUBMITTED ON A COMPACT DISC 

Not applicable. 

BACKGROUND OF THE INVENTION 

(a) Field of the Invention 

The present intention relates to the technical ?eld of meth 
ods and systems by Which a ?rst computer device, such as a 
personal computer, can be authenticated by at least one sec 
ond computer device such as a server. 

SUMMARY OF THE INVENTION 

The invention relates to a method by Which a ?rst computer 
device, such as a personal computer, can be authenticated by 
at least one second computer device such as a server. Said 
computer devices are connected to a communications net 
Work. 

The method according to the invention comprises tWo 
phases: a phase in Which a speci?ed user logs on to initiate a 
session on said ?rst computer device and a phase during the 
session as such. 

I. During the Phase of the Logging on to Said First 
Computer Device by a Speci?ed User 

During the log-on phase, the method of the invention com 
prises a step, for a speci?ed user, Which consists in logging on 
for a session of limited duration, for example a feW hours, on 
said ?rst computer device, by launching the execution of a 
log-on software and by introducing personal identi?ers, in 
particular a pas sWord and/ or a ?ngerprint. Said personal iden 
ti?ers make it possible to check the identity of said speci?ed 
user and access a private signature key of said speci?ed user. 

Said log-on software produces session identi?er data Id, 
especially from data for identifying the speci?ed user and/or 
data for identifying said ?rst computer device and/or from the 
date and/or the time and/or said duration of the session. 

Said log-on softWare also produces a public ephemeral 
module n, a public exponent v and at least one pair of ephem 
eral public numbers G, and ephemeral private numbers Q 
related by a generic equation of the type: 

GzQYmod n) or GXQVEI (mod n) I. 
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2 
Said log-on softWare also produces a unique ephemeral 

certi?cate, in signing, by means of said private signature key 
of the speci?ed user, said session identi?er data Id and said 
public ephemeral module n and as the case may be, said 
public exponent v or said ephemeral public numbers G; 

II. During the Session 

After the log-on phase and throughout the duration of the 
session, the execution of the log-on softWare is disabled. 

During the session considered, at least during the ?rst 
connection of said ?rst computer device to each of said sec 
ond computer devices, the method of the invention comprises 
the step, for said speci?ed user, of launching the execution of 
a proof softWare program. Said proof softWare program dis 
seminates said ephemeral certi?cate, through the communi 
cations netWork, to the second computer device. Said proof 
softWare produces proofs that play a part in the implementa 
tion of a Zero-knowledge authentication mechanism, espe 
cially of the GO type. 

Zero-knowledge GQ authentication mechanisms have 
been described in the patent EP 0 311 470 B1, the PCT 
application WO 00/46946 published on 10 Aug. 2000, the 
PCT application WO 00/45550 published on 3 Aug. 2000 and 
the PCT application W0 00/ 46947 published on 10 Aug. 
2000. These documents are cited by reference. 

In the case of the present invention, said proof softWare acts 
as a Witness, as understood in the GO authentication protocol. 

During the session, the method according to the invention 
furthermore comprises the step, for said second computer 
device, of launching the execution of a veri?cation softWare 
program opening said ephemeral certi?cate With a public key 
associated With said private signature key, and of extracting, 
from said ephemeral certi?cate, the session identi?er data Id 
and said public ephemeral modules n and also, as the case 
may be, said public exponent v or said ephemeral public 
numbers G. 

Said proof softWare acts as a veri?er, as understood in the 
GO authentication protocol. 

Preferably, in an alternative embodiment, the method 
according to the invention is such that said private signature 
key of said speci?ed user is located in a cryptogram contained 
in said ?rst computer device. In the case of this variant, the 
method according to the invention furthermore comprises the 
step, for said log-on softWare, of deciphering said cryptogram 
in implementing said personal identi?ers of said speci?ed 
user. 

Preferably, in the case of another alternative embodiment, 
said private signature key of said speci?ed user is located in a 
cryptogram contained in a memory card held by said speci 
?ed user. In this case, the method according to the invention 
furthermore comprises the step, for said speci?ed user, of 
inserting said memory card in a memory card reader associ 
ated With said ?rst computer device. In this case, the method 
according to the invention furthermore comprises a step, for 
said log-on softWare, of deciphering said cryptogram by 
implementing said personal identi?ers of said speci?ed user. 

Preferably, in the case of another alternative embodiment, 
said private signature key of said speci?ed user is con?ned 
With signature algorithms in a memory card held by said 
speci?ed user. In the case of this alternative embodiment, the 
method according to the invention furthermore comprises the 
step, for said speci?ed user, of inserting said memory card in 
a memory card reader associated With said ?rst computer 
device. In the case of this alternative embodiment, the method 
according to the invention furthermore comprises the step, for 
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said log-on software, of producing said ephemeral certi?cate 
in executing said signature algorithms implementing said 
private signature key. 

First Alternative Embodiment 

Case of a GQO Type Authentication Protocol 

Preferably, according to a ?rst alternative embodiment of 
the invention, the method is implemented in the case of a GQO 
type authentication protocol. In this case, for the production 
of said public ephemeral module n, said public exponent v as 
Well as at least one pair of ephemeral public numbers G and 
ephemeral private numbers Q, the method further comprises 
the folloWing steps: 

the step of setting the value of said public exponent v, 
the step of randomly choosing said public ephemeral mod 

ules n, 

the step of choosing m ephemeral private numbers Q 1 to 
Q", 

the step of computing said ephemeral public numbers G by 
obtaining either of the generic equations. 

The ephemeral certi?cate relates the public ephemeral 
module n, the public exponent v and the ephemeral public 
numbers G to the session identi?er data Id. 

Preferably again, in the case of this ?rst alternative embodi 
ment, the GQO type authentication protocol comprises a proof 
mechanism implementing said public ephemeral modules n 
and said In ephemeral private numbers Q 1 to Qm. 

Second Alternative Embodiment 

Case of a GQl Type Authentication Protocol 

Preferably, according to a second alternative embodiment 
of the invention, the method is implemented in the case of a 
GQl type authentication protocol. In this case, for the pro 
duction of said public ephemeral module n and said public 
exponent v as Well as at least one pair of ephemeral public 
numbers G and ephemeral private numbers Q, the method 
further comprises the folloWing steps: 

the step of setting the value of said public exponent v, 
the step of producing said ephemeral module n by multi 

plying at least tWo ephemeral prime factors such that v is 
prime With each ephemeral prime factor minus one, 

the step of producing the ephemeral public numbers G by 
the application, to a message mi, of an RSA signature 
standard format mechanism, G:Red(mi), 

the step of determining a private exponent s such that s-v-l 
is a multiple of each ephemeral prime factor minus one, 

the step of producing the ephemeral private numbers Qi, 
especially by raising the ephemeral public numbers G to 
the poWer of the private exponent s modulo n, and/or 
producing m><f ephemeral private components Ql-J- of the 
m ephemeral private numbers Q. 

The ephemeral certi?cate relates the public ephemeral 
module n and the public exponent v, to the session identi?er 
data Id. Indeed, in the case of this alternative embodiment, the 
messages ml. do not need any special protection. 

Preferably, in the case of this second embodiment, the GQl 
type authentication protocol comprises a proof mechanism 
implementing: 

either said public ephemeral module n and said In ephem 
eral private numbers Q 1 to Qm, 
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4 
or the f ephemeral prime factors pl- to pfof the ephemeral 

module nrpix . . . ><pj, the m><f ephemeral private components 

Q1,l to Q?m and the f-l parameters of the ephemeral Chinese 
remainders. 

Third Alternative Embodiment 

Case of a GQ2 Type Authentication Protocol 

Preferably, according to a third alternative embodiment of 
the invention, the method is implemented in the case of a GQ2 
type authentication protocol. In this case, for the production 
of said public ephemeral module n, said public exponent v as 
Well as m pairs of ephemeral public numbers G and ephem 
eral private numbers Q, m being greater than or equal to l, the 
method further comprises the folloWing steps: 

the step of setting the value of a parameter k enabling the 
computation of said public exponent v of the VIZk type 

the step of producing a public ephemeral module n that is a 
product of f ephemeral prime factors nrplxpzx . . . ><pf, 
f being greater than or equal to 2, 

the step of choosing m ephemeral base numbers gi, prefer 
ably small, especially smaller than 100, enabling the 
de?nition of the m ephemeral public numbers Gl- of the 
Giigf type, 

the step of producing the m ephemeral private numbers Qi, 
especially in raising the ephemeral public numbers G to 
the poWer of the private exponent s modulo n, and/or 
producing m><f ephemeral private components Ql-J- of the 
m ephemeral private numbers Q. 

The ephemeral certi?cate relates the public ephemeral 
module n to the session identi?er data Id. Indeed, the number 
k and the m base numbers gl- do not need any special protec 
tion. 

Preferably again, in the case of this third alternative 
embodiment, the GQ2 type authentication protocol com 
prises a proof mechanism implementing: 

either said public ephemeral module n and said In ephem 
eral private numbers Q l to Qm, 

or the f ephemeral prime factors p 1 to pfof the ephemeral 
module nrp 1 x . . . ><pf, the m><f ephemeral private components 

Q1,l to Q?m and the f-l parameters of the ephemeral Chinese 
remainders. 
The implementation of small-siZed ephemeral public num 

bers G and ephemeral private numbers in GQ type authenti 
cation protocols, using the Chinese remainders method asso 
ciated With RSA type log-on protocols, makes it possible to: 

reduce the Workloads and, correlatively, the Waiting time of 
the users during each phase of authentication of their personal 
computer by the servers that they Wish to access, in a ratio of 
one to hundred as compared With What they Would have been 
if the method had implemented RSA type protocols, 

achieve this result Without the security of the authentica 
tion method being loWered by the implementation of small 
siZed ephemeral public numbers G and ephemeral private 
numbers during sessions of short duration. 

Indeed, 
?rstly, for comparable computation capacities of circum 

vention, the GQ protocols provide security higher than 
that of the RSA protocols, 

secondly, the RSA-type, long-duration, large-siZed private 
signature key used to generate the ephemeral certi?cates 
is not accessible during the sessions, 

?nally, the ephemeral character of the small-siZed public 
numbers G and private numbers does not give fraudulent 
persons the time needed to retrieve the con?dential data 
from the GQ authentication protocols. 



US 7,415,614 B2 
5 

The method according to the invention can be used to 
identify a user using a speci?ed personal computer during a 
session and authenticate this personal computer from several 
servers. It is not necessary for the user to memorize several 
passWords. Nor is it necessary for the users and the managers 
of servers to have large computation resources in their per 
sonal computers or servers. 

System 

The invention also relates to a system by Which a ?rst 
computer device, such as a personal computer, can be authen 
ticated by at least one second computer device such as a 
server. Said computer devices are connected to a communi 
cations netWork. The system according to the invention com 
prises elements to carry out tWo phases: a phase in Which a 
speci?ed user logs on to said ?rst computer device for a 
session and a phase during the session as such. 

I. During the Phase of the Logging on to Said First 
Computer Device by a Speci?ed User 

To carry out the log-on phase, said ?rst computer device 
comprises a log-on software program installed on said ?rst 
computer device. The execution of the log-on softWare pro 
gram is launched by the speci?ed user, When logging on to 
said ?rst computer device for a session of limited duration, by 
the activation of a control unit, especially a keyboard of said 
?rst computer device, and by the introduction, through said 
control unit, of personal identi?ers, in particular a passWord 
and/ or a ?ngerprint. Said personal identi?ers make it possible 
to check the identity of said speci?eduser and access a private 
signature key of said speci?eduser. Said ?rst computer device 
furthermore comprises ?rst computation means, controlled 
by said log-on software, to produce session identi?er data Id, 
especially from data for identifying the speci?ed user and/or 
data for identifying said ?rst computer device and/or from the 
date and/or the time and/or said duration of the session. The 
?rst computation means, controlled by said log-on softWare, 
furthermore produce a public ephemeral module n, a public 
exponent v and at least one pair of ephemeral public numbers 
G, and ephemeral private numbers Q related by a generic 
equation of the type: 

GzQYmod n) or GXQVEI (mod n) 

The ?rst computation means, controlled by said log-on 
softWare, furthermore produce a unique ephemeral certi?cate 
in signing, by means of said private signature key of the 
speci?ed user, said session identi?er data Id and said public 
ephemeral module n and as the case may be, said public 
exponent v or said ephemeral public numbers G; 

II. During the Session 

Said ?rst computer device furthermore comprises dis 
abling means to disable the execution of the log-on softWare, 
after the log-on phase, throughout the duration of the session. 

Said ?rst computer device furthermore comprises a proof 
softWare program installed on said ?rst computer device. The 
execution of the proof softWare is launched by said speci?ed 
user, during said session considered, at least during the ?rst 
connection of said ?rst computer device to each of said sec 
ond computer devices, by the activation of a control unit, 
especially a keyboard of said ?rst computer device. 

Said ?rst computer device furthermore comprises ?rst 
computation means, controlled by said proof softWare, for the 
dissemination, through the communications netWork and to 
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6 
the second computer device, of said ephemeral certi?cate and 
for the production of proofs that play a part in the implemen 
tation of a Zero-knowledge authentication mechanism, espe 
cially of the GQ type. Said proof softWare program acts as a 
Witness, as understood in the GQ authentication protocol. 

Said second computer device furthermore comprises a 
veri?cation softWare program installed on said second com 
puter device and launching means to launch the execution of 
said veri?cation softWare program. Said second computer 
device furthermore comprises second computation means, 
controlled by said veri?cation softWare program, for opening 
said ephemeral certi?cate With a public key associated With 
said private signature key and for the extraction, from said 
ephemeral certi?cate, of the session identi?er data Id and said 
public ephemeral module n and also, as the case may be, said 
public exponent v or said ephemeral public numbers G. Said 
proof softWare program acts as a veri?er of the GQ protocol. 

Preferably, in an alternative embodiment, the system 
according to the invention is such that said private signature 
key of said speci?ed user is located in a cryptogram contained 
in said ?rst computer device. In the case of this alternative 
embodiment, said ?rst computer device furthermore com 
prises ?rst computation means, controlled by said log-on 
softWare program, to decipher said crypto gram in implement 
ing said personal identi?ers of said speci?ed user. 

Preferably, in the case of another alternative embodiment, 
the system according to the invention is such that said private 
signature key of said speci?ed user is located in a cryptogram 
contained in a memory card held by said speci?ed user. In the 
case of this variant, said system furthermore comprises a 
memory card reader associated With said ?rst computer 
device, in Which said speci?ed user inserts said memory card. 
Said memory card reader comprises means for the transfer of 
data betWeen said memory card and said ?rst computer 
device. In this case, said ?rst computer device furthermore 
comprises ?rst computation means, controlled by said log-on 
softWare program, to decipher said crypto gram in implement 
ing said personal identi?ers of said speci?ed user. 

Preferably, in the case of another alternative embodiment, 
the system according to the invention is such that said private 
signature key of said speci?ed user is con?ned With signature 
algorithms in a memory card held by said speci?ed user. In 
the case of this alternative embodiment, said system further 
more comprises a memory card reader associated With said 
?rst computer device, in Which said speci?ed user inserts said 
memory card. Said memory card reader comprises means for 
the transfer of data betWeen said memory card and said ?rst 
computer device. Said ?rst computer device furthermore 
comprises ?rst computation means, controlled by said log-on 
softWare program, to produce said ephemeral certi?cate in 
executing said signature algorithms implementing said pri 
vate signature key. 

First Alternative embodiment 

Case of a GQO Type Authentication Protocol 

Preferably, according to a ?rst alternative embodiment of 
the invention, the system is implemented in the case of a GQO 
type authentication protocol. In this case, for the production 
of said public ephemeral module n, said public exponent v 
and at least one pair of ephemeral public numbers G and 
ephemeral private numbers Q, said ?rst computation means 
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controlled by said log-on software program, furthermore 
comprise means to: 

set the value of said public exponent v, 
randomly choose said public ephemeral modules n, 
randomly choose m ephemeral private numbers O1 to QM, 
compute said ephemeral public numbers G by obtaining 

either of the generic equations. 
The ephemeral certi?cate relates the public ephemeral 

module n, the public exponent V and the ephemeral public 
numbers G to the session identi?er data Id. 

Preferably again, in the case of this ?rst alternative embodi 
ment, the GQO type authentication protocol comprises a proof 
mechanism implementing said public ephemeral modules n 
and said In ephemeral private numbers O1 to QM. 

Second Alternative Embodiment 

Case of a GQl Type Authentication Protocol 

Preferably, according to a second alternative embodiment 
of the invention, the system is implemented in the case of a 
GQl type authentication protocol. In this case, to produce a 
public ephemeral module n, said public exponent v and at 
least one pair of ephemeral public numbers G and ephemeral 
private numbers Q, said ?rst computation means controlled 
by said log-on softWare program furthermore comprise 
means to: 

set the value of said public exponent v, 
produce said ephemeral module n by multiplying at least 

tWo ephemeral prime factors such that v is prime With 
each ephemeral prime factor minus one, 

produce the ephemeral public numbers G by the applica 
tion, to a message mi, of an RSA signature standard type 
of format mechanism, G:Red(ml.), 

determine a private exponent s such that s~v—l is a multiple 
of each ephemeral prime factor minus one, 

produce the ephemeral private numbers Qi, especially by 
raising the ephemeral public numbers G to the poWer of 
the private exponent s modulo n, and/or produce m><f 
ephemeral private components Ql-J of the m ephemeral 
private numbers Q. 

The ephemeral certi?cate relates the public ephemeral 
module n and the public exponent v, to the session identi?er 
data Id. Indeed, the messages ml. do not need any special 
protection. 

Preferably again, in the case of this second alternative 
embodiment, the GQl type authentication protocol com 
prises a proof mechanism implementing: 

either said public ephemeral module n and said In ephem 
eral private numbers O1 to QM, 

or the f ephemeral prime factors p 1 to pf of the ephemeral 
module nrp 1 x . . . ><pf, the m><f ephemeral private components 

Q1,l to Q?m and the f-l parameters of the ephemeral Chinese 
remainders. 

Third Alternative Embodiment 

Case of a GQ2 Type Authentication Protocol 

Preferably, according to a third alternative embodiment of 
the invention, the system is implemented in the case of a GQ2 
type authentication protocol. In this case, to produce a public 
ephemeral module n, a public exponent v and at least one pair 
of ephemeral public numbers G and ephemeral private num 
bers Q, said ?rst computation means controlled by said log-on 
softWare program furthermore comprise means to: 
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8 
set the value of a parameter k enabling the computation of 

said public exponent v of the v:2k type 
produce a public ephemeral module n that is a product of f 

ephemeral prime factors nrplxpzx . . . ><pf, f being 
greater than or equal to 2, 

choose m ephemeral base numbers gi, preferably small, 
especially smaller than 100, enabling the de?nition of 
the m ephemeral public numbers Gl- of the GZ-Igi2 type, 

produce the m ephemeral private numbers Qi, especially in 
raising the ephemeral public numbers G to the poWer of 
the private exponent s modulo n, and/or produce m><f 
ephemeral private components Ql-J of the m ephemeral 
private numbers Q. 

The ephemeral certi?cate relates the public ephemeral 
module n to the session identi?er data Id. Indeed, the number 
k and the m base numbers gl. do not need any special protec 
tion. 

Preferably again, in the case of this third alternative 
embodiment, the GQ2 type authentication protocol com 
prises a proof mechanism implementing: 

either said public ephemeral module n and said In ephem 
eral private numbers O1 to QM, 

or the f ephemeral prime factors p l to pfof the ephemeral 
module nrp 1 x . . . ><pf, the m><f ephemeral private components 

Q1,l to Q?m and the f-l parameters of the ephemeral Chinese 
remainders. 

BRIEF DESCRIPTION OF THE DRAWING 

Other features and advantages of the invention shall appear 
from the folloWing description of an alternative embodiment 
of the invention, given by Way of a non-restrictive indicative 
examples, and from: 

FIG. 1, Which is a diagrammatic general vieW of the second 
alternative embodiment of the system according to the inven 
tion. 

DETAILED DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

The invention complements the existing services and their 
various developments. It is a softWare brick that provides a 
novel solution to the problems of access control in virtual 
private netWorks . As is shoWn by the models and analyses, the 
Workloads are reduced by tWo magnitudes, by a ratio of more 
than 100 When compared With the results obtained by pres 
ently knoWn approaches; furthermore, the Workloads balance 
out, namely, the load required for proof is close to the load 
required for veri?cation, thus making it possible achieve 
mutual authentication betWeen users in a simple aWay. 
From the user’s vieWpoint, the invention can be summa 

riZed in tWo phases. 

(1) at each log-on, the personal computer must (re)start the 
folloWing: 

producing an ephemeral module as Well as numbers 
needed for the subsequent running of a GQ type Zero 
knoWledge protocol, 

producing or effecting the production of an ephemeral 
certi?cate by means of the user’ s private key, especially 
an RSA private key to relate this ephemeral module to 
session identi?cation data. 

(2) during the session, at each access to resources through the 
private netWork, 

using an ephemeral certi?cate and knoWledge of the 
decomposition of the ephemeral modules in a GQ type 
Zero-knoWledge protocol. 
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First of all, some explanations are needed on What is: 
a session, 
the problems posed by access control in a virtual private 

network, 
the user’s pair of keys and 
the problem of the factorization of an arithmetic module. 
These explanations are then supplemented by a taxonomy 

of the authentication schemes comparing the RSA and GQ 
Zero-knoWledge techniques, With an assessment of the corre 
sponding Workloads. 

These introductions make it possible to then describe the 
invention in detail. 

iSessionia session is a control exerted by a user for a 
limited period of time on a computer device, for example a 
personal computer, a personal organizer, a mobile telephone 
or a subscriber television decoder. A session is identi?ed by 
various pieces of data: 

data for the identi?cation of the computer device and 
user identi?er data and 
a log-on date and time and 
a maximum duration planned for the session. 
There is no reason Why a computer device should not have 

several users or even available on a self-service basis; hoW 

ever, at a given point in time, it is under the exclusive control 
of a single user: on each computer device, the sessions folloW 
one another Without overlapping. 

The computer device brings a session to a close for one of 
the folloWing reasons: 
An explicit action on the part of the user to close the 

session. 
A detection of the absence of activity on the part of the user. 
Exceeding of the maximum duration planned for the ses 

sion. 
Explicit action by a user to open a session. 

iProblems due to access control in a virtual private net 
Workiin company netWorks, there is a constantly increasing 
number of access controls, and this raises a problem. Here are 
a feW examples: 
When a specialiZed server receives requests from agents 

for taking leave, it must identify each user, and this is 
generally done by a particular procedure With an indi 
vidual passWord. NoW services of this kind are greatly 
increasing With procedures developed on an ad hoc 
basis, Without any great care to uniformiZation. The high 
rate of increase of such services is a real headache for the 
user. 

Nomad users access a company netWork by a portal server 
Which receives telephone calls; the identi?cation is done 
according to a particular procedure With an individual 
passWord and a hardWare device, for example a Secu 
rldTM card giving a pseudo-random of time. This is a 
card developed and commercially distributed by the ?rm 
RSA Security. For obvious reasons of security, the use of 
such cards cannot be shared betWeen several servers or 
resources. Furthermore, the use of these cards is fairly 
stressful for the user at the time of the telephone call. 

Finally, the computer devices are protected in varying 
degrees by initialiZation procedures Which also imple 
ment passWords; the best among these procedures are 
often those developed by the manufacturers themselves, 
for example the procedure used to start up Toshiba per 
sonal computers With a passWord. If a passWord is lost, a 
hard disk protected by this passWord is recovered by 
asking the manufacturer Who has other possibilities of 
accessing the information carried in the hard disk. 
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10 
All these access techniques are evolving and bene?ting from 
each other. 

Public key infrastructures are being set up in Which each 
user of the private netWork is provided With the pair of 
keys: a private key and a public key. A company direc 
tory manages the public keys, With entitlements attached 
to each user. 

Smartcards are appearing to provide for security When 
starting up computers. These cards can carry different 
procedures and the corresponding passWords. These 
cards are also capable of con?ning the user’ private key 
and the algorithms of use of this private key. 

Biometrics is being developed to identify users by tech 
niques complementary to passWord techniques. 

A series of observations must be made. 
In a part of the services referred to here above, no distinc 

tion is made betWeen the folloWing: 
The identi?cation of a user, ie an operation testing a 

passWord and/or characteristics of the biometry of a 
user, hence a non-cryptographic operation, and 

The cryptographic authentication of a computer device, 
namely an operation such that the human brain cannot 
record the key or execute its algorithm. 

the services referred to here above are special; it is not 
possible to pool the passWords. They cannot be inte 
grated into a public key infrastructure. There is need for 
a common service of background authentication based 
on public keys. 

the services referred to here above are directed in the sense 
that the roles are determined: the personal computer sets 
up proof Which the server veri?es. In many cases, it is 
good that the personal computer should be capable of 
ensuring the authenticity of the server or resource. There 
is a need for a service that can achieve functions up to 
reciprocal authentication betWeen personal computers 
located in the directory or the infrastructure of public 
keys, suggesting a balance of the Workloads to be proven 
and veri?ed. 

any private key residing in the personal computer during 
the session is in danger of interception by a Trojan horse; 
the consequences of the violation of an ephemeral pri 
vate key are very limited. 

?nally, even if the user has a chip card con?ning the private 
key and use algorithms While its public key is in an 
infrastructure of public keys, it is not good that, for 
reasons of background authentication, the user’s private 
key should be accessible to softWare programs being 
freely executed in the personal computer. The user must 
have exclusive control of the use of this private key. Even 
When con?ned in the chip card, any private key freely 
used by the personal computer during the session is in 
danger of being diverted from its use beyond the user’s 
control. 

One observation needs to be made: an effective and sure 
public key scheme is lacking. The invention makes it possible 
precisely to avoid the multiplication of passWords and proce 
dures: a unique passWord is attached to the user With exclu 
sively local use. The invention proposes to complement the 
user’s pair of keys, for example of pair of RSA keys, With an 
ephemeral module according to a Zero-knoWledge GQ tech 
nique, especially the ZK GQ2 technique. The invention 
complements the public key infrastructures and the imple 
mentation of smartcards con?ning private key and algorithm. 

iUser’s pair of keysiin this memory, each user has a pair of 
keys: a public key and a private key, for example of pair of 
RSA keys. 



US 7,415,614 B2 
11 

The user’s public key is: 
either known to the resources and servers that the user must 

access, With each of these computer devices possessing 
and managing its oWn directory; 

or else managed by a specialized directory, integrated into 
a public key infrastructure available to the resources and 
servers that the user must access. 

The user’s private key is used to compute digital signa 
tures; it may be located: 

either in a cryptogram that is present in the personal com 
puter or else in a doWn-market smartcard Which com 
municates it to the personal computer; the computer 
deciphers the cryptogram by means of the user’s pass 
Word; having thus obtained the user’s passWord, the 
personal computer then executes the signature algo 
rithm, and then erases from its memory the private key 
that it has just deciphered and used, 

or else in an up-market smartcard, con?ned With a signa 
ture algorithm Whose execution depends on the presen 
tation of the user’s passWord. 

Problem of the factorization and size of the modulesi 
various authentication schemes use the problem of factoriza 
tion Which may be stated thus: “fa public module 11 is the 
product of at least tWo large secret prime numbers, that is: 
pl; . . . PfWIIh f>1, at least tWo of Which are distinct, giving: 
pl<pf, hence: nrplx . . .pf”. 

The user’s pair of keys must last some years; it is called a 
long-term key. If the user’s pair of keys is of the RSA type, 
then it comprises a public module Whose factorization must 
remain secret for some years. For long-term modules, refer 
ence may be made to the folloWing results. At present, the 
512-bit numbers can be factorized in less than one year, but 
With substantial resources. Factorization methods ?nd factors 
of up to 160 bits. The size of the module must be greater than 
512 bits; for example 768 bits for four years and 1024 or 1536 
bits for eight years. Safety margins are necessary. Today, each 
long-term RSA module is the product of tWo factors; hoW 
ever, it Would be easy to use three factors or even more, but 
this is not the practice today for RSA applications. 
A pair of ephemeral keys must last some hours, at most one 

Working day; it is called a short-term key. The invention 
considers a pair of ephemeral keys based on a public module 
Whose factorization must remain secret for some hours. For 
the short-term modules, a 420-bit size and three 140-bit prime 
factors are appropriate at the present time; it is also possible to 
envisage a 640-bit size and 160-bit factors. The development 
of the size of the short-term modules is a parameter that must 
be adjusted in taking account of the development of the per 
formance in factorization; this is a parameter that may change 
from one day to the next and that must be taken into account 
When designing the system. 

To summarize, an ephemeral module may be to tWo to four 
times shorter than a long-term module. 
A public module is alWays used With a public exponent. 

The characteristics of the public exponent depend on the 
scheme considered. 

the RSA schemes use an odd number as public exponent, 
generally a prime, especially v:3 and v:216+1. 

the ZK GQl schemes depend on the RSA signature, espe 
cially With v:2l6+1. What has to be done is to prove 
knoWledge of an RSA signature Without revealing it. 

the Rabin signature uses the public exponent tWo, that is 
v:2. 

the ZK GQ2 schemes use, as a public exponent, a poWer of 
tWo greater than tWo, that is v:2k With k>1 . What has to 
be done is to prove knoWledge of a decomposition of the 
module Without revealing it. 
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12 
Taxonomy of Authentication Schemes and Evaluation of 

Workloads 
Authentication schemes bring the tWo entities into play. 

One entity produces a proof associated With the information. 
Another entity veri?es the proof associated With the informa 
tion. In a Word, the verifying entity veri?es that the prover is 
really talking about the same information. This is in order to 
avert risks due to an intruder threatening integrity. It is nec 
essary to distinguish betWeen the operation of the legitimate 
prover and operation of the intruder committing a forgery. 
Through an operation of forgery, the intruder seeks to decoy 
the veri?er Without having any a priori knoWledge of all the 
secrets of the prover. It is clear that the prover must at least 
protect its private key and keep it secret. 

Static authenticationiin an authentication scheme With 
out interaction, the prover forWards identi?cation data to the 
veri?er; the associated proof is a digital signature of these 
data. The veri?er applies a public veri?cation key to the 
digital signature. The communications interface perceives the 
same data and the same signature passing through at each 
authentication. It is then said that the authentication is static. 

While a static authentication is useful locally to strengthen 
a visual observation of the card, it is often of no utility at a 
distance through an netWork such as the Internet. Indeed, the 
proof can be replayed. 

Example of static authentication With RSAiThe folloW 
ing scheme has been used in French bank cards since 1984; it 
is also in the international speci?cations published in 1996 by 
the credit card operators: Europay, Mastercard and VisaTM 
and called EMV ’96. The ISO/CEI 9796 and 14888 series of 
standards give exemplary digital signature schemes, espe 
cially of the RSA type. 
The card-issuing entity has a pair of RSA keys. 

The private signature key is the secret of the card-issuing 
entity. It has a private signature exponent s and a 
public module n. 

Each payment terminal knoWs the public veri?cation 
key. It comprises a public veri?cation exponent v and 
a public module n. 

During the customization (the term used then is that of the 
issuing of cards), each card receives identi?cation data 
and an RSA signature of this data. The RSA signature 
standard in use has a format mechanism Red( ) Which 
converts the identi?cation data, namely a string of bytes 
represented by Id, into a number of the ring of integers 
modulo n, giving J:Red(Id). The RSA signature of this 
data is a number S of the ring of integers modulo n; this 
number S is obtained by applying the private signature 
key to the number I; giving: SEJS (mod n). 

During each payment operation, the terminal obtains 
knoWledge of the card identi?cation data Id and their 
signature S Which it veri?es by means of the public 
veri?cation key. The authentication succeeds or fails 
depending on Whether or not the number Red(Id) is 
identical to the number S“ (mod n). 

The proof is then a point of the RSA permutation. 
The veri?er applies the public veri?cation key to the sig 

nature, i.e. it raises the number S to the poWer v modulo n. To 
carry out the operation, it Writes the exponent v in binary 
mode and examines the successive bits from the bit that 
folloWs the most signi?cant bit up to the least signi?cant bit. 
From a variable equal to S, at each bit, it raises the variable to 
the square modulo n, then, if the bit is equal to one, it multi 
plies the variable by S modulo n. When all the bits have been 
taken into account, the value of the variable is the result 
sought, namely: S“(mod n). 
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The veri?er’ s Workload therefore depends on the public 
veri?cation exponent V. It must be noted that a square modulo 
represent about 3A of a multiplication modulo, that is: 
XMnz0.75 MM”. 

For v:3, Which is Written as 1 1 in binary mode, the veri?er 
executes a square modulo n folloWed by a multiplication 
modulo n. 

That is: 1 XMn+1 MMnz1.75 MM”. 
For v:l6+1, Which is Written as 1 0000 0000 0000 0001 in 

binary mode, the veri?er executes sixteen squares 
modulo n folloWed by a multiplication modulo n. 

That is: 16 XMn+1 MMnz13 MM” 
Dynamic authenticationiin an authentication scheme 

With interaction, a dialog is set up betWeen the prover and the 
veri?er; each entity is alternately the sender and the receiver 
so as to obtain a proof in real-time, namely a proof that cannot 
be replayed. In the following tWo cases, the veri?er issues a 
challenge that taken at random, and is therefore unpredict 
able; We shall see that the properties of the challenge are 
nevertheless quite different betWeen a doublet authentication 
and triplet authentication. 
Dynamic doublet authenticationiWith tWo transmissions, 

the veri?er issues a challenge produced at random; then, the 
prover issues a response: ?nally, the veri?er ascertains that 
the response is truly appropriate to the challenge. Each chal 
lenge must be unique. This is statistically ensured if the pos 
sible challenges are fairly large in number. 

To ensure that the message is knoWn by the prover, the 
response must depend both in the challenge and on the mes 
sage to be authenticated; the veri?er must then ascertain that 
the response is truly appropriate to the challenge and the 
message. 
An observation needs to be made. 
The proof may be a digital signature. HoWever, While the 

constraints needed for the digital signatures are su?i 
cient for such a protocol, the reverse is not true. Such a 
protocol is far less of a constraint than the digital signa 
ture, as illustrated here beloW in a ZK doublet authenti 
cation. 

Example of dynamic authentication With RSAieach 
proof has tWo numbers forming an RSA and doublet: a num 
ber Red(challenge, message) and a number transmitted in 
response. The set of proofs is then a subset of the RSA 
permutation. 

The prover computes an RSA signature that the veri?er 
must verify. 

Without using the decomposition of the module n, and that 
is, Without using the prime factors, the Witness raises a 
number to the poWer s modulo n, that is, it executes log2 
n squares modulo n, separated every other time on an 
average by a multiplication modulo n. 

That is: (log2 n)XMn+0.5(log2 n)MMnz5/4 log2 n MM” 
In using the prime factors and the Chinese remainders, the 

Witness executes: 

?rst of all a decomposition of a number, an element of 
the ring of the integers modulo n, into f components, 
a number in each Galois ?eld forming the ring. 

then in each ?eld, a signature component in log2 p 
squares modulo p, separated every other time on an 
average by a multiplication modulo p, 
That is: f (log2 p)XMP+f/2(log2 p)MMPz1.25 log2 n 
MMP 

Indeed, the factors have approximately the same siZe. 
Hence, each p is about f times shorter than n, giving: 
pfzn, hence flog2 pzlog2 n. 
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14 
and, ?nally, a Chinese remainders operation to set up a 

signature in the ring of the integers modulo n from the 
f components, one in each Galois ?eld. 

Multiplying the length of the module by f amounts to 
multiplying the load of the multiplication modulo by 
f2, i.e. MMpzMMn/fz. This rule enables the load to be 
assessed as folloWs. 

That is: decomposition/+(5/4 log2 n MMn)/f2+CRTf 
iDynamic triplet authenticationiWith three transmissions, 
a Zero -knoWledge authentication is performed, that is, an 
authentication made Without revealing anything other than 
the fact of knoWing the secret; the prover starts by establish 
ing a random value, then it computes and issues a commit 
ment, then the veri?er issues a challenge produced at random; 
then the prover sends a response as a function of the random 
value, the secret and a challenge; ?nally, the veri?er re-estab 
lishes a commitment from the response and a challenge; the 
authentication is successful if the tWo commitments are iden 
tical and not Zero. 

Since the dialogs are independent of each other, each chal 
lenge may occur again; it must only be unpredictable; conse 
quently, the number of possible challenges can be reduced to 
tWo. 

TWo observations must be made. 

With three Zero-knowledge transmissions, it can be 
ensured that the message is knoWn by the prover; instead 
of transmitting the commitment, the prover computes 
and transmits a hash code of the commitment and of the 
message to be authenticated; the veri?er the re-estab 
lishes a commitment from the response and the chal 
lenge, and then a hash code of the reconstructed com 
mitment and the message; the authentication is 
successful if both hash codes are identical for a non-Zero 
reconstructed commitment. HoWever, the triplet is 
alWays at the core of the protocol. 

The veri?er takes the initiative of launching the checks, 
Which it does in practice by issuing a “challenge com 
mitment”, Which ensures that the tWo random draWs, 
that of the Witness Which proves and that of the veri?er 
Which veri?es, are effectively independent. HoWever, 
the triplet is alWays at the core of the protocol. 

Example of dynamic triplet authentication With ZK GQlito 
prove knowledge of an RSA signature using v:2l6+1, the 
Witness computes a ZK GQl triplet. 

Without using the decomposition of the module n, that is, 
Without using the prime factors, the Witness computes 
?rst of all a commitment r“ (modn) in 16 squares modulo 

n, then, a multiplication modulo n, 

then, a response r><Qd (mod n) in 15 squares modulo n, 
on an average 8 multiplications modulo n, then, a 
multiplication modulo n. 

that is, in all 31 XMn+10 MMnz33.25 MM” 
using the prime factors and the Chinese remainders, the 

Witness computes 
one commitment component I‘J-XQJ-d (mod p) per factor, 

in 16 squares modulo p and one multiplication 
modulo p, then, a Chinese remainders operation to 
establish a commitment modulo n, 

one response component rj><Qjd (mod pj) per factor, in 15 
squares modulo p, on an average 8 multiplications 
modulo p and a multiplication modulo p, and then a 
Chinese remainders operation to establish a response 
modulo n. 
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That is, in all: (31 XMn+10 MMnz33.25 MMn)/f+2 CRTf 
The veri?er reconstructs a commitment GdxD“ (mod n) in 

16 squares modulo n, on an average 8 multiplications 
modulo n, then a multiplication modulo n. 

That is, in all: 16 XMn+9 MMnz21 MM” 
Each proof comprises three numbers: a commitment, a 

challenge and a response. The commitment and the response 
are tWo non-Zero numbers R and D smaller than n. The chal 
lenge is a number d from 0 to v—1. They together form a ZK 
GQl triplet. The set of ZK GQl triplets constitutes the family 
of V permutations of the ring of integers modulo n. The Zero 
challenge corresponds to the RSA permutation. 

Example of dynamic triplet authentication With ZK GQ2i 
to prove knowledge of the decomposition of the module n, the 
Witness computes a ZK GQ2 triplet. 

Without using the decomposition of the module n, namely, 
Without using the prime factors, the Witness computes a 
commitment in k squares modulo n. It computes a 
response in k-2 squares modulo n, on an average (In 
times k—1)/2 multiplications modulo n, then a multipli 
cation modulo n 

That is: kXMn+(k—2)XMn+m(k—2)/2 MMn+MMnz(m+3) 
(k—1)/2 MM” 

Using the prime factors and the Chinese remainders, the 
Witness computes 
one commitment component per factor, in k squares 
modulo p, then a Chinese remainders operation to set 
up a commitment modulo n, 

one response component per factor k-2 squares modulo 
p and on an average (In times k—1)/2 multiplications 
modulo p, then, a multiplication modulo p, then, a 
Chinese remainders operation to establish a response 
modulo n. 

That is, in all: ((m+3)(k—1)/2 MMn)/f+2 CRTf 
The veri?er opens a certi?cate. Then it reconstructs a com 

mitment in k squares modulo n. Indeed, the multiplica 
tions or divisions With the base numbers are negligible. 

That is: Certi?cate+kXMnzCerti?cate+0,75 k MM” 
Each proof comprises three numbers: a commitment, a 

challenge and a response. The commitment and the response 
are tWo non-Zero numbers R and D smaller than n. The chal 
lenge d is a number consisting of In times k-1 bits. They form 
a ZK GQ2 triplet. 

Comparison of RSA 1024 bits With ZK GQ2 420 bitsia 
realistic example of a pair of RSA keys uses a 1024-bit bits 
module With tWo factors. RSA is not used at present With 
more than tWo factors although there is no reason not to do so. 
The folloWing are the Workloads. 

Producing an RSA signature represents 
1280 MM1024 Without CRT, 
324 MM1024 With CRT (f:2) 
Verifying an RSA signature represents 
1.75 MM1024 With v:3, 
13 MM1024 With v:2l6+1 
A realistic example of a pair of ZK GQ2 keys uses a 420-bit 

module With three 140-bit factors With tWo base numbers and 
k:9. 

Producing a triplet ZK GQ2 represents 
11.25 MM420 With CRT, that is 1.89 MMIO24. 
Verifying a triplet ZK GQ2 represents 
6.75 MM42O, that is 1.14 MMlO24. 
The opening of a 1024-bit certi?cate represents 
0.75 MM1024 for a square (Rabin signature), 
1.75 MM1024 for a cube (RSA signature). 
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16 
These illustrations demonstrate the gain of tWo magnitudes 

betWeen the Workload due to the implementation of a user’s 
RSA private key and the Workload due to the implementation 
of an ephemeral module in the ZK GQ2 technique. Such a 
difference in performance represents a technological break. 
As compared With existing systems, the consequences for the 
user are satisfactory ergonomy With increased security. 

Other methods of Zero-knowledge authenticationi“He 
Who can do more can do less.” Zero-knowledge techniques 
enable doublet dynamic authentication and even message 
signatures. 
Example of ZK GQ doublet dynamic authenticationithe 

veri?er issues a challenge comprising some tens of bits, for 
example, 32 entropy bits. 
The prover then computes one or more ZK GQ triplets 

Whose ZK challenges come from the hash code or from the 
commitments, the veri?er’s challenge and the message to be 
authenticated. The entropy of all the ZK challenges is greater 
than or equal to the entropy of the veri?er’s challenge, for 
example, 48 bits of ZK challenge for 32 bits of veri?er chal 
lenge. The proof comprises the ZK GQ triplet or triplets or 
else an appropriate subset of these triplets, 

that is, the commitments and the responses since the chal 
lenges are easily reconstructed, 

or better still, the challenges and the responses since the 
commitments are easily reconstructed. 

A realistic example of ZK GQl proof is three triplets With 
v:2l6+1 or better still, a single triplet With 24845. Another 
realistic example With ZK GQ2 uses a three-factor module 
With tWo base numbers: the proof comprises three triplets for 
k:9 and only one for k:25. 

Example of ZK GQ signatureithe prover then computes 
one or more ZK GQ triplets Whose ZK challenges come from 
the hash code of the commitment or commitments and the 
message to be authenticated. The siZe of the ZK challenges 
must be large enough, for example 64 bits or 80 bits. The 
proof includes the ZK GQ triplet or triplets or else an appro 
priate subset of these triplets, 

that is, the commitments and the responses since the chal 
lenges are easily reconstructed, 

or better still, the challenges and the responses since the 
commitments are easily reconstructed. 

A realistic example of ZK GQl proof is three triplets With 
v:2l6+1 or better still, a single triplet With v:264—257. 
Another realistic example With ZK GQ2 uses a three-factor 
module With tWo base numbers: the proof comprises three 
triplets for k:9 and only one for k:25. 

We shall noW see the details of the invention. 

at each log-on operation, the computer device executes an 
initialization softWare program With the folloWing character 
istics (the order of the operations is not signi?cant). 

Producing identi?er data for the session being initiated, 
this data being denoted by ld. 

Producing a public ephemeral module n, a public exponent 
v greater than tWo and at least one pair of GQ numbers, 
for instance m pairs With mil. Each pair comprises a 
public number G and a private number Q related by a 
generic equation GQ. 
Either the direct equation: GEQ“ (mod n) 
Or the inverse equation: G><QVE1 (mod n) 

Identifying the user by using a unique local procedure, for 
example the user’s unique passWord, possibly comple 
mented by biometrics, for example a ?ngerprint or voice 
check, to produce or cause the production of the signa 
ture under the control of the user’ s private key in order to 
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relate the ephemeral module and the session identi?ca 
tion data for the duration of the session. Such a signature 
is an ephemeral certi?cate. 

Depending on the GQ method used, GQO, GQl or GQ2, 
particular constraints apply to the production of the ephem 
eral module, the exponent and the public numbers, as Well as 
the structure of the certi?cates. 

In a ?rst method (GQO), a public exponent V is ?xed and a 
public module n and In private numbers Q are taken at ran 
dom. In this case, the ephemeral private key must be repre 
sented by the module n and the In private numbers Q 1 to QM; 
the ephemeral certi?cate relates the session identi?er data to 
the public numbers n, v, G1, . . . Gm. 

In a second method (GQl), the prover has to demonstrate 
knowledge of an RSA signature Without revealing it and the 
veri?er has to verify an RSA signature Without obtaining 
knowledge of it. It is then necessary to use an RSA signature 
standard With a format mechanism converting every mes sage 
to be signed into a number; such a mechanism generally uses 
a hash function. Every RSA veri?cation key has the public 
exponent v and a public module n Which is the product of tWo 
large, distinct, secret prime factors p l and p2 such that v is 
prime With p 1-1 andp2—l . In this case, each public number Gl 
results from the application of the format mechanism of the 
signature standard to a message; that is: Gi:Red(messagel-); 
in addition to the representation by the module n and the In 
private numbers Ql to QM, the ephemeral private key may 
again be represented advantageously by the f prime factors p 1 
to p], m><f private components Q1,l to Q?m and f-l parameters 
of the Chinese remainders; the ephemeral certi?cate relates 
the session identi?cation data to the tWo numbers n and v; 
indeed, messagel to messagem do not need any special pro 
tection. 

In a third method (GQ2) the prover demonstrates knoWl 
edge of a decomposition of the module Without revealing it 
and the veri?er veri?es a decomposition of the module With 
out getting knoWledge of it. The module n is a product of at 
least tWo large prime factors at least tWo of Which are distinct, 
forexamplefZ2,pl§p2...§pfetp1<pfWithn:p1><p2...><p? 
the public exponent v is a poWer of tWo greater than tWo, for 
example v:2k With ki2; the mil public numbers are all 
small squares: GZ-Igf. The numbers gl to gm are the base 
numbers. In this case, in addition to the module n and the In 
private numbers Ql to QM, the ephemeral private key may 
again be represented advantageously by the f prime factors p 1 
to pf, m><f private components Q1,l to Q?m and f-l parameters 
of the Chinese remainders; the ephemeral certi?cate relates 
the session to the number n; indeed the very small numbers k 
and g1 to gm do not need any special protection. 

During the session, the computer device dialogs With 
devices giving access to resources (for example access por 
tals) or With devices constituting resources (for example 
printers or archival servers). 

The computer device executes a proof softWare program 
having the folloWing characteristics. 
It does not knoW the user’s private key. 
It distributes the ephemeral certi?cate that makes it pos 

sible to establish Id and n for Whoever knoWs the 
user’s public key, said key being in the directory of 
public keys. 

It acts in the role of ZK GQ Witness to establish ZK GQ 
triplets constituting proofs. 

Each resource executes a veri?cation softWare program 
having the folloWing characteristics. 
It knoWs the user’s public key or else it can procure the 

key for itself in a sure Way. It uses it to “open” the 
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certi?cate and thus establish the session identi?er data 
and the ephemeral module plus, if necessary, an expo 
nent and public numbers. 

It acts in the role of ZK GQ to verify proofs. 
It must be observed that, provided there is access to a 

directory to obtain knoWledge of public keys, a computer 
device With a veri?cation softWare program can absolutely 
authenticate a session logged on to by any user in the direc 
tory. 

Referring to FIG. 1, the system according to the invention 
enables a personal computer 1 to be authenticated by one or 
more servers 2. In a manner knoWn per se, the user 5 connects 

his personal computer 1 to the servers 2 through a communi 
cations netWork 3. 

The Log-On Phase 

A description shall noW be given of the phase in Which a 
user 5 having authoriZed access logs on to the personal com 
puter 1. The session is planned for a limited duration of about 
one day. The personal computer 1 has a log-on softWare 
program 4. This log-on softWare program 4 has been installed 
in the personal computer 1, prior to the logging on by the user 
5 or by any person entitled to do so. The user 5 launches the 
execution of the log-on softWare program 4 by activating a 
key of the keyboard 6 or by using a mouse to click on an icon 
corresponding to the log-on softWare program 4. The user 5 
introduces personal identi?ers 21, especially a passWord, into 
the personal computer 1, by means of the keyboard 6. The use 
of a passWord may be complemented by a ?ngerprint. In a 
manner knoWn per se, the personal identi?ers 21 enable the 
log-on softWare program 4 to verify the identity of the speci 
?ed user 5 and access the private signature key 14 of the 
speci?ed user. In the case of the alternative embodiment 
described, Which does not refer to FIG. 1, the private signa 
ture key 14 of the user 5 is located in a cryptogram 20 con 
taining in a memory card 22 belonging to the speci?ed user 5. 
A reader 23 of a memory card 22 is connected to the personal 
computer 1. At the beginning of the session, the user 5 inserts 
his memory card 22 into the reader 23. The reader 23 has data 
transfer means 24 for the transfer of data betWeen said 
memory card 22 and the ?rst computation means 7 of the 
personal computer 1. Under the control of the lo g-on softWare 
program 4, the ?rst computation means 7 decipher said cryp 
togram 20 by implementing the personal identi?ers 21 of the 
speci?ed user 5 in a manner knoWn per se. 

In another alternative embodiment, the private signature 
key 14 of the user 5 is located in a cryptogram 20 contained in 
a memory Zone of the personal computer 1. In the case of an 
alternative embodiment of this kind, the ?rst computation 
means 7, controlled by the log-on softWare program 4, deci 
pher said cryptogram 20 by implementing the personal iden 
ti?ers 21 of the user 5. 

In another alternative embodiment, the private signature 
key 14 of the user 5 is con?ned With the signature algorithms 
25 in a microprocessor card 22 held by the speci?ed user 5. In 
the case of an alternative embodiment of this kind, the user 
insert his microprocessor card 22 into a reader 23 of a micro 
processor card 22, connected to the personal computer 1. The 
reader 23 has data transfer means 24 for the transfer of data 
betWeen the microprocessor card 22 and the personal com 
puter 1. The ?rst computation means 7 of the personal com 
puter 1, controlled by said log-on softWare program 4, pro 
duce the ephemeral certi?cate 13 Which shall be described 
here beloW by implementing saidprivate signature key 14 and 
executing the signature algorithms 25. 
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The description of the log-on phase shall noW be contin 
ued. The ?rst computation means 7 of the personal computer 
1, controlled by said log-on software means 4, produce ses 
sion identi?er data Id 8 from the user identi?er data 5, the 
personal computer identi?er data 1, the date the time and the 
duration of the session. The ?rst computation means 7 also 
produce a public ephemeral module n 9, a public exponent V 
10 and at least one pair of ephemeral public numbers G 11 and 
ephemeral private numbers Q 12. The parameters n, V, G and 
Q are related by generic equations of the type: 

GEQVUnod n) 

or of the type 

GXQVElQ'HOd n). 

The ?rst computation means 7 also produce a unique 
ephemeral certi?cate 13 in signing the session identi?er data 
Id 8 and said public ephemeral module n 9 by means of said 
private signature key 14 of the user 5. If necessary, the cer 
ti?cate may also comprise the signature of said public expo 
nent V 10 or the signatures of the ephemeral public numbers G 
11. It must be made clear here that the term “unique certi? 
cate” refers to the fact that, in practice, the log-on softWare 
program 4 Will produce no other certi?cates during a session 
identi?ed by: the identi?er data of the user 5, the identi?er 
data of the personal computer 1, the date and time of logging 
on as Well as the maximum duration planned for the session. 
HoWeVer, it is not ruled out that, during the same session, the 
user may use his priVate signature key to carry out signature 
operations. For the purpose of preVenting the issuance of 
another certi?cate during the session considered, the personal 
computer 1 has disabling means 15 to disable the execution of 
the log-on software program 4, after the log-on phase, 
throughout the session. 

During the Session 

A description shall noW be giVen of the authentication 
operations during a session. At least during the ?rst connec 
tion of the personal computer 1 to one of the serVers 2, the user 
5 launches the execution of a proof softWare program 16, 
installed in the personal computer 1. This proof softWare 
program 16 Will haVe been installed in the personal computer 
1, prior to the logging-on operation, performed by the user 5 
or by any person entitled to do so. The user 5 launches the 
execution of the proof softWare program 16 by actiVating the 
key of the keyboard 6, or by clicking on the proof softWare 
program 16 icon With the mouse of his personal computer. 
The ?rst computation means 7, controlled by said proof soft 
Ware program 16, send said ephemeral certi?cate 13 through 
the communications netWork 3 to the serVer 2. The ?rst com 
putation means 7, controlled by said proof softWare program 
16, produce proofs in a manner knoWn per se according to the 
GQ technology. These proofs are intended for use in the 
implementation of a Zero -knoWledge GQ type authentication 
mechanism. The proof softWare program 16 acts as a Witness 
according to the GQ protocol. 
A Veri?cation softWare program 18 is installed on the 

serVer 2. This serVer has launching means that are actiVated, in 
a manner knoWn per se, during the setting up of a computer 
link With the personal computer. These launching means 
launch the execution of said Veri?cation softWare program 18. 
Under the control of the Veri?cation softWare program 18, 

the second computation means 17, open the ephemeral cer 
ti?cate 13, With a public key 19 associated With said priVate 
signature key 14. Under the control of the Veri?cation soft 
Ware program 18, the second computation means 17 extract, 
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from the ephemeral certi?cate 13, the session identi?er data 
Id 8 and said ephemeral module n 9 along With, as the case 
may be, said public exponent V 10 and said ephemeral public 
numbers G 11. The proof softWare 16 acts as a Veri?er accord 
ing to the GQ protocol. 
A description shall noW be giVen more particularly of a ?rst 

altematiVe embodiment of the system When the authentica 
tion protocol is of the GQO type. In the case of this altematiVe 
embodiment, the ?rst computation means 7, under the control 
of the log-on softWare program 4, produce a public ephemeral 
module n 9, a public exponent V 10 and at least one pair of 
ephemeral public numbers G 11, and ephemeral priVate num 
bers Q 12 in the manner described here beloW. The ?rst 
computation means 7 furthermore comprise means to set the 
Value of said public exponent V 10, randomly choose said 
public ephemeral module n 9, randomly choose said ephem 
eral priVate numbers Q 12, compute said ephemeral public 
numbers G 11 by applying either of the generic equations. In 
the case of this altematiVe embodiment, the ephemeral cer 
ti?cate 13 relates the public ephemeral module n 9, the public 
exponent V 10 and the ephemeral public numbers G 11 to the 
session identi?er data Id. In the case of this altematiVe 
embodiment, the GQO type authentication protocol com 
prises a proof mechanism implementing said public ephem 
eral module n 9 and said In ephemeral priVate numbers Q 12 1 
to Qm. 
A description shall noW be giVen more particularly of a 

second alternatiVe embodiment of the system When the 
authentication protocol is of the GQl type. In the case of this 
altematiVe embodiment, the ?rst computation means 7, con 
trolled by said log-on softWare program 4, produce a public 
ephemeral module n 9, a public exponent V 10 and at least one 
pair of ephemeral public numbers G 11, and ephemeral pri 
Vate numbers Q 12 in the manner described here beloW. The 
?rst computation means 7 comprise means to set the Value of 
said public exponent V 10, produce said ephemeral module n 
9 in multiplying at least tWo ephemeral prime factors such 
that V is prime With each ephemeral prime factor minus one, 
produce the ephemeral public numbers G 11 in applying, to a 
message mi, an RSA type signature standard format mecha 
nism, G:Red(mi), determine a priVate exponent s such that 
S'V-l is a multiple of each ephemeral prime factor minus one, 
produce the ephemeral priVate numbers Q 12, especially in 
raising the ephemeral public numbers G 11 to the poWer of the 
priVate exponent s modulo n, and/ or produce m><f ephemeral 
priVate components Ql-J of the m ephemeral priVate numbers 
Qi12. It can therefore be seen that this third altematiVe 
embodiment does not necessarily use the ephemeral priVate 
numbers Q1. 12 directly but uses the ephemeral priVate com 
ponents Ql-J 12. The ephemeral certi?cate 13 relates the public 
ephemeral module n 9 and the public exponent V 10 to the 
session identi?cation data Id. Indeed, in the case of this Vari 
ant, the messages ml- do not need any special protection. In the 
case of this altematiVe embodiment, the GQl type authenti 
cation protocol comprises a proof mechanism implementing 
either said public ephemeral module n 9 and said In ephem 
eral priVate numbers Ql to Qm 12 or the f ephemeral prime 
factors p 1 to pf26 of the ephemeral module nrplx . . . ><pf, the 

m><f ephemeral priVate components Q1,l to Q?m 27 and the 
f-l parameters of the ephemeral Chinese remainders 28. 
A description shall noW be giVen more particularly of a 

third altematiVe embodiment of the system When the authen 
tication protocol is of the GQ2 type. In the case of this alter 
natiVe embodiment, the ?rst computation means 7, controlled 
by said log-on softWare program 4, produce a public ephem 
eral module n 9, a public exponent V 10 and at least one pair 
of ephemeral public numbers G 11, and ephemeral priVate 
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numbers Q 12 in the manner that shall be described here 
below. The ?rst computation means 7 comprise means to set 
the value of a parameter k by Which it is possible to compute 
said public exponent V 10 of the v:2k type, produce a public 
ephemeral module n 9 that is the product of f ephemeral prime 
factors nrplxpzx . . . ><pf, f being greater than or equal to 2, 

choosing m ephemeral base numbers gi, that are small, in 
particular smaller than 100, enabling the de?nition of the m 
ephemeral public numbers Gl- 11 of the GZ-Igi2 type, produce 
the m ephemeral private numbers Q 12, especially in raising 
the ephemeral public numbers G 11 to the poWer of the private 
exponent s modulo n, and/or produce m><f ephemeral private 
components Ql-J 12 of the ephemeral private numbers Q 12. It 
can therefore be seen that this third alternative embodiment 
does not necessarily use the ephemeral public numbers Gl-11 
directly but use the ephemeral base numbers gi. Similarly, it 
does not necessarily use the ephemeral private numbers Ql-12 
directly but use the ephemeral private components Ql- J12. In 
the case of this alternative embodiment, the ephemeral cer 
ti?cate 13 relates the public ephemeral module n 9 to the 
session identi?cation data Id. Indeed, the number k and the m 
base numbers gl- do not need any special protection. In the case 
of this alternative embodiment, the GQ2 type authentication 
protocol comprises a proof mechanism implementing either 
said public ephemeral module n 9 and said In ephemeral 
private numbers Ql to Q," 12 or the f ephemeral prime factors 
pl to pf26 of the ephemeral module nrplx . . . ><pf, the m><f 
ephemeral private components Q1,l to Q?m 27 and the f—1 
parameters of the ephemeral Chinese remainders 28. 

The implementation of small-siZed ephemeral public num 
bers G 11 and ephemeral private numbers Q 12 in GQ type 
authentication protocols using the Chinese remainders 
method associated With RSA type log-on protocols makes it 
possible to resolve the problem posed and achieve the goals 
aimed at by the present invention. Indeed, the combination of 
the technical characteristics described here above enables a 
reduction of Workloads and, correlatively, of the Waiting 
times of the users during each phase of authentication of their 
personal computers by the servers that they Wish to access. It 
can be seen that the reduction of the Workload is in a ratio of 
one to hundred as compared With What it Would be if the 
method Were to implement knoWn protocols, especially of the 
RSA type. This reduction of the Workloads obtained by the 
implementation of small-siZed ephemeral public numbers G 
11 and ephemeral private numbers during short sessions does 
not reduce the security of the authentication method since: 

?rstly, the GQ protocols provide greater security than the 
RSA protocols for comparable circumventing capacity, 

secondly, the RSA-type large-siZed, long-duration private 
signature key used to generate the ephemeral certi?cates 
are not accessible during the sessions, 

?nally, the ephemeral character of the small-siZed public 
numbers G and private numbers does not alloW fraudu 
lent individuals the time needed to retrieve con?dential 
data of the GQ authentication protocols. 

The method according to the invention can be used to 
identify the user using the personal computer concerned dur 
ing a session and authenticate this personal computer from 
several servers, 

Without its being necessary for the user to memoriZe sev 
eral passWords, and 

Without its being necessary for the users and for the man 
agers of servers to have substantial computation 
resources available on their personal computers or their 
servers. 
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The method of the invention is therefore open to a large 
number of applications. 

The invention claimed is: 
1. A method for alloWing a ?rst computer device to be 

authenticated by at least one second computer device during 
a communication session of limited duration betWeen the ?rst 
computer device and the at least one second computer device, 
the method comprising: 

a step, for a user, of logging on said ?rst computer device 
by executing a log-on softWare program and by intro 
ducing personal identi?ers, said personal identi?ers 
enabling the checking of the identity of said user and the 
accessing of a private signature key of said user; 

a step, for said log-on softWare program, of producing: 
a session identi?er data Id, 
a set of one or more private numbers Q1, Q2, . . . , Q," and 

respective public numbers G1, G2, . . . , Gm, each pair of 
numbers (Qi, GI.) verifying either the equation GlwQivsl 
mod n or the equation GZ-EQZ-V mod n, Wherein m is an 
integer greater than or equal to 1, i is an integer betWeen 
1 and m, and Whereinv is a public exponent, and Wherein 
n is a public module equal to the product of f private 
prime factors designated by p1, . . . , pf, at least tWo of 

these prime factors being different from each other, 
Wherein f is an integer greater than 1, said public module 
n being small relative to the private signature key and 
such that said public module n cannot be factoriZed by a 
computer having state-of-the-art computing poWer in a 
time as short as the duration of said session, and 

a certi?cate, by signing With said private signature key at 
least said session identi?er data Id and said public mod 
ule n; 

disabling the execution of the log-on softWare program 
after the log-on process is completed; 

the method further comprising, at least during the ?rst con 
nection of said ?rst computer device to each of said at least 
one second computer devices: 

a step, for said user, of starting execution of a proof soft 
Ware program acting as a Witness in a Zero-knowledge 
authentication protocol; sending said certi?cate to the at 
least one second computer device; 

a step, for said at least one second computer device, of 
starting execution of a veri?cation softWare program 
acting as a veri?er in said Zero-knoWledge authentica 
tion protocol; 

a step, for said veri?cation softWare program, of opening 
said certi?cate With a public key associated With said 
private signature key, and of extracting from this certi? 
cate the session identi?er data Id and the public module 
n; and 

a step, for the proof softWare program and for the veri?ca 
tion softWare program of completing said Zero-knoWl 
edge authentication protocol. 

2. The method according to claim 1, Wherein said ?rst 
computer device contains a cryptogram of said private signa 
ture key, the method further comprising a step, for said log-on 
softWare program, of deciphering said cryptogram by using 
said personal identi?ers. 

3. The method according to claim 1, Wherein a cryptogram 
of said private signature key is contained in a memory card 
held by said user, the method further comprising: 

a step, for said user, of inserting said memory card in a 
memory card reader associated With said ?rst computer 
device; and 

a step, for said log-on softWare program, of deciphering 
said cryptogram by using said personal identi?ers. 
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4. The method according to claim 1, wherein said private 
signature key is located together with signature algorithms in 
a memory card held by said user, the method further compris 
ing: 

a step, for said user, of inserting said memory card in a 
memory card reader associated with said ?rst computer 
device; and 

a step, for said log-on software program, of producing said 
certi?cate by executing said signature algorithms with 
said private signature key. 

5. The method according to claim 1, wherein said Zero 
knowledge authentication protocol is of the Guollou 
Quisquater Zero (GQO) type. 

6. The method according to claim 1, wherein said Zero 
knowledge authentication protocol is of the Guollou 
Quisquater One (GQl) type authentication protocol, and 
wherein said public exponent v is prime with all numbers 
(pj—1), where the numbers p], for jIl, . . . , f, are the prime 
factors of the public module n, and wherein each public 
number Gi, where i:1, . . . , m, is obtained by applying an 
Rivest-Shamir-Adleman (RSA) standard signature format 
Red to a respective message mi, and wherein the private 
numbers Q, where i:1, . . . , m, are such that Ql-EGl-S mod n, 
where s is a private exponent such that (sv-l) is a multiple of 
all numbers (p-—1) forj:1, . . . , f. 

7. The met od according to claim 1, wherein said Zero 
knowledge authentication protocol is of the Guollou 
Quisquater Two (GQ2) type authentication protocol, and 
wherein v:2k, where k is a security parameter having an 
integer value greater than 1, and wherein each public number 
Gl- (for i:1, . . . , m) is such that Gl-Egl-2 mod n, where g 
(for i:1, . . . , m) is a base number having an integer value 
greater than 1, and wherein the private numbers Q, where 
i:1, . . . , m, are such that QZ-EGZ- mod n, where s is a private 

exponent such that (sv-l) is a multiple of all numbers (pj—1), 
where the numbers pj for jIl, . . . , f, are the prime factors of 

public module n. 
8. The method according to claim 1, wherein the step of 

extracting further comprises: 
extracting from this certi?cate at least one element of the 

group comprising said public exponent v and said public 
numbers G1, G2, . . . , Gm. 

9. A system comprising a ?rst computer device and at least 
one second computer device, said computer devices being 
connected to a communications network, said system allow 
ing the ?rst computer device to be authenticated by the at least 
one second computer device during a communication session 
of limited duration between the ?rst computer device and the 
at least one second computer device, 

the ?rst computer device comprising: 
a memory on which is recorded a log-on software program 

to be executed by a user when logging on said ?rst 
computer device by activating a control unit and by 
introducing personal identi?ers through said control 
unit, said personal identi?ers enabling the checking of 
the identity of said user and the accessing of a private 
signature key of said user; 

?rst computation means, controlled by said log-on soft 
ware, having means for producing: 
a session identi?er data 1d, 
a set ofone or more private numbers Q1, Q2, . . . , Q," and 

respective public numbers G1, G2, . . . , Gm, each pair 
of numbers (Qi,Gl-) verifying either the equation 
Gi-Ql-sl mod n or the equation GZ-EQZ-V mod n, wherein 
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m is an integer greater than or equal to 1, i is an integer 
between 1 and m, and wherein v is a public exponent, 
and wherein n is a public module equal to the product 
of f private prime factors designated by p1, . . . ,pf, at 
least two of these prime factors being different from 
each other, wherein f is an integer greater than 1, said 
public module n being small relative to the private 
signature key and such that said public module n 
cannot be factoriZed by a computer having state-of 
the-art computing power in a time as short as the 
duration of said session, and 

a certi?cate, by signing with said private signature key, at 
least said session identi?er data 1d and said public mod 
ule n; 
disabling means having means for disabling the execu 

tion of the log-on software program after the log-on 
process is completed; 

a memory on which is recorded a proof software pro 
gram having instructions for controlling said ?rst 
computation means, and for acting, when executed by 
said user at least during the ?rst connection of said 
?rst computer device to each of said at least one 
second computer device by activating said control 
unit, as a witness in a Zero-knowledge authentication 
protocol; 

means for sending said certi?cate to the at least one second 
computer device; and 
the at least one second computer device comprising: 

a memory on which is recorded a veri?cation software 
program having instructions for controlling second 
computation means, for opening said certi?cate with a 
public key associated with said private signature key, 
and for extracting from said certi?cate the session iden 
ti?er data 1d and the public module n, in order to act as a 
veri?er in said Zero-knowledge authentication protocol; 
and 

launching means for launching the execution of said veri 
?cation software program. 

10. The system according to claim 9, wherein: 
said ?rst computer device further comprises a cryptogram 

of said private signature key; and 
said log-on software program has instructions for deci 

phering said cryptogram by using said personal identi 
?ers. 

11. The system according to claim 9, further comprising: 
a memory card held by said user and containing a crypto 
gram of said private signature key; and 

a memory card reader associated with said ?rst computer 
device for reading said memory card; and 

wherein said log-on software program has instructions for 
deciphering said cryptogram by using said personal 
identi?ers. 

12. The system according to claim 9, further comprising: 
a memory card held by said user and containing said private 

signature key together with signature algorithms; and 
a memory card reader associated with said ?rst computer 

device for reading said memory card; and 
wherein said log-on software program has instructions for 

producing said certi?cate by executing said signature 
algorithms with said private signature key. 


