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DATA PROTECTION SYSTEMS AND 
METHODS 

RELATED APPLICATIONS 

This application claims the bene?t of US. Provisional 
Application No. 60/151,790, entitled “Data Protection Sys 
tems and Methods,” ?led Aug. 31, 1999, Which is hereby 
incorporated by reference. 

COPYRIGHT AUTHORIZATION 

A portion of the disclosure of this patent document con 
tains material Which is subject to copyright protection. The 
copyright oWner has no objection to the facsimile reproduc 
tion by anyone of the patent document or the patent disclo 
sure, as it appears in the Patent and Trademark Of?ce patent 
?le or records, but otherWise reserves all copyright rights 
Whatsoever. 

FIELD OF THE INVENTION 

The present invention relates generally to systems and 
methods for processing electronic content. More speci?cally, 
the present invention relates to systems and methods for 
inspecting, classifying, controlling, and/or modifying the 
processing of protected electronic content to provide 
enhanced resistance to attempts to circumvent content pro 
tection. 

BACKGROUND OF THE INVENTION 

Conventional content protection mechanisms typically 
focus on protecting content While it is being transferred 
betWeen systems and/or While it is stored on a system. For 
example, some conventional techniques provide mechanisms 
(With varying degrees of effectiveness) for securing the trans 
mission and/or storage media itself, thus preventing, or at 
least resisting, malicious tampering or manipulation of the 
content. Other techniques concentrate on protecting the con 
tent directlyias opposed to the transmission and/ or storage 
mediaiand make use of encryption and other technologies 
to make the content inaccessible, or at least practically unus 
able, While it is being transmitted or While it is stored. 
A problem that arises, hoWever, is that When content is 

released for useifor example, When stored audio content is 
decrypted and/ or decompressed and played by a consumeri 
it is possible for an attacker to intercept the content and 
circumvent the content and/or transmission protection that 
Was used. This is a serious problem, as most systems must 
remove the content protection at some point, since the content 
is typically of little use in its protected form. 
One Way to address this problem is to minimize the amount 

of time that the content is unprotected. For example, an audio 
?le might be decrypted and/or decompressed by obscure driv 
ers immediately before it is sent to the system’s speakers or 
other output devices. This approach is not foolproof, hoW 
ever, as an attacker might simply record the audio output 
being played by the speakers, thus obtaining an unprotected 
(or less protected) copy of the content, albeit of someWhat 
lesser quality than the original. A more serious attack inter 
cepts the content While it is still in digital form, before it is 
output to the user. For example, an attacker might insert or 
substitute a malicious softWare driver to intercept the content 
?le as it is headed for an output device. The malicious driver 
might reroute and/or duplicate the unprotected content ?le, 
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2 
thus alloWing the attacker to obtain a perfect digital copy of 
the content and/or to use the content in an unauthorized man 
ner. 

SUMMARY OF THE INVENTION 

The present invention provides systems and methods for 
detecting and defending against attacks such as those 
described above. Speci?cally, systems and methods are dis 
closed for protecting content from the time it is packaged to 
the time it is released for use. It should be appreciated that the 
present invention can be implemented in numerous Ways, 
including as a process, an apparatus, a system, a device, or a 
method. Several inventive embodiments of the present inven 
tion are described beloW. 

In one embodiment, systems and methods are provided for 
performing programmatic inspection and generation of sig 
natures or other identi?ers for identifying softWare drivers, 
system softWare modules, and/or system hardWare. Tech 
niques are disclosed for deriving a signature or other identi?er 
that alloWs identi?cation of certain softWare modules based 
on behaviors such as their use of certain system programming 
interfaces, linkage With certain modules (program dependen 
cies), recogniZable internal data structures (implementation 
structure, constant data, etc.), opcode patterns (e.g., the struc 
ture of generated code and/or instruction sequences), and so 
forth. The signature or identi?er encodes a persistent means 
for programmatically discriminating legitimate, knoWn, and/ 
or identi?able modules from impersonated, untrusted, and/or 
malicious modules. The technique may also be applied recur 
sively to qualify program dependencies (eg the signature of 
dependent modules Which are linked by the top-level system 
softWare module or softWare driver). Analysis may be used to 
qualify a con?guration of multiple modules Which form a 
quali?ed dependency graph. 

In another embodiment, systems and methods for protect 
ing content transfers are provided. Techniques are provided 
for locating a content signature or identi?er in protected con 
tent, then ?ltering certain system programming interfaces 
(such as ?le Writing interfaces) to prevent transfers of content, 
or to apply modi?cations to content, containing those signa 
tures or identi?ers. In a preferred embodiment, the content 
signature comprises a distillation (e.g., a secure hash or the 
like) of one or more parts of a protected content object, and is 
derived from the content itself. System interfaces that can be 
used to transfer or copy content to an inappropriate destina 
tion (e. g., ?les, netWork ports, etc.) are ?ltered by examining 
the data passing across those interfaces for the signatures or 
identi?ers of protected content, and When a signature is found 
that indicates that content is being transferred inappropri 
ately, the operation can be disalloWed or the content can be 
modi?ed in a prede?ned manner. The content signature 
mechanism is optimiZed for rapid scanning to locate signa 
tures Within large sequences of data. One or more signatures 
may be employed for a given protected content stream. 

In another embodiment, systems and methods are provided 
for performing a discretionary, policy-based con?guration 
and validation of systems softWare and drivers. Techniques 
are disclosed Which alloW an application to inspect systems 
softWare upon Which its data processing is dependent, and 
Which enable the application to determine based on a set of 
“rules” or policy controls Whether it Will alloW, modify, or 
disalloW doWnstream processing operations on protected 
content. This process can be advantageously implemented 
Without dependency on, and regardless of any operating sys 
tem support for, cryptographically signed code or access con 
trol mechanisms. For example, this process can be imple 
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mented under the control of the application itself, or under the 
control of trusted management or digital rights management 
(DRM) software With Which the application is linked. The 
aforementioned policies and techniques can be ?exible, and 
may vary betWeen applications. For example, an application 
may specify that all doWnstream processing modules must be 
marked as “trusted” using a cryptographically-derived cre 
dential. Alternatively, or in addition, the application may 
specify that only modules that satisfy certain criteria regard 
ing the correct use of certain systemAPI functions are accept 
able. In some embodiments, operations may be modi?ed, 
rather than simply disalloWed, in order to change the value of 
the content (data) that they processifor example by modi 
fying the content to reduce or eliminate its commercial value 
(such as by inserting noise, or by damaging the format), to 
insert a special mark (such as a special Watermark identifying 
the content as stolen), or other appropriate techniques. 

In yet another embodiment of the present invention, a 
protection system is provided for controlling protected data/ 
content processing and transfer based on inspection and/or 
quali?cation of dependent system softWare, drivers, and or 
hardWare. System drivers, softWare, and/or hardWare are 
inspected to determine Whether electronic content can be 
processed by those drivers, softWare, and/or hardWare. This 
process is controlled by the application management softWare 
Which is linked With the application, or by a digital rights 
management (DRM) system linked With the application and 
responsible for protecting the content according to a set of 
rules or policies. The decision as to Whether the system soft 
Ware, drivers, and/or hardWare may process the content, or 
Whether certain modi?cations should be applied to the con 
tent as it is processed, is based on a quali?cation or inspection 
technique implemented by a separate process that is operable 
to check the signature or cryptographically-derived identity 
of the system softWare, drivers, and/ or hardWare. In one 
embodiment, the determination of Whether content may be 
processed or modi?ed is independent of mechanisms or ser 
vices such as ?le names of program ?les Which implement 
system softWare or softWare driver code, and is also indepen 
dent of cryptographically signed code and native operating 
system access control mechanisms or services provided by 
the operating system or system softWare itself. 

In some embodiments, the determination of Whether con 
tent may be processed is made using multiple quali?cation 
techniques to establish a con?dence factor regarding the trust 
Worthiness or security of the dependent system softWare, 
drivers, and/or hardWare. Evaluation of the con?dence factor 
is under control of the application or its associated manage 
ment or DRM system. The application or its management 
softWare may specify a default interval for ongoing quali? 
cation of the dependent softWare in order to thWart tampering 
and/ or replacement of the con?gured system softWare or driv 
ers. Alternatively, the application or its related management 
softWare may register for asynchronous noti?cation of 
changes detected by a separate, trusted quali?cation or 
inspection process running on its behalf, or by a noti?cation 
facility in the operating system itself. In yet another embodi 
ment, the application or its related management or DRM 
softWare may poll an interface implemented by the separate, 
trusted quali?cation or inspection process. 

In one embodiment, techniques are provided for maintain 
ing the non-circumventability of the quali?cation or inspec 
tion mechanism, and for providing the application or its 
related management softWare With the ability to detect the 
presence or removal of the inspection mechanism on a peri 
odic basis, thereby creating an “interlock” mechanism that 
assures the presence or non-replacement of the correct ver 
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4 
sion of the trusted quali?cation or inspection softWare. Thus, 
an effectively mandatory protection system can be provided 
Which must be satis?ed Within the policy-based con?dence 
factor in order for correct processing of the protected content 
to occur. In one embodiment, the policy and con?dence fac 
tors may evaluate to simple boolean values. 

These and other features and advantages of the present 
invention Will be presented in more detail in the folloWing 
detailed description and the accompanying ?gures Which 
illustrate by Way of example the principles of the invention. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The present invention Will be readily understood by the 
folloWing detailed description in conjunction With the accom 
panying draWings, Wherein like reference numerals designate 
like structural elements, and in Which: 

FIG. 1 illustrates a system for practicing an embodiment of 
the present invention. 

FIG. 2 is a more detailed illustration of a system for prac 
ticing the present invention. 

FIG. 3 is a block diagram of a system and method for 
?ngerprinting content ?les. 

FIGS. 4A and 4B are How charts illustrating methods of 
inspecting drivers, softWare, and/ or hardWare modules. 

FIG. 5 is a block diagram illustrating a system and method 
for protecting content by performing inspections of drivers, 
softWare, and/or hardWare modules, and by using the inspec 
tion results in conjunction With prede?ned policies to control 
processing and/ or use of the content. 

FIG. 6 is an illustration of the application of a policy for 
processing content in light of system characteristics. 

FIGS. 7A and 7B are How charts illustrating the operation 
of a content transfer manager and a content transfer monitor 
in accordance With an embodiment of the present invention. 

FIG. 8 illustrates a content transfer protection mechanism 
in accordance With an embodiment of the present invention. 

DETAILED DESCRIPTION 

A detailed description of the invention is provided beloW. 
While the invention is described in conjunction With several 
embodiments, it should be understood that the invention is not 
limited to any one embodiment. On the contrary, the scope of 
the invention is limited only by the appended claims and 
encompasses numerous alternatives, modi?cations, and 
equivalents. For example, While several embodiments are 
described in the context of a system and method for protecting 
audio content, it should be appreciated that the disclosed 
systems and methods are readily adaptable for broader appli 
cation. For example, Without limitation, the present invention 
could be readily applied in the context of video, image, text, 
audio-visual, or other content types. In addition, While 
numerous speci?c details are set forth in the folloWing 
description in order to provide a thorough understanding of 
the present invention, the present invention may be practiced 
according to the claims Without some or all of these details. 
Similarly, for the purpose of clarity, certain technical material 
that is knoWn in the art has not been described in detail in 
order to avoid obscuring the present invention. For example, 
in the folloWing discussion reference is made to a number of 
terms, concepts, and techniques that are Well-knoWn in the 
?elds of computer architecture, computer programming, and 
cryptography. Information on computer architecture and 
computer programming can be found, for example, in Hen 
nessy et al., Computer Architecture: A Quantitative 
Approach, 2d ed. (Morgan Kaufmann 1996); Patterson et al., 
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Computer Organization and Design: The Hardware/Soft 
ware Interface, 2d ed. (Morgan Kaufmann 1997); Microsoft 
Windows N T Device Driver Kit: Kernel-mode Driver Design 
Guide (Microsoft 1993); Dekker et al., Developing Windows 
NT Device Drivers: A Programmer's Handbook (Addison 
Wesley 1999); Born, Inside the Registry for Microsoft W'in 
dows 95 (Microsoft Press 1997); Baker, The Windows NT 
Device Driver Book (Prentice Hall 1997); and Solomon, 
Inside Windows NT 2d ed. (Microsoft Press 1998). Informa 
tion on cryptography can be found, for example, in MeneZes 
et al., Handbook ofApplied Cryptography (CRC Press 1996) 
and Schneier, Applied Cryptography, 2d ed. (John Wiley & 
Sons 1995). 
The following patents and applications, each of Which is 

assigned to the assignee of the current application, are hereby 
incorporated in their entirety by reference: Ginter et al., “Sys 
tems and Methods for Secure Transaction Management and 
Electronic Rights Protection,” US. Pat. No. 5,915,019, 
issued Jun. 22, 1999 (“the ’019 patent”); Ginter et al., 
“Trusted Infrastructure Support Systems, Methods and Tech 
niques for Secure Electronic Commerce, Electronic Transac 
tions, Commerce Process Control Automation, Distributed 
Computing, and Rights Management,” US. patent applica 
tion Ser. No. 08/699,712, ?led Aug. 12, 1996 (“the ’712 
application”); Van Wie et al., “Steganographic Techniques for 
Securely Delivering Electronic Digital Rights Management 
Information Over Insecure Communications Channels, US. 
Pat. No. 5,943,422, issuedAug. 24, 1999 (“the ’422 patent”); 
Ginter et al., “Systems and Methods for Secure Transaction 
Management and Electronic Rights Protection,” US. Pat. No. 
5,892,900, issued Apr. 6, 1999 (“the ’900 patent”); Shear et 
al., “Cryptographic Methods, Apparatus and Systems for 
Storage Media Electronic Rights Management in Closed and 
Connected Appliances,” US. patent application Ser. No. 
08/848,077, ?led May 15, 1997 (“the Shear application”); 
Collberg et al., “Obfuscation Techniques for Enhancing Soft 
Ware Security,” US. patent application Ser. No. 09/095,346, 
?led Jun. 9, 1998 (“the Collberg application”); Shear, “Data 
base Usage Metering and Protection System and Method,” 
US. Pat. No. 4,827,508, issued May 2, 1989 (“the Shear 
patent”); and Sibert, “Systems and Methods for Using Cryp 
tography to Secure and Insecure Computing Environments,” 
US. patent application Ser. No. 09/628,692, ?led Jul. 28, 
2000 (“the Sibert application”). 

The present invention relates generally to computer pro 
cessing of protected digital content by applications and sup 
porting operating system services implemented by kernel 
mode or user mode modules, also knoWn as drivers or ?lters, 
respectively. The invention provides a set of services for 
inspecting, classifying, controlling, and modifying the func 
tionality of the operating system modules according to the 
security policies of an application and/ or a digital rights man 
agement (DRM) system linked With the application and 
responsible for ensuring the secure processing of digital con 
tent. The invention provides an extensible set of functions for 
protecting against the unauthorized use of digital content by 
enabling the application and/ or its associated DRM system to 
restrict processing of, or to impose modi?cations to, the con 
tent depending on Whether system modules are present Which 
do not conform to the security policies of the application or 
DRM system. Such non-conformance can be determined by a 
variety of techniques, including Without limitation, inspec 
tion, classi?cation, and/ or control of a module’s dynamic 
behavior, static structure, and/ or other identifying character 
istics. 

The present invention provides systems and methods for 
protecting digital content from the time it is packaged until it 
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6 
is experienced by the consumer. In one embodiment, a com 
bination of Watermarking and ?ngerprinting is used. The 
content producer pre-processes the content in order to obtain 
the information needed to enable transaction-time Water 
marking or ?ngerprinting at the consumer system (as 
described in more detail beloW). A Watermarking technology 
is used to embed imperceptible codes into the content as it is 
being released to the consumer. The embedded information 
may identify not only the oWner of the content, but also the 
individual Who purchased or otherWise released the content. 
Thus, if the content is stolen and packaged in a ?le, or even 
re-recorded, it Will retain a mark indicating Who Was respon 
sible. Although Watermarks are applied digitally, the 
advanced signal processing techniques on Which they are 
based ensure that they can be recovered even after one or more 
analog processing steps are applied to the content. Multiple 
Watermarking technologies may be used, thus giving content 
providers a variety options. 

In another embodiment, protection against content misuse 
is provided by encryption, Watermark screening, detection of 
invalid content processing softWare and hardWare, and/or 
detection of invalid content ?oWs. Encryption protects con 
tent that is delivered over the easily-intercepted RPC channel 
betWeen the management softWare, application softWare, and 
the libraries that they use. Encryption provides secrecy, so 
that content cannot be intercepted and used, and also ensures 
that the RPC requests cannot be usefully modi?ed in transit 
(modi?cation might permit, for example, circumvention of an 
application’s speci?ed intentions). Watermark screening is 
provided by invoking a ?lter module to examine content 
before it is delivered to the output hardWare. The ?lter module 
is operable to prevent delivery of the content if it detects a 
prede?ned protection mark. Invalid content processing soft 
Ware is detected by a monitoring mechanism. For example, 
When protected content is released by an application, a secu 
rity monitoring module continuously validates that the soft 
Ware involved in processing the content (i.e., drivers, ?lters, 
etc.) Will not misuse it. As described beloW, this validation can 
be performed by a combination of techniques that detect 
invalid softWare modules (such as Audio] acker) and/or 
ensure that knoWn or validated softWare is present (such as 
legitimate drivers for audio cards). Invalid content ?oWs can 
be detected by scanning information passed across ?le system 
interfaces (and/or other communication interfaces) for the 
attempted transfer of bit patterns that Were released from the 
application and/or management softWare. For example, in 
one embodiment this technology looks for prede?ned “sig 
natures” during ?le system operations. 

FIG. 1 illustrates a system for practicing an embodiment of 
the present invention. As shoWn in FIG. 1, a typical computer 
system 100 includes a variety of interconnected components. 
For example, computer system 100 may include a personal 
computer 101, having a monitor 102, keyboard 104, mouse 
106, speakers 108, hard disk drive 110, ?oppy disk drive 111, 
and CD-ROM drive 112. In addition, computer 101 may be 
capable of connecting to, or interacting With, printer 114, 
modern 116, facsimile machine 118, scanner 120, personal 
digital assistant (PDA) 122, external disk storage 124, and/or 
an ethemet (or other netWork) interface card (not shoWn). In 
addition, computer 101 may use modem 1 1 6 and/ or a netWork 
interface card to interact With other computers 130, printers 
132, storage media 134, and/ or other peripheral devices con 
nected to a netWork 136, such as a local area netWork (LAN) 
or the Internet. One of ordinary skill in the art Will appreciate 
that the present invention can be practiced on systems that 
include only some of the components shoWn in FIG. 1, and 
can also be practiced on systems that use a variety of devices 
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that are not shown in FIG. 1, including without limitation 
portable audio players, portable video players, digital cam 
eras, video-cassette recorders (VCRs), and/or camcorders, to 
name just a few examples. 

The operation of computer 101 is typically controlled by 
computer hardware operating under software control. In addi 
tion, the user of computer 101 can control its operation using, 
e.g., keyboard 104 and mouse 106, and can cause computer 
101 to access digital content ?les stored on other devices in 
computer system 100. Once these ?les are accessed, the user 
can instruct computer 101 to process the ?les and/or send 
them to other devices in system 100. For example, a user 
might download an audio ?le from networked computer 130 
and store the ?le on hard disk 110. Later, the user may access 
the ?le from hard disk 110 and cause it to be played on 
speakers 108, or downloaded to PDA 122, to name just a few 
illustrative examples of the operations a user might choose to 
perform. 
As shown in FIG. 2, computer-implemented processing of 

digital data typically entails the collective operation of mul 
tiple software and hardware systems. The software systems 
involved in this processing typically include some or all of the 
following: 

Firmware 202, comprising basic input-output software or 
BIOS, often implemented in read-only, persistent 
memory such as ROM, PROM, EPROM, or ?ash 
memory; 

Operating system (OS) software, typically comprising a 
set of kernel mode modules and/or user mode modules; 

Libraries 210, typically comprising reusable modules, pro 
vided by the operating system developer or other parties, 
to implement common processing operations on ?les, 
databases, communications, and the like; 

Services, typically including programs that support pro 
cessing for multiple applications, such as print spoolers, 
databases, web servers, middleware communications 
processes, and so forth; and 

Application programs 214 that implement processing for 
particular user activities such as editing a document, 
viewing a web page, playing a song or a movie, entering 
data into a form, or a virtually limitless set of other uses. 

Not every computer system distinguishes between user 
mode 208 and kernel mode 206, although most systems do. If 
the distinction is important to the operating system, it is 
usually implemented with CPU support. For examples, the 
Intel 80x86 architecture provides hardware support for a dis 
tinction commonly referred to as the hardware ring protection 
architecture. The ring protection architecture enables kernel 
mode modules (sometimes referred to as supervisor mode 
modules) to operate in a hardware-protected ring (ring Zero), 
and user mode modules to operate in a different ring (ring 
three). Ring three modules typically cannot directly call func 
tions, or access program memory, associated with ring Zero 
modules without using a hardware-supported ring transition 
gate feature. The transition gate feature is typically managed 
by a higher-level operating system abstraction, such as a 
system “trap” or “thunk” call, that packages program stack 
data on one side of the transition gate according to the rules of 
the operating system and hardware (implemented as a hard 
ware interrupt or as a reserved instruction, depending on the 
CPU), and invokes execution on the other side of the transi 
tion boundary. Other processors provide techniques for 
accomplishing similar functions as do other operating sys 
tems such as Unix. For purposes of practicing the present 
invention, however, it is not directly material whether a given 
operating system and processor combination support a formal 
protection scheme that distinguishes between user mode and 
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8 
kernel mode processing. The present invention can be imple 
mented regardless of this distinction, although the presence of 
the distinction is relevant to embodiments where kernel mode 
implementation techniques and user mode implementation 
techniques are coordinated across the transition boundary. 

User and kernel mode operating system modules, libraries, 
services, and applications normally import and/or export 
some set of application programming interfaces (APIs), 
which are the interfaces that enable the computer software 
system to be constructed by many different people, in differ 
ent places, and at different times. The term software “mod 
ule” refers generally to a piece of software that has been 
packagediusually using techniques speci?c to a given oper 
ating system and its supported program linkage and loader 
rulesias a set of binary instructions for a processor (or a 
machine that emulates a processor) to implement a computer 
program running either as part of the operating system or as 
software layered on top of the operating system. Standard 
module formats vary according to the operating system (and 
its linkage/loader rules), and packaged binary instructions 
also vary according to the supported processor. Standard for 
mats include the ELF and .ELF64 formats for Unix systems, 
and the PE .DLL format for newer Microsoft operating sys 
tems. In addition to using (i.e., importing) or implementing 
(i.e., exporting) APIs, modules may also register for and 
process speci?c software or hardware interrupts. 
Complex programs can be constructed from multiple mod 

ules, either statically at compile/ link time when the program 
mer creates the program, or dynamically at runtime when the 
end user runs the program. Relevant characteristics of soft 
ware modules include: 

the ability to determine imported APIs (eg the ability to 
inspect a subject module in order to identify its depen 
dencies on other modules); 

the ability to determine exported APIs (eg the ability to 
determine if other modules can call or replace functions 
provided by a subject module); 

the ability to inspect static binary program structure; 
the ability to monitor dynamic binary program operation of 

a subject module through observation of API calls, soft 
ware interrupts, hardware interrupts, and/or operating 
system messages and events implemented by that mod 
ule in cooperation with other modules; and/or 

the ability of third-party code to introduce itself into the 
running binary program address space of a subject mod 
ule and to replace functions implemented by that mod 
ule. 

The ability to determine imported APIs makes it possible 
for a developer equipped with the correct tools (such as com 
mon commercial development tools for the Windows operat 
ing system, including, for example, Microsoft’s Visual 
Development products) to inspect a program and determine 
whether it uses certain operating system modules, libraries, 
etc. Examples of such programs include the Microsoft 
“Depends” program and DumpBin. This technique can be 
used to reverse engineer program structures for the purpose of 
debugging, replacing, and/ or augmenting the function of in 
place programs. Sound use of the technique enables develop 
ers to augment the functions provided to a program by creat 
ing “shim” or “wrapper” modules which extend the normal 
calls of dependent program modules. Using a technique com 
monly referred to as module interception, a skilled program 
mer can create a shim or wrapper module that masquerades as 

the original subject module and implements its APIs for the 
purpose of intercepting an API call ahead of the subject mod 
ule. By using the API calls, parameters, and return values, the 
programmer can create a replacement for the original module 
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and name it in such a Way that the replacement code is called 
in place of the original code. The replacement code receives 
all calls for the original program, and can either handle them 
directly, or selectively pass them on to the original as its 
surrogate. Intercepting the calls alloWs the masquerading pro 
gram to perform additional processing, Which in some com 
mercial examples alloWs for management, auditing or 
accounting functions, and/ or connection With other net 
Worked systems. 

Using a technique often referred to as module substitution, 
a skilled programmer can replace a knoWn module With a 
substitute that implements the same API functions differently 
for purposes such as capturing protected data or information 
about the user. Module interception and replacement tech 
niques can be used in conjunction With modules in either 
kernel mode or user mode processing. Current mass-market 
commercial operating system products provide no systematic 
support for preventing either module interception or module 
substitution in kernel mode or user mode code. Some net 
Working and system management products support con?gu 
ration control for Workstation and server systems Which may 
be useful for correcting the effects of module interception or 
module substitution relative to a baseline con?guration estab 
lished by a system administrator. Although such programs are 
useful in enterprise settings, they generally are not imple 
mented in the consumer marketplace. 

The ability to determine exported APIs makes it possible 
for a developer using common, commercially-supported 
tools, to inspect functions that the module implements for 
other programs, and to implement different versions of those 
interfaces. This technique is often referred to as API redirec 
tion. API redirection is Widely used in commercial network 
ing and management programs for product features that alloW 
the end-user to con?gure ?le system netWorking and other 
useful administration features. API redirection can be used by 
any skilled third party, hoWever, and can also be used to 
redirect functions for malicious purposes such as capturing 
private information about the user, protected data, and so on. 

The ability to inspect the static structure of a program 
binary makes it possible for another program to potentially 
determine the logic of the subject programiprogram disas 
sembler tools commonly provide this capability. More impor 
tantly, this technique makes it possible to identify patterns on 
a per module basis that uniquely identify the subject program 
and its dependent parts, thereby making it possible to distin 
guish the subject program from unauthoriZed substitutes. 

The ability to create a program that can observe the API 
calls, softWare and hardWare interrupt processing, messag 
ing, and event behaviors of another subject program builds on 
the ability to determine imported and exported APIs, and the 
ability to distinguish interesting subject programs for discrete 
observation (such as a knoWn module from a likely replace 
ment module). Program debugging and performance tools 
often implement techniques for tracing anAPI call invoked on 
one module onto other dependent modules and potentially 
otherAPI calls. In addition to instrumenting API calls, it may 
also be important for a monitor program to optionally track 
and instrument hardWare and softWare interrupt (IRP) func 
tions. Embodiments of the present invention apply the general 
API and IRP instrumentation techniques to pro grammatically 
discriminate calling paths of knoWn good modules from those 
of potential replacement modules. Additionally, embodi 
ments of the present invention are capable of detecting efforts 
to inspect and tamper With memory structures such as pro 
gram buffers in RAM or on peripheral hardWare, Where pro 
tected digital content might be stored during processing (of 
ten referred to as memory snooping). When a replacement 
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10 
module is identi?ed, the techniques of the present invention 
can be further employed to determine if the replacement 
module’s observed dynamic behavior invokes APIs Which 
Would otherWise indicate behaviors inconsistent With the 
policy of the top-level controlling application (such as saving 
a ?le to storage or directing it to processing Which is not part 
of the normal program behavior). 
The ability to dynamically observe certain program behav 

ior also makes it possible to identify Whether an attempt is 
being made to introduce modifying code into the address 
space of another module. Techniques for implementing this 
type of behavior are sometimes referred to as code injection, 
and have been explained in press articles regarding the Win 
doWs operating system family (some operating systems make 
this type of behavior virtually impossible due to operating 
system-supported and hardWare-enforced address space pro 
tection guarantees). Virus protection systems often incorpo 
rate a variety of techniques for detecting similar types of 
malicious attacks. These techniques generally rely on the 
ability to identify a speci?c program module along With its 
imported and exported APIs, and/ or to trap and redirect inter 
rupt processing provided by the host operating system. The 
ability to identify modules along With their imported and 
exportedAPIs, and also to be able to instrument theseAPIs for 
monitoring functions, provides a basis for being able to iden 
tify code Which may attempt to modify the behavior of a 
knoWn good module through address space code injection. 

Referring once again to FIG. 2, When a computer processes 
digital dataifor example a song in the form of a digital audio 
data-streamia relatively large amount of the softWare in the 
computer system may be called into use. For example, appli 
cation softWare 214 may appear to the user as a music player, 
providing an interface to select songs from a play list using 
controls represented as buttons. Another program may be 
called by player application 214, e. g., digital rights manage 
ment (DRM) program 216, to check and enforce a set of 
policies or rules associated With the songie.g., to determine 
Whether that speci?c user is authorized at that time to play, or 
to perform some other action on, the song. 

In addition, the operating system Will typically be used to 
run both application 214 and DRM program 216, possibly as 
separate processes composed of multiple threads. The oper 
ating system may also enable application 214 and DRM pro 
gram 216 to communicate via API calls With both user mode 
and kernel mode modules, and to perform operations on local 
disk storage subsystem 218 or across a netWork in order to, 
e.g., assemble play lists or the like. In addition, the operating 
system may be used to dynamically load additional program 
modules that may be needed to run parts of the application or 
other subsystems used by the application. 

Driver softWare 220, Which is commonly implemented as 
kernel mode modules, may also be called into service by the 
operating system. Driver softWare 220 commonly invokes 
additional BIOS-provided softWare to interact With certain 
hardWare that forms part of the computer itself. For example, 
driver softWare 220 may be used by application 214 and DRM 
service 216 to communicate requests to open, read, Write, and 
close ?les to the physical disk device 219, and, When playing 
a song, to communicate With sound card 222 and to process 
the audio data. Disk, keyboard, video, mouse, and audio 
devices, as Well as external buses such as the Universal Serial 
Bus or a SCSI bus, are each controlled by one or more drivers 
Which are typically organiZed into processing chains, such as 
processing chain 224. The operating system kernel provides 
support for connecting drivers 22% into chains, and for con 
necting the head-ends of these chains to code Which imple 
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ments the kemel/user-mode transition and the connection to 
user-mode ?lters 220a and libraries. 

In an idealized scenario, the code that runs on the system is 
provided by reputable vendors and is Well-designed, tested, 
functionally-consistent, and speci?c to the purpose of its part 
of the system. For example, an audio sound card vendor may 
supply an installation program and possibly multiple kemel 
mode drivers and user-mode applications for con?guring and 
using the sound card. Disk driver manufacturers and video 
card manufacturers generally do the same for their respective 
components. 

HoWever, the real World is not so ideal, and in fact the very 
complexity and modularity of the system makes it possible 
for a number of behaviors to exist that subvert or modify the 
intended design and operation of the system. For example, as 
described above, techniques that can be exploited for these 
purposes include API redirection; softWare and hardWare 
interrupt processing redirection; module interception; mod 
ule substitution; memory snooping in system RAM; memory 
snooping in other memory address spaces (e. g., system 
peripheral hardWare); interception, redirection, and suppres 
sion of operating system messages and events; redirection of 
content to an unapproved I/O port or bus; injection of modi 
fying program code into another program address space; and 
a variety of other techniques. 

Embodiments of the present invention are operable to 
establish functions for monitoring system behavior and for 
detecting suspicious or directly malicious threats to the pro 
cessing of digital content. These techniques are effective 
against the listed threats, and may also be useful against other 
threats still to be identi?ediWhich is an important charac 
teristic, since it is advantageous for a system to be able to deal 
With neW attacks as they arise. 

Returning to the example of an audio player, several of the 
threats enumerated above have actually been used to attack 
digital audio content. For example, the A2B2WAV program 
Was designed to inject code into a user-mode audio player, the 
code being operable to add a button to the audio player’s 
graphical user interface Which enabled users to save protected 
content in an unauthoriZed and unprotected form. The 
A2B2WAV program redirected protected content by inserting 
itself into the application calling chain, and by sending the 
resulting content to ?le storage. The present invention pro 
vides systems and methods for detecting this type of tech 
nique, as the behaviors required to instrument the user mode 
and kernel mode calling chains and to send the content to disk 
involve the use of API calls and interrupts that can be instru 
mented for detection of inappropriate behaviors When digital 
content is being processed. 

Another example of an actual attack on digital audio con 
tent is the AudioJacker program. This program Was designed 
to provide a substitute for a knoWn commercial audio driver. 
While masquerading as the driver, the AudioJacker program 
converts protected content to an unprotected form and stores 
the result to disk. This type of attack is also detectable using 
embodiments of the present invention through the ability to 
distinguish the substitute driver from the knoWn good driver, 
and/or by instrumenting other API and interrupt processing 
functions in order to detect behaviors Which are not approved 
during processing of the protected digital content. 
As described in more detail beloW, the present invention 

employs a combination of techniques, including transaction 
time Watermarking (or ?ngerprinting), transaction-time 
screening, driver softWare validation, and/ or content transfer 
protection to deter and/ or prevent attempts to circumvent the 
protection of electronic content. The goal of these mecha 
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nisms is to protect content as much as possible from the time 
it is packaged until it is experienced by the consumer. 

1. Content Fingerprinting 
As describedbeloW, in some embodiments a content Water 

marking or ?ngerprinting solution may be implemented in the 
system and/or client library. For convenience, “Watermark 
ing” Will be used to refer to the mechanism that embeds 
information in content, Whereas a “Watermar ” Will refer to 
information that is embedded statically Within the content to 
provide, for example, an indication of oWnership and/or rules 
for content use. A “?ngerprint” Will generally refer to infor 
mation that is embedded dynamically, as part of content 
release, and that (typically) identi?es the user Who performed 
the transaction, thus enabling content to be traced back to the 
user if, e. g., the content is subsequently used or distributed in 
an unauthoriZed manner. Note that a “Watermarking” mecha 
nism canbe used to embed either a Watermark or a ?ngerprint, 
depending on the nature of the information that is embedded. 

In one embodiment, a credentialed Watermarking engine is 
used to implement a prede?ned interface. Fingerprint 
attributes are associated With content to de?ne the type of 
technology used to insert the ?ngerprint and the information 
to be included therein. An audio ?ngerprint can be applied at 
the time content is released, e.g., to a consumer using a music 
player application. Techniques for Watermarking various 
types of signals (e.g., audio, visual, textual, etc.) are Well 
knoWn in the art, and Watermarking technology is readily 
available from a variety of companies such as Fraunhofer 
IIS-A of Am Weischselgarten, 3 D-91058 Erlangen, Ger 
many, and Verance Corporation of 6256 GreenWich Drive, 
Suite 500, San Diego, Calif. (formerly ARIS Technologies, 
Inc.). Additional Watermarking techniques are described or 
referenced in Proceedings of the IEEE, Identification & Pro 
tection of Multimedia Information, pp. 1062-1207 (Jul. 
1999), and in commonly-assigned US. patent application 
Ser. No. 09/ 588,652, entitled “Methods and Systems for 
Encoding and Protecting Data Using Digital Signature and 
Watermarking Techniques,” ?led Jun. 7, 2000, each of Which 
is hereby incorporated by reference. It should be appreciated, 
hoWever, that any suitable Watermarking and/ or ?ngerprint 
ing technique may be used. 

In a preferred embodiment, a hinted Watermarking tech 
nique is used, such as that described in commonly-assigned 
US. patent application Ser. No. 09/629,546, entitled “Soft 
Ware Self-Defense Systems and Methods,” ?led Jul. 31, 2000, 
and in commonly-assigned US. patent application Ser. No. 
09/ 629,807, entitled “Systems and Methods for Watermark 
ing SoftWare and Other Media,” ?led Jul. 31, 2000, the rel 
evant sections of Which are hereby incorporated by reference. 
Hinted Watermarking techniques typically break the Water 
marking or ?ngerprinting process into at least tWo separate 
phases. During the ?rst phase, the unWatermarked content is 
processed to identify and/ or generate a variety of locations at 
Which Watermarks or ?ngerprints can subsequently be 
inserted. During the second phase, the Watermarks or ?nger 
prints are actually inserted at the speci?ed locations. Thus, 
hinted Watermarking alloWs the computationally intensive 
part of Watermarking process to be performed in advance 
(e.g., at packaging time), thus facilitating the rapid insertion 
of Watermarks or ?ngerprints While the content is being 
released. 

Fingerprints can be applied to speci?c content types based 
on rules or requirements speci?ed by content providers. In 
one embodiment the ?ngerprints include transaction infor 
mation to identify the consumer, the content, and/or the trans 
action itself. Support can be provided for the use of multiple 
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Watermarking technologies, based on content provider 
requirements and/or platform/capabilities. In a preferred 
embodiment a hinted Watermarking technique is used to 
improve the performance of ?ngerprint insertion. 

It Will be appreciated that ?ngerprint insertion can be per 
formed in a variety of Ways and at a variety of locations in the 
publishing lifecycle and/or the application’s processing 
chain. For example, ?ngerprint insertion can be performed by 
the application and/or by specialized management softWare 
(if present). The application and/or management softWare 
may be operable to interact With a Watermarking engine, 
delivering content to it for ?ngerprinting and getting ?nger 
printed content back. Essentially the same interface can be 
used at other points in the chain, either in the client library or 
in the application and/ or management softWare. 

1.1. Implementation 
FIG. 3 is a block diagram of a system and method for 

?ngerprinting content ?les in accordance With an embodi 
ment of the present invention. As shoWn in FIG. 3, content 
provider 302 can de?ne an attribute 350 for content objects 
and/ or content streams 304 to specify the type of ?ngerprint 
ing that is to be used. For example, the ?ngerprint attribute 
can specify one or more ?ngerprint rules acceptable to the 
content provider. Each ?ngerprint rule may specify a Water 
marking technology and the parameters (Which may be null) 
for use thereby. The parameters might be in a format depen 
dent on the speci?c Watermarking technology, and may be 
stored opaquely in the attribute. For example, a parseable 
ASCII format can be used. In one preferred embodiment, 
some or all of the folloWing information may be speci?ed: 

Name (or other identi?er) of the Watermarking engine(s); 
Speci?cation of the information to be placed in the mark; 
Parameters describing hoW the engine(s) should insert the 

mark; and 
Speci?cation of Where to ?nd the ?ngerprinting hints (if 

any). 

A “null” ?ngerprinting rule can be placed at the end of the list 
to indicate that the content can be released Without a ?nger 
print if none of the desired engines are available on the plat 
form. 
When access to a content object 304!) is requested by the 

user, the application and/or the management softWare 320 
looks for ?ngerprint attribute 350 and, if it is present, attempts 
to ?nd an appropriate Watermarking engine 330 to apply the 
?ngerprint. For example, hooks can be provided in applica 
tion or management softWare 320, and a search for Water 
marking engines 330 can be performed in the order speci?ed 
in attribute 350. A Watermarking engine name may specify 
the name of a loadable module (e.g., a DLL). The module can 
be loaded by application or management softWare 320, Which 
obtains (and saves) pointers to the relevant interfaces. This 
can be implemented With the application or management 
softWare by de?ning standard interfaces for Watermarking 
engines. For example, an initialization interface can be pro 
vided, a read interface for fetching marked (output) content, 
and/ or a callback interface for fetching unmarked input con 
tent. 

Application or management softWare 320 calls the Water 
marking engine’s initialization interface With the initializa 
tion string speci?ed in attribute 350 and the data to be repre 
sented by the ?ngerprint that the engine Will embed. If the call 
fails, the next ?ngerprint rule in attribute 350 is attempted. 
Application or management softWare 320 sets up the callback 
interface for communicating With Watermarking engine 330, 
and returns from the “content open” call. Subsequent “con 
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tent read” calls to the application or management softWare are 
routed to the engine’s read call. 

1.2. Hinted Watermarking 
In a preferred embodiment, a hinted Watermarking tech 

nique is used, such as that described in commonly-assigned 
US. patent application Ser. No. 09/629,546, entitled “Soft 
Ware Self-Defense Systems and Methods,” ?led Jul. 31, 2000, 
and in commonly-assigned US. patent application Ser. No. 
09/629,807, entitled “Systems and Methods for Watermark 
ing SoftWare and Other Media,” ?led Jul. 31, 2000, the rel 
evant sections of Which are hereby incorporated by reference. 
Hinted Watermarking techniques typically break the Water 
marking or ?ngerprinting process into at least tWo separate 
phases. During the ?rst phase, the unWatermarked content is 
processed to identify and/ or generate a variety of locations at 
Which Watermarks or ?ngerprints can subsequently be 
inserted. During the second phase, the Watermarks or ?nger 
prints are actually inserted at the speci?ed locations. Thus, 
hinted Watermarking alloWs the computationally intensive 
part of Watermarking process to be performed in advance 
(e.g., at packaging time), thus facilitating the rapid insertion 
of Watermarks or ?ngerprints While the content is being 
released. 
A design choice that arises When using a hinted Watermark 

ing technique is hoW to package the hints (i.e., the information 
indicating Where and/ or hoW the ?ngerprints should be 
inserted). One approach is to embed the hints in the content 
stream; another is to store the hints in a separate stream. 
Embedding the hints in the content stream Will typically be 
simpler to implement (for both packaging and release), but 
may constrain the ?ngerprinting process to support only one 
Watermarking engine per content object (except in the some 
What unlikely event that tWo different engines are able to 
interpret the same hints). In one embodiment, the content 
analysis and embedding of hints take place before the content 
is sent to the packaging application, thus obviating the need to 
make changes to the packager. 

In a preferred embodiment, Watermarking hints are stored 
in a separate stream (e.g., in attribute 350). This approach 
supports multiple Watermarking engines for the same content 
and need not involve preprocessing of the content itself. It is 
also potentially more secure, since the hints can be stored 
separately (especially if the content can ever be released 
Without passing through a Watermarking engine). HoWever, 
this approach is also generally more complex, and may 
require the packager to be able to obtain one or more sets of 
hints and to package them concurrently With the content (as 
separate streams). Moreover, on the reading side there Will 
typically need to be multiple callback interfaces (or at least 
contexts) to alloW the Watermarking engine to fetch the hints. 
Synchronization Will generally be necessary, albeit fairly 
straightforWard to achieve, as the hint stream can be used to 
de?ne the synchronization points. 

1 .3. Watermarking Engine Authentication 
In one preferred embodiment credentials are used to 

authenticate the Watermarking engine to the application and/ 
or management softWare. For example, a valid Watermarking 
engine DLL may be given a credential to cryptographically 
assure correct identi?cation of the Watermarking engine and 
to protect against the forgery or substitution of Watermarking 
engines. The use of credentials is described more fully in the 
Sibert application, previously incorporated by reference 
herein, and in Menezes et al., Handbook of Applied Cryptog 
raphy, pp. 543-590 (CRC Press 1996) (“Menezes”), Which is 
hereby incorporated by reference. Moreover, in a preferred 
embodiment authentication in the other direction is provided 
as Well, to prevent unauthorized uses of the Watermarking 
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engine such as the forgery of valid ?ngerprints or the creation 
of illicit ?ngerprints. Accordingly, in one embodiment the 
Watermarking engine is operable to establish its oWn connec 
tion to the management and/or application software, and to 
use that connection to validate the credential of its caller. 

For additional security, the data that are passed across the 
Watermarking engine interface (e.g., data passing across the 
interface for raW content and/ or data passing across the inter 
face for marked content) may be encrypted. In one embodi 
ment, a relatively light encryption (e. g., Dif?e-Hellmann) 
With a key negotiated during engine initialiZation is used. 
HoWever, in other embodiments, lesser (or greater) levels of 
protection could be used. 

2. Module Validation 
In one embodiment the modules that are involved in han 

dling content (e.g., drivers, plug-ins, and/ or components) are 
checked to determine Whether they behave in a satisfactory 
manner. This process generally involves identifying and vali 
dating the content-handling modules (e.g., both application 
driver modules 220a and kernel driver modules 22019), as Well 
as responding to the results of the identi?cation/validation 
process. 

2.1. Identi?cation and Validation 
In a preferred embodiment a library of identi?cation and 

validation information is maintained for use in the identi?ca 
tion and validation process. For example, drivers can be iden 
ti?ed or validated in a number of Ways, including Without 
limitation by their ?le names; by cryptographic signatures 
contained in the drivers; by distinctive code patterns and/or 
behaviorpatterns contained in, or exhibited by, the drivers; by 
the siZe of the driver ?les; by the memory (and/or hardware) 
addresses at Which the drivers are located; or by any other 
suitable technique, including a combination of some or all of 
the aforementioned identi?cation techniques. 

In one embodiment the identi?cation and validation pro 
cess is performed by inspector modules 230 operating in 
conjunction With inspection manager softWare 232, as shoWn 
in FIG. 2. Inspector modules are operable to check the struc 
ture and/or behavior of drivers, softWare, and/or hardWare 
against prede?ned criteria and to report the results of these 
checks to inspection manager softWare 232. For example, in 
one embodiment the inspector module is a daemon process 
that is triggered by the system interrupt (e.g., INT 03) that is 
generated When drivers are loaded to process content. Thus, 
the inspector module is able to determine the identity of the 
drivers that are actually used to process the content, and can 
then locate the drivers’ corresponding registry entries and/or 
compute the cryptographic hash of the drivers and compare 
each hash value With a list of knoWn good (or knoWn bad) 
drivers, or perform other analysis, as described in more detail 
elseWhere herein. 

In a preferred embodiment inspectors 230 and inspection 
manager 232 are given credentials. The credentials contain 
attributes specifying the inspector’s or manager’s identity, 
Which calling software (such as an application) can verify to 
be sure it matches the intended identity, in order to protect 
against the forgery or substitution of inspectors 230 and/or 
inspection managers 232. Moreover, it Will be appreciated 
that While for ease of explanation inspectors 230 and inspec 
tion manager softWare 232 are described as separate entities, 
in some embodiments inspectors 230 and inspection manage 
ment softWare 232 may form part of a single softWare module. 
For example, inspectors 230 and inspection management 
softWare 232 may comprise an independent softWare module, 
or can be included Within application softWare 214 or man 
agement softWare 216. For example, in one embodiment the 
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functionality described above is obtained by integrating a 
shim API to the system’s multimedia management system 
DLL into the application, the shim API being operable to 
route calls to the system DLL to the inspection manager 
softWare 232, Which is operable to evaluate the drivers iden 
ti?ed and/or analyZed by inspectors 230 and to take appro 
priate action before forWarding the original call to the system 
DLL. In other embodiments, some or all of inspectors 230 
and/or inspection management software 232 can be imple 
mented in hardWare. 

FIGS. 4A and 4B are How charts illustrating the operation 
of inspector modules 230 in embodiments of the present 
invention. Referring to FIG. 4A, in one embodiment each 
inspector module 230 is operable, upon receipt of an appro 
priate command from inspection manager softWare 232, to 
locate drivers in the appropriate driver chain (410), to inspect 
those drivers using prede?ned criteria (such as those set forth 
above) (420), and to send the results of the inspection to 
inspection manager 232 (430). As shoWn in FIG. 4B, in other 
embodiment inspectors 230 complete inspection of each 
driver in a driver chain before reporting back to the inspection 
manager. In other embodiments other reporting protocols 
may be used. 

As shoWn in FIG. 5, inspectors 230 may have access to one 
or more lists of criteria 520 against Which to check driver 
modules 530. For example, lists 520 might include one or 
more public keys used to verify the cryptographic signatures, 
if any, contained Within driver modules 530. In one embodi 
ment, the integrity of lists 520 is maintained using a combi 
nation of cryptographic and obfuscatory techniques, as 
described, e.g., in the ’900 and ’422 patents and the Shear and 
Collberg applications. 

Identi?cation information can be stored regarding the driv 
ers residing in the kernel memory space and the user memory 
space. It Will be appreciated that ring Zero driver modules are 
typically fairly easy to identify due to the WINDOWS kernel 
structures that tie them together in stacks. HoWever, it Will 
also be understood that the kernel structures differ betWeen 
WINDOWS NT, WINDOWS 95, WINDOWS 98, and WIN 
DOWS 2000. Application plug-in modules, on the other 
hand, are typically tied together in an application-de?ned 
structure. 

In a preferred embodiment only those drivers that are 
involved in the processing of the content are taken into 
account, since even if unacceptable driver modules are 
present in the system, they typically do not pose a threat to the 
content unless they are actually involved in processing it. 
HoWever, in a preferred embodiment the modules that are 
being used are dynamically monitored in order to track 
changes made to these modules during system operation. For 
example, if it is possible for a module to adjust the stack after 
the ?rst check is made, the check is made again. In one 
embodiment inspectors 230 are integrated With the operating 
system softWare such that they can detect all registered driv 
ers. 

Some modules can be continuously monitored by hooking 
the functions that load and unload them. This can be done by 
a monitoring function that starts at boot time and Watches 
continuously. HoWever, boot-time or continuously resident 
mechanisms may introduce reliability problems, due to the 
increased chance of failure that is typically characteristic of 
such mechanisms, and because of the possibility of interfer 
ence With other continuously resident mechanisms like virus 
scanners. Thus, in one embodiment the module structures are 
validated in-place at the time the content is processed. 
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2.1.1. Validation by Implicit Identi?cation (Signature) 
In a preferred embodiment credential/certi?cation tech 

niques described in the Sibert application and the MeneZes 
reference, previously incorporated herein by reference, are 
used in conjunction with the driver/module validation mecha 
nisms described above to authenticate certi?ed code that has 
been marked as trusted, thus reducing the complexity of the 
processing necessary to reliably discriminate between mali 
cious and approved behaviors. This is an important capability, 
as the general techniques available to malicious programs are 
virtually unbounded. However, the body of code which can be 
proven as trustworthy is also virtually unbounded, due to the 
fact that it may be developed by many different companies, in 
many different places, and/or may be released in many dif 
ferent versions over the lifetime of any given piece of digital 
content. It is therefore an advantage of embodiments of the 
present invention to incorporate the ability to differentiate 
known, trusted code from non-trusted code, and to be able to 
incorporate this information in the process of detecting mali 
cious behaviors. 

In one embodiment a check can be made for a digital 
signature on the device or ?lter module, the signature con 
?rming that the module originated from a trustworthy party. 
For example, the validation function could implement a rule 
saying that all drivers signed by a particular party are implic 
itly acceptable, even though the validation function may not 
have other speci?c knowledge about any speci?c one of these 
drivers. The MICROSOFT® AUTHENTICODE infrastruc 
ture, for example, can be used to support such usage. How 
ever, it should be appreciated that any suitable signature or 
identi?cation technique could be used in accordance with the 
principles of the present invention, including, e.g., those 
described in Schneier, Applied Cryptography, 2d ed., pp. 
483-512 (John Wiley & Sons 1995), which is hereby incor 
porated by reference. In a preferred embodiment, the valida 
tion system contains a list of acceptable signers, which can be 
updated and/or replaced by a trusted third party, such as the 
provider of the system’s management software. In one 
embodiment, the list can be automatically updated using tech 
niques described in the ’01 9 and ’ 900 patents and in the Sibert 
application, previously incorporated by reference herein. 

2.1.2. Validation by Explicit Identi?cation 
In addition to implicit validation by digital signatures, a 

cryptographic hash of the module’s code can be compared 
against lists of hash values for “known good” and “known 
bad” modules. In one embodiment, a trusted party periodi 
cally distributes digitally-signed lists of hash values, where 
each hash has an associated “good” or “bad” attribute. The 
inspection process hashes the binaries it encounters and looks 
up the hashes in the list(s), which can be sorted for enhanced 
e?iciency. It should be appreciated that a single list of all 
“known” modules could be used instead (rather than a 
sequence of lists). This list could be updated periodically 
through an automated update mechanism, such as that 
described above. Moreover, it should be appreciated that any 
suitable hashing technique could be used, including, e.g., 
those described in Schneier, Applied Cryptography, 2d ed., 
pp. 429-459 (John Wiley & Sons 1995), which is hereby 
incorporated by reference. 

2.1.3. Validation by Scanning 
Identifying known modules by hash values is ?ne for 

“good” modules, but a “bad” module could be trivially altered 
(by its creator) to have a different hash, and thus escape 
detection by such a scheme. Thus, in a preferred embodiment, 
more sophisticated scanning techniques are also used. For 
example, to identify a module (e. g., a kernel and/or applica 
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tion driver or ?lter) as “probably unacceptable,” some or all of 
the following heuristic approaches can be used: 

For some types of modules (e.g., ring Zero drivers), there 
will typically be a rather limited set of system interfaces 
that such a module can legitimately invoke. Thus, the 
presence of imports for other interfaces can serve as an 
indicator of undesirable behavior. Such a scan can be 
performed statically on the module’ s code, dynamically 
while the module is running, or both. However, such a 
scan may be defeatable by code that develops function 
pointers internally, rather than by using imports. 

Alternatively, or in addition, a list of interfaces that are 
known to be undesirable can be maintained. Although 
this approach is generally not as robust as a restrictive 
list, in some applications it may be more acceptable from 
an end-user standpoint because it will result in fewer 
false hits. For audio content, for example, known unde 
sirable interfaces include ?le I/O, network I/O, and vari 
ous other forms of IPC, such as DDE. 

Yet another approach is to scan for code sequences that are 
known (or suspected) to represent undesirable behav 
iorifor example, code that attempts to develop function 
pointers, or strings holding the literal names of undesir 
able interfaces. 

Another approach is to identify “signature” sequences 
from “known bad” modules and to scan for them, similar 
to the manner in which anti-virus programs identify and 
scan for such sequences in computer viruses. This 
approach has the advantage that even if changes are 
made to the “known bad” modules, there will typically 
be much in common between the old and the new ver 
sions, and thus “known bad” modules will have a more 
dif?cult time evading detection. 

Yet another approach is to monitor and analyZe the 
dynamic timing operations performed by the module to 
identify anomalous timing characteristics indicative of 
invalid and/or malicious activities. For example, a nor 
mal request to a hardware peripheral may take a known 
amount of time. Thus, if the request takes signi?cantly 
longer to complete, it may indicate that additional (po 
tentially malicious) processing is occurring in the driver 
chain. Similarly, if the request takes signi?cantly shorter 
to complete, it may indicate the absence of necessary 
(potentially protective) processing in the driver chain. 

In one embodiment, a scan is performed for patterns of 
op-code bytes separated by “don’t care” bytes, where the 
“don’t care” bytes cover the address and offset portions of 
instructions. This approach is based on the fact that changes 
elsewhere in the code are likely to change addresses, but are 
unlikely to change the basic algorithms. If a handful of loca 
tions (e.g., 20) are randomly chosen within the binary, and 
relatively small signatures (e.g., 50 bytes) are generated for 
those locations, they can serve to identify a particular pro 
gram. Even if the program is modi?ed and recompiled, most 
of the signatures will typically be preserved, thus enabling the 
system to treat it as a hit, for example, if only 18 of 20 
signatures are found (or any other suitable prede?ned num 
ber). Potential signatures can be located by disassembling the 
binaries with TracePoint to locate the instructions; this has the 
advantage of allowing signatures to be chosen that are con 
tained in a single function. It is also possible to use statistical 
techniques to identify opcodes. While such an approach is 
typically less reliable in terms of signature identi?cation, it is 
easier to implement and less fragile. 

Signatures are preferably sorted or otherwise organiZed 
such that a single scan through any particular binary can 
simultaneously check all signatures. Moreover, the scanning 










