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USER INTERFACE FOR AN EVENT 
MONITOR 

BACKGROUND OF THE INVENTION 

The present invention relates to a user interface for an 
event monitor, and more particularly to a user interface using 
a navigation-based message log ?ltering technique for an 
event monitor, such as an MPEG (Moving Pictures Expert 
Group) transport stream event monitor. 
As the digital TV market has grown, there has been an 

increase in the quantity of information transmitted in asso 
ciated MPEG transport streams. Such information may 
include, for example, Electronic Program Guides (EPGS) 
which cover increasingly long periods of future program 
ming, and interactive programs which have embedded appli 
cations. For analysis and monitoring tools this represents an 
increasingly di?icult challenge in terms of minimizing time 
taken to isolate a fault. In addition, there is a requirement for 
users who are not expert in MPEG standards and tests to be 
able to isolate problems, particularly in a monitoring envi 
ronment. 

Known MPEG monitors or analyzers produce large mes 
sage logs containing non-confor'mances, errors and general 
information for display to a user in as meaningful a manner 

as possible. The entries, or event messages, may be mes 
sages reporting errors of varying severity or reporting gen 
eral information. Each entry in the message log is typically 
categorized, such as by content and/or test, etc., and the 
users ?lter the entries to display selected entries based upon 
selected components of the categories of interest. This 
approach requires that the users predetermine ?lter criteria 
from information gathered from experience and other fea 
tures within the analyzer, such as the result of a particular 
conformance test. The message log is therefore used in 
isolation from the rest of the analyzer and has a single entry 
point. 
What is desired is a user interface for an event monitor 

that provides a means for navigating through a message log 
to produce an automatically ?ltered group of event messages 
from the message log that are of special interest to users. 

BRIEF SUMMARY OF THE INVENTION 

Accordingly the present invention provides a user inter 
face for an event monitor that receives and stores event 
messages in a message log, the event messages being related 
to events in a data stream being monitored. Each event 
message has at least one level of categorization associated 
with it, such as content, tests, etc. An alert status associated 
with a component of the at least one level of categorization 
also is stored. The component of the at least one level of 
categorization is selected, and a ?lter for the message log is 
created according to ?lter criteria corresponding to the 
selected component of the at least one level of categoriza 
tion. The ?lter is used to ?lter the message log to produce a 
?ltered log of event messages corresponding to the selected 
component of the at least one level of categorization for 
display. Preferably each event message is stored in a mini 
log according to an event identi?er and/or according to a 
secondary identi?er corresponding to the component of the 
at least one level of categorization. For monitoring an 
MPEG transport stream, the at least one level of categori 
zation includes at a ?rst level a content group including 
program, packet identi?er and service information and at a 
second level a tests group of test identi?ers, or conversely at 
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2 
a ?rst level a tests group of test identi?ers and at a second 
level a content group including packet identi?ers and/or 
programs. 
The objects, advantages and other novel features of the 

present invention are apparent from the following detailed 
description when read in conjunction with the appended 
claims and attached drawing. 

BRIEF DESCRIPTION OF THE SEVERAL 
VIEWS OF THE DRAWING 

FIG. 1 is a ?owchart of a user interface for an event 

monitor that monitors an MPEG transport stream according 
to the present invention. 

FIGS. 2(i)-2(vi) are diagrammatic representations of dis 
plays for the user interface of FIG. 1. 

FIG. 3 is a ?owchart of a generalized event monitor 
according to the present invention. 

FIG. 4 is a ?owchart of a method using derivative log ?les 
in the event monitor according to the present invention. 

DETAILED DESCRIPTION OF THE 
INVENTION 

For ease of illustration, the invention is ?rst described, by 
reference to FIGS. 1 and 2(i)-2(vi), in respect to the moni 
toring of an MPEG transport stream. Generically an event 
monitor includes a data processor, a storage device and a 
display. The data stream being monitored is acquired by an 
acquisition system and processed or pre-processed in real 
time by the data processor to generate event messages. The 
event messages are stored in the storage device as message 
logs for further processing. The ?nal results of the further 
processing are then provided on a display device, usually in 
the form of virtual displays or screens. 
As in the prior art referred to above, an analyzer for 

monitoring an MPEG transport stream for conformance 
with, for example, European Telecommunications Standards 
Institute (ESTI) standard TR 101 290, as applied to a DVB 
(digital video broadcast) system, generates a message log 
?le 102 of event messages relating to conformance or 
otherwise to tests de?ned by the standard and to other 
elements of the MPEG transport stream. An initial screen at 
which an error is ?rst noticed falls into one of two groups, 
Content 210, 220, 230 and Tests 250. Content refers to a 
screen that analyzes some aspect of the makeup of the 
transport stream. Examples are program 210, packet iden 
ti?er 220 and system information 230. Tests refers to a 
screen 250 displaying the test identi?ers of all conformance 
and other tests being applied to the MPEG transport stream. 
Navigation from the initial screen is then based upon the 
group to which the initial screen belongs. 

Referring to FIG. 1 event messages are received, step 101, 
and the message log 102 is updated with each event mes 
sage. As illustrated in the Content screens of FIGS. 2(i)-2 
(iii) respectively, tests may be applied to program streams, 
packet identi?ers and service information. Considering, for 
example, the application of tests to program streams, an 
event message includes associated program and test catego 
ries indicating which test has been applied to which program 
in the program stream, as well as the result or other event 
message generated by the test. On reception of the event 
message, an alert status ?le 103 of the user interface is 
updated, step 104, with the current status of the test result for 
the program. Dependent on the current status of all the test 
results for a given program, an appropriate alert status 211 
is displayed, step 105, on a display 210 of the transport 
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stream analyzer for each program 212. That is, there is an 
SNMP (Simple Network Management Protocol) query for 
the user interface to determine the status of each test and 
consequently to display each alert status, Which statuses are 
displayed as virtual LEDs (light emitting diodes) on a VDU 
(virtual display unit) for each program of the program 
stream. For example, if the programs have conformed to all 
tests to date, the alert status is green for each program; if any 
program did not conform to one or more tests on the most 

recent occasion on Which the test Was applied, the alert 
status for that program is red; and if any program did 
conform to all tests on the most recent occasions on Which 
the tests Were applied but did not conform to one or more 
tests on a previous occasion on Which a test Was applied, the 
alert status for that program is amber. That is, if a test is 
sWitched on, then the associated virtual LED is alWays on. 
The current state is represented by the LED color: greeni 
no error; redierror; amberipreviously in error but not at 
present; and grey (LED o?‘)itest switched off or not 
relevant. A reset facility may be provided for re-setting the 
amber status LEDs to green, i.e., if the test has been run With 
no errors for a speci?ed number of consecutive times, the 
virtual LED is sWitched to green. 

If a program 212 shoWing non-compliance, i.e., LED is 
red, is selected, such as by highlighting the displayed name 
(BBCl) of the program on the screen as shoWn in Content 
Programs display 240 in FIG. 2(iv), the tests 243 Which have 
been applied to that program are displayed, step 107, in a 
separate portion of the display 240 by selection of one of a 
number of tabs 242. When the program 212 is selected, step 
106, a program identi?er 108 is stored for subsequent use in 
displaying a ?ltered extract of event messages from the 
message log 102. 

In a similar manner to the display of Programs (FIG. 2(i)), 
the tests 243 applied to the program stream are displayed in 
a Tests display 250 With their respective alert status 241, as 
shoWn in FIG. 2(v). When a test is selected, step 109, a test 
identi?er 110 is stored and used in association With the 
program identi?er 108 already stored to ?lter, step 111, the 
message log 102 to display, step 112, a ?ltered extract of 
event messages 251 from the message log containing only 
those event messages appropriate to the selected program 
and selected test. It is thus possible immediately to identify 
non-compliance resulting in the alert status of the program 
212 and the test 243. 

In an analogous manner, ?ltered message logs corre 
sponding respectively to tests on packet identi?ers, as shoWn 
in display 220 (FIG. 2(ii)), or to tests on service information, 
as shoWn in display 230 (FIG. 2(iii)), may be displayed. 

Alternatively, a user may start from the Tests screen 250 
as shoWn in FIG. 2(v) displaying the alert status of all tests 
applied to the MPEG transport stream. On selection of a test 
243 of interest, the corresponding packet identi?ers 262 are 
displayed, as shoWn in FIG. 2(vi). On selecting one of the 
packet identi?ers, a ?ltered message log 261 corresponding 
to that test 243 and that packet identi?er 262 is directly 
displayed by using stored identi?ers of the test and the 
packet identi?er to automatically ?lter the message log 102. 

Therefore, the invention provides the advantage that in 
use, any fault may be isolated in three “mouse” clicks from 
any initial screen that ?rst shoWs that the fault exists Without 
requiring detailed MPEG knowledge. Fault isolation is here 
de?ned as displaying the ?ltered event messages from the 
message log that have caused an error or other alert to be 
reported. In other Words, starting from a display screen 210, 
220, 230 in the Content group, associated With each com 
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4 
ponent 212 on the Content screen is a tests pane listing all 
tests 243 being applied to that particular component. A user 
therefore: 

1. Selects a component 212 of interest from the Content 
screen, such as BBCl from the Programs screen 210; 

2. Selects a tests pane associated With the component 
using the tabs 242; and 

3. Selects one of the tests 243 (the PCR error entry 
associated With the test identi?er 1.6) causing auto 
navigation to the Tests screen 250 (FIG. 2(v)), test and 
sub-test selection. An associated pane on the sub-test 
screen 260 (FIG. 2(vi)) displays the event messages 
261 from the message log ?ltered on the test and 
sub-test criteria. A sub-test is typically a packet iden 
ti?er, or possibly a program, determined by the original 
Content screen component selection. 

Starting from a display screen in the Tests group, a Tests 
screen 250 displays all conformance tests, analyZer tests and 
possibly private tests that the user Wishes. Upon the user 
observing an alert status 241 reporting an error (LED turns 
red), a user: 

1. Selects a test 243 to vieW all event messages 251 from 
the message log 102 pertaining to that testithe LED 
for test identi?er 1.6 indicates an error. 

2. The user may select a sub-test (FIG. 2(vi)) to ?lter the 
message log to an individual packet identi?er 262 or 
program (depending upon the test in question). 

Although the invention has been described above in 
relation to monitoring an MPEG transport stream, the inven 
tion has general application to any logging system Where 
large logging ?les are created Which need to be accessed for 
particular logged events. A generalized application 300 of 
the invention is therefore illustrated in FIG. 3. An event 
message having a ?rst and a second level category value is 
received, step 301, Where the second level category has a 
hierarchical relationship With the ?rst level category, and a 
log ?le 302 is updated With the event message. As a result 
of the reception of the event message, an alert status ?le 303 
of a user interface may be updated, step 304, With the current 
values of the ?rst level category and the second level 
category. Dependent on the current status of all second level 
category values for a given ?rst level category, an appro 
priate alert status is displayed, step 305, for each ?rst level 
category on a display of a user interface. That is, an SNMP 
query is generated for the user interface to determine the 
status of each ?rst level category dependent on its hierar 
chically related second level categories, and consequently to 
display a corresponding alert status for the ?rst level cat 
egory. 

If a ?rst level category shoWing non-compliance is 
selected, step 306, for example by highlighting a displayed 
component of the ?rst level category, the second level 
category corresponding to the ?rst level category is dis 
played, step 307. When the highlighted component of the 
?rst level category is selected, step 306, a ?rst component 
identi?er 308 is stored for subsequent use in ?ltering the log 
302. In a similar manner to the display of ?rst level category, 
the second level category is displayed, step 307, With their 
respective alert statuses. When a second component from the 
second level category is selected, step 309, a second com 
ponent identi?er 310 is stored and used in association With 
the ?rst component identi?er 308 already stored to ?lter, step 
311, the log 302 to display, step 312, a ?ltered log containing 
only those event messages from the log 302 appropriate to 
the selected ?rst and second components. It is thus possible 
immediately to identify the events resulting in the alert 
status of the ?rst and second level categories. 
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A further re?nement may be provided by subdividing the 
message log ?le into derivative or mini-log ?les, for 
example by an event identi?er or other secondary identi?er 
associated With each event message. Consider again the 
example of monitoring an MPEG transport stream. Analysis 
and monitoring equipment have traditionally used a single 
message log to store all generated events. Manufacturers 
have endeavored to allocate increasing amounts of memory 
to increase the siZe of the log and therefore alloW users to 
store events spanning a greater period of time. The log 
normally Works in a cyclic fashion Whereby, When the log is 
full, the neWest entry overWrites the oldest one ?rst. Various 
manual and automated methods have been employed to store 
the log contents before overWriting occurs. This may result 
in large amounts of disk space being consumed by log ?les 
that subsequently take a long time to analyZe for a particular 
event or events of interest. Various ?ltering techniques have 
been used to isolate the user’s focus of interest, but the more 
complex the ?lter criteria and length of the log, the greater 
the amount of time that is spent processing the log contents. 
HoWever, it is possible to take advantage of the fact that, in 
most situations Where large numbers of event messages are 
being logged, there are typically repeated occurrences of a 
same feW error types. Simply increasing the siZe of the log 
only serves to increase the occurrences count, With only a 
marginally increased probability of capturing other rarer 
events of interest. Although most monitoring systems alloW 
a user selectively to sWitch off tests Which are knoWn to 
generate many errors, it is not alWays knoWn in advance 
Which tests Will generate excessive numbers of error mes 
sages and therefore Which tests to switch off. 

In order to mitigate this dif?culty, in addition to main 
taining a single log of all event messages, a series of 
mini-logs is also maintained, as shoWn in FIG. 4. In the case 
of an MPEG test system, a mini-log is created for each 
packet identi?er that an event is raised against and a mini 
log for each event identi?er that contributes to a test failure 
or message. The event messages are generated, step 401, and 
stored in a message log, step 402. An event identi?er in the 
event message is tested, step 403, to determine if a mini-log 
already exists for that event identi?er and, if not, a neW 
mini-log for that event identi?er is created, step 404. The 
event message is then added to the mini-log corresponding 
to its event identi?er, step 405. Then the packet identi?er for 
the event message is checked to see Whether a mini-log 
related to that packet identi?er exists, step 406, and, if not, 
a packet identi?er mini-log is created, step 407. Then the 
event message is added to the packet identi?er mini-log, step 
408 corresponding to its packet identi?er. 

Each mini-log has a predetermined maximum siZe of, say, 
100 event messages. When the mini-log is full, neW event 
messages simply overWrite the oldest ones ?rst. Although 
there are potentially 8192 packet identi?ers and about 1000 
event identi?ers in a standard MPEG transport stream sub 
jected to a standard set of tests, in practice most transport 
streams use no more than 800 mini-logs. Memory is allo 
cated for each neW mini-log as it is generated in steps 404 
and 407. If available memory is close to being full, then the 
100 entry limit for each mini-log is gradually reduced. The 
User Interface (UI) then selects a mini-log to upload and 
display based upon the user’s selection of test and packet 
identi?ers of interest. This may entail the UI merging the 
contents of tWo mini-logs before displaying to the user. The 
advantage of this approach is that rarely occurring errors are 
captured, no matter hoW far in the past they occurred, While 
rapidly repeated errors are limited to a maximum of the 100 
most recent occurrences. 
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6 
The cost of this approach is that each event is stored in 

three separate logsithe message log, the event identi?er 
mini-log and the packet identi?er mini-logiand therefore 
consumes more memory. HoWever in practice, because more 
useful information is stored, the length of the message log 
may be reduced, since less multiple occurrences of common 
messages are stored. Moreover, the message log is main 
tained purely for archival purposes and for doWnloading to, 
for example, disc storage. If this archive is not a require 
ment, only mini-logs need be maintained for displaying 
current alerts. Also, time-consuming ?ltering of the single 
message log may be avoided by instead selecting the com 
plete appropriate mini-logs. That is, although the use of 
derivative mini-logs has been described in relation to auto 
matic ?ltering of log ?les, it is apparent that such derivative 
mini-logs may be used independently of any ?ltering, With 
the mini-logs being displayed directly or in combination on 
the selection of corresponding criteria. 

Thus the present invention provides an event monitor user 
interface, especially for MPEG transport streams, that 
alloWs a user to quickly navigate through a large event 
message log, selecting a ?rst category of information for 
initial display, selecting a ?rst component of the ?rst cat 
egory to display a second category related to the ?rst 
category display, and ?nally selecting a second component 
of the second category display to display pertinent event 
messages that are automatically ?ltered from the message 
log according to the selected ?rst and second components. 

What is claimed is: 
1. A method of providing a ?ltered message log for 

display for an event monitor that generates event messages 
from a data stream, the event messages having at least a ?rst 
level category and a second level category related hierar 
chically to the ?rst level category, comprising the steps of: 

storing the event messages in a message log; 
updating an alert status for the ?rst level category in an 

alerts status log for each event message; 
updating an alert status for the second level category in 

the alerts status log for each event message; 
automatically ?ltering the event messages in the message 

log according to ?lter criteria determined by a ?rst 
component and a second component to provide the 
?ltered message log for display, the ?rst component 
being selected from a display of the ?rst level category 
based on the alert status for the ?rst level category, and 
the second component being selected from a display of 
the second level category based on the alert status for 
the second level category, the display of the second 
level category resulting from the selection of the ?rst 
component; and 

displaying the ?ltered message log on a display; 
the storing step further comprising the steps of: 
storing the event messages in a plurality of event mini 

logs according to an event identi?er associated With 
each event message, each event mini-log being asso 
ciated With a different event identi?er; and 

storing the event messages in a plurality of secondary 
mini-logs according to a secondary identi?er associated 
With each event message each secondary mini-log 
being associated With a different secondary identi?er. 

2. The method as recited in claim 1 Wherein the ?rst level 
category comprises a content group, and the second level 
category comprises a tests group. 

3. The method as recited in claim 1 Wherein the ?rst level 
category comprises a test group, and the second level 
category comprises a content group. 
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4. The method as recited in claims 1, 2 or 3 Wherein the 
data stream comprises an MPEG transport stream. 

5. The method as recited in claim 4 Wherein the content 
group is selected from the group consisting of programs, 
packet identi?ers and service information, and the tests 
group comprises tests for the MPEG transport stream. 

8 
6. The method as recited in claim 1 Wherein the secondary 

identi?er comprises a packet identi?er When the data stream 

is an MPEG transport stream. 


