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SYNCHRONIZING AN INSTRUCTION 
CACHE AND A DATA CACHE ON DEMAND 

BACKGROUND 

Embodiments of the present invention relate generally to 
data processing, and more particularly to cache management 
operations, particularly in a virtualized environment. 

Conventional operating systems (OS) that operate in a 
system typically assume that the OS has complete and direct 
control of hardware and system resources. The OS imple 
ments the policies to manage these resources to allow 
multiple user-level applications to be run. Virtualization 
allows multiple instances of OSs to be run on a system. The 
OSs can be the same or different versions, and can come 
from different OS vendors. In a typical virtualized environ 
ment, certain system software is responsible for virtualizing 
the hardware and system resources to allow multiple 
instances of the OSs (referred to herein as “guest OSs”) to 
be run. The software component that provides such func 
tionality is referred to herein as a virtual machine monitor 
(VMM). The VMM is typically host software that is aware 
of the hardware architecture of the system. 

For each instance of a guest OS, the VMM creates and 
presents a virtual machine (VM) to the guest OS. From the 
perspective of a guest OS, the VM includes all the hardware 
and system resources (e.g., processors, memory, disks, net 
work devices, etc.) expected by the guest OS. From the 
VMM perspective, these hardware and system resources are 
thus “virtualized”. 

virtualized environments include fully-virtualized envi 
ronments and para-virtualized environments. In a fully 
virtualized environment, each guest OS operates as if its 
underlying VM is an independent physical processing sys 
tem that the guest OS supports. Accordingly, the guest OS 
expects the VM to behave according to the architecture 
speci?cation of the supported physical processing system. In 
contrast, in a para-virtualized environment, the guest OS 
helps the VMM to provide a virtualized environment. 
Accordingly, the guest OS may be characterized as virtual 
ization aware. For instance, a para-virtualized guest OS may 
be able to operate only in conjunction with a particular 
VMM, while a guest OS for a fully-virtualized environment 
may operate on different types of VMMs. 

In a fully-virtualized environment, one or more device 
models may be present, which are software running in the 
VMM, service domain, or even in the guest itself that 
perform driver-type operations in the fully-virtualized envi 
ronment. Such device models may be present in a user-level 
application, a guest OS or a hypervisor, such as a VMM. In 
a para-virtualized environment, such driver-type operations 
may be implemented using a virtual device driver service 
running in the service domain such as a back-end driver. 
This too may be software that can be located in a user 
application, guest OS or VMM. A service domain that 
performs driver-type operations is called a driver domain. 
As an example of a virtualized environment, a VMM may 

create a ?rst VM that presents two logical processors to one 
guest OS, and a second VM that presents one logical 
processor to another guest OS. The actual underlying hard 
ware, however, may includes less than, equal to, or greater 
than three physical processors. The logical processors pre 
sented to a guest OS are called virtualized processors. 
Likewise, VMs may include virtualized storage, peripherals, 
and the like. 
AVMM may use emulation to perform certain operations 

on behalf of guest software, which includes both guest OSs, 
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2 
as well as applications running on top of the OSs. For 
instance, guest software may seek to perform a direct 
memory access (DMA) operation to access data from a 
memory directly without processor involvement. However, 
since a DMA controller is a virtualized resource, the VMM 
or driver software running on top of the VMM may emulate 
the DMA operation. 

Because such DMA operations occur without help of a 
processor, the system needs to maintain coherency between 
an instruction cache and a data cache. To do this, signals on 
a bus, such as so-called snoop cycles are used to invalidate 
cacheable pages that a DMA access modi?es. Thus in a 
VMM environment, a guest OS that issues DMA read 
operations expects to see instruction and data caches to be 
synchronized when the operation is completed as in a native 
system operation. However, when performed by emulation, 
such DMA read operations cache data into a data cache but 
not into an instruction cache. 

These DMA read operations cache data only in a data 
cache because a device model or background virtual device 
driver service that performs the DMA operation via emula 
tion typically executes physical DMA operations with an 
internal buffer, and then copies the buffer to a location 
provided by the guest. 

Problems result if the guest OS seeks to use a DMA 
operation to load an executable image and execute the code 
after the DMA operation. Thus, instruction and data caches 
are typically synchronized each time a guest-initiated DMA 
operation is completed. However this results in redundant 
operations and bus cycles. As a result, performance is 
degraded since many such DMA operations are for data only 
and thus coherency between instruction and data caches is 
not needed. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a block diagram of a system having a virtual 
machine environment in accordance with one embodiment 
of the present invention. 

FIG. 2 is a block diagram showing the interaction between 
software and hardware to effect synchronizations on demand 
in accordance with one embodiment of the present inven 
tion. 

FIG. 3 is a ?ow diagram of a method in accordance with 
one embodiment of the present invention. 

FIG. 4 is a ?ow diagram of a ?rst synchronization method 
in accordance with an embodiment of the present invention. 

FIG. 5 is a ?ow diagram of a second synchronization 
method in accordance with an embodiment of the present 
invention. 

DETAILED DESCRIPTION 

In various embodiments, synchronization between an 
instruction cache (I-cache) and a data cache (D-cache) may 
be performed on demand, also referred to herein as a lazy 
synchronization. More speci?cally, in a virtualized environ 
ment when a direct memory access (DMA) operation is 
emulated, pages of data read and stored in a D-cache, for 
example, need not be synchronized if the page is for data 
operation only. In this way, processor cycles and bus cycles 
both may be reduced, as only data accesses that implicate 
instruction information are synchronized. 

In various embodiments, synchronization on demand may 
occur at different times and may be performed by different 
agents. For example, in a virtualized environment synchro 
nization on demand may be performed by a DMA emulator, 



US 7,360,022 B2 
3 

such as a device model or a virtual machine monitor 

(VMM). More speci?cally, upon performance of a DMA 
read operation via emulation, the device model may deter 
mine Whether a page read has been previously mapped for 
instruction information. If so, the device model may perform 
an immediate synchronization betWeen I- and D-caches, 
otherWise it does not perform the synchronization. If the 
device model does not perform a synchronization, a virtual 
machine monitor (VMM) or other virtualized monitor may 
perform a synchronization if the page is later implicated for 
instruction information, e.g., via an instruction translation 
lookaside buffer (I-TLB) insertion for the page. 

While various manners of implementing explicit synchro 
nizations only for selected DMA emulation operations can 
occur, some embodiments may use ?ags or other indicators 
in a shared buffer to determine Whether to synchronize on 
demand. As an example, a shared buffer can be accessed 
both by a guest application running in a virtual machine and 
a VMM. In certain implementations, the size of the shared 
buffer may vary and may depend upon an amount of 
virtualized memory available in the virtualized environment. 
Furthermore, the type of indicators present in the shared 
buffer may vary. HoWever, in one embodiment the shared 
buffer may include multiple entries, each having tWo indi 
cators. Each entry may correspond to a page of the virtual 
ized memory, With each indicator in the entries Writable by 
a ?rst agent and readable by a second agent. In this Way, both 
agents can access the information in the shared buffer and 
provide indications to the other agent regarding a state of the 
associated page. 

Referring noW to FIG. 1, shoWn is a block diagram of a 
system having a virtual machine environment in accordance 
With one embodiment of the present invention. In the 
embodiment of FIG. 1, virtual machine environment 100 
includes bare platform hardWare 116 (hereafter “platform 
hardWare”) that may be a computing platform such as any 
type of computer system. HardWare 116 may execute a 
standard operating system (OS) or a virtual machine monitor 
(VMM) such as a VMM 112. VMM 112 may emulate and 
export a bare machine interface to guest softWare. Such 
higher-level softWare may be a standard or real-time OS or 
the like. In other embodiments, VMM 112 may be run Within 
or on top of another VMM. 

Platform hardWare 116 may be of a personal computer, 
server, Wireless device, portable computer, set-top box, or 
the like. As shoWn in FIG. 1, platform hardWare 116 includes 
a processor 120, memory 130, and a non-volatile storage 
135. Of course, other platform hardWare, such as input/ 
output (I/O) devices, controllers, peripherals, and the like 
may also be present. 

Processor 120 may be a general-purpose processor such 
as a microprocessor, digital signal processor (DSP), micro 
controller or the like. Processor 120 may include microcode, 
programmable logic or hard-coded logic to perform embodi 
ments of the present invention. While shoWn With only a 
single processor in the embodiment of FIG. 1, it is to be 
understood that embodiments of the present invention may 
be used in connection With multiprocessor systems such as 
a chip multiprocessor (CMP) or another multiprocessor 
system such as a symmetric multiprocessor (SMP) system. 
As shoWn in FIG. 1, processor 120 may include a trans 

lation lookaside buffer (TLB) 122. TLB 122 may include 
multiple TLBs such as an instruction TLB and a data TLB. 
TLB 122 may store recently used translations from virtual 
addresses to physical addresses to avoid time-consuming 
accesses to main memory (e.g., memory 130). Processor 120 
further includes an instruction cache (I-cache) 124 and a 
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4 
data cache (D-cache) 126. While shoWn as separate memo 
ries in the embodiment of FIG. 1, it is to be understood that 
instruction and data caches may be combined in different 
embodiments. 
Memory 130 may be a volatile storage, such as a random 

access memory (RAM) such as a dynamic RAM (DRAM), 
read only memory (ROM) or the like. Furthermore, a 
non-volatile storage 135, Which may be, for example a ?ash 
memory, hard disk drive or the like, may also be present. 
VMM 112 presents to other softWare (i.e., guest softWare) 

the abstraction of one or more virtual machines (VMs). 
VMM 112 may provide the same or different abstractions to 
the various guests. While FIG. 1 shoWs tWo such VMs 102 
and 114, it is to be understood that more or feWer VMs may 
be supported by a VMM in accordance With an embodiment 
of the present invention. In the embodiment of FIG. 1, ?rst 
VM 102 may be a driver virtual machine, While second VM 
114 may be a user virtual machine. The driver VM may have 
a special privilege level to service the user VM. Accordingly, 
?rst VM 102 may perform driver-type operations in 
response to requests for certain activities by second VM 114. 

Each VM may have guest softWare running thereon, 
including, for example a guest OS and various guest soft 
Ware applications. Thus as shoWn in FIG. 1, ?rst VM 102 
includes a ?rst guest OS 104 and ?rst and second guest 
softWare applications 108 and 109. In the embodiment of 
FIG. 1, ?rst application 108 may correspond to a device 
model, Which represents the virtual platform/devices to the 
user VM. In the embodiment of FIG. 1, the device model 
may thus reside as a user-level application running in the 
driver VM, hoWever in other embodiments the device model 
may be implemented in VMM 112 or ?rst guest OS 104. 
Similarly, second VM 114 includes a second guest OS 106 
and ?rst and second guest softWare applications 110 and 111. 
Collectively, guest OS and softWare applications are referred 
to herein as guest softWare 103 and 115. 

Guest softWare 103 and 115 expect to access physical 
resources (e.g., processor registers, memory and I/O 
devices) Within VMs 102 and 114 on Which the guest 
softWare is running. VMM 112 facilitates access to such 
resources, While retaining ultimate control over these 
resources Within platform hardWare 116. The resources 
sought to be accessed may be classi?ed as privileged or 
non-privileged. For privileged resources, VMM 112 may 
facilitate functionality desired by guest softWare 103 and 
115 While retaining ultimate control over these privileged 
resources. Non-privileged resources may be accessed 
directly via guest softWare 103 and 115, in some implemen 
tations. 
As further shoWn in FIG. 1, VMM 112 includes a virtu 

alization cache synchronizer 140, Which may be used-by 
VMM 112 to perform lazy synchronization of I- and 
D-caches When an I-TLB insertion operation is requested for 
a cached page not previously synchronized. A shared buffer 
128, Which may be a softWare-managed structure allocated 
from VMM 112, may store status information used by both 
VMM 112 and device model 108 to determine Whether to 
perform a synchronization on demand. 

Referring noW to FIG. 2, shoWn is a block diagram 
shoWing the interaction betWeen softWare and hardWare to 
effect synchronizations on demand in accordance With one 
embodiment. As shoWn in FIG. 2, synchronizations may be 
performed using tWo different synchronizers, namely an 
application-level synchronizer 170 and a VMM-level syn 
chronizer 165. Application-level synchronizer 170 may be 
implemented in a device model in one embodiment, While 
VMM-level synchronizer 165 may be implemented in a 
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VMM. As shown in FIG. 2, both synchronizers may com 
municate With a shared buffer 128 that includes a plurality 
of entries 129A-129N (generically entry 129). Each entry 129 
includes one of a ?rst status indicator 125A-125N (generi 
cally status indicator 125) and one of a second status 
indicator 127A-127N (generically second status indicator 
127). Note that While shoWn With a single pair of indicators 
per entry in the embodiment of FIG. 2, in embodiments used 
in multiprocessor systems, each entry 129 may include a ?rst 
indicator 125 and a second indicator 127 per guest processor. 
As Will be described further beloW, each entry 129 may be 
for a per (VMM-managed) page. 

In one embodiment, ?rst status indicator 125 may be 
accessed by application-level synchronizer 170 and Written 
by VMM-level synchronizer 165. In this embodiment, ?rst 
status indicator 125 may provide an indication of Whether 
the corresponding page is mapped by a guest I-side TLB. In 
turn, second status indicator 127 may be accessed by VMM 
level synchronizer 165 and Written by application-level 
synchronizer 170. In this embodiment, second status indi 
cator 127 may provide an indication of Whether the corre 
sponding page is synchronized in I- and D-caches. In some 
embodiments, VMM-level synchronizer 165 may also Write 
to second status indicator 127. 

Still referring to FIG. 2, shared buffer 128, and more 
particularly each entry 129 corresponds to a page of a 
memory 135, Which in various embodiments may be main 
memory, ?ash memory, a disk drive or the like. As shoWn, 
memory 135 may be segmented into a plurality of pages 
138A-138N (generically page 138). When software requests 
access to one or more pages from memory 135, the pages(s) 
may be provided to a cache memory. More particularly, as 
shoWn in FIG. 2, pages may be provided to a D-cache 126, 
Which is coupled to an I-cache 124. To reduce the overhead 
of synchronizations, When pages are Written into D-cache 
126, a synchronization does not necessarily occur. Instead, 
synchronizations may be performed on demand, i.e., in a 
lazy manner. 

In a virtual machine environment, a DMA request from a 
user VM is trapped by the VMM and delivered to a device 
model for DMA emulation. Accordingly, in the embodiment 
of FIG. 2, the device model performs a DMA read operation 
to obtain one or more pages 138 from memory 135 and 
provide them to D-cache 126. Then application-level syn 
chronizer 170, Which may reside in the device model, may 
check shared buffer 128 to determine Whether the corre 
sponding page or pages is mapped to code. More speci? 
cally, in one embodiment, ?rst indicator 125 of an entry 129 
in shared buffer 128 corresponding to the page(s) may be 
checked to determine if a code mapping exists for the page. 
If so, application-level synchronizer 170 may initiate an 
immediate synchronization to cause I-cache 124 and 
D-cache 126 to be synchronized With respect to this page. If 
instead application-level synchronizer 170 determines from 
entry 129 corresponding to the page that the page is not 
mapped as code, application-level synchronizer 170 Will 
mark second indicator 127 of entry 129 corresponding to the 
page as unsynchronized and Will not perform an immediate 
synchronization. 

Later, during other operations When a TLB insertion by a 
guest causes an exit to the VMM (i.e., a virtual machine 
(VM) exit), VMM-level synchronizer 165 may determine 
Whether a synchronization on demand is to be performed. 
More speci?cally, upon receipt of control by a VMM 
pursuant to a guest’s TLB insertion operation, VMM-level 
synchronizer 165 accesses shared buffer 128 for an entry 129 
corresponding to the page of the insertion. If the insertion 
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operation is an instruction-side TLB insertion, VMM-level 
synchronizer 165 determines Whether second indicator 127 
corresponding to the page is indicated as unsynchronized. If 
so, VMM-level synchronizer 165 initiates a synchronization 
on demand for the given page in I-cache 124 and D-cache 
126. Of course, if the page is indicated as being synchro 
nized, no synchronization is performed. In either event, ?rst 
indicator 125 of entry 129 corresponding to the given page 
is set to indicate that the page is mapped for code. Still 
further, VMM-level synchronizer 165 may also set second 
indictor 127 of entry 129 corresponding to the given page to 
indicate that the page is noW synchronized. 

Referring noW to FIG. 3, shoWn is a How diagram of a 
method in accordance With one embodiment of the present 
invention. As shoWn in FIG. 3, method 200 corresponds to 
a high-level vieW of a synchronization on demand operation 
in accordance With an embodiment of the present invention. 
Method 200 may begin by performing a DMA read opera 
tion (block 210). More speci?cally, a guest application, e.g., 
a device model may emulate a DMA operation that is 
performed by a hardWare DMA controller. In this Way, data 
desired to be read from a memory can be loaded Without 
consuming processor resources. As an example, a DMA read 
operation may be performed to read information from disk 
(i.e., a disk read) and store the information to a storage more 
closely coupled to the processor (e.g., a cache memory). 
More speci?cally, the DMA operation may load data into a 
D-cache. 

Next, it may be determined Whether a page of data read 
in is only for guest data operation (diamond 220). That is, it 
may be determined Whether any information in the page is 
to be used for instruction purposes (e.g., instruction code) or 
Whether the information is only data. If it is determined that 
the page is only applicable as data at that time, the I- and 
D-caches are not synchronized (block 230). Accordingly, the 
overhead associated With such synchronization is avoided. 
Note that in many implementations, the majority of DMA 
read operations implicate data only, and thus signi?cant 
overhead may be reduced by not performing synchroniza 
tions. 

Still referring to FIG. 3, if instead at diamond 220 it is 
determined that instruction information may be present in 
the page, control passes to block 240. There the I- and 
D-caches are synchronized. As Will be discussed further 
beloW, such synchronizations may maintain coherency 
betWeen these separate caches. While described With this 
particular implementation in the embodiment of FIG. 3, it is 
to be understood that the scope of the present invention is 
not so limited. 

Different implementations of determining Whether to per 
form a lazy synchronization can be effected. Referring noW 
to FIG. 4, shoWn is a How diagram of a method in accor 
dance With an embodiment of the present invention. As 
shoWn in FIG. 4, method 300 may effect synchronizations 
on demand in the context of a DMA operation, e.g., via a 
device model. Method 300 may begin by performing a DMA 
read emulation (block 310). More speci?cally, a device 
model may receive control from a VMM When guest soft 
Ware issues a DMA request. Such a request is intercepted by 
the VMM and transferred to the driver VM, and more 
particularly to the device model to emulate a DMA operation 
to read information from, e.g., disk. The information read 
may be stored in a cache, and more speci?cally a data cache. 

Next it may be determined if a page corresponding to the 
information read from disk is mapped by a guest instruction 
side translation (diamond 320). That is, if the page is already 
mapped With an I-side translation, the D-cache and I-cache 
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should be synchronized. While different manners of deter 
mining Whether the page is subject to a prior l-cache 
translation, in one embodiment a ?rst indicator in a shared 
bulfer may be accessed to determine the presence of a prior 
l-side translation for the page. Accordingly, in such an 
embodiment, the device model may access the shared buffer 
to determine the status of this indicator. If this ?rst indicator 
indicates presence of an l-side translation, control passes to 
block 330. There the page may be synchronized in the l- and 
D-caches (block 330). If instead no l-side translation is 
present, control passes to block 340. There a second indi 
cator may be set to indicate that the page is not synchronized 
(block 340). Thus the page is not synchronized, and to 
provide that status to, e.g., the VMM, the second indicator 
in the shared bulfer may be set. More particularly, the device 
model may set the second indicator associated With the page 
in the shared buffer to indicate the unsynchronized status of 
the page. 

Thus the device model performs a lazy synchronization if 
the page read Was previously mapped as code. If not, no 
synchronization is performed upon the DMA read emulation 
performed by the device model and accordingly, method 300 
concludes. While shoWn With this particular implementation 
in the embodiment of FIG. 4, it is to be understood that the 
scope of the present invention is not so limited. Note that 
method 300 may be iteratively performed for each page read 
during a DMA operation. Altemately, all such pages may be 
read in and then a determination may be made by the device 
model Whether to perform synchronizations on demand for 
one or more of the pages read. 

Referring noW to FIG. 5, shoWn is a How diagram of a 
method in accordance With an embodiment of the present 
invention. More speci?cally, method 345 may effect syn 
chronizations on demand in the context of a VMM. Note that 
method 345 may typically begin execution When a neW 
l-side TLB is inserted. Upon such an event, the VMM may 
determine Whether there is a guest l-side translation inser 
tion for a given page (diamond 350). For example, during 
normal operation assume guest softWare seeks to insert an 
l-cache translation corresponding to the page. This TLB 
insertion operation thus causes an exit to the VMM so that 
the VMM can perform this privileged operation. As such the 
VMM performs diamond 350 during the course of its normal 
execution. If no such translation insertion is received, 
method 300 may conclude. 

If instead at diamond 350 a translation insertion is 
received corresponding to a given page, control passes to 
diamond 360. There, it may be determined Whether the 
unsynchronized indicator (i.e., the second indicator) corre 
sponding to the page is set. For example, the VMM may 
access this second indicator of the entry corresponding to the 
given page in the shared buffer to determine its status. If the 
page has not been previously synchronized (i.e., by the 
device model during DMA emulation time), control passes 
to block 370, Where the page is synchronized in the l- and 
D-caches. After such synchronization in block 370, control 
passes to block 380. There, to indicate the synchronized 
status, the VMM may again access the second indicator in 
the shared bulfer corresponding to this page and clear its 
status to indicate the synchronized status (block 380). 

Then, from either of block 380 or diamond 360, control 
passes to block 390. There, the VMM may set the page 
mapped indicator (i.e., the ?rst indicator) to indicate the 
presence of an entry in an l-TLB corresponding to the page 
(block 390). Accordingly, the VMM Writes the ?rst indicator 
of the entry corresponding to the given page in the shared 
buffer to thus set the page-mapped indicator. At this point 
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8 
method 345 concludes. Note that While shoWn in FIG. 5 for 
a single guest processor, it is to be understood that method 
345 may be performed per guest processor in a multipro 
cessor environment. While described With this particular 
implementation in the embodiment of FIG. 5, it is to be 
understood that the scope of the present invention is not 
limited in this regard. 

Thus in many embodiments, synchronization may be 
performed on demand. If a page a disk DMA operation reads 
is for guest data operation only, a synchronization is not 
performed to reduce both processor cycles and bus cycles. If 
the page is tracked and used for a guest instruction-side 
page, either at device model DMA operation emulation time 
or later When an instruction TLB insertion occurs, a syn 
chronization may be explicitly performed. 

Synchronization on demand can save unnecessary pro 
cessor time used to explicitly synchronize an l-cache and a 
D-cache in a local processor or other logical processor in a 
platform. Such explicit synchronizations can be especially 
expensive in a SMP system, Which is much more sensitive 
to global synchronizations. Synchronization on demand is 
complicated by the fact that the device model does not knoW 
if a page read is for guest code or data (as only the VMM has 
this knoWledge). MeanWhile, the VMM does not knoW if a 
page previously read is by DMA operation or not (as this is 
the device model’s knoWledge). Accordingly, a co-operative 
device model including a data structure to hold information 
of guest usage and device model operation based on each 
guest physical page may be used. 
The pseudocode of an algorithm in accordance With one 

embodiment is set forth in Table 1. Note that the pseudocode 
of Table l is With respect to a single processor system. 
HoWever, the pseudocode may be extended to support 
multiple processors such as present in a SMP system. 

TABLE 1 

Data structure 

Isicodernapip age [MAXiGUESTiPAGES] : 
True or false indicating Whether the page is mapped 
by a guest I-side TLB. 

Icacheinotisyncedipage [MAXiGUESTiPAGES] : 
True or false indicating Whether the page is 
synchronized. 

When Device Model completes DMA operation of a guest page read: 
/* 
* If the page is already mapped by a guest I-side translation, 
synchronize it noW. 
* Otherwise set the Icacheinotisyncedipage flag to let VMM 
synchronize on demand 

later. 
*/ 
If ( Isicodernapipage[guestipageinurnber] ) { 

// do explicit synchronization for that page. 
For ( addr= pageistartiaddr; addr < pageiendiaddr; 
addr += 

CACHEiLINEiSIZE ) { 
fc.i addr; 

} 
sync.i 
srlz.i 

Else { 
// set flag to indicate non-synchronized status Wait for 
synchronization. 
Icacheinotisyncedipage[guestipageinurnber] = 

TRUE; 
} 

When VMM tracks a guest I-side TLB insertion. 
/* 
* If the page is not synchronized after device model’s DMA 
operation, 
* synchronize it explicitly noW, otherwise set 
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TABLE l-continued 

isicodemapipage flag to let 
* Device Model be aware of the I-side map. 

If ( Icacheinotisyncedipage[guestipageinurnber] ) { 
// do explicit synchronization 

For ( addr= page start addr; addr < pageiendiaddr; 
addr += 

CACHEiLINEiSIZE ) { 
fc.i addr; 

sync.i 
srlz.i 

// clear the flag 
Icacheinotisyncedipage[guestipageinurnber] = 

FALSE; 

Isicodemapipage[guestipageinumber] = TRUE; 

As shown in Table 1, the expense of synchronizations, 
which includes explicit ?ushes of data from instruction and 
data caches, along with serialization along instruction 
boundaries, can be avoided unless cached data implicates 
instruction information. Code such as that set forth above or 
in accordance with the methods set forth in FIGS. 3-5 may 
provide for software-based and/or hardware-based full vir 
tualization VMM, with improved guest disk DMA operation 
performance. 

Embodiments may be implemented in code and may be 
stored on a storage medium having stored thereon instruc 
tions which can be used to program a system to perform the 
instructions. The storage medium may include, but is not 
limited to, any type of disk including ?oppy disks, optical 
disks, compact disk read-only memories (CD-ROMs), com 
pact disk rewritables (CD-RWs), and magneto-optical disks, 
semiconductor devices such as read-only memories 
(ROMs), random access memories (RAMs) such as dynamic 
random access memories (DRAMs), static random access 
memories (SRAMs), erasable programmable read-only 
memories (EPROMs), ?ash memories, electrically erasable 
programmable read-only memories (EEPROMs), magnetic 
or optical cards, or any other type of media suitable for 
storing electronic instructions. 

While the present invention has been described with 
respect to a limited number of embodiments, those skilled in 
the art will appreciate numerous modi?cations and varia 
tions therefrom. It is intended that the appended claims 
cover all such modi?cations and variations as fall within the 
true spirit and scope of this present invention. 
What is claimed is: 
1. A method comprising: 
performing a direct memory access (DMA) operation in a 

virtualized environment to obtain a page from a 
memory and store the page in a data cache; and 

synchronizing the page in the data cache and an instruc 
tion cache if the page implicates instruction informa 
tion, otherwise not synchronizing the page. 

2. The method of claim 1, further comprising determining 
whether the page implicates the instruction information. 

3. The method of claim 2, wherein determining whether 
the page implicates the instruction information comprises 
checking whether the page is mapped with an instruction 
translation by a guest software. 

4. The method of claim 3, wherein checking whether the 
page is mapped comprises accessing a ?rst indicator of an 
entry of a shared bulfer, the entry corresponding to the page. 

5. The method of claim 2, wherein determining whether 
the page implicates the instruction information comprises 
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10 
receiving an instruction translation lookaside bulfer (I-TLB) 
insertion operation for the page from a guest software. 

6. The method of claim 5, further comprising determining 
if the page is synchronized in the data cache and the 
instruction cache after receiving the l-TLB insertion opera 
tion by accessing a second indicator of an entry of a shared 
bulfer, the entry corresponding to the page. 

7. The method of claim 6, further comprising synchro 
nizing the page in the data cache and the instruction cache 
if the page is determined not to be synchronized. 

8. The method of claim 5, further comprising writing a 
?rst indicator in an entry of a shared bulfer corresponding to 
the page after receiving the l-TLB insertion operation. 

9. An article comprising a machine-accessible medium 
including instructions that when executed cause a system to: 

read a page of information from a storage medium into a 

data cache; 
determine if the page is for code execution; and 
synchronize the page in the data cache and an instruction 

cache if the page is for code execution, otherwise to not 
synchronize the page. 

10. The article of claim 9, further comprising instructions 
that when executed cause the system to access a ?rst ?ag in 
an entry of a shared bulfer corresponding to the page and to 
synchronize the page based on the ?rst ?ag. 

11. The article of claim 10, further comprising instruc 
tions that when executed cause the system to write a second 
?ag in the entry if the page is not synchronized. 

12. The article of claim 9, further comprising instructions 
that when executed cause the system to access a second ?ag 
in an entry of a shared bulfer corresponding to the page and 
to synchronize the page based on the second ?ag, if the page 
is subjected to an instruction-translation lookaside bulfer 
insertion operation. 

13. The article of claim 12, further comprising instruc 
tions that when executed cause the system to write a ?rst ?ag 
and to update the second ?ag in the entry after the synchro 
nization. 

14. An apparatus comprising: 
an instruction cache to store pages including code; 
a data cache to store pages including data; and 
a shared bulfer coupled to the instruction cache and the 

data cache, the shared bulfer including entries each 
corresponding to one of a plurality of pages in a storage 
medium coupled to at least the data cache, wherein 
each of the entries includes status information regard 
ing a synchronization state of the corresponding page in 
the instruction cache and the data cache. 

15. The apparatus of claim 14, further comprising a ?rst 
synchronizer to execute in a virtual machine monitor 
(V MM), the ?rst synchronizer to synchronize a page in the 
instruction cache and the data cache based on the synchro 
nization state of the page. 

16. The apparatus of claim 15, wherein each of the entries 
further includes status information regarding a code map 
ping status of the corresponding page in the data cache. 

17. The apparatus of claim 16, further comprising a 
second synchronizer to execute in a driver virtual machine 
(V M), the second synchronizer to synchronize a page in the 
instruction cache and the data cache based on the code 
mapping status of the page. 

18. A system comprising: 
an instruction cache to store instruction information; 
a data cache coupled to the instruction cache to store data; 

and 
a synchronizer coupled to the instruction cache and the 

data cache to synchronize a page in the instruction 
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cache and the data cache if the page implicates instruc 
tion information, Wherein the synchroniZer is to not 
synchronize the page if the page is for data only. 

19. The system of claim 18, further comprising: 
a storage medium coupled to the data cache, Wherein the 

storage medium is to store a plurality of pages; and 
a shared bulfer coupled to the synchroniZer, the shared 

buffer to store a plurality of entries each corresponding 
to one of the plurality of pages of the storage medium. 

20. The system of claim 19, Wherein each of the plurality 
of entries includes a ?rst indicator indicative of a mapping 
status of the corresponding page and a second indicator 
indicative of a synchronization status of the corresponding 
page. 

21. The system of claim 20, Wherein the synchroniZer 
includes: 

a ?rst synchroniZer to execute in a driver virtual machine 
(V M), the ?rst synchroniZer to determine Whether to 
synchroniZe the corresponding page based on the ?rst 
indicator; and 
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a second synchroniZer to execute in a virtual machine 

monitor (V MM), the second synchroniZer to determine 
Whether to synchroniZe the corresponding page based 
on the second indicator. 

22. The system of claim 21, Wherein the ?rst synchroniZer 
is to Write to the second indicator When the driver VM 
performs a direct memory access (DMA) operation for the 
corresponding page and the ?rst indicator is indicative of the 
corresponding page being code mapped. 

23. The system of claim 22, further comprising a device 
model to perform the DMA operation in the driver VM to 
read the corresponding page from the storage medium to the 
data cache. 

24. The system of claim 21, Wherein the second synchro 
niZer is to Write to the ?rst indicator When a guest softWare 
issues an instruction translation lookaside bulfer (TLB) 
insertion operation for the corresponding page. 


