
(12) United States Patent 

US007349327B2 

(10) Patent N0.: US 7,349,327 B2 
Puon et a]. (45) Date of Patent: Mar. 25, 2008 

(54) SYSTEM AND METHOD FOR REMOTELY 6,330,586 B1 12/2001 Yates et a1. 
UPDATING A NETWORK DEVICE 6,345,294 B1 2/2002 O’Toole et a1. 

6,360,260 B1 3/2002 Compliment et a1. 

(75) Inventors: Roberto Puon, Madison, AL (US); 1(5); 211111330‘; et al' 
. . - , , lm e a . 

Ring/5d Glenn Perklnson, Madlson, AL 6,535,924 B1 300% Kwok et a1‘ 
6,738,826 B1* 5/2004 Moberg et a1. ........... .. 709/242 

. . 6,741,683 B1* 5/2004 Shelton et a1. . 379/101.01 
(73) AsslgneeZ ADTRAN’ Inc-a Huntsvlne, AL (Us) 6,865,591 B1 * 3/2005 Gafg et a1. 709/201 

_ _ _ _ _ 6,950,878 B2* 9/2005 Kwok et a1. .............. .. 709/242 

( * ) Notlce: Subject to any dlsclalmer, the term of this 
patent is extended or adjusted under 35 OTHER PUBLICATIONS 
U.S.C. 154(b) by 903 days. 

Thomas et al., US. Appl. No. 10/191,480, “System and Method for 
(21) Appl. N0.: 10/651,331 Provisioning Network Access Devices”, Jul. 9, 2002. 

(22) Filed: Aug. 28, 2003 * Cited by examiner 

_ _ _ Primary Examiner4Chau Nguyen 

(65) Pnor Pubhcatlon Data Assistant ExamineriMarcus R Smith 

Us 2005/0047326 A1 Mar. 3, 2005 (74) Allow/6y. Age/11. or F irmiThomas, Kayden, 
Horstemeyer & Risley, L.L.P. 

(51) Int. Cl. 
G06F 15/771 (2006.01) (57) ABSTRACT 
G06F 11/00 (2006.01) 
H04L 12/28 (2006.01) A router in one embodiment of the present disclosure has 

(52) US. Cl. ......................... .. 370/216; 709/221; 713/2 ?rst router logic and boot logic. The ?rst router logic is 
(58) Field of Classi?cation Search ...... .. 370/2164217, Con?gured to Operate the router, and the boot 10819 is 

370/2192220, 254, 401404; 709/22m222 con?gured to receive updated router logic from a network 
See application ?le for Complete Search history_ and TO perform a ?rst reboot. The 13001 logic is further 

_ con?gured to initialize deactivation of the ?rst router logic 
(56) References Clted and initialize activation of the updated router logic during 

U.S. PATENT DOCUMENTS the ?rst reboot such that a plurality of functions for the 
router are enabled during execution of the updated router 

205 208 

Input K224 

5,535,336 A 7/1996 Smith et a1~ logic. The boot logic is also con?gured to perform, in 
5,650,994 A 7/1997 Daley response to an error during execution of the updated router 
g i gfngmalrll it 31' logic, a second reboot such that at least one of the functions 

a a 0 1180 1.12 . . 

6,069,944 A 5/2000 CretCh 1S dlsabled' 

6,122,362 A 9/2000 Smith et a1. 
6,243,759 B1 6/2001 Boden et a1. 27 Claims, 6 Drawing Sheets 

/—412 
X416 Memory K420 K216 

419 . . 417 . Full Function 

400 Original Router Fail-iafe Boot Con?guration 
x‘ ogic ogic Data 

424 418 422 

K202 J E t" g F Updated Router xecu ion atus ail-Sate 
L . Memory Con?guration 
Ogle 419 Data 

Processing 
Element 

H [204 i i < Local/Interface Q 
04 H I210 

interface Array 

[225 [-226 Communication 
Device interface interface 

Connection Connection 

interface 
interface 

Connection 



U.S. Patent Mar. 25, 2008 Sheet 1 0f 6 US 7,349,327 B2 

/113 
/ 

1 16 
Printer Computer K 

Node 

Computer 
121 Node 

120 y 130 
. Data /' 

sw'tch Packet 

100 

R Data 

R \ Packet 
101\ \ 109 

Router Router 

112 1 1 1 

WAN LAN 

FIG. 1 









U.S. Patent Mar. 25, 2008 Sheet 5 0f 6 US 7,349,327 B2 

l Start l 

Receive Updated r 502 
lnfonnation 

If Updated 
Information is Router 

Logic 

No 503 

NO If Updated 
Information is 
Con?guration 

Data 

Yes 

Identify the Updated 504 
Router Logic as the K 

Currently Active Router 
Logic 

Router Logic Operates ' 
With Configuration Data 1' 

Updated 
install Update Router r 506 
Logic In and Activate 

l 508 
* Reboot r 

Terminate 

FIG. 5 



U.S. Patent Mar. 25, 2008 

Start Reboot 

Sheet 6 0 f6 

FIG. 6 

Boot Updated Router Logic 
And Operate With Full 

Function Con?guration Data 

6 

Successful? 

No 

Operate By Running Updated 
Router Logic With F ull~F unction 

Con?guration 

Boot Original Router Logic 
With Full-Function 
Con?guration Data 

606 K 

6 

No 

620 K‘ 
Operate By Running Original 

Router Logic With Full-Function 
Con?guration 

Boot Updated Router Logic 
With Fail-Safe Con?guration 

Data 

610 K 

6 

No 

622 K 
Operate By Running Updated 
Router Logic With Fail-Safe 

Con?guration 

Boot Original Router Logic 
With Fail-Safe Con?guration 

Data 

/-614 

No 

6 
624 f 

Operate By Running Original 
Router Logic With Fail-Safe 

Con?guration 

US 7,349,327 B2 



US 7,349,327 B2 
1 

SYSTEM AND METHOD FOR REMOTELY 
UPDATING A NETWORK DEVICE 

BACKGROUND OF THE INVENTION 

RELATED ART 

A router generally refers to a device that forwards or 
routes data packets along a network. “Data packet” is a term 
used in the context of packet-switching networks to refer to 
a transmission unit of ?xed siZe that generally consists of 
binary digits representing both data and a header containing 
an identi?cation number, source and destination addresses, 
and sometimes error-control data. 

Routers can be employed in a single network to link a 
plurality of computers via a mesh. The router transmits 
messages from one computer in the network to another via 
the most ef?cient route available. In addition, a router can be 
employed to connect networks together. In this regard, a 
router commonly connects a local area network (LAN) and 
a wide area network (WAN), two LANs, or a LAN and its 
Internet service provider (ISP) network. Routers are usually 
located at gateways, i.e., those nodes where two or more 
networks connect. 
A router typically uses the header of a data packet and 

con?guration data stored in the router to determine the best 
path for forwarding the packet. Note that “con?guration 
data” refers to a set of data that is resident on the router and 
provides information relating to a plurality of optional paths 
that the router may use to forward the data packet to another 
network location. Such con?guration data may provide 
information, such as, for example, which particular connec 
tions and/ or hardware interfaces lead to a particular group of 
internet protocol (IP) addresses, priority rules related to the 
various interfaces, and rules for handling both routine and 
special cases of data packets. In addition, a router uses 
protocols, such as, for example, Internet control message 
protocol (ICMP), to communicate with other routers and 
con?gure the best route between any two hosts, i.e., an 
origination host and a destination host. 
A router typically comprises router logic, which controls 

the operation of the router. During the course of the life of 
the router, the router logic is oftentimes updated with newer 
versions that implement new or improved functionality. A 
new version of the router logic may be transmitted via a 
connection to the router, and the process of updating the 
logic currently being executed can occur through an auto 
mated process. For clarity, the router logic being executed 
prior to an update is hereinafter referred to as the “original 
router logic” and the router logic currently being imple 
mented via the update is hereinafter referred to as the 
“updated router logic.” 

Typically, the router receives the updated router logic via 
a network connection from an operator site. The operator 
site may include, for example, a computer, which is operated 
by a user. When the router receives data indicative of the 
updated router logic, the router typically is con?gured to 
perform a checksum procedure on the data received. 
A checksum procedure is an error detection procedure, 

whereby a value representative of a data block is appended 
to the data block. Such value can be determined by sequen 
tially combining all the bytes of data with a series of 
arithmetic or logical operations. After the data is transmitted 
or stored, a checksum is performed in the same way using 
the transmitted data block. If the results of the checksums do 
not match, an error has occurred, and the data should be 
re-transmitted and stored again. 
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2 
After the router has performed the checksum procedure, 

the router can choose to execute the logic if the checksum 
procedure passes, i.e., no error is detected when performing 
the checksum procedure. However, there are other types of 
errors that the checksum procedure may be unable to detect. 
For example, even though the values obtained in the check 
sum procedure do not indicate a faulty transmission, the 
router logic may nonetheless otherwise fail upon execution 
for other reasons, for example, there may be an incompat 
ibility issue with respect to the hardware being employed by 
the router and the updated router logic. 

If such an error occurs at runtime, the router may be 
inoperable until an operator can physically perform main 
tenance at the remote site of the router. Until the operator 
?xes the inoperable portions of the router, network traf?c 
may be unable to use the router for forwarding packets 
through the network. Further, if new con?guration data is 
implemented on the router, the new con?guration data may 
also cause errors upon reboot. 

SUMMARY OF THE INVENTION 

Embodiments of the present invention pertain to router 
systems and methods that enable remote updating of a router 
and automatic rebooting if an operational failure occurs. 
One embodiment of the present disclosure pertains to a 

router comprising ?rst router logic con?gured to operate the 
router and boot logic con?gured to initialiZe deactivation of 
the ?rst router logic and initialiZe activation of the updated 
router logic, if the updated router logic experiences an error 
during execution. 

Another embodiment of the present disclosure further 
encompasses a router update method comprising the steps of 
receiving updated router logic via a communication inter 
face; deactivating ?rst router logic currently being executed; 
rebooting the router; activating the updated router logic in 
conjunction with ?rst con?guration data in response to the 
receiving step; activating the ?rst router logic, in response to 
the rebooting step, in conjunction with the ?rst con?guration 
data, if the updated router logic experiences a ?rst error; and 
activating the updated router logic in conjunction with 
fail-safe con?guration data, in response to the rebooting 
step, if the ?rst router logic experiences a second error with 
the ?rst con?guration data. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The invention can be better understood with reference to 
the following drawings. The elements of the drawings are 
not necessarily to scale relative to each other, emphasis 
instead being placed upon clearly illustrating the principles 
of the invention. Furthermore, like reference numerals des 
ignate corresponding parts throughout the ?gures. 

FIG. 1 is a diagram illustrating a network con?guration. 
FIG. 2 is a block diagram illustrating a conventional 

router. 

FIG. 3 is a block diagram illustrating an exemplary router 
system of the present disclosure. 

FIG. 4 is a block diagram illustrating an exemplary router 
depicted in FIG. 3 connected via a network to an operator 
site. 

FIG. 5 is a ?owchart illustrating an exemplary architec 
ture and functionality of a router system, such as is depicted 
in FIG. 3. 

FIG. 6 is a ?owchart illustrating a more detailed exem 
plary embodiment of a router system, such as is depicted in 
FIG. 3. 
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DETAILED DESCRIPTION 

Generally, the present disclosure relates to systems and 
methods for enabling network routers to be remotely 
updated. In one exemplary embodiment, neW router logic for 
controlling the operation of a router Within a netWork is 
remotely doWnloaded over the netWork to the router. The 
router then automatically reboots in alternative operating 
modes in accordance With the operational performance of 
neW router logic. 

FIG. 1 illustrates netWork 100 comprising a plurality of 
routers 101-109. Each of the plurality of routers 101-109 
comprises a link in the netWork 100. In addition, for illus 
trative purposes, router 109 serves as a link betWeen LAN 
111 and router 108, router 101 serves as a link betWeen WAN 
112 and router 107, and router 102 serves as a link betWeen 
LAN 113 and router 103. As shoWn by FIG. 1, LAN 113 can 
comprise, for example, computer nodes 116 and 117, printer 
node 118, and sWitch 120. 

If a user (not shoWn) of computer node 117 desires to send 
a message (e.g., an email) to a user located on LAN 111, the 
message is transmitted, in the form of one or more data 
packets 130 via connection 121 to sWitch 120. Note that a 
sWitch typically performs functions similar to that of a 
router, i.e., the sWitch 120, in accordance With a header in 
the data packet 130 de?ning the email being transmitted, 
determines Where to send the data packet 130. In the instant 
example, the sWitch 120 chooses to transmit the email to 
router 102 for forWarding via a transmission route compris 
ing a subset of the routers 103-108 to the LAN 111. Such 
route, Which is determined incrementally per router, folloWs 
a path from router 102 to router 103, from router 103 to 
router 106, from router 106 to router 108, from router 108 
to router 109, and then to destination device (not shoWn) 
Within LAN 111 
A conventional router 200 is depicted in FIG. 2 and 

comprises processing element 202, input device 206, output 
device 208, interface array 210, communication interface 
228, and memory 212. The communication interface 228 
may comprise, for example, a dial-up modem or any other 
type of communication device. Memory 212 comprises 
original router logic 222 and updated router logic 220. 
Memory 212 further comprises con?guration data 216 and 
boot logic 218. The interface array 210 preferably comprises 
a plurality of netWork interfaces 224-226, each of Which can 
comprise a netWork connector, such as, for example, an 
integrated services digital netWork (ISDN) connector, a T-l 
connector, a T-3 connector, or any other type of connector 
knoWn or future-developed. 

In the conventional router 200 of FIG. 2, original router 
logic 222 controls operation of the router 200. In this regard, 
original router logic 220 receives data packets 130 (FIG. 1) 
via one of the plurality of interfaces 224-226 from another 
component (e.g., router) of a netWork 100 (FIG. 1). The 
original router logic 222 parses the data packets 130 and 
extracts relevant header data contained Within the data 
packets to determine, for example, the siZe of the data for 
use in determining the integrity of the received data packet, 
the destination address, e.g., the intemet protocol address (IP 
address) of the destination of the data packet, type of data, 
e.g., ?oating point data, and/or comments. 

Further, the original router logic 222 may receive updated 
router logic 220 via one of the interfaces 224-226 from the 
netWork 100 (FIG. 1). When this occurs, the boot logic 218 
of the conventional router 200 performs a test, for example 
a checksum test, on the updated router logic 220 to deter 
mine its integrity. For example, the boot logic 218 may 
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4 
determine a value indicative of the siZe and/or content of the 
updated router logic 220. The boot logic 218 may then 
compare the determined value to a value appended to the 
updated router logic 220, Which Was preferably determined 
using a converse procedure to that used by the boot logic 
218. If the value determined and the value appended does 
not match, then the boot logic 218 does not initialiZe 
activation the updated router logic 222 on the router 200. 
Further, if the boot logic 218 initialiZe activation of the 
updated router logic 220 and there is an error during 
execution of the updated router logic 220, typically the 
router 200 Will fail. In such a situation, a technician may 
manually interact With the router 200 via the input device 
206 in an effort to correct the error condition. 

Note that full-function con?guration data 216 comprises 
a plurality of data values indicative of information relative 
to the receipt, the processing, and the forWarding of data 
packets over a netWork 100 (FIG. 1). In this regard, con 
?guration data 216 may comprise, for example, initialiZation 
parameters related to an interface 224-226. Such data 216 
may comprise the type of interface, e.g., ISDN, Tl, and/or 
T3, or the maximum and/or minimum baud rate for the 
interface. In addition, full-function con?guration data 216 
may comprise routing information related to IP address sets. 
For example, the con?guration data 216 may comprise a set 
of IP addresses that may be used in order to transmit data to 
a particular IP address. Further, note that in relation to the 
communication interface 228, such con?guration data 216 
may comprise data that is used to activate the communica 
tion interface 228 and place such communication interface 
228 in ansWer mode. 
The information de?ned by the full-function con?gura 

tion data 216 typically comprises data values that are entered 
manually by a user. Such user can enter the values of the 
full-function con?guration data 216 via the input device 206 
through a textual representation of the data to be displayed 
to output device 208. In addition, an automated process (not 
shoWn) may create the full-function con?guration data 216, 
Whereby the full-function con?guration data 216 is created 
electronically. The con?guration data 216 usually re?ect a 
user’s preferences and may correspond to the type of hard 
Ware available for use by the router 200. 

With reference to FIG. 3, a netWork router system 390 in 
accordance With an exemplary embodiment of the current 
disclosure generally comprises a router 400 and a manage 
ment station 300, Which are connected via one or more 
netWork 100. The management site 300 can comprise input/ 
output devices (not shoWn) for remote management of the 
router 400 remotely. The router 400 can be connected to the 
management site 300 via one or more of the netWork 
interfaces 224-226. In addition, the router 400 can be 
connected to the operator site 300 via a communication 
interface 228, for example a modem. 
The router 400 is preferably con?gured to receive infor 

mation updates, e.g., logic updates, via the netWork 100 
through interfaces 224-226. In the event that the router 400 
encounters an operational failure upon execution of any neW 
information received, then the router 400 is preferably 
con?gured to re-boot With various router logic implemen 
tations using a variety of con?gurations prior to needing 
intervention from an operator locally. In this regard, the 
router 400 is remotely managed, Which avoids the time 
consuming and inefficient task of sending a technician to 
service the router locally. HoWever, in the event that such 
intervention is desired, the router 400 is con?gured to 
initialiZe the communication interface 228 to enable com 
munication betWeen the management site 300 and the router 
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400. Thus, an operator (not shown) can access the router 400 
via the communication interface 228. Note that such access 
may be made either manually by an operator or an auto 
mated process may make it. For example, an automated 
process (not shoWn) may be executed at the management 
site 300 and perform diagnostic testing via the communica 
tion interface 228. Upon access either by a user or an 
automated process, the router 400 can be rebooted. 
An exemplary vieW of the router 400 is depicted in FIG. 

4 and generally comprises one or more system processing 
elements 202, such as a digital signal processor (DSP) or a 
central processing unit (CPU), that communicate to and 
drive the other elements Within the router 400 via a local 
interface 204, Which can include one or more buses. In 

addition, the router system 400 preferably comprises an 
input device 206, an output device 208, an interface array 
210, a communication interface 228, and memory 412. 
Memory 412 further comprises original router logic 416 and 
updated router logic 424. As Will be described in more detail 
herein, if errors occur during execution of the updated router 
logic 424, the original router logic 416 is used to run router 
400 in lieu of the updated router logic 424. 

In addition, memory 412 preferably comprises full-func 
tion con?guration data 216, fail-safe con?guration data 422, 
execution status memory 418, and fail-safe boot logic 420. 
As described herein, full-function con?guration data 216 
comprises data used by the router 400 in forWarding a data 
packet 130 (FIG. 1) via the netWork 100 (FIG. 1) to its 
destination, and such destination is preferably indicated by 
a data value stored in the header for the data packet 130. 
Further, the full-function con?guration data 216 preferably 
comprises data values indicating a set of interface connec 
tion initialiZation parameters, for example the type of con 
nection and the data rate for the connection. Further, con 
?guration data 216 may comprise data values indicative of 
association of a set of forWarding IP addresses to be used by 
a particular interface 224-226. 

Fail-safe con?guration data 422 is a set of con?guration 
data that has been tested With a router’s current hardWare 
con?guration. Such testing has been elfectuated by running 
the current hardWare con?guration With the fail-safe con 
?guration data 422. Thus, the fail-safe con?guration data 
422 has been proven to provide minimal functionality to the 
router 400. In this regard, the fail-safe con?guration data 
422 refers to a set of data that prescribes minimal operational 
parameters that are preferably used When the router 400 
becomes inoperable While using other con?guration data, 
such as, for example, full-function con?guration data 216. 
Such minimal operational parameters may include, for 
example, initialiZation data related to the communication 
interface 228. Preferably, the fail-safe con?guration data 422 
enables less function than the full-function con?guration 
data 216. For example, the fail-safe con?guration data 422 
preferably enables the management station 300 (FIG. 3) to 
access the router 400 remotely and provide needed mainte 
nance or softWare adjustments When the router 400 has 
encountered an operational failure. HoWever, the fail-safe 
con?guration data 422 may not enable other functions, such 
as routing data packets, for example. 

The fail-safe boot logic 420 preferably refers to an execut 
able program, Which may be used to reboot the router 400 
When the router becomes inoperable or experiences an 
operational failure. It may be desirable to reboot router 400 
for various reasons, including the router 400 may get locked 
in an in?nite loop and continue trying to execute updated 
router logic 424, even though the updated router logic 424 
is not effective. Further, a user of management station 300 
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6 
may desire to reboot the router 400 With a neW version of the 
updated router logic 424. In such a case, the router 400 is 
preferably booted to implement such change. 
As illustrated by Way of example in FIG. 4, the fail-safe 

boot logic 420 in accordance With an exemplary embodi 
ment of the present disclosure is implemented in softWare 
and stored in memory 412. HoWever, in other embodiments 
the fail-safe boot logic 420 may be implemented in hardWare 
or a combination of hardWare and softWare. 
The fail-safe boot logic 420, When implemented in soft 

Ware, can be stored and transported on any computer 
readable medium for use by or in connection With an 
instruction execution system, apparatus, or device, such as a 
computer-based system, processor-containing system, or 
other system that can fetch and execute instructions. In the 
context of this document, a computer-readable medium can 
be any means that can contain, store, communicate, propa 
gate, or transport a program for use by or in connection With 
the instruction execution system, apparatus, or device. The 
computer-readable medium can be, for example but not 
limited to, an electronic, magnetic, optical, electromagnetic, 
infrared, or semiconductor system apparatus, device, or 
propagation medium. Note that the computer-readable 
medium could even be paper or another suitable medium 
upon Which the program is printed, as the program can be 
electronically captured, via for instance optical scanning of 
the paper or other medium, then compiled, interpreted or 
otherWise processed in a suitable manner if necessary, and 
then stored in a computer memory. As an example, the 
fail-safe boot logic 420 may be magnetically stored and 
transported on a conventional portable computer diskette. 
As previously indicated hereinabove, the router 400 may 

receive the updated router logic 424 via one of the netWork 
interfaces 224-226. Note that the interface array 210 is 
illustrated With three netWork interfaces 224-226. HoWever, 
the number and/ or type of netWork interfaces are not pivotal 
to the present disclosure and may vary for different embodi 
ments. 

When received by the router 400, the updated router logic 
424 is stored in memory 412. The updated router logic 424 
is preferably received While an older version of router logic 
424, referred to as “original router logic,” is currently being 
executed. Such receipt of the updated router logic 424 is 
preferably transparent to the operation of the router 400. In 
this regard, the original router logic 416 continues to operate 
normally (e.g., receive and forWard data packets) When the 
updated router logic 424 is received. 
Upon receipt of the updated router logic 424, the fail-safe 

boot logic 420 initialiZe deactivation of the original router 
logic 416 and identi?es this original router logic 416 as a 
backup router logic (e.g., indicates that the original router 
logic 424 is to be used only in the event of an error, for 
example an operational failure associated With the updated 
router logic 424. The fail-safe boot logic 420 also installs 
and initialiZes activation of the updated router logic 424. The 
process of installing and activating the updated router logic 
424 can be any type of process knoWn in the art or 
future-developed. For example, the fail-safe boot logic 420 
may copy the updated router logic 424 to an active directory 
in a ?le system and change the updated router logic descrip 
tors to indicate that it is executable. Another embodiment 
may set a ?ag located in a ?le of a ?le directory, indicating 
Which router logic 416 or 424 is currently to be executed. 

After the updated router logic 424 is installed and acti 
vated, the fail-safe boot logic 420 boots the router system 
400, and the router system 400 operates With the con?gu 
ration data 216. As noted herein, the full-function con?gu 
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ration data 216 preferably enables the router system 400 to 
operate at full function capacity, e.g., each of the interface 
connectors are active. In this regard, the full-function con 
?guration data 216 comprises data that enables each of the 
netWork interfaces 224-226. Note that this con?guration 
data 216 may also con?gure the communication interface 
228, as Well. 

During execution, the updated router logic 424 preferably 
stores, in execution status memory 418, data 419 that may be 
employed in determining Which router logic, e.g., updated 
router logic 424 or original router logic 416, is currently 
active and any runtime errors that may be associated With its 
execution. In addition, the updated router logic 424 may 
store other data related the active router logic, the inactive 
router logic, the full-function con?guration data 216, and/or 
the fail-safe con?guration data 422. 

Therefore, if during the booting process initiated by the 
fail-safe boot logic 420 the updated router logic 424 expe 
riences a runtime error and such data is Written to the 
execution status memory 418, then the fail-safe boot logic 
420 can reboot the router 400 based upon Which router logic 
Was previously active at the time of the runtime error. 

Initially, the fail-safe boot logic 420 preferably attempts to 
initialiZe execution of the updated router logic 424 and 
initially, the router logic 424 operates With the full-function 
con?guration data 216. If the boot is successful, then the 
router system 400 is operating With full-function capacity as 
provided by the con?guration data 216, and the router 
system 400 is operating exhibiting the updated functionality 
provided for in the updated router logic 424. If the boot is 
not successful and the updated router logic 424 produces an 
error upon execution, then the updated router logic 424 
preferably stores data, in execution status memory 418, that 
identi?es the router logic being executed as the updated 
router logic 424 and stores data that identi?es that the 
updated router logic 424 Was activated along With the 
full-function con?guration data 216 When the error Was 
produced. In addition, the updated router logic 424 prefer 
ably stores data in execution status memory 418 that indi 
cates that an error occurred during execution and/or the type 
of error that occurred during execution. 
When the fail-safe boot logic 420 reboots the router 400, 

the fail-safe boot logic 420 analyZes the data 419 stored in 
the execution status memory 418. Thus, if the updated router 
logic 424 produced an error in execution With the full 
function con?guration data 216, then the boot logic 424 
preferably attempts to reboot the router in an alternative 
mode that may not produce an error during execution. In this 
regard, if the fail-safe boot logic 420 identi?es that the 
previous failure during execution occurred When the updated 
router logic 424 Was active, then in attempting to boot the 
router 400, the fail-safe boot logic 420 Will preferably try 
activating the original router logic 416. Upon execution, the 
original router logic 416 determines Whether to operate the 
original router logic 416 With the full-function con?guration 
data 216 or the fail-safe con?guration data 422 by analyZing 
the execution status memory 418. In this regard, the fail-safe 
boot logic 420 and/or the original router logic 416 or the 
updated router logic 424, depending upon Which router logic 
416 or 424 is executing, can store in the execution status 
memory 418 a data value indicating Which con?guration 
data 216 or 422 Was used in operation during a previous 
execution of router logic 416 or 424. 

If such boot is successful, then the router system 400 
operates With the original router logic 416 and the con?gu 
ration data 216. Thus, the routing system 400 does not retain 
the neWly implemented functionality that may have been 
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8 
present in the updated router logic 424, but it does initialiZe 
activation of the original router logic 416, Which Was 
previously being executed prior to receipt of the updated 
router logic 424. In this regard, the updated functionality is 
not exhibited, but the router system is operating With full 
function capabilities in accordance With the con?guration 
data 216. 
Upon reboot, if such execution status memory 418 indi 

cates that the previous failed execution occurred When the 
original router logic 416 Was active With the full-function 
con?guration data 216, then the fail-safe boot logic 420 
preferably attempts to boot the router 400 With the updated 
router logic 424, and the updated router logic 424 attempts 
to operate in conjunction With the fail-safe con?guration 
data 422. 
As noted herein, the fail-safe con?guration data 422 

preferably enables a reduced set of functionality, but alloWs 
the router system 400 to communicate With the management 
site 300 (FIG. 3). In this regard, the fail-safe con?guration 
data 422 preferably comprises, at a minimum, data indica 
tive of initialization parameters for the communication inter 
face 228. Speci?cally, it is preferable that the modem 228 be 
initialiZed in ansWer mode, as described With reference to 
FIG. 3. 

If boot of the updated router logic 424 operating With the 
fail-safe con?guration data 422 is successful, then the router 
system 400 operates in accordance With the updated router 
logic 424, i.e., if the update router logic 424 enables neW 
functionality, such neW functionality is exhibited in the 
router 400. HoWever, it Will be currently operating in the 
fail-safe con?guration mode. In such a mode, the router 
system 400 may not exhibit the functionality necessary to 
fully operate as desired. For example, one or more of the 
interface connections 224-226 may not be active or initial 
iZed. HoWever, an operator may access the router 400 
manually via the communication interface 228 and remotely 
remedy, via manual inputs, any defects that may exist in the 
con?guration data 216 or the updated router logic 424 that 
may be related to the dysfunctional router 400. 

If the fail-safe boot logic 420 is unable to boot the router 
400 With the updated router logic 42 and/or the router logic 
424 is unable to operate in conjunction With the fail-safe 
con?guration data 422, the fail-safe boot logic 420 may 
then, in accordance With the status memory 418, attempt to 
boot the original router logic 416, and the original router 
logic 416 may operate With the con?guration data 216 With 
the fail-safe con?guration data 422. In this regard, if the boot 
is successful, then the router 400 is currently operating With 
existing functionality. HoWever, it is not fully functional in 
that it is only operating in fail-safe mode, as described 
herein. 
An exemplary architecture and functionality of the fail 

safe boot logic 420 in accordance With an exemplary 
embodiment of the present disclosure is noW described With 
reference to FIG. 5. 
As indicated in step 502, a router 400 (FIG. 4) receives 

update information. Preferably, such receipt is the result of 
a doWnload from the management site 300. The update 
information can be the updated router logic 424 (FIG. 4). In 
other embodiments, the update information can comprise an 
update to the con?guration data 416 (FIG. 4), an update to 
the fail-safe full-function con?guration data 422 (FIG. 4) 
and/or an update to the updated router logic 424. 

If the updated information is updated router logic 424, as 
indicated in step 503, then the fail-safe boot logic 420 
identi?es the updated router logic 424 as the active and 
installed router logic, as indicated in step 504. The fail-safe 
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boot logic 420 then installs and initializes activation of the 
updated router logic 424, as indicated in step 506. The 
fail-safe boot logic 420 then reboots as indicated in step 508. 
Reboot in accordance With an exemplary router method of 
the present disclosure is described in more detail With 
reference to the ?owchart 600 depicted in FIG. 6. 
As indicated herein, the updated information received in 

step 502 of (FIG. 5) may comprise con?guration data 416 or 
422, as Well. As indicated in step 503, if the updated 
information is not updated router logic 424, the boot logic 
420 may determine Whether the updated information is 
updated con?guration data, as indicated in step 510. If it is 
updated con?guration data, as indicated in step 510, then the 
router logic 416 and/or 424 operates With the con?guration 
data 216 or 422, as indicated in step 512. The router 400 then 
Waits for receipt of updated information at step 502. 

With reference to FIG. 6, the fail-safe boot logic 420 
(FIG. 4) boots the updated router logic 424 as indicated in 
step 602. If boot of the updated router logic 424 is success 
ful, as indicated in decision step 604, the router 400 (FIG. 4) 
operates by running updated router logic 424 With full 
function con?guration data 416 (FIG. 4), as indicated in step 
618. 

If, hoWever, the boot of the updated router logic 424 is not 
successful, as indicated in decision step 604, the fail-safe 
boot logic 420 attempts to boot the original router logic 416 
(FIG. 4), as indicated in step 606. 

If boot of the original router logic 416 operating With the 
full-function con?guration data 416 is successful, as indi 
cated in step 608, then the router 400 operates as con?gured 
prior to receiving the update. In this regard, the router 
operates using the original router logic 416 With full 
function con?guration data 416 Without the updated func 
tionality of the updated router logic 424, as indicated in step 
620. 

If, hoWever, the fail-safe boot logic 420 is not successful 
in booting the original router logic 416 operating, as indi 
cated in step 608, then the fail-safe boot logic 420 attempts 
to boot the updated router logic 424 as indicated in step 610. 

If the fail-safe boot logic 420 is successful in booting the 
updated router logic 424 operating With the fail-safe con 
?guration data 422, as indicated in step 612, then the router 
400 operates by running the updated router logic 424 
operating With fail-safe con?guration data 422, as indicated 
in step 622. 

If the fail-safe boot logic 420 is not successful in booting 
the updated router logic 424 With the fail-safe con?guration 
data 422, as indicated in step 612, then the fail-safe boot 
logic 420 attempts to boot the original router logic 416, and 
the original router logic 416 operates With the fail-safe 
con?guration data 422, as indicated in step 614. 

If the fail-safe boot logic 420 succeeds in booting the 
backup router logic 416, then the router 400 operates by 
running the original router logic 416 operating With the 
fail-safe con?guration data 422, as indicated in step 624. If 
it is not successful, the fail-safe boot logic 420 begins the 
process again. 
NoW, therefore, the folloWing is claimed: 
1. A router comprising: 
?rst router logic con?gured to operate the router; and 
boot logic con?gured to receive updated router logic from 

a netWork and to perform a ?rst reboot, the boot logic 
con?gured to initialiZe deactivation of the ?rst router 
logic and initialiZe activation of the updated router 
logic during the ?rst reboot such that a plurality of 
functions for the router are enabled during execution of 
the updated router logic, the boot logic con?gured to 

5 

15 

20 

25 

30 

40 

50 

55 

60 

65 

10 
perform, in response to an error during execution of the 
updated router logic, a second reboot such that at least 
one of the functions is disabled based on the error. 

2. The router of claim 1, Wherein the error during execu 
tion is an operational failure. 

3. The router of claim 2, further comprising a communi 
cation interface. 

4. A router comprising: 
?rst router logic con?gured to operate the router; 
boot logic con?gured to initialiZe deactivation of the ?rst 

router logic and initialiZe activation of updated router 
logic, if the updated router logic experiences an opera 
tional failure during execution; and 

a communication interface, 
Wherein the boot logic is further con?gured to initialiZe 

activation of the updated router logic in conjunction 
With ?rst con?guration data, Wherein the boot logic is 
con?gured to initialiZe activation of the ?rst router 
logic in conjunction With the ?rst con?guration data if 
the updated router logic experiences the operational 
failure When executed With the ?rst con?guration data, 
and Wherein the boot logic is further con?gured to 
initialiZe activation of the updated router logic in 
conjunction With the fail-safe con?guration data if 
activation of the ?rst router logic With the ?rst con 
?guration data produces the error. 

5. The router as claimed in claim 4, Wherein the commu 
nication interface is a dial-up modem. 

6. A router comprising: 
?rst router logic con?gured to operate the router; and 
boot logic con?gured to initialiZe deactivation of the ?rst 

router logic and initialize activation of updated router 
logic, if the updated router logic experiences an error 
during execution, 

Wherein the updated router logic is con?gured to store, in 
memory, a data value indicative of a failure during 
execution of the updated router logic and Wherein the 
boot logic is further con?gured to analyZe the data 
value, the boot logic further con?gured to initialiZe 
activation of the ?rst router logic in conjunction With 
?rst con?guration data if the data value indicates that a 
previous failed execution occurred during execution of 
the updated router logic With the ?rst con?guration 
data. 

7. The system of claim 6, Wherein the boot logic is further 
con?gured to initialiZe activation of the updated router logic 
With fail-safe con?guration data if the data value indicates 
that the previous failed execution occurred during execution 
of the ?rst router logic With the ?rst con?guration data. 

8. The system of claim 7, Wherein the boot logic is 
con?gured to initialiZe activation of the original router logic 
With the fail-safe con?guration data if the data value indi 
cates that the previous failed execution occurred during 
execution of the updated router logic With the fail-safe 
con?guration. 

9. A router comprising: 
a communication interface; 
?rst router logic con?gured to perform routing operations 

via the communication interface; 
means for receiving, via the communication interface, 

updated router logic; 
means for activating the updated router logic in conjunc 

tion With ?rst con?guration data; 
means for activating the ?rst router logic in conjunction 

With the ?rst con?guration data in response to an error 
associated With execution of the updated router logic; 
and 
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means for activating the updated router logic in conjunc 
tion With fail-safe con?guration data, if an error is 
detected during activation of the updated router logic in 
conjunction With the ?rst con?guration data. 

10. The router as claimed in claim 9, further comprising 
a second communication interface. 

11. The router as claimed in claim 10, Wherein the second 
communication interface is a dial-up modem. 

12. The system as claimed in claim 11, further comprising 
means for communicating With the router via the second 
communication interface from a remote management site if 
the update router logic is activated in conjunction With the 
fail-safe con?guration data. 

13. A medium capable of being read by a computer, the 
medium storing a computer program to be executed by a 
computer, the program comprising: 

logic for receiving updated router logic via a communi 
cation interface; 

logic for deactivating ?rst router logic; 
logic for activating the updated router logic in conjunction 

With ?rst con?guration data; 
logic for activating the ?rst router logic in conjunction 

With the ?rst con?guration data if the updated router 
logic experiences an error; and 

logic for activating the updated router logic in conjunction 
With fail-safe con?guration data if the ?rst router logic 
experiences an error. 

14. A router update method comprising the steps of: 
receiving updated router logic via a communication inter 

face; 
deactivating ?rst router logic currently being executed; 
rebooting the router; 
activating the updated router logic in conjunction With 

?rst con?guration data in response to the receiving 
step; 

activating the ?rst router logic, in response to the reboo 
ting step, in conjunction With the ?rst con?guration 
data, if the updated router logic experiences a ?rst 
error; and 

activating the updated router logic in conjunction With 
fail-safe con?guration data, in response to the reboot 
ing step, if the ?rst router logic experiences a second 
error With the ?rst con?guration data. 

15. The method of claim 14 further comprising the step of 
activating the ?rst router logic in conjunction With the 
fail-safe con?guration data, if the updated router logic 
experiences a third error With the fail-safe con?guration 
data. 

16. The method of claim 15, Wherein activating the ?rst 
router logic in conjunction With the fail-safe con?guration 
data enables a user access to the router remotely. 

17. The method of claim 16, further comprising the step 
of: 

remotely determining a cause, by the user, for the ?rst 
error. 

18. The method of claim 17, Wherein activating the 
updated router logic in conjunction With the fail-safe con 
?guration enables a user access to the router remotely. 

10 

20 

25 

30 

35 

40 

45 

50 

55 

12 
19. A method for use in a router, comprising the steps of: 

controlling routing operations in the router via ?rst router 
logic; 

receiving, at the router, updated router logic from a 
network; 

activating the updated router logic in conjunction With 
?rst con?guration data for enabling a plurality of 
functions for the router; and 

activating the updated router logic in conjunction With 
second con?guration data in response to a detection of 
an error during operation of the router, the second 
con?guration data for enabling only a subset of the 
functions such that at least one of the functions is 
disabled. 

20. The method of claim 19, further comprising the step 
of activating the ?rst router logic in conjunction With the ?rst 
con?guration data in response to an error associated With 
execution of the updated router logic. 

21. The method of claim 19, further comprising the step 
of: 

rebooting the router in response to the error; and 

storing, prior to the rebooting, data indicating that the 
error occurred While the updated router logic in con 
junction With ?rst con?guration data is activated, 
Wherein the step of activating the updated router logic 
in conjunction With second con?guration data is per 
formed based on the data. 

22. The method of claim 19, Wherein the subset of the 
functions includes communicating With the network and the 
at least one function includes routing data packets. 

23. The router of claim 1, Wherein the boot logic is 
con?gured to initialiZe activation of the updated router logic 
in conjunction With ?rst con?guration data during the ?rst 
reboot and to initialiZe activation of the updated router logic 
in conjunction With fail-safe con?guration data during the 
second reboot. 

24. The router of claim 23, Wherein the boot logic is 
con?gured to initialiZe activation of the ?rst router logic in 
response to an error detected during activation of the 
updated router logic. 

25. The router of claim 1, Wherein the boot logic is 
con?gured to store, prior to the second reboot, data indica 
tive of Which router logic is activated at the time of the error 
and to perform the second reboot based on the data. 

26. The router of claim 1, Wherein the boot logic is 
con?gured to perform the ?rst reboot in response to the 
updated router logic. 

27. The router of claim 1, Wherein the boot logic is 
con?gured to initialiZe, during the second reboot, activation 
of the updated router logic such that communication With the 
netWork is enabled but routing of data packets by the router 
is disabled. 


