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SYSTEM FOR SECURING PERSONAL 
CARDS 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

The present application claims the bene?t of the ?ling 
date of US. Provisional Patent Application No. 60/542,464, 
?led Feb. 6, 2004, the disclosure of Which is hereby incor 
porated by reference herein. 

BACKGROUND OF THE INVENTION 

The invention relates generally to personal cards, such as 
credit cards, and more particularly, to personal cards featur 
ing electronics for authenticating transactions in Which the 
cards are used. 

Fraudulent use of personaliZed cards such as credit cards, 
debit cards, identi?cation cards and the like is a serious 
problem. For example, credit card fraud causes at least an 
estimated $1 billion each year in losses in the United States 
alone. This fraud not only affects the credit card companies 
but, more importantly, the consumers Who Wind up paying 
for the fraud by Way of higher ?nance charges, annual fees, 
and increased costs for laW enforcement. 

Credit cards have, at best, loW-level security features built 
in. If a credit card is stolen, and the loss of the credit card 
is not reported for deactivation, the stolen credit cards can be 
used in any store4especially since not all merchants care 
fully check the user’s identi?cation (ID). Further, if the ID 
Was stolen along With the credit cardithen even this level 
of security may be overcome. 

Similarly, there are other methods resulting in fraudulent 
charges4even if the oWner still possesses the credit card. 
For example, “skimming” is a technique of taking a credit 
card and sliding it through a “Wedge” device, Which reads 
and stores the information on the magnetic strip of the credit 
card. This can occur Whenever the oWner hands over the 
credit card to someone else Who then brie?y disappears With 
the card (e.g., a Waiter in a restaurant). The information 
stored on this “Wedge” device can then be used to make 
credit cards With the oWner’s credit card number. Charges 
With this type of counterfeit credit card may not be detected 
until the next billing cycle. 
What is needed is a simple, cost-effective, higher form of 

security on a credit card that is capable of signi?cantly 
reducing, if not eliminating, common types of credit card 
fraud. 

SUMMARY OF THE INVENTION 

The present invention provides a higher form of personal 
card securityithat is both cost-effective and minimally 
affects existing merchant transactions. The security provided 
by the cards is implemented electronically, thereby facili 
tating the use of a “PIN code” type system to prevent 
fraudulent use of the card. The circuitry used in the card is 
formed by printing With conductive ink, and is thus less 
expensive than comparable circuitry implemented through 
conventional printed circuit board technology. 

The present invention can be used to protect any kind of 
personal card against fraudulent use. Nevertheless, for pur 
poses of clarity of presentation the invention Will be 
described in the context of a credit card. In light of the 
description, application of the invention to other types of 
cards Will become apparent. 
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2 
In accordance With one aspect of the invention, a credit 

card authentication system comprises a credit card, a keypad 
and electronics for authenticating use of the credit card. 

In an embodiment of the invention, a credit card com 
prises a plastic layer, a processor, a keypad, an alerting 
device, a magnetic strip for storing credit information, and 
a means for providing poWer. The keypad provides the 
ability to input a code, e.g., a personal identi?cation number 
(PIN) code, to the processor as a part of validating a 
transaction. Illustratively, the entry of a valid PIN code 
causes the processor to trigger the alerting device as an 
indicator to the merchant that the holder of the credit card is 
authoriZed for its use. 

In another embodiment of the invention, the credit card 
comprises a plastic layer, a processor, a keypad, an indicator, 
and a magnetic strip for storing the credit information. The 
keypad provides the ability to input a code, e.g., an activa 
tion number, to the processor as a part activating the card for 
use. The entry of a valid activation number causes the 
processor to trigger the alerting device as an indicator to 
others that the credit card is an originaliand not a coun 
terfeit. 

In another aspect of the present invention, a conductive 
composition is provided to a credit card substrate. This 
composition can be applied onto the substrate using existing 
production equipment by the means of offset printing, 
screen-printing, ?exographic printing, gravure printing, pad 
printing, ink jet, laser printing, digital printing of all types, 
bubble jet, letterpress and other methods of applying an ink 
or coating onto a substrate. It also can be spray coated, dip 
coated, reverse roll coated, impregnated, saturated, hot 
stamped, poWder coated and virtually applied by every other 
knoW application method or combination of methods. This 
substrate, When attached to electronics, becomes an inter 
active medium. 

Another aspect of the present invention uses membrane 
sWitch technology disposed on a surface of the credit card. 
When activated, an action (such as sending an electronic 
signal) Would commence. This could be in one layer or more 
than one layer of conductive compositions. 

Other activation methods that do not use conductive 
compositions may also be used. For example, a motion 
sensor, moisture sensor, temperature sensor, pressure sensor, 
light sensor, smoke sensor, barometric sensor, magnetic 
sensor, sound sensor, bend sensor, circuit breaker, odor 
sensor and the like. 

The credit card may further comprise an alerting device, 
for providing a visual indication and/or an audible indication 
of the authentication state. 

In accordance With another aspect of the invention, an 
electrical system, e.g., electronics, is provided in the credit 
card. The electrical system comprises a substrate, a conduc 
tive composition arranged on a substrate, a poWer source 
having a positive terminal and negative terminal Wherein the 
conductive composition is arranged betWeen the positive 
and negative terminals of the poWer source. 
The electronics can utiliZe all existing types of poWer, 

both AC and DC, including, but not limited to, batteries, 
solar cells, generators and altemators. The electronics can 
utiliZe all speaker types, circuits and chips of all memory 
siZes both masked (?xed recording) and reprogrammable 
memory (reWritable recording.) 

The electronics can be attached to the credit card substrate 
by Way of glue, heat seal, sonic Welding, cold or hot 
laminating, pressure sensitive adhesive or by any other 
means in a permanent or temporary manner. The electronics 
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may be ?xed and the conductive compositions may attach in 
a permanent or non permanent Way to the substrate. 

Thus, it is an object of the invention to make credit cards 
resistant to counterfeiting While at the same time being 
easily authenticated and veri?ed Without entailing a signi? 
cant cost increase in manufacturing. 

It is another object of the invention to make it easy to 
alloW a merchant, or retailer, to validate a card on-site. 

These and other objects, features and advantages of the 
present invention Will be more readily understood When 
considered in vieW of the folloWing detailed description of 
the preferred embodiments and accompanying draWings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 illustrates one embodiment of a credit card in 
accordance With the principles of the invention; 

FIG. 2 illustrates another embodiment of a credit card in 
accordance With the principles of the invention; 

FIG. 3 shoWs an illustrative structure of a credit card in 
accordance With the principles of the invention; 

FIG. 4 illustrates an illustrative block diagram of an 
electrical authentication device for use in a credit card in 
accordance With the principles of the invention; 

FIG. 5 shoWs an illustrative ?oW chart for use in a credit 
card in accordance With the principles of the invention; and 

FIG. 6 shoWs a cross-sectional vieW of a preferred 
embodiment of a credit card in accordance With the inven 
tion. 

DETAILED DESCRIPTION 

The present invention is applicable to all kinds of personal 
cards. Nevertheless, in the interest of brevity the invention 
Will be described in the context of a credit card. In vieW of 
the description, application of the invention to other types of 
cards Will become apparent. 

The following US. Patents are hereby incorporated by 
reference: US. Pat. No. 6,188,506 issued Feb. 13, 2001 to 
Kaiserman et al., entitled “Conductive Color-Changing 
Ink;” and US. Pat. No. 5,567,037, issued Oct. 22, 1996 to 
Ferber, entitled “LED for Interfacing and Connecting to 
Conductive Substrates.” In addition, US. patent application 
Ser. No. 09/753,849, ?led Jan. 3, 2001, for Kaiserman et al., 
entitled “Method of Manufacturing Printed Circuit Boards” 
is hereby incorporated by reference. In addition, the inven 
tive concept is implemented using conventional program 
ming techniques, Which are not described herein. 
As described further beloW, a credit card authentication 

system comprises a credit card, a keypad and electronics for 
authenticating use of the credit card. 

In one aspect of the invention, the credit card could be 
comprised of conventional inks presently used in the print 
ing or molding of paper or plastic materials and a single 
layer or multiple layers of conductive compositions. Such a 
composition is both novel and unobvious over materials and 
systems knoWn in the prior art. 

In another aspect of the invention, the credit card com 
prises one, or more, layers, or substrates, of plastic material. 
As used herein, the term “plastic” is intended to cover 
various polymers and, thus, should be construed to include 
polymeric materials of all types. 

Various coating methods can be used to apply a conduc 
tive composition to a surface of one or more of these layers 
of the credit card. Such coating methods include screen 
printing, gravure printing, ?exographic printing, offset print 
ing, spray coating, knife coating, electrostatic coating, 
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4 
reverse roll coating, ink jet printing, laser printing and 
various other knoWn printing and coating methods, such as 
those discussed in US. Pat. No. 5,455,749, issued Oct. 3, 
1995 to Ferber, entitled “Light, Audio and Current Related 
Assemblies, Attachments and Devices With Conductive 
Composition;” US. Pat. No. 5,973,420, issued Oct. 26, 1999 
to Kaiserrnan et al., entitled “Electrical System having a 
Clear Conductive Composition;” and US. Pat. No. 5,626, 
948, issued May 6, 1997 to Ferber et al., entitled “Electrical 
System having a MultiLayer Conductive Composition;” the 
subject matter of Which have all been incorporated by 
reference herein. The conductive composition may be a 
conductive ink either clear or transparent in color, some 
times referred to as Water White or, in a visible color that is 
transparent, translucent or opaque in appearance. 

Coatings or printing of conductive compositions may be 
printed on one side of a substrate, printed on both sides 
separated by a dielectric material, printed on both sides 
separated by a material that has a different resistance then 
the coatings or applied in such a manner as to pass from one 
side to the other side With continuity. 
As an option, “dummy” conductors or circuit elements 

that are not part of the actual circuitry can be included When 
the conductive composition is applied in the interest of 
impeding copying of the actual circuitry. Further, a “dummy 
layer” of such conductors or circuit elements can be 
included in the layered structure of the card in order to hide 
or camou?age the “real” circuitry. Still another, anti-copying 
measure is to laminate the layers of the card such that any 
attempt to access an inner layer Would result in destruction 
of that layer. 
An illustrative credit card 100, in accordance With the 

principles of the invention, is shoWn in FIG. 1. Credit card 
100 comprises one, or more, substrates as represented by top 
surface 120. On top surface 120 there is printed (like any 
conventional credit card) a text portion 22 comprising the 
card type and account number, along With a text portion 21 
comprising the holder’s name and validity dates. Other 
information, or indicia, may also appear on the surface of a 
credit card, e.g., a “member since” indicator, credit card 
company name, etc. These are not shoWn for simplicity. As 
an option, the credit card may include a magnetic strip 125. 
The strip can be used to store the same kind of information 
that is commonly stored in current credit cards. Also, as 
shoWn in FIG. 1, the magnetic strip can be located on the 
backside of the card toWards the top, as is the current 
convention. HoWever, it should be noted that non-conven 
tional types of information may be stored on the strip and the 
strip may be located at any position on the card. 

In addition, credit card 100 includes a “SMART chip” 135 
and, as such, is a form of smart credit card. A smart credit 
card Works and looks just like a regular credit card but 
differs from a regular credit card in that it contains an 
electronic chip (the SMART chip). SMART chip 135 is 
embedded on top surface 120 of credit card 100 and com 
prises a microprocessor With 32 Kbytes of memory. As 
knoWn in the art, the SMART chip Works in conjunction 
With a “reader.” The SMART chip is able to perform some 
cryptographic functions such as creating or checking a 
digital signature. The primary purpose of the SMART chip 
is to authenticate the identity of the cardholder via the 
reader. For this purpose, the SMART chip may hold a 
public/private key pair together With a digital certi?cate. The 
certi?cate asserts that the public key on the card belongs to 
the person associated With a particular identi?er; this asser 
tion is made by a Certi?cate Authority run by the University 
Card Services. The corresponding private key remains on 
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the card: it cannot normally be extracted, but is used by the 
cryptographic functions of the SMART chip. 

The private key on the credit card is protected by a PIN 
(personal identi?cation number) code. A PIN code is 
assigned at random When the credit card is issued; it may 
also be possible for individuals to change their PIN codes at 
a later date. If the PIN code is entered, via the reader, 
incorrectly three times in succession, the SMART chip 
“blocks” the card from further use. The card must then be 
returned to the card of?ce Where it can be “unblocked” if 
staff are assured that it is in the hands of the rightful oWner. 

In accordance With one aspect of the invention, a user of 
a credit card is authenticated Without requiring the use of 
external devices, such as a reader. Credit card 100 also 
comprises, on top surface 120, an input device 130 and an 
alerting device 140, along With an optional text caption 
“Valid When Lit.” 
As shoWn in FIG. 1, input device 120 is illustratively a 

keypad comprising 5 keys. These keys are implemented 
using, e.g., conductive touch-sensitive ink as described in 
above-mentioned US. Pat. No. 5,626,948, membrane 
sWitches, pressure sWitches, bend and/or ?ex sensors, but 
tons or other knoWn activation devices. Either a human 
touch or another object touching these sWitches Would 
actuate the sWitch. 

Alerting device 140 is illustratively a portion of top 
surface 140 comprising thermochromic ink, i.e., With an 
electronic color change capability. The latter is described in 
above-mentioned US. Pat. No. 6,188,506. 

Turning noW to FIG. 2, a different arrangement of a credit 
card in accordance With the principles of the invention is 
shown. Credit card 200 is similar to credit card 100 of FIG. 
1 except for the location, shape and siZe of the input device. 
As such, like numbers indicate similar elements and are not 
described further. In credit card 200, an input device 230 is 
arranged along a top portion of surface 120. Input device 
230 is illustratively a keypad comprising a linear array of six 
keys. The card may also include a magnetic strip like the 
strip shoWn in FIG. 1. 
An illustrative structure for a credit card 300 comprising 

an electrical authentication device is shoWn in FIG. 3. The 
structure comprises a thin ?lm battery 301 for providing 
poWer, an input device and sWitch 302, and a SMART chip 
303 laminated into the credit card pro?le as indicated. The 
battery types that may be used as battery 301 include 
rechargeable batteries and non-rechargeable batteries. 
Examples of batteries that may be employed are nickel 
cadmium batteries, lithium ion batteries, printed batteries 
and the like. Moreover, a solar cell may be employed in lieu 
of a battery. 
An illustrative block diagram of an electrical authentica 

tion device for use in a credit card is shoWn in FIG. 4. 
Electrical authentication device 400 comprises input device 
405 (e.g., representative of input device 130, of FIG. 1, or 
input device 230, of FIG. 2), a processor 410 (e.g., the 
above-mentioned SMART chip) and alerting device 415 
(representative of alerting device 140 of FIGS. 1 and 2). 
Input device 405 receives information as represented by 
arroW 401 (e.g., a key press). Processor 410 is a stored 
program control processor and includes memory (not 
shoWn) for executing program data stored therein. 

In accordance With an aspect of the invention, a personal 
identi?cation number (PIN) code is programmed a priori 
into processor 410 (e.g., its memory). Alternatively, con 
ductive ink is used to print a conductive pattern With 
numerous pairs of resistors and conductors on a substrate of 
the credit card. Each resistor/conductor pair is tied betWeen 
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6 
a positive voltage and ground such that a prede?ned logic 
level, or state, can be associated thereWith. Disabling, or 
bloWing, one element of the pair, e.g., the conductor, causes 
the logic level to change to another state. In this Way, a PIN 
code can be a priori set in the credit card before distribution. 

Turning noW to FIG. 5, an illustrative ?oW chart is shoWn 
for use by the electrical authentication device. As noted 
above, the credit card has a PIN code stored therein. In order 
to authenticate use of the card, the user must ?rst enter the 
PIN code, via the input device. As such, in step 505, the 
electrical authentication device (e.g., processor 410 of FIG. 
4), receives a sequence of k digits from a set of K digits. (In 
the context of FIG. 1, K:4; While in FIG. 2, K:5.) The end 
of the k digit sequence is represented by use of the “\/” key. 
This is the “entered PIN code.” After the end of the sequence 
has been detected by processor 410, a comparison is made 
to the stored PIN code. If the correct PIN code has been 
entered, processor 410 enables, in step 515, the alerting 
device such that the alerting device turns a prede?ned color 
to indicate the holder of the credit card is an authorized user 
of the card. In addition, processor 410 initiates a timer in 
step 520. Upon expiration of the timer, processor 410 
disables the alerting device in step 525 such that the pre 
de?ned color is no longer shoWn by the alerting device. The 
thermochromic ink is used to shoW semi-permanent color 
changes and/or text. 
As another variation of the above-described method, the 

magnetic strip for storing the credit card information is 
blocked from being read until the proper PIN code is input 
by the user. Upon authentication by processor 410, a timer 
(e.g., implemented in softWare) unblocks the magnetic strip 
for a preset time allowing the card to be used for that given 
WindoW of time. 

In a preferred implementation of the strip blocking 
embodiment, the reading of the magnetic strip is blocked by 
emission of a noise signal. The noise signal is preferably a 
pulsed signal and it is emitted until the proper PIN code is 
input. Upon entry of the proper PIN code, the processor 410 
turns off the noise generator and the strip can be read. 

In any event, if the entered PIN code does not match the 
stored PIN codeinothing happens. Alternatively, processor 
410 can de-actuate the card. For example, processor 410 can 
trigger another portion of the alerting device, or a different 
alerting device, to indicate that the card may not be in the 
possession of an authorized user by shoWing a different 
color. As yet another variation, processor 410 can keep track 
of the number of incorrect attempts and, if a prede?ned 
number is reached (Within or Without a prede?ned time 
period), trigger another portion of the alerting device, or a 
different alerting device, to indicate that the card may not be 
in the possession of an authoriZed user by shoWing a 
different color. Similarly, electronics could be added to Wipe 
the magnetic strip of account information, or erase the PIN 
code from memory, after a prede?ned number of incorrect 
attempts Within, or Without, a prede?ned time period. 

In accordance With an aspect of the invention, the above 
described authentication device and method can be used to 
activate, actuate, or de-actuate, a credit card and to verify in 
the presence of a merchant an authoriZed user of the credit 
card. Although the illustrative credit card Was shoWn With 
one alerting deviceithe alerting device can have more than 
one type of thermochromic portion (e.g., With different color 
de?nitions), or more than one alerting device can be used, to 
separately shoW a valid activation and valid authentications. 

Other variations are possible. For example, the alerting 
device can comprise a bloWing agent, such that self-em 
bossing or self de-embossing occurs as a function of the 
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authentication of the user. In addition, instead of thermo 
chromic ink as the alerting device, a surface mounted LED 
(light emitting diode) may be used that Will light up upon 
entry of a correct PIN code thereby authenticating the user 
to the retailer. Alternatively, or in addition to, the alerting 
device may generate an audio signal (i.e., a sound) appro 
priate to the authentication status of the user. 
As described above, one aspect of the invention provides 

the ability to make credit cards resistant to counterfeiting 
While at the same time being easily authenticated and 
veri?ed Without entailing a signi?cant cost increase in 
manufacturing. In addition, another aspect of the invention 
makes it easy to alloW a merchant, or retailer, to validate a 
card on-site. 
As noted above, conductive compounds may be used. A 

conductive compound may be of any color, formulation type 
and conductivity range. Further, a conductive compound, by 
Way of example, may comprise polyesters, polyamides, poly 
vinyl alcohol, poly vinyl acetate, poly vinyl chloride, alkyds, 
phenolics, acrylics and/ or polyurethanes or any combination 
thereof for as a binder system. In addition, a conductive 
compound, by Way or example, may utiliZe all knoWn 
conductive materials including but not limited to, carbon, 
graphite, silver, gold, platinum, palladium, nickel, stainless 
steel, other conductive metals, conductive polymers, acids, 
salts, glycols, Water or antistats of all knoWn types including 
combinations of conductive materials. Additives to a con 
ductive compound may utiliZe any knoWn humectants, sol 
vents, pigments, Wetting agents, thickeners, ?llers or com 
bination of materials. 

Turning to FIG. 6, there is shoWn a cross-sectional vieW 
of a preferred embodiment of a credit card in accordance 
With the invention. The ?gure is oriented such that the front 
of the credit card is facing the top of the page and the back 
of the credit card is facing the bottom of the page. The 
thickness of the layers has been greatly exaggerated and the 
relative thicknesses of the layers have not been preserved. 
As can be seen from the ?gure, the card consists of 11 

layers. From the top doWn, the card includes a protective 
layer 601 over a layer that includes four color process 
printing 602. Under the printing layer 602 lies a layer of 
deformable plastic 603 that, in turn, lies over a heating 
circuit layer 604 and a layer of hard plastic 605. The 
combination of the deformable plastic layer 603, heating 
circuit layer 604 and hard plastic layer 605 can be used to 
implement the self-embossing feature of the invention. More 
speci?cally, a portion of the deformable plastic may be 
deformed in response to directed heat generated by heating 
circuitry in layer 604. 

Beneath hard plastic layer 605 is a chemically resistant 
layer 606, a battery chemicals layer 607 and a chemically 
resistant layer 608. The chemically resistant layers 606 and 
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608 contain the battery chemicals. The battery chemicals 
layer 607 may include one or more sub-layers, such as an 
anode layer and cathode layer. In any event, the battery 
chemicals layer is used to form a dry cell battery, Wet cell 
battery or the like, and provides poWer for the circuits on the 
card. 
BeloW chemical resistant layer 608 is a second layer 

having four color process printing 609. Under layer 609 is 
a protective layer 610. A magnetic strip layer 611 lies under 
protective layer 610 and, in a preferred embodiment, does 
not extend over the full surface of protective layer 610. That 
is, the magnetic strip may cover only a narroW sWath of 
protective layer 610. 

Although the invention herein has been described With 
reference to particular embodiments, it is to be understood 
that these embodiments are merely illustrative of the prin 
ciples and applications of the present invention. It is there 
fore to be understood that numerous modi?cations may be 
made to the illustrative embodiments and that other arrange 
ments may be devised Without departing from the spirit and 
scope of the present invention as de?ned by the appended 
claims. 
The invention claimed is: 
1. A card capable of user authentication, comprising: 
an input interface through Which a user of the card can 

enter a personal identi?cation number; electronics for 
comparing an entered personal identi?cation code to a 
stored reference code; and 

thermochromatic ink adapted to change color When the 
entered code corresponds to the stored reference code. 

2. The card of claim 1, Wherein the electronics comprises 
conductors formed from conductive ink. 

3. The card of claim 2, Wherein the card comprises 
multiple layers including at least one layer made up of 
circuit elements formed using conductive ink. 

4. The card of claim 3, Wherein the card further comprises 
at least one layer of dummy circuit elements formed using 
conductive ink. 

5. The card of claim 1, Wherein the input interface 
comprises a multiple of keys. 

6. The card of claim 5, Wherein the input interface 
comprises a multiple of alpha/numeric keys. 

7. The card of claim 1, further comprising a magnetic strip 
for storing information. 

8. The card of claim 7, further comprising a noise gen 
erator for blocking reading of the magnetic strip until an 
entered code corresponds to the stored reference code. 

9. The card of claim 8, Wherein upon entry of an entered 
code corresponding to the stored reference code, the noise 
generator is turned off for a predetermined period of time. 

* * * * * 


