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(57) ABSTRACT 

An electronic security apparatus for a vehicle being capable 
of controlling the performance of a vehicle function in 
response to a user attempting to start the engine of the 
vehicle. The system being capable of controlling the per 
formance of the vehicle function in response to being 
provided With a ?rst security code from an electronic key 
(12). The security system has a secured mode of operation 
in Which the system may be set to a limited authorization 
state in Which performance of the vehicle function is 
enabled. The system also has an unsecured mode of opera 
tion in Which the user performing the action enables per 
formance of the vehicle function irrespective of Whether or 
not one or more conditions are met. 

10 Claims, 5 Drawing Sheets 
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ELECTRONIC SECURITY SYSTEM 

FIELD OF THE PRESENT INVENTION 

This application claims priority to, and is a National Phase 
?ling of, PCT Application Ser. No. PCT/GBO2/02985, ?led 
Jun. 28, 2002. 

The present invention relates to electronic security sys 
tems for vehicles operated using electronic keys. 

BACKGROUND 

Electronic engine immobilizer systems for vehicles are 
knoWn. An electronic engine control module, or security 
module Which operates With the electronic engine control 
module, is generally in an armed state Whenever the engine 
is switched off. This prevents the engine from being started 
(for example, by disabling the spark distribution system 
and/or the fuel injection system). The immobilizer system 
may be disarmed by use of the correct electronic vehicle key. 
Typically, a radio frequency (RF) transceiver is located in 
the head of a conventional mechanical key for the standard 
mechanical lock on the steering column of the vehicle. The 
transponder has a unique digital security code. The code is 
sent to an RF transceiver in the vehicle and the security code 
is passed to the security module or electronic engine control 
module of the vehicle. If the security code matches a 
security code stored in the security module or electronic 
engine control module, the engine immobilizer function is 
disarmed. Once the engine is sWitched off again, the security 
module or electronic engine control module is returned to an 
armed state. 

Electronic vehicle access systems are knoWn. Typically, 
an electronic vehicle access control module or security 
module is connected to the central locking system of the 
vehicle, for securing all vehicle access points, and to a RF 
receiver located in the vehicle such that RF signals may be 
received from inside and outside the vehicle. An RF trans 
mitter is located in the head of a conventional mechanical 
key, or in a separate electronic key device, and is operable, 
by activation of a push button, to transmit a unique digital 
security code Which may be received by the RF receiver of 
the vehicle and passed to the electronic vehicle access 
control module or security module. If the security code 
matches a security code stored in the electronic vehicle 
access control module or security module, the central lock 
ing system of the vehicle is controlled to toggle betWeen a 
locked and an unlocked state. The RF transmitter is typically 
su?iciently poWerful to transmit a receivable signal over a 
distance of a feW metres. Thus, access points to a vehicle 
may be locked or unlocked remotely. 
US. Pat. No. 6,181,026 describes a vehicle immobilizer 

system for electronic engine control in Which the controller 
for the engine immobilizer, When in a disarmed state, 
monitors engine-running sensors and sWitches to the armed 
state if the engine-running sensors indicate that the engine is 
not running even though the ignition sWitch has not been 
detected have been put in the off position. 

International patent publication WO 01/25572 describes a 
vehicle access system With an electronic key Which provides 
an authorisation signal Without requiring manual activation 
by the user. The system includes tWo modes, one of Which 
is a conventional mode and the other of Which is referred to 
as a valet mode. Vehicle functions, such as unlocking of the 
car boot, are prevented in valet mode of operation. The valet 
mode does not prevent vehicle theft by a person having use 
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2 
of the electronic key, since a valet is required to be able to 
drive the vehicle on behalf of the oWner. 
GB-A-23052l6 discloses a security controller for a 

vehicle Which receives “lock” and “unlock” signals from a 
portable transmitter unit. If the vehicle is stolen and correct 
authorisation given, a remote station Will transmit a “dis 
able” signal Which Will cause the controller to disable the 
vehicle. The security controller can alloW the remote station 
to track the vehicle. The remote station can transmit signals 
Which override signals from the portable transmitter. 

During the distribution of recently manufactured vehicles, 
it is common to place the vehicles in a secure mass storage 
area. To alloW quick operation of the vehicles in the storage 
area, the vehicles may be left With the vehicle keys inside 
and the doors of the vehicles unlocked. HoWever, control of 
access to the secure area is di?icult to administer and vehicle 
theft can be a problem unless expensive security measures 
are implemented. Similar problems arise in other situations 
in Which the vehicle keys are kept in the vicinity of the 
vehicle. 
The present invention aims to provide a solution to such 

problems. 

SUMMARY OF THE PRESENT INVENTION 

According to a ?rst aspect of the present invention there 
is provided electronic security apparatus in accordance With 
appended claim 1. 

Thus, the electronic security system may be placed in the 
secured mode during storage or transit or at other times 
When the keys and vehicle may be co-located, to neverthe 
less prevent theft (for example, by disabling one or more 
vehicle functions such as the switching off of the immobi 
lizer), and later set to an unsecured mode When the vehicle 
has been delivered. The dealer or oWner can then implement 
security by keeping the vehicle key in a secure location. 
The setting of the limited authorisation state is temporary. 

For instance, the unauthorized state may be automatically 
set after n user actions have been performed resulting in the 
performance of the vehicle function, Where n is an integer. 
Thus, although limited authorisation may be provided so as 
to alloW for example the vehicle to be moved, the electronic 
security system reverts to the unauthorized state after suf 
?cient opportunity has been provided for the vehicle func 
tion to be performed. 

Preferably, the mode of operation is con?gurable by a user 
in dependence on one or more predetermined criteria being 
met, the criteria including one or more of the folloWing: the 
vehicle being a predetermined vehicle, the time of user 
con?guration being Within a predetermined period of time, 
the geographic location of an electronic device being Within 
a predetermined geographic region, and the user being a 
predetermined user. Thus, When a vehicle function needs to 
be performed Whilst the vehicle is in the secured state, such 
as When a vehicle needs to be driven, performance of the 
vehicle function may be alloWed by con?guring the ?rst 
mode, but only under controlled and predetermined criteria. 

Preferably, the process of determining Whether the pre 
determined criteria are met is performed by accessing 
remotely stored data other than data representing the pre 
determined criteria, the remotely stored data including: a 
vehicle identi?er, a current time, a current geographical 
location of an electronic device, a user identi?er. In pre 
ferred embodiments, the current time and/or current geo 
graphical location are obtained using a GPS and/or RDS 
system, and the user identi?er is obtained from a user smart 
card. Thus, the data required to verify that the mode of 
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operation may be con?gured, and vehicle functions per 
formed, may be stored and retrieved from secure and reliable 
external systems. 

In one embodiment, the unsecured mode of operation is 
permanently con?gured after the system has been set to the 
limited authorisation state a predetermined number of times 
and/ or the vehicle has been driven a predetermined distance 
or after a predetermined time or period of time. Although 
vehicle security is required during storage and transit fol 
loWing manufacture, after this has occurred, vehicles may be 
under dealer or end consumer control, and other conven 
tional security systems may once again be employed, thus, 
advantageously, the electronic security system may be auto 
matically set to the unsecured mode. 

According to a second aspect of the present invention 
there is provided a method of controlling the performance of 
a vehicle function in response to a user action, in accordance 
With appended claim 9. 

Computer programs for performing the method are also 
provided. 

Further features and advantages of the present invention 
are to be found in the folloWing description of preferred 
embodiments of the invention, given by Way of example 
only, made With reference to the accompanying draWings. 

BRIEF DESCRIPTION OF DRAWINGS 

FIG. 1 is a schematic diagram shoWing a systems archi 
tecture for use in an embodiment of the present invention; 

FIG. 2 is a schematic block diagram shoWing the main 
components of an electronic key for use in an embodiment 
of the present invention; 

FIG. 3 is a schematic block diagram shoWing the main 
components of an electronic con?guring device for use in an 
embodiment of the present invention; 

FIG. 4 is a schematic diagram shoWing data representing 
predetermined criteria and second security codes according 
to an embodiment of the present invention; 

FIG. 5 is a How diagram shoWing the procedure folloWed 
by an electronic security system When in a secured state 
according to an embodiment of the present invention; and 

FIG. 6 is a How diagram shoWing the procedure folloWed 
by an electronic con?guring device to set an electronic 
security system to an unsecured state according to an 
embodiment of the present invention. 

DETAILED DESCRIPTION OF EMBODIMENTS 
OF THE PRESENT INVENTION 

FIG. 1 is a schematic diagram shoWing a systems archi 
tecture for use in an embodiment of the present invention. 
An electronic security system 10 ?tted to a vehicle such as 
an automobile (not shoWn) is capable of controlling the 
performance of a vehicle function. It is to be understood that 
the vehicle function controlled may be any vehicle function 
such as the operation of the engine or the central locking 
system. HoWever, for illustrative purposes We shall assume 
that the vehicle function controlled is the operation of the 
engine. In this embodiment the security system 10 includes 
an engine immobilizer. Electronic security system 10 is 
capable of communicating data With electronic key 12 over 
a communications channel 14. The key 12 may take the form 
of a conventional mechanical key for the standard mechani 
cal lock on the steering column of the vehicle, including an 
RF transponder as in the prior art. HoWever that the term 
“electronic key” as used herein includes devices such as 
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4 
mechanical keys, smart cards, and other devices capable of 
providing security codes to an electronic security system. 

In this embodiment of the invention, different types of 
security codes are generated using different cryptographic 
keys stored on the device generating the security code, and 
authenticated using corresponding cryptographic keys 
stored on the device authenticating the security code. 
Herein, a ?rst security code corresponds With a ?rst cryp 
tographic key set, a second security code corresponds With 
a second cryptographic key set and a third security code 
corresponds With a third cryptographic key set. 
Communication channel 14 is used to send a ?rst security 

code speci?c to the vehicle from electronic key 12 to 
electronic security system 10 for enabling operation of the 
vehicle function as in conventional systems such as 
described above. 

According to this embodiment of the present invention, a 
second security code is used for con?guring the mode of 
operation of electronic security system 10 betWeen an unse 
cured and a secured mode of operation. When in unsecured 
mode, electronic security system 10 enables starting the 
engine on being provided With a ?rst security code alone. 
When in secured mode, provision of a ?rst security code 
alone does not enable starting of the engine. 

Electronic security system 10 is also capable of commu 
nicating data With an electronic con?guring device 16 over 
a communications channel 18. Electronic con?guring device 
16 is a portable device to be used by personnel involved in 
the storage and distribution of manufactured vehicles. Com 
munication channel 18 is used to send a second security code 
from electronic con?guring device if certain predetermined 
criteria are met as determined by electronic con?guring 
device 16. To enable determination of Whether or not the 
predetermined criteria are met, electronic con?guring device 
16 is also capable of receiving data from remote data 
resources maintained at remote data store 28. For example, 
the predetermined criteria may include a time period and a 
geographical region Within Which the con?guration is per 
mitted. The electronic con?guring device may be provided 
With a Global Positioning System (GPS) transceiver to 
obtain from the GPS the current time and its location from 
a secure and reliable source. 

Electronic con?guring device 16 is capable of communi 
cating data With a user terminal 20, such as a PC, over 
communication channel 22. User terminal 20 is capable of 
communicating With a central server 24 over communication 
channel 26. Central server 24 is capable of retrieving data 
from remote data store 28 over communication channel 30. 
User terminal 20, central server 24 and remote data store 28 
together form a system for provisioning con?guring device 
16 With the predetermined criteria. Typically, there Will be a 
plurality of user terminals such as user terminal 20 geo 
graphically located at each of the vehicle manufacturer’s 
manufacturing and storage and distribution facilities. Simi 
larly, there Will typically be a plurality of electronic con?g 
uring devices 16 for use With any one user terminal, each of 
Which may be provisioned With different predetermined 
criteria in dependence on the identity of the operator of the 
device. Furthermore, electronic con?guring device 16 is 
capable of storing a plurality of predetermined criteria Which 
may be speci?c to the electronic security systems of more 
than one vehicle. Thus, one electronic con?guring device 16 
may be used to con?gure the mode of operation of electronic 
security systems ?tted to a plurality of vehicles. 
Communications channels 14, 18, 22, 26 and 30 may use 

any electronic data communication medium or mode, 
Whether ?xed or Wireless, packet or circuit sWitched. Pref 
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erably, communication channels 14 and 18 use a similar RF 
communications protocol, namely that used by a conven 
tional electronic key 12, so as to minimiZe equipment 
requirements on the vehicle. However, other Wireless prox 
imity bearers may be used such as IrDA and BluetoothTM. 
Communication channel 26 preferably uses a client/server 
communication mode, for example HTTP, over a public 
?xed data netWork such as the Internet. A virtual private 
netWork arrangement may be used for communications over 
the Internet betWeen central server 24 and user terminal 20. 
Preferably, secure data encryption is used in communica 
tions over each of communication channels 14, 18, 22, 26 
and 30 to prevent third parties obtaining access to the 
cryptographic key data. 

In preferred embodiments, the physical components of 
electronic security system 10 are conventional and Will not 
be described further here. The softWare components, hoW 
ever, are not conventional and Will be described beloW. 

FIG. 2 is a block diagram shoWing the main components 
of electronic key 12. CPU 32 is connected to communica 
tions module 34, and a non-volatile data store 36. Commu 
nications module 34 is capable of communicating With the 
conventional transceiver in electronic security system 10 
and of communicating a vehicle-speci?c ?rst security code. 
The cryptographic key for the ?rst security code is stored in 
data store 36 and accessed by CPU 32 for transmission in 
response to the user pressing a button on the key or on 
interrogation by the vehicle’s RF transponder in response to 
the user turning the key in the engine start mechanism. 

FIG. 3 is a block diagram shoWing the main components 
of electronic con?guring device 16. CPU 38 is connected to 
communications module 42, a non-volatile data store 44, a 
man machine interface (MMI) 40, and a GPS receiver 46. 
Users, such as personnel involved in the storage and distri 
bution of manufactured vehicles, use the MMI 40 to control 
the operation of electronic con?guring device 16. User 
interfaces are provided for user entry of a PIN number or 
other user identi?er and for initiating the process of deter 
mining Whether predetermined criteria are met and conse 
quently communicating a vehicle-speci?c second security 
code to electronic security system 10 using communications 
module 42. User interfaces are also provided for user entry 
of a PIN number or other user identi?er and for initiating the 
process of communicating a third security code, generated 
using a cryptographic key common to all of a large set of 
vehicles subject to the security system of this embodiment of 
the present invention, to electronic security system 10 using 
communications module 42. Communication module 42 is 
also capable of receiving cryptographic keys for the gen 
eration of second security codes and predetermined criteria 
from user terminal 20. Data representing predetermined 
criteria, cryptographic keys, the third security code and other 
data, algorithms and softWare for executing the processes 
performed by CPU 38, are stored in data store 44. Typically, 
a plurality of predetermined criteria and cryptographic keys 
for second security codes are simultaneously communicated 
to electronic con?guring device 44 and stored in data store 
44. Optionally, user interfaces may be provided for initiating 
reception of this data and for management of data. 

FIG. 4 is a schematic diagram shoWing the data repre 
senting predetermined criteria and cryptographic keys for 
second security codes according to an embodiment of the 
present invention. Three vehicle-speci?c data records are 
shoWn in three individual roWs. Each data record comprises 
a plurality of ?elds shoWn at columns 48, 50, 52, 54 and 56 
representing a vehicle ID, time period, geographic region, 
user ID and second security code cryptographic key respec 
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6 
tively. The ?rst four of these are data specifying predeter 
mined criteria Which must be met before the second security 
code may be transmitted by electronic con?guring device 16 
to electronic key 12. The three illustrative data records shoW 
predetermined criteria for three different vehicles but With 
the same temporal and geographical conditions and speci?ed 
for use by the same user. Thus, When provided to electronic 
con?guring device 16, all three data records enable a user 
With user ID 2665474643 to con?gure electronic security 
system 10, via electronic key 12, provided the date is 
betWeen 17.6.2001 and 18.6.2001 and provided the con?gu 
ration is performed Within a region de?ned as a circle of 
radius 35 miles centred on latitude 43.67, longitude 47.35. 
HoWever, the ?rst data record Will only be able to con?gure 
a vehicle With vehicle ID 355454668 and so on. Also, the 
second security code cryptographic keys in the three data 
records are different for each vehicle ID and correspond to 
unique cryptographic keys for second security codes pre 
stored in the electronic security system ?tted to the corre 
sponding vehicle thus ensuring that release of a secure mode 
setting is limited to an authoriZed person and satisfying 
predetermined criteria for the correct vehicle. In other 
embodiments of the present invention some of the prede 
termined criteria may be omitted and other predetermined 
criteria may also be included. 

FIG. 5 is a How diagram shoWing the procedure folloWed 
by electronic security system 10 according to an embodi 
ment of the present invention, When the security system is in 
the secured mode. The process starts at step 64 With elec 
tronic security system 10 in secured mode With the engine 
stopped, the key in the vehicle and the doors of the vehicle 
unlocked. This is the default mode of operation after vehicle 
manufacture. If at step 68 an attempt is made to start the 
vehicle engine When the engine is in secured mode, by 
turning the key in the ignition, the engine does not start 
although the user has conducted the usual engine start action 
using the correct key, containing a correct ?rst security code, 
for the vehicle. The process returns to step 64 and the vehicle 
remains in secured mode With the engine stopped. 

If a person is authoriZed to operate the vehicle Whilst in 
secured mode, the person Will have an electronic con?guring 
device, and as described above Will be able to use the device 
16 to transmit the third security code to the vehicle. Typi 
cally, the device 16 Will ?rst interrogate the vehicle key to 
obtain the vehicle ID, and use the vehicle ID along With the 
common cryptographic key to generate the third security 
code. If in step 68 the security system 10 does not receive 
and authenticate a third security code, the process returns to 
step 64 and the vehicle remains in secured mode With the 
engine stopped. If in step 68 the security system 10 does 
receive and authenticate a third security code, the limited 
authorisation state is set for the vehicle, step 70, alloWing the 
user to start the engine of the vehicle by turning the vehicle 
key 12 in the ignition. Although not shoWn in FIG. 5, the 
limited authorisation state may be enabled for a limited time 
period, Which times out if no engine start attempt is detected, 
and the process returns to step 64. 
When an engine start attempt is detected in the limited 

authorisation state, for example by detecting a turn of the 
ignition key, the process continues to step 72 Where the 
electronic key 12 is interrogated for the conventional vehicle 
speci?c ?rst security code. If the ?rst security code is not 
received and authenticated, then the process returns to the 
limited authorisation state beloW step 70, and the vehicle 
remains in secured mode With the engine stopped. If at step 
74 the ?rst security code is received and authenticated, the 
engine immobilizer is disabled and the engine is started, 
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allowing the vehicle to be driven, step 76. When the engine 
is next stopped, after a predetermined no of repetitions of the 
engine stop/ start process, step 78, the security system auto 
matically resets the security system to the unauthorized 
state, and the process returns to step 64. If a user then tries 
to start the engine using the electronic key 12 alone, the 
engine does not start. 

In alternate embodiments of the present invention, elec 
tronic security system 10 stores a list of unique crypto 
graphic keys for the generation of third security codes any 
of Which may be provided to enable con?guration and each 
of Which contains data indicating a number of engine starts, 
time or period of time for Which the con?guration is valid. 
For example, a certain third security code may indicate that 
the con?guration is valid for 3 engine starts. Electronic 
security system 10 maintains a counter recording the number 
of engine starts that occur during the limited authorisation 
con?guration and after three engine starts, the system is 
automatically set back to the unauthorized state in secured 
mode. Optionally, after provision of a third security code and 
con?guration of the unsecured mode of operation, the third 
security code is erased from or marked as non-operable in 
electronic security system 10 thus preventing repetition of 
the con?guration using the same third security code. 

FIG. 6 is a How diagram shoWing the procedure folloWed 
by electronic con?guring device 16 When con?guring the 
system to a permanent unsecured mode. In the unsecured 
mode, the security system no longer requires periodic re 
authorisation using the electronic con?guring device. The 
unsecured mode is typically set When the car is delivered to 
a dealer or end consumer. In unsecured mode, When an 
engine start attempt is made using the correct vehicle key 12, 
and the ?rst security code is authenticated by the security 
system 10, the vehicle immobiliZer is sWitched off and the 
engine is started, irrespective of hoW many times the engine 
has been started since the vehicle Was con?gured in unse 
cured mode. 

Referring to FIG. 6, When the user operates MMI 40 to 
initiate the process of determining Whether the predeter 
mined criteria are met and consequently communicating a 
second security code to electronic key 12, the process starts 
at step 82, electronic con?guring device 16 interrogates 
electronic key 12 for the vehicle ID security code in a similar 
manner to electronic security system 10. At step 84 the 
vehicle ID code is checked against the data records stored in 
electronic con?guring device 16. If no match is found, the 
process ends. If a match is found, the process continues to 
step 86 Where a current time and/or geographical location 
are obtained using GPS receiver 46. At step 88, the current 
time and geographical location are checked against the 
corresponding criteria in all data records matching the 
vehicle ID. If no match is found, the process ends. If a match 
is found, the process continues to step 90 Where electronic 
con?guring device 16 queries the user for a user identi?er 
such as a manually entered PIN or identi?er stored on a 
smart card. At step 92, the user ID is checked against the user 
ID contained in any data records for Which the vehicle ID 
and geographic time/location settings matched. If no ?nal 
match is found, the process ends. If a ?nal match is found, 
the process continues to step 94 Where a corresponding 
second security code is generated and transmitted to elec 
tronic security system 10 using communication module 42 
in order to set the system to unsecured mode. The security 
system authenticates the second security code using a cor 
responding stored cryptographic key and, on authentication, 
sets the vehicle permanently to unsecured mode. After 
successful transmission, the data record may be deleted. In 
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unsecured mode, the electronic key 12 operates in the 
conventional fashion to unlock the vehicle doors and to start 
the engine in response to the appropriate user action. 

In alternate embodiments of the present invention, elec 
tronic security system 10 stores a number of limited autho 
risation settings and/or a predetermined absolute time, a 
period of time since manufacture or a mileage driven since 
manufacture Which are checked against the current time, a 
time counter maintained since manufacture or the current 
mileage recorded by the vehicle, respectively, after Which 
the mode of operation of the vehicle is automatically and 
permanently con?gured to be the unsecured mode. 

Various embodiments have been described above using an 
electronic con?guration device to provide security codes 
Which are used to con?gure an electronic security system. 
HoWever, it should be understood that alternate embodi 
ments are envisaged Within the present invention. In one 
alternate embodiment, the electronic con?guring device is 
used to con?gure the electronic key, Which in turn con?gures 
the electronic security system to provide the functionality 
described. In another alternate embodiment, the electronic 
con?guring device is co-located With the electronic key 
(preferably Without duplication of components), thus the 
electronic key is itself capable of being provided With 
predetermined criteria for con?guring the electronic security 
system. In another alternate embodiment, the electronic 
con?guring device is co-located With the electronic security 
system (again preferably Without duplication of compo 
nents), thus the electronic security system is capable of 
being provided With predetermined criteria for self-con?gu 
ration. 

In further alternate embodiments, the mode of operation 
is not maintained by the electronic security system but by the 
electronic key Which operates to transmit the vehicle speci?c 
security code in unsecured mode but not in secured mode. In 
yet further alternate embodiments, the electronic security 
system or electronic key may have more than tWo modes of 
operation, for example an unsecured mode and several levels 
of security in Which various different vehicle functions may 
and may not be performed. 

Further variations and modi?cations to the present inven 
tion are envisaged falling Within the scope of the invention 
as de?ned in the appended claims. 
The invention claimed is: 
1. A system for securing a vehicle electronically, the 

system being capable of controlling the performance of a 
vehicle function in response to a user performing a user 

action, the system comprising: 
an electronic security device (10) ?tted to the vehicle, the 

electronic security device being capable of controlling 
the performance of the vehicle function in response to 
being provided With a ?rst security code; 

an electronic key (12), the key being capable of providing 
the ?rst security code to the electronic security device 
in response to the user action; and 

an electronic con?guring device (16) Which is separate to 
the electronic security device and separate to the key, 
Which electronic con?guring device is capable of pro 
viding a second security code and a third security code, 

the system being arranged to provide a secured mode of 
operation and an unsecured mode of operation, the 
secured mode of operation and the unsecured mode of 
operation being provided based upon one or more 
predetermined criteria: 

Wherein the secured mode of operation in Which the 
electronic security device must be set to a limited 
authorisation state to enable performance of the vehicle 
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function, following Which the system automatically 
sets the electronic security device to an unauthorised 
state in Which the user performing the action does not 
enable performance of the vehicle function; and 

Wherein the unsecured mode of operation in Which the 
user performing the action enables performance of the 
vehicle function Without requiring the limited authori 
sation state to be set, 

Wherein in said secured mode of operation the electronic 
security device is arranged to authenticate the second 
security code based upon the one or more predeter 
mined criteria including a predetermined user ID, and 
in response to said authentication, altering its mode of 
operation from said secured mode to said unsecured 
mode, and Wherein in said secured mode of operation 
the electronic security device is arranged to authenti 
cate the third security code, and in response to said 
authentication, to alter its state from said unauthorised 
state to said limited authorisation state. 

2. The system according to claim 1, Wherein the ?rst 
security code corresponds to a ?rst cryptographic key set, 
the second security code corresponds to a second crypto 
graphic key set, and the third security code corresponds to 
a third cryptographic key set. 

3. The system according to claim 1, Wherein the process 
of determining Whether the predetermined criteria are met is 
performed by accessing remotely stored data other than data 
representing the predetermined criteria. 

4. The system according to claim 3, Wherein the remotely 
stored data includes one or more of the folloWing: 

a vehicle identi?er; 
temporal data; 
geographical location data; and 
a user identi?er. 

5. The system according to claim 2, Wherein the prede 
termined criteria include: 

the vehicle being a predetermined vehicle; 
the time of user con?guration being Within a predeter 
mined period of time; and 

the geographic location being Within a predetermined 
geographic area. 

6. The system according to claim 1, Wherein in the limited 
authorisation state the system monitors for one or more 
conditions being met, and on detecting said one or more 
conditions being met, automatically sets the electronic secu 
rity device to the unauthorised state. 

7. The system according to claim 6, Wherein in said 
limited authorisation state the one or more conditions moni 
tored include performance of the vehicle function, and 
Wherein the unauthorised state is automatically set after n 
user actions have been performed resulting in the perfor 
mance of the vehicle function, Where n is an integer. 

8. The system according to claim 1, Wherein the unse 
cured mode of operation is permanently con?gured after the 
system has been set to the limited authorisation state a 
predetermined number of times and/ or the vehicle has being 
driven a predetermined distance or after a predetermined 
time or period of time. 
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9. A method for securing a vehicle electronically by 

controlling the performance of a vehicle function in 
response to a user performing a user action, the method 
including the steps of: 

providing an electronic security system including an 
electronic security device (10); 

controlling the performance of the vehicle function in 
response to a ?rst security code (74); 

providing a secured mode of operation in Which the 
electronic security device must be set to a limited 
authorisation state (70) to enable performance of the 
vehicle function, folloWing Which the electronic secu 
rity device is automatically set to an unauthorised state 
(64) in Which the user performing the action does not 
enable performance of the vehicle function; and 

providing an unsecured mode of operation in Which the 
user performing the action enables performance of the 
vehicle function Without requiring the limited authori 
sation state to be set, 

Wherein in said secured mode of operation, arranging the 
system to authenticate a second security code based on 
at least one predetermined criteria including a user ID 
and a geographic area, and in response to said authen 
tication, altering its mode of operation from said 
secured mode to said unsecured mode, and Wherein in 
said secured mode of operation, arranging the system to 
authenticate a third security code, and in response to 
said authentication, to alter its state from said unautho 
rised state to said limited authorisation state. 

10. An electronic security system for a vehicle having an 
engine and an engine immobilizer that disables the engine, 
the apparatus comprising: 

an electronic security device having a secured mode and 
an unsecured mode and being con?gured to control at 
least one function of the vehicle, Wherein the electronic 
security device is initially in the secured mode; 

an electronic key being communicative With the elec 
tronic security device, the electronic key being adapted 
to transmit a ?rst security code; 

a con?guring device being communicative With the elec 
tronic security device and the electronic key, the con 
?guring device being adapted to interrogate the elec 
tronic key to obtain an ID of the vehicle and generate 
an additional security code; 

Wherein the electronic security device authenticates the 
additional security code and the vehicle enters a limited 
authorisation state alloWing starting of the engine 
through the use of the electronic key for a limited time 
period; and 

Wherein use of the electronic key causes authentication of 
the ?rst security code and authentication of the ?rst 
security code disables the engine immobiliZer. 


