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SYSTEM AND METHOD FOR LOCALIZING 
DATA AND DEVICES 

RELATED APPLICATION 

This Application is a Continuation-in-Part of the co 
pending, commonly-owned US. patent application, Ser. No. 
11/075,197, ?led Mar. 7, 2005, by A. Huotari and M. 
Baugher and entitled “Remote Access to Local Content 
Using Transcryption of Digital Rights Management 
Schemes,” which in turn is a Continuation-in-Part of the 
co-pending, commonly-owned US. patent application, Ser. 
No. 11/032,764, ?led Jan. 7, 2005, by M. Baugher and 
entitled “Using a Network-Service Credential for Access 
Control,” each application incorporated herein by reference 
in their entirety. 

TECHNICAL FIELD 

Embodiments of the present invention pertain to control 
ling access to content residing on a network. 

BACKGROUND ART 

Content protection systems are typically de?ned by a 
speci?cation. A consortium of companies will develop the 
speci?cation, and a separate licensing authority will license 
the speci?cation to other companies. For example, Digital 
Transmission Content Protection (DTCP) was created by a 
consortium of companies; however, the speci?cation is 
administered and licensed by the Digital Transmission 
Licensing Authority (DTLA). 

The rights holder of a copyrighted work may choose to 
license the work to certain types of devices but not to others. 
A copyrighted movie, for example, may be licensed to play 
only on digital video disk (DVD) player devices that are 
licensed by the DVD Copy Control Association (DVD 
CCA). 

The manufacturers of such devices comply with licensing 
authority policies regarding hardware con?guration, soft 
ware con?guration and the processing of licensed data. A 
compliant device will use the protocols and algorithms of 
the particular licensing authority. 

There are many protocols and algorithms from various 
licensing authorities. For instance, a licensed device may be 
required to have digital video outputs that are protected by 
the High De?nition Content Protection (HDCP) standard. 
Digital Video Interface (DVI) and High De?nition Multi 
Media Interface (HDMI) devices use HDCP. In the case of 
DVD technology, for example, the manufacturer of compli 
ant devices will use the DVD CCA’s Content Scramble 
System (CSS) and will receive a CSS key from the licensing 
authority. As mentioned above, DTLA administers licenses 
to compliant IEEE 1394 and USB 2.0 devices that process 
content according to the DTCP standard. The DTLA also 
licenses DTCP/IP (Internet Protocol) technology for devices 
that operate over IP networks. License Management Inter 
national (LMI) administers licenses to compliant DVD 
recording devices and issues cryptographic keys so that the 
device can run the Content Protection for Recordable Media 
(CPRM) protocols and algorithms. The Content Manage 
ment Licensing Administrator (CMLA) licenses devices that 
comply with the Open Mobile Alliance’s Digital Rights 
Management version 2 (OMA DRM 2) standard. 

In addition to controlling the type of devices licensed for 
copyrighted works, rights holders are also interested in 
where the devices are located. For example, television 
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2 
content is typically licensed to a household, while music 
may be licensed to an individual. This constraint is com 
monly called “localization.” 

Unlike DTCP/IP and OMA DRM 2, many licensed 
devices operate over a particular type of transmission 
medium such as a computer bus or removable disc. With IP 
networking, however, such devices can be network-acces 
sible throughout the home as well as practically anywhere 
else on earth. This reality of IP networking poses a problem 
for business models and security policies that attempt to 
place localiZation constraints on devices and data. A device 
and/or method that can address this type of problem, con 
sidering the many protocols and algorithms used by the 
various licensing authorities, would be advantageous. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The accompanying drawings, which are incorporated in 
and form a part of this speci?cation, illustrate embodiments 
of the invention and, together with the description, serve to 
explain the principles of the invention: 

FIG. 1 is a block diagram of a network according to an 
embodiment of the present invention. 

FIG. 2 is a state transition diagram in a network device 
that enrolls with a localiZation hub according to an embodi 
ment of the present invention. 

FIG. 3 is a logic table that can be used to determine the 
type of network device (e.g., household, mobile, visitor or 
foreign) that requests access to data on a network according 
to an embodiment of the present invention. 

FIG. 4 is a block diagram showing a hub at the service 
provider, a hub on the household network, and network 
devices (source and sink) that enroll with the localiZation 
hub according to an embodiment of the present invention. 

FIG. 5 is a ?owchart of a method for credentialing a 
network device according to an embodiment of the present 
invention. 

FIG. 6 is a block diagram of a device upon which 
embodiments of the present invention may be implemented. 

FIG. 7 is a schematic diagram of a localiZation hub 
according to one embodiment of the present invention. 

FIG. 8 is a block diagram of a hierarchical network of 
localiZation hubs according to an embodiment of the present 
invention. 

FIG. 9 is a data ?ow diagram of a network enrollment 
process across physical and logical interfaces between end 
system devices and a localiZation hub according to an 
embodiment of the present invention. 

FIG. 10 is a ?owchart showing a process for enrolling a 
device with a localiZation hub according to one embodiment 
of the present invention. 

FIG. 11 is a ?owchart showing a process for enrolling a 
localiZation hub with a second localiZation hub according to 
one embodiment of the present invention. 

FIGS. 12 and 13 are block diagrams showing a localiZa 
tion hub in two localiZation proxy con?gurations according 
to embodiments of the present invention. 

FIG. 14 is a block diagram of a localiZed network 
according to one embodiment of the present invention. 

FIGS. 15 and 16 are block diagrams each showing local 
iZed control ?ows to a sink device and source device, 
respectively, according to embodiments of the present 
invention. 

FIG. 17 is a ?owchart of a method for managing the 
distribution of content according to one embodiment of the 
present invention. 
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DETAILED DESCRIPTION OF THE 
INVENTION 

In the following detailed description of the present inven 
tion, numerous speci?c details are set forth in order to 
provide a thorough understanding of the present invention. 
However, it Will be recognized by one skilled in the art that 
the present invention may be practiced Without these speci?c 
details or With equivalents thereof. In other instances, Well 
knoWn methods, procedures, components, and circuits have 
not been described in detail as not to unnecessarily obscure 
aspects of the present invention. 
Some portions of the detailed descriptions, Which folloW, 

are presented in terms of procedures, steps, logic blocks, 
processing, and other symbolic representations of operations 
on data bits that can be performed on computer memory. 
These descriptions and representations are the means used 
by those skilled in the data processing arts to most effec 
tively convey the substance of their Work to others skilled in 
the art. A procedure, computer executed step, logic block, 
process, etc., is here, and generally, conceived to be a 
self-consistent sequence of steps or instructions leading to a 
desired result. The steps are those requiring physical 
manipulations of physical quantities. Usually, though not 
necessarily, these quantities take the form of electrical or 
magnetic signals capable of being stored, transferred, com 
bined, compared, and otherWise manipulated in a computer 
system. It has proven convenient at times, principally for 
reasons of common usage, to refer to these signals as bits, 

values, elements, symbols, characters, terms, numbers, or 
the like. 

It should be borne in mind, hoWever, that all of these and 
similar terms are to be associated With the appropriate 
physical quantities and are merely convenient labels applied 
to these quantities. Unless speci?cally stated otherWise as 
apparent from the folloWing discussions, it is appreciated 
that throughout the present invention, discussions utilizing 
terms such as “receiving,” “converting,” “authenticating,” 
“authorizing,” “identifying,” “forWarding” or the like, refer 
to the action and processes of a computer system, or similar 
electronic computing device, that manipulates and trans 
forms data represented as physical (electronic) quantities 
Within the computer system’s registers and memories into 
other data similarly represented as physical quantities Within 
the computer system memories or registers or other such 
information storage, transmission or display devices. 

Localization of Data or a NetWork Device by a Hub 

FIG. 1 is a block diagram of a netWork 100 according to 
an embodiment of the present invention. In one embodi 
ment, netWork 100 is a representation of a household or 
home netWork With devices on the netWork. In another 
embodiment, netWork 100 is a representation of an enter 
prise netWork With devices on the netWork. 

In the example of FIG. 1, the netWork 100 includes a sink 
device 110 upon Which embodiments of the present inven 
tion can be implemented, a source device 120, a ?rst 
localization hub 130, and a second localization hub 140. 
Hub 130 can service both source and sink in a localized 
netWork such as a netWork of DTCP/IP devices. An advan 
tage of the present invention is in alloWing the source to be 
remote to the sink beyond the seven (7) milli-second and 
three (3) hop localization constraints of DTCP/IP. In the 
remote case, there may be tWo hubs that localize devices by 
household or affinity group. In the example of FIG. 1, all 
devices are at least connected to a private netWork (e.g., a 
household or enterprise netWork), and may be connected to 

20 

25 

30 

35 

40 

45 

50 

55 

60 

65 

4 
a public netWork as Well (e.g., an Internet point of presence 
operated by an Internet service provider). The private net 
Work can include more elements than the example illustrated 
in the ?gures. Also, there can be additional hub, source or 
sink devices located on the private netWork. Furthermore, a 
home netWork may consist of multiple netWorks (e.g., 
multiple local area netWorks). 

Continuing With FIG. 1, in one embodiment, the sink 
device 110 attempts to receive data from a source device 120 
along arc A. In one embodiment, the data is encrypted and 
the sink device 110 requests a decryption key from the 
source device 120 or some third device along arc B. Such 
key establishment algorithms, in Which a requester presents 
a credential to a responder Who uses it to authorize access, 
are Well knoWn. In FIG. 1, the requester is the sink device 
110 and its authorizing credential is the netWork-service 
credential, Which Was obtained earlier in the enrollment 
process by an arc C exchange. In the present embodiment, 
the sink device 110 secures the arc C exchange With IP 
Security (IPsec) protocols; it is Well knoWn in the art of 
netWork security to use the Internet Key Exchange (IKE) to 
establish a secure connection When each party proves its 
authorization using digital certi?cates singed by an author 
ity. An embodiment of the present invention uses Digital 
Transmission License Authority (DTLA) credentials for this 
purpose. The credentials are initialized in sink device 110 
memory (e.g., the credential for the device identity is in 
memory along With the root public key for the DTLA 
authority). In one embodiment, the source device 120 and 
sink device 110 mutually authenticate using their respective 
keys and DTLA credentials. In one embodiment of the 
present invention, sink device 110 additionally passes its 
netWork-service credential to prove that it has enrolled With 
a localization hub on the particular netWork service, and 
source device 120 uses this credential for authorization 
purposes (e.g., to conditionally alloW access to content 
Works that are restricted to devices that are enrolled on a 

particular netWork). In one embodiment, a netWork device or 
hub obtains the netWork-service credential from an Internet 
service provider; this localizes the hub or device to a 
netWork-service interface, and the localization uses a physi 
cal interface When the hub is co-resident With a modem such 
as a cable DOCSIS (Data Over Cable Service Interface 
Speci?cation) modem. 

In an embodiment, the hub device 130 and sink device 
110 mutually authenticate using the DTLA credential When 
the sink device has no netWork-service credential. Each 
device uses a pair of DTLA and netWork service credentials 
subsequent to the ?rst netWork-service enrollment. 

Alternative embodiments may use other authorities 
instead of or in addition to the DTLA, such as the Content 
Management License Administration (CMLA) of the Open 
Mobile Alliance (OMA) or proprietary systems such as 
Microsoft DRM 10 that incorporate the localization func 
tions of the present invention. 

In one embodiment, the arc C exchange occurs entirely 
Within a household netWork betWeen the sink device and the 
hub device, Which also runs a Dynamic Host Con?guration 
Protocol (DHCP) server of administratively scoped IP 
addresses. In another embodiment, the hub uses Universal 
Plug and Play (UPnP) protocols to speak to home netWork 
devices for discovery or other purposes. In another embodi 
ment, the arc C exchange occurs betWeen the home netWork 
device and a service provider’s equipment to obtain the 
service provider’s netWork-service credential from its hub. 
This localizes the credential to a netWork service interface 
such as a broadband netWork interface in cable or digital 
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subscriber line (DSL) modems. In yet another embodiment, 
the arc C' exchange occurs in Which a device can obtain or 
query additional credentials When the service is multi 
homed. (A multi-homed device has more than one netWork 
service interface each With its oWn netWork-service creden 

tial.) 
With reference to FIG. 1, transactions on the arcs are 

con?dential and integrity-protected. In one embodiment, 
source, sink, and hub devices each have a public/private 
keypair. It is knoWn for a licensing authority to sign a 
credential that contains the device’s public key and thereby 
attest to compliance With a device license or security policy. 
An embodiment uses the DTLA as the licensing authority. 

FIG. 2 is an apparatus state transition diagram 200 shoW 
ing different enrollment states according to an embodiment 
of the present invention. This diagram de?nes hoW a net 
Work-service credential is initialiZed in non-volatile appa 
ratus memory, maintained, deleted, and replaced With 
another credential. FIG. 2 depicts an embodiment in Which 
a device is permitted to enroll in exactly one netWork 
service. Di?ferent embodiments may alloW multiple enroll 
ments or only count enrollments or merely track state. 

According to the embodiments of the present invention, 
the non-volatile apparatus memory is initialized With a copy 
of the device manufacturer’s DTLA certi?cate. This state is 
referred to in the state transition diagram 200 as “HAS 
MANUFACTURER’S CREDENTIAL” 210. A DELETE 
operation erases credential memory to disable the apparatus. 
This state is referred to in the state transition diagram 200 as 
“EMPTY” 230. An ENROLL transaction (as Within arc C of 
FIG. 1) replaces the device-manufacturer’s credential in the 
apparatus With a network-service credential. This state is 
referred to in the state transition diagram 200 as “HAS 
NETWORK-SERVICE CREDENTIAL” 220. Subsequent 
RE-ENROLL transactions (as Within arc C of FIG. 1) 
authenticate using the current netWork-service credential. 
NetWork-service equipment and operators do not necessarily 
alloW every device to automatically ENROLL or RE-EN 
ROLL, Which in an embodiment is an infrequent procedure 
performed by the user When the device is ?rst installed in the 
residence or of?ce, or at the time of moving to a neW or 
different household or enterprise netWork. The mobile case 
is special because source devices may accept local creden 
tials With non-local IP addresses such as those found outside 
of a home gateWay. In an alternative embodiment, the 
netWork enrollment is entirely under user control and the 
device may be enrolled and re-enrolled entirely under user 
control. 

Continuing With reference to FIG. 2, the ENROLL trans 
action according to embodiments of the present invention is 
further described. Rather than physical proximity, the 
present invention uses a logical association betWeen a data 
processing (network) device and a netWork-service (local 
iZation hub) device. Which issues a signed credential When 
the particular netWork (source or sink) device enrolls on its 
netWork. A credential typically identi?es a particular author 
ity Whose signature conveys implicit authoriZation for some 
access. The netWork-service credential identi?es the net 
Work-service, Which includes the name or address of the 
service provider and optional subscriber information. The 
name is a large (e.g., 16 byte) and random number in an 
embodiment, and the address is an IPv4 or IPv6 address. 
NetWork service providers have various means to asso 

ciate a subscriber With an interface to their netWork, includ 
ing the medium access control address of a broadband 
modem. In one embodiment, an explicit identi?er for a 
netWork subscriber is de?ned, Which may be referred to as 
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6 
a “subscriber identi?er (ID).” The subscriber ID conveys 
information that the netWork-service uses to identify a 
subscriber’s home netWork. According to DHCP standards, 
the subscriber ID option is stripped off along With physical 
netWork information before the netWork address is passed to 
a subscriber’s device. In one embodiment of the present 
invention, upon enrollment, the netWork-service identi?er is 
returned to the device in the form of a digitally-signed 
netWork-service credential. 

In an embodiment, an authority issues the netWork-ser 
vice credential or delegates this role to the netWork operator 
or equipment vendor. This authority issues a certi?cate 
attesting to one or more things about a device. For multi 
media devices, a licensing authority issues a digitally signed 
credential attesting that the device is authoriZed to process 
some class of data. Such licensing authorities exist for DVD, 
IEEE 1394, OMA, and digital video devices. The DTLA 
licenses DTCP devices on IEEE 1394 buses, IP netWorks, 
and other communications media. 

In one embodiment, the apparatus uses the DTLA or some 
other device licensing authority as a signing authority for 
netWork-service credentials. In another embodiment, the 
apparatus uses the certi?cate authority of the netWork ser 
vice. In yet another embodiment, the apparatus accepts 
equipment vendors’ credentials. In these embodiments, the 
credential contains the cryptographic identity (e.g., the pub 
lic key in an X509 certi?cate) of the device and of the 
netWork service provider. The netWork (sink) and hub 
devices use these credentials in authenticated key establish 
ment, such as in a DTCP or IKE procedure. The authority 
that issues the credential to the device mandates the methods 
for association With a netWork service (enrollment), disas 
sociation With the netWork (revocation), and association 
With a neW netWork (re-enrollment). 

Referring noW to FIG. 3, in an embodiment, distinctions 
such as mobile and household transactions are enumerated 
as shoWn in a truth table 300. In one embodiment, mobile 
operation is de?ned in Which a device With a non-local 
address authenticates With a local credential. The present 
embodiment, therefore, uses a logical rather than a physical 
notion of localiZation for home and enterprise netWorks that 
extends to remote devices on the Internet. Furthermore, the 
present invention applies to netWorks that have no connec 
tion to the Internet and to those that have multiple Internet 
Service Provider (ISP) connections (e.g., are “multi 
homed”). A home netWork typically operates among house 
hold devices even When Internet connectivity is unavailable, 
temporarily or permanently. 

Continuing With reference to FIG. 3, the truth table 300 
can be used to determine What type of device (designated 
herein as household, mobile, visitor, or foreign devices) is 
attempting to gain access to a particular netWork service 
(e.g., a server of movies or other media). In one embodi 
ment, the truth table 300 resides in the authorization logic of 
a server or source device on the same netWork as the sink 

device. The type of a device attempting to gain access to data 
on a source device can be determined based on its IP address 
and netWork-service credential. If it Were a household device 
attempting to gain access, it Would have the same IP address 
range (e.g., subnet) and same netWork-service credential as 
the netWork-service device’s apparatus. If it Were a mobile 
device, it Would have a different IP address and the same 
netWork-service credential as the netWork service device’s 
apparatus. If it Were a visitor device, it Would have the same 
IP address range (e.g., subnet) and a different netWork 
service credential netWork service device’s apparatus. If it 
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were a foreign device, it would have a different IP address 
and a different network-service credential as the network 
device’s apparatus. 
An item of content, for example, can be labeled as being 

available only to certain types of devices. In one embodi 
ment, an item of content identi?ed as being available only to 
household devices would only be provided to a sink device 
that is identi?ed as a household device according to truth 
table 300. 

FIG. 4 is a block diagram showing an embodiment of the 
household network model 400. On household network 
model 400, each source and sink device (430, 440 and 450) 
enrolls with the local hub 420, which may be co-resident 
with a modem and/or DHCP server in an embodiment, 
which in turn enrolls with the ISP localiZation hub 410 for 
the ISP’s network. The local hub 420 uses a manufacturer’s 
credential in an embodiment as its authority for issuing a 
network credential to a network device. In one embodiment, 
local hub 420 enrolls with ISP localiZation hub 410, which 
then signs a network-service credential to the home-network 
hub. The presence and identity of home network devices are 
thereby not disclosed to the ISP network service unless the 
hub function is located solely at the ISP and not in the home 
(an embodiment that relieves the household of owning and 
operating a localiZation hub). In this embodiment, hub 420 
is absent and devices enroll directly with hub 410. When 
both hubs 410 and 420 are in operation, however, the 
network device may receive a pair of credentials, one for the 
local network service and one for the ISP’s network service. 
Thus, a data-processing device on a home network becomes 
associated with a network service in the form of a credential 
(e.g., a signed digital certi?cate) for the network service. 
This is true in embodiments that are independent of DHCP 
as well as those that co-locate the network service with a 
DHCP server or relay. 

FIG. 5 is a ?owchart of a method 500 for credentialing a 
device according to an embodiment of the present invention. 
Although speci?c steps are disclosed in ?owchart 500, such 
steps are exemplary. That is, embodiments of the present 
invention are well suited to performing various other (addi 
tional) steps or variations of the steps recited in ?owchart 
500. It is appreciated that the steps in ?owchart 500 may be 
performed in an order different than presented, and that not 
all of the steps in ?owchart 500 may be performed. 

In step 510, a credential is received at a network device 
in the home. The credential indicates that the device is 
enrolled in the network or service. 

In step 520, the credential is stored in non-volatile 
memory on the device. The credential binds the device to the 
network and thus controls device access to other networks, 
according to the particular policies of those networks. 

In step 530, the network device presents the credential as 
part of a request for content or service. The request may be 
made to the hub itself, or to a ?rewall that accepts the hub 
credentials, or to a provider of licensed data such as movies. 
The hub, gateway, or server, etc., uses the credential to 
authenticate the device, wherein upon authentication the 
authoriZed device is provided access to the service. Whether 
the device is authorized is determined by truth table 300 
and/or other licensing constraints on the content in an 
embodiment. If the device has a household IP address and is 
enrolled on the household network, for example, it may be 
authoriZed to access household content whereas a mobile or 

foreign device may not be so authoriZed. The presentation of 
the credential and the authentication process are transparent 
to a user of the device. 
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8 
In summary, a signed credential (a network-service cre 

dential) is used to enable and control data access on a 
network when the data is private or licensed to be localiZed 
to a particular household or home network. In general, a 
logical association can be used between a network device 
and a hub device to provide localiZation to a network such 
as a particular subscriber to a particular broadband service in 
a particular locale. For instance, the credential can associate 
a device on a home network in one city with a cable 

company or telephone company subscriber in another city. 
This localiZation function is useful for a hub that offers a 
proxy function and transcription of DRM localiZation 
schemes. 
A network-service credential can be stored on a device 

and used to identify the network or service to which the 
device belongs. The device remains bound (via logical 
association using a network-service credential) to a particu 
lar network-service until another network-service permits 
re-enrollment, which is done according to the terms of a 
particular, licensing authority or security policy. Using a 
network-service credential, the device is permitted only one 
network-service association at a time, although multiple 
network-service associations may be allowed. If the network 
device is illegitimately bound to one network-service, how 
ever, it can be prevented from legitimately binding to any 
other network-service when the policy is to restrict enroll 
ment to one network service. Those wanting, for example, 
data-dissemination controls on home or enterprise networks 
can control data transfer on, to, and from these networks. 

System and Method for LocaliZing Data and Devices to a 
Hub 

FIG. 6 is a block diagram of a system 600 upon which 
embodiments of the present invention may be implemented. 
In general, system 600 includes processor 601 for process 
ing information and instructions, random access (volatile) 
memory 602 for storing information and instructions for 
processor 601, read-only (non-volatile) memory 603 for 
storing static information and instructions for processor 601, 
and data storage device 604 such as a magnetic or optical 
disk and disk drive for storing content. System 600 may 
include an optional user output device and an optional user 
input device for communicating information and command 
selections. 

As mentioned previously herein, in addition to controlling 
the type of devices licensed for copyrighted works, rights 
holders are interested in where the devices are located, a 
constraint commonly called “localization.” According to 
embodiments of the present invention, system 600 is utiliZed 
as a “localiZation hub” that aggregates one or more licensed 

interfaces and provides network localiZation services to 
network devices, particularly devices that are licensed by an 
authority charged with controlling the distribution of copy 
righted works, such as DVD CCA, DTLA, CMLA, LMI and 
HDCP. The hub is an aggregation of licensed interfaces and 
conventional network interfaces, and adds a layer of local 
iZation while remaining compliant with the localiZation 
policies of the aforementioned licensing authorities; addi 
tional information is provided in conjunction with FIG. 7, 
below. In general, the hub associates a network device (also 
referred to herein as an entertainment device, a client device 
or a sink or source device) with a network locale; in 
particular, a home network that is owned by a subscriber can 
be associated with a cable, telecommunications company 
(telco) or other broadband service. The hub may reside 
within the home network or at a network- service provider, as 
will be described in more detail below. The hub can be used 
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to “localize” devices and data that are owned by a household 
or licensed to the household by association with that home 
network and by associating the home network with a sub 
scription to a network service. 

FIG. 7 illustrates an “external” view of a localiZation hub 
702 according to one embodiment of the present invention, 
showing examples of logical interfaces from various licens 
ing authorities. In the example of FIG. 7, hub 702 also 
includes at least one interface 704 that runs the IP suite of 
services over some type of network, such as an Ethernet or 
WiFi (wireless ?delity) network. DTCP/IP and OMA DRM 
2 interfaces 706 and 708 also run over IP networks, and the 
interfaces 706 and 708 may be multiplexed on a shared IP 
interface. 

In one embodiment, client devices (not shown in FIG. 7) 
enroll with hub 702 over a network as described above in 
conjunction with FIGS. 1-5. In another embodiment, the hub 
702 may be embedded within a client device itself (e.g., 
within a DVD player, a DVD writer, or some other type of 
media device), in which case an explicit enrollment 
exchange such as that described above by FIG. 2 (as well as 
by FIG. 9, below) may not be necessary. Client devices may 
use standard protocols to obtain a certi?cate from hub 702, 
such as the Simple Certi?cate Enrollment Protocol. In 
general, using mechanisms such as those just mentioned, 
hub 702 can associate different devices to, for example, a 
subscriber’s home network so that those devices can prove 
their network association to each other as well as to devices 
outside the home network. 

As used herein, the term “hub” refers generally to a 
localiZation point of activity. The spokes of the hub can be 
the interfaces mentioned above, although a spoke may also 
connect another hub. Thus, the term “hub” should not be 
construed as being limited to, for example, a repeater or 
other such device. 

In essence, according to embodiments of the present 
invention, a hub 702 de?nes a home network (a “house 
hold”). There may be multiple hubs per household. For 
example, there may be multiple hubs per household when 
there are multiple address spaces in the household, such as 
when a router or ?rewall segments a home network using 
separate address assignments for the devices in the home 
network. In one embodiment, hubs that are on separate 
address segments can enroll with a “root hub” for the home 
network (the root hub may be one of the multiple hubs). 
Another embodiment uses an apparatus such as a dongle, 
token device, or smart card to associate hubs or to associate 
devices with hubs. In yet another embodiment, a human user 
places an authenticated phone call to an interactive voice 
response system in a hub. Those practiced and skilled in the 
art of computer security will see the bene?t of using a 
human’s physical action to make the association and thereby 
prevent devices operated by impersonators on the Internet 
from making a rogue association with a hub. 

FIG. 8 is a block diagram of a network 800 incorporating 
localiZation hub 702 (on household network 816) and local 
iZation hub 810 (on ISP network 812) according to an 
embodiment of the present invention. Network 816 may be 
referred to as a local area network (LAN), and network 812 
may be referred to as a wide area network (WAN). 

There may be more than one ISP network in communi 
cation with the household network 816. In the present 
embodiment, gateway 814 provides the communication 
interface between the household network 816 and one or 
more ISP networks. Client devices 804, 805 and 806 can be 
some type of network device (e.g., a network DVD player). 
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In one embodiment, household network 816 is an IEEE 
802-compatible local area network. 

In another embodiment, hub 702 is embedded in gateway 
814. In yet another embodiment, hub 702 is embedded 
within one of the client devices 804, 805 and 806. In yet 
another embodiment, hub 702 is a separate device. 

In the present embodiment, the household hub 702 asso 
ciates (enrolls) with the ISP hub 810. In one embodiment, 
hub 702 enrolls with hub 810 as described above in con 
junction with FIGS. 1-5. In another embodiment, a secure 
virtual private network (V PN) connects the hubs 702 and 
810, using an IPsec connection, for example. 
The association of the hub 702 with the hub 810 attests to 

the fact that hub 702 is installed at the location of a 
network-service subscriber. In one embodiment, “location” 
is the network location de?ned according to the address 
space of the network (e.g., the range of IP addresses allo 
cated to the network), assigned for example by a DHCP 
server, and not the physical location of the network. In 
another embodiment, “location” identi?es a service interface 
to a broadband network service, e.g., a speci?c address. In 
these embodiments, location is limited to the location of the 
hub when the hub was enrolled. However, the use of the term 
“location” can be extended to also allow mobile or multi 
homed devices, for example, to access content from within 
a household. In one embodiment, a device can be associated 
with a hub using a “courier introducer” method that carries 
a pre-shared or public key to establish a secure association 
(a “trust”) between devices. Easy Secure Device Positioning 
(EZSDP) (also called Easy Secure Device Deployment) 
allows a secure association to be made between devices. 
EZSDP uses a trusted introducer model, which can be 
implemented as a Web browser interface that allows a 
human user to establish a secure association between two 
devices. Alternatively, a telephone call can be used in place 
of a Web browser to accommodate circumstances in which 
a Web browser or personal computer is not available to make 
the introduction or association. Other methods such as smart 
cards or security dongles can also be used to establish a 
secure association between a hub and a device. 
The association of the hub 702 with the hub 810 also 

means that hub 702 can be delegated the authority to enroll 
other devices (e.g., client devices 804-806) that are in the 
household network 816. The association of those other 
devices with hub 702 attests to the fact that those other 
devices are associated with the subscriber’s household net 
work. Note that, in one embodiment, the number and type of 
client devices on household network 816 may not be visible 
to the network-service provider. However, in another 
embodiment, the functionality of hub 702 is instead pro 
vided by hub 810, in which case the client devices on the 
household network would be visible to the network-service 
provider. 

In the example of FIG. 8, client device 806 is directly 
connected to hub 702, while client devices 804 and 805 
communicate to hub 702 through the fabric of the household 
network 816. In FIG. 8, hub 702 is not illustrated as lying on 
the path between the client devices 804-806 because, 
although hub 702 is accessible to and provides service to the 
client devices 804-806, content (e.g., a copyrighted work) 
does not necessarily pass through hub 702 on its way to a 
client device. 
The client devices 804-806 may be licensed according to 

a licensing authority, as previously described herein. Also, 
hub 702 may have multiple IP or licensed-device interfaces. 

FIG. 9 diagrams a network enrollment process according 
to an embodiment of the present invention. In the present 














