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(57) ABSTRACT 

To surely and automatically determine intermixture of 
images of another person Without resorting to human labor 
and to beforehand prevent dishonest registration due to 
substitution, there are provided a face position detection unit 
for detecting a face position from images acquired by using 
a camera to consecutively photograph a face, a face position 
variation calculation unit for calculating a variation between 
a face position detected at this time and a face position 
detected at the last time, a determination unit for comparing 
the calculated variation of the position With a predetermined 
threshold to determine the image at this time as a registrable 
one When the variation does not amount to the threshold and 
to determine the image at this time as an unregistrable one 
When the variation exceeds the threshold, and a storage unit 
for registering and storing those images, Which are deter 
mined to be registrable. 

6 Claims, 10 Drawing Sheets 
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DISHONEST REGISTRATION PREVENTIVE 
APPARATUS IN PERSONAL 
AUTHENTICATION SYSTEM 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 
The present invention relates to a dishonest registration 

preventive apparatus for preventing an image of a person 
other than a concerned person from being dishonestly mixed 
in images initially registered, in a personal authentication 
system for collating an image obtained in photographing a 
person With an image beforehand registered to authenticate 
the person on the basis of results of the collation. 

2. Background Art 
Generally knoWn as a personal authentication system is an 

authentication system based on face collation and described 
in, for example, JP-A-ll-l67632. With this system, an 
image of a concerned person’s face is photographed, its 
feature quantity is beforehand registered, a camera provided 
at an inlet is used to photograph an image of a concerned 
person’s face at the time of entrance into a speci?c room to 
extract its feature quantity, and respective feature quantities 
of the photographed image and the registered image are 
compared With each other to discriminate betWeen the 
concerned person and another person on the basis of a 
degree of coincidence in feature quantity. Also, With a vieW 
to performing authentication more correctly, coincidence in 
both a face image and an ID (identi?cation number) is also 
checked by concurrently registering the ID at the time of 
initial registration of the face image and demanding input of 
the ID at the time of authentication. 

In conventional personal authentication systems, hoW 
ever, When a face image data of another person other than a 
face image data of a concerned person is included for the 
same ID at the time of registration of the face image, it Will 
be mistakingly determined at the time of authentication that 
such another person is the concerned person. Therefore, it is 
necessary for a supervisor to visually check Whether a face 
image data of another person other than a concerned person 
is included, Which causes an increase in labor cost. Also, 
While there is also present a method for checking a degree 
of similarity in a face image data having been registered and 
determining Whether a face image data of another person is 
included, another person cannot be in some cases identi?ed 
correctly since it is di?icult to identify scatter in the face 
image data due to orientation of a face and changes in 
brightness in the case Where another person is highly similar 
to the concerned person. 

Further, While an authentication system based on face 
collation can be introduced into pay content services, or the 
like provided through a netWork as Internet propagates in 
recent years, in Which case it is conceivable that in order to 
have an acquaintance making use of such system, a con 
tractor intermixes a face image of another person to dishon 
estly register the same at the time of initial registration of a 
face image. So, since another person making no contract is 
normally authenticated as the result of collation, such 
another person can receive a content service or the like at no 
charge and so a service provider will suffer a loss. Present as 
a method of ?nding intermixture and registration of a face 
image of another person is a method of investigating respec 
tive degrees of similarity for registered datum, clustering 
degrees of similarity, and checking Whether tWo or more 
clusters are present. Since degrees of similarity disperse 
even for a concerned person because of orientation of a face, 
changes in automatic exposure of a camera, or the like, and 
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2 
clusters are divided into sections, it is in some cases di?icult 
to determine presence and absence of intermixture of 
another person’s image from only datum as registered. 

SUMMARY OF THE INVENTION 

It is an object of the invention to solve the above 
mentioned problem and to provide a dishonest registration 
preventive apparatus for automatically and surely determin 
ing intermixture of another person’ s image Without resorting 
to human labor and beforehand preventing dishonest regis 
tration due to substitution. 

In order to solve the problem, according to the invention, 
positions of a predetermined part (for example, a face) of a 
person are detected from a plurality of images acquired by 
consecutively photographing the predetermined part, and a 
variation betWeen a position at this time and a position at the 
last time is calculated for a second position and subsequent 
positions, Which are detected. And the variation calculated 
by the calculation means is compared With a predetermined 
threshold, an image at this time is determined as a registrable 
image When the variation does not amount to the threshold, 
the image at this time is determined as an unregistrable 
image When the variation exceeds the threshold, and images, 
Which are determined to be registrable, are registered and 
stored. 

Such being done, When an image of a concerned person 
is photographed, a face or the like is little changed in 
position, so that a variation is beloW a threshold and the 
photographed image is determined as an acceptable one to 
be registered. On the other hand, since in a process in Which 
another person substitutes a concerned person and an image 
of another person is photographed, the concerned person 
goes out from a photographing region and another person 
enters the photographing region, a face or the like is much 
changed in position and a variation exceeds a threshold, so 
that the photographed image is determined to be an unreg 
istrable one including an image of another person other than 
the concerned person. In this manner, Whether the concerned 
person has been substituted by another person can be 
automatically and surely determined by tracking positional 
changes of a predetermined part of a person at the time of 
initial registration. 

In this case, according to a preferred embodiment of the 
invention, When the variation is over the threshold, the 
image at this time is determined to be unregistrable, and 
those images among the plurality of images acquired by 
consecutive photographing, Which are acquired subsequent 
to the image at this time having been determined to be 
unregistrable, are all determined to be unregistrable. Such 
being done, in the event of substitution of another person, 
not only an initial image, of Which a variation is over the 
threshold, but also subsequently acquired images are 
regarded as dishonest images caused by substitution to be 
inhibited from registration, so that it is possible to surely 
prevent intermixture and registration of images of another 
person. 

Also, the invention can adopt a system for monitoring 
time from detection of a position to detection of a position 
in place of a positional variation described above. In this 
case, according to the invention, positions of a predeter 
mined part (for example, a face) of a person are detected 
from a plurality of images acquired by consecutively pho 
tographing the predetermined part, and an interval until a 
position at this time is detected after a position at the last 
time is detected, is measured for a second position and 
subsequent positions, Which are detected. And an interval 
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measured is compared with a predetermined threshold, it is 
determined that an image at this time is registrable when the 
interval does not amount to the threshold and that the image 
at this time is unregistrable when the interval exceeds the 
threshold, and images, which are determined to be regis 
trable, are registered and stored. 

Such being done, when images of a concerned person are 
consecutively photographed, intervals of positional detec 
tion are short and below a threshold and the photographed 
images are determined to be registrable to be registered. 
Meanwhile, in the case where a concerned person obstructs 
a camera with a hand to substitute another person, during 
which the concerned person substitutes another person, a 
face position or the like cannot be detected while the camera 
is obstructed, whereby intervals of positional detection are 
prolonged to be over the threshold, and so the photographed 
images are ones of another person who substitutes the 
concerned person and determined to be unregistrable. In this 
manner, whether the concerned person has been substituted 
by another person can be automatically and surely deter 
mined by monitoring intervals of positional detection of a 
predetermined part at the time of initial registration. 

Also, in this case, according to a preferred embodiment of 
the invention, the image at this time is determined to be 
unregistrable when the interval is over the threshold, and 
those images among the plurality of images acquired by 
consecutive photographing, which are acquired subsequent 
to the image at this time having been determined to be 
unregistrable, are all determined to be unregistrable. Such 
being done, in the event of substitution of another person, 
not only an initial imager of which a variation is over the 
threshold, but also subsequently acquired images are 
regarded as dishonest images caused by substitution to be 
inhibited from registration, so that it is possible to surely 
prevent intermixture and registration of images of another 
person. 

Further, the invention can also adopt a system of tracking 
variations of a position described above and a system of 
monitoring intervals of positional detection. In this case, 
variations of a face position are compared with a predeter 
mined threshold, intervals of positional detection are com 
pared with a predetermined threshold, an image at this time 
is determined to be registrable when the variations and the 
intervals do not amount to the thresholds, and the image at 
this time is determined to be unregistrable when the varia 
tions or the intervals are over the threshold. 

Such being done, in the case where a concerned person 
substitutes another person during photographing with a 
camera, a face position or the like is much changed and 
variations are over a threshold, whereby photographed 
images can be determined to be unregistrable, and in the 
case where a concerned person substitutes another person 
while obstructing a camera with a hand, intervals, at which 
a face position or the like is detected, are prolonged to be 
over the threshold, and so the photographed images can be 
determined to be unregistrable. Accordingly, in either case, 
it is possible to beforehand prevent dishonest registration to 
enhance the accuracy of determination. 

Also, in this case, according to a preferred embodiment of 
the invention, when a variation of a position or an interval 
of positional detection is over the threshold, the image at this 
time is determined to be unregistrable, and those images 
among the plurality of images acquired by consecutive 
photographing, which are acquired subsequent to the image 
at this time having been determined to be unregistrable, are 
all determined to be unregistrable. Such being done, in the 
event of substitution of another person, not only an initial 
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4 
image, of which a variation and an interval are over the 
thresholds, but also subsequently acquired images are 
regarded as dishonest images caused by substitution to be 
inhibited from registration, so that it is possible to surely 
prevent interrnixture and registration of images of another 
person. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a block diagram of a personal authentication 
system according to a ?rst embodiment of the invention; 

FIGS. 2(a) to 2(e) are schematic views showing a manner, 
in which substitution is done; 

FIG. 3 is a view showing movements of a face position 
due to substitution; 

FIG. 4 is a view illustrating changes in coordinate values 
of a face position; 

FIG. 5 is a view illustrating changes in coordinate values 
and difference values; 

FIG. 6 is a view illustrating changes in degree of simi 
larity; 

FIG. 7 is a view illustrating changes in degree of simi 
larity and difference value in the event of no substitution; 

FIG. 8 is a view illustrating changes in degree of simi 
larity and difference value in the event of substitution; 

FIG. 9 is a ?owchart indicating the initial registration in 
the ?rst embodiment; 

FIG. 10 is a block diagram of a personal authentication 
system according to a second embodiment of the invention; 

FIG. 11 is a ?owchart indicating the initial registration in 
the second embodiment; 

FIG. 12 is a block diagram of a personal authentication 
system according to a third embodiment of the invention; 
and 

FIG. 13 is a ?owchart indicating the initial registration in 
the third embodiment. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

FIG. 1 is a block diagram of a personal authentication 
system according to a ?rst embodiment of the invention, in 
which substitution of a person is determined by tracking 
variations of a face position. The reference numeral 1 
denotes a camera serving as photographing means for con 

secutively photographing a personal face, 2 an image acqui 
sition unit for acquiring face images photographed by the 
camera 1, 3 a control unit for executing calculation and 
determination described later on the basis of acquired 
images, 4 an operation unit for inputting of a data such as ID, 
5 a storage unit composed of a memory such as ROM, RAM, 
or the like, and 6 a display unit for displaying guidance, 
results of collation, and the like. 
The control unit 3 comprises respective blocks 7 to 11. 

The reference numeral 7 denotes a face position detection 
unit for detecting a face position from images acquired by 
the image acquisition unit 2, 8 a face position variation 
calculation unit for calculating timewise variations of a face 
position detected by the face position detection unit 7, 9 a 
face feature quantity extraction unit for extracting face 
feature quantities from face images obtained by the face 
position detection unit 7, 10 a similarity degree calculation 
unit for making a comparison between face feature quanti 
ties extracted by the face feature quantity extraction unit 9 
to calculate a degree of similarity and its variation, and 11 
a determination unit for determining approval or denial of 
registration of a photographed image on the basis of results 
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of calculation in the face position variation calculation unit 
8 and the similarity degree calculation unit 10. 

In the personal authentication system, the face position 
detection unit 7 constitutes detection means in the invention, 
the face position variation calculation unit 8 constitutes 
calculation means in the invention, the determination unit 11 
constitutes determination means in the invention, and the 
storage unit 5 constitutes storage means. And these respec 
tive means constitute the dishonest registration preventive 
apparatus of the invention. 

Subsequently, the principle of determining presence and 
absence of intermixture of face images of another person in 
the above system Will be described With reference to FIGS. 
2 to 8. FIGS. 2(a) to 2(e) are schematic vieWs shoWing a 
manner, in Which another person substitutes a concerned 
person. FIGS. 2(a) to 2(e) depict frames 1 to 5 photographed 
by the camera 1 at the time of initial registration of a face 
data, and thick frames in the respective frames represent face 
positions. Initially, a face of a concerned person A (regular 
contractor) is photographed substantially centrally of the 
frame 1 as shoWn in FIG. 2(a). Essentially, the face of the 
concerned person A is photographed to produce a plurality 
(for example, ?ve) of pictures. In addition, the reason for 
photographing of a plurality of pictures is to accommodate 
scatter in expression, orientation of a face, brightness, or the 
like. In the case Where the concerned person A substitutes 
another person B, hoWever, the concerned person A moves 
toWard one side of the frame 2 (here, leftWard) as shoWn in 
FIG. 2(b), and goes out from a photographing range While 
another person B enters the photographing range from the 
other side (here, rightward) as shoWn in FIG. 2(c). Then, the 
face of the concerned person A disappears and a face of 
another person B appears instead as shoWn in FIG. 2(d), and 
then the face of another person B having substituted the 
concerned person A is photographed substantially centrally 
of the frame 5 as shoWn in FIG. 2(e). 

FIG. 3 is a vieW shoWing movements of a face position in 
the case Where the above substitution occurs. Here, a face 
position is represented by a X-coordinate and a Y-coordi 
nate, and numerals (1 to 5) in the ?gure correspond to the 
respective frames (1 to 5) in FIGS. 2(a) to 2(e). 

FIG. 4 is a vieW shoWing timeWise variations of a 
X-coordinate of a face position Where the axis of abscissa 
indicates time (frame) and the axis of ordinate indicates 
X-coordinate values. Here, 0 to 100 are set for X-coordinate 
values. In addition, numerals (1 to 5) in the ?gure corre 
spond to the respective frames (1 to 5) in FIGS. 2(a) to 2(e). 
As seen from FIG. 4, When shifting from the frame 3 to the 
frame 4, a X-coordinate variation becomes extremely large 
as compared With X-coordinate variations betWeen other 
frames, and such extreme change in X-coordinate indicates 
that the concerned person A has substituted another person 
B. Accordingly, by detecting a face position from a plurality 
of images obtained by consecutively photographing a face, 
and ?nding a variation betWeen a face position at the last 
time and a face position at this time for a second detected 
position and subsequent detected positions, it is possible to 
determine that substitution has occurred in the case Where 
variations are over a predetermined value. 

FIG. 5 is a vieW illustrating the principle of such deter 
mination in further detail. Here, a difference value betWeen 
a coordinate of a face position at the last time and a 
coordinate of a face position at this time is used as a 
variation. Solid lines in FIG. 5 indicate timeWise variations 
in X-coordinate shoWn in FIG. 4 and dotted lines indicate 
di?ference values in X-coordinate. With, for example, the 
frame 2, the X-coordinate at the last time (frame 1) is 50, and 
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6 
the X-coordinate at this time (frame 2) is 30, so that a 
difference value makes (50—30):20. Also, With the frame 4, 
the X-coordinate at the last time (frame 3) is 10, and the 
X-coordinate at this time (frame 4) is 80, so that a difference 
value makes (80—l0):70. The difference values (variations) 
thus found are compared With a predetermined value of a 
threshold X. Here, While the value of the threshold X is 
exemplarily set at, for example, 60, this value can be 
optionally set. In the case Where the threshold X is made 60, 
difference values except for the frame 4 are beloW the 
threshold, and only a difference value for the frame 4 is over 
the threshold, Whereby it is determined that an image 
acquired in the frame 4, that is, a face image of another 
person B is an image having been dishonestly intermixed, 
and registration of such image is inhibited. 

Also, in order to enhance the accuracy of determination 
for substitution, there can also be used in combination a 
system for conventionally checking changes in degree of 
similarity. Here, degree of similarity is a parameter obtained 
in comparison betWeen feature quantities extracted from 
face images, and the higher coincidence of feature quanti 
ties, the higher degree of similarity. HoWever, determination 
based on degree of similarity is not essential to the invention 
but can be omitted. FIGS. 6 to 8 are vieWs illustrating the 
principle of determination of substitution on the basis of 
changes in degree of similarity (In addition, frames on the 
axis of abscissa do not correspond to the frames in FIGS. 
2(a) to 2(e)). In FIG. 6, P indicates those changes in degree 
of similarity, Which are obtained from face images (only the 
concerned person) in the event of no substitution, and Q 
indicates those changes in degree of similarity, Which are 
obtained from face images (the concerned person and 
another person) in the event of substitution. As in P, the 
reason Why the same person causes changes in degree of 
similarity is that orientation and expression change of a face, 
and automatic exposure of a camera change. 
As seen from FIG. 6, face images of only the concerned 

person cause a sloW change in degree of similarity as in P, 
but When substitution occurs and the concerned person’s 
face is substituted by another person’s face, degree of 
similarity extremely decreases as in Q since the concerned 
person and another person are much different in feature 
quantities from each other. In addition, since degree of 
similarity is calculated standardiZing several frames (face 
images of the concerned person) acquired initially, degree of 
similarity is kept at a loW value in FIG. 6 also after it 
decreases sharply at the time of substitution. Thus, When 
variations in degree of similarity are over a predetermined 
value, occurrence of substitution can be determined by 
checking changes in degree of similarity. 

FIGS. 7 and 8 are vieWs illustrating the principle of 
determination in further detail. Here, a difference value 
betWeen degree of similarity at the last time and degree of 
similarity at this time is used as a variation. Solid lines in 
FIG. 7 indicate changes P in degree of similarity in the event 
of no substitution, shoWn in FIG. 6 and dotted lines indicate 
di?ference values in degree of similarity. With, for example, 
the frame 6, degree of similarity at the last time (frame 5) is 
0.65, and degree of similarity at this time (frame 6) is 0.5, 
so that a difference value makes (0.65—0.5):0. l 5. Also, With 
the frame 10, degree of similarity at the last time (frame 9) 
is 0.2, and degree of similarity at this time (frame 10) is 0.1, 
so that a difference value makes (0.2—0.l):0.l. The differ 
ence values (variations) thus found are compared With a 
predetermined value of a threshold Y. Here, While the value 
of the threshold Y is exemplarily set at 0.4, this value can be 
optionally set. In the case Where the thresholdY is made 0.4, 
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all difference values of the respective frames are below the 
threshold, so that it is determined that face images in the 
respective frames belong to the concerned person, and 
photographed images are registered. 

Meanwhile, solid lines in FIG. 8 indicate changes Q in 
degree of similarity in the event of substitution, shown in 
FIG. 6 and dotted lines indicate difference values in degree 
of similarity. With, for example, the frame 5, degree of 
similarity at the last time (frame 4) is 0.85, and degree of 
similarity at this time (frame 5) is 0.05, so that a difference 
value makes (0.85—0.05):0.8. Also, with the frame 10, 
degree of similarity at the last time (frame 9) is 0.1, and 
degree of similarity at this time (frame 10) is 0.1, so that a 
difference value makes (0.1—0.1):0. The difference values 
(variations) thus found are compared with the value of the 
threshold Y. In the case where the threshold Y is 0.4, 
difference values except for the frame 5 are below the 
threshold, and only a difference value for the frame 5 is over 
the threshold, whereby it is determined that an image 
acquired in the frame 5 is an image of another person having 
been dishonestly intermixed, and such image is inhibited 
from registration. 

Subsequently, an explanation will be given to a procedure 
in the case where a face data is initially registered in the 
personal authentication system shown in FIG. 1. FIG. 9 is a 
?owchart indicating the procedure and showing a procedure 
executed by the control unit 3. In case of registration, an ID 
(identi?cation number) is ?rst input (STEP S1). Inputting of 
an ID is done with the use of ten keys in the operation unit 
4 while an ID may be input by instead inserting a card, on 
which the ID has been beforehand recorded, into a card 
reader (not shown). When the ID is input, photographing of 
a face is started by the camera 1 (STEP S2), and face images 
are acquired in the image acquisition unit 2 (STEP S3). 
Subsequently, the face position detection unit 7 detects a 
face position on the basis of the acquired face images (STEP 
S4), and the face feature quantity extraction unit 9 extracts 
face feature quantities (STEP S5). Then, it is determined 
whether images of a prescribed number (for example, ?ve) 
have been acquired (STEP S6), and when images do not 
amount to the prescribed number (STEP S6: NO), the 
processings in STEP S3 to STEP S6 are repeated. 
When images amount to the prescribed number (STEP S6: 

YES), the face position variation calculation unit 8 sequen 
tially calculates variations of a face position for a second 
face position and subsequent face positions, which have 
been detected in STEP S4 (STEP S7), and the determination 
unit 11 determines whether values of the variations are over 
the threshold X (FIG. 5) (STEP S8). When variations of a 
face position are below the threshold X (STEP S8: YES), the 
similarity degree calculation unit 10 subsequently calculates 
degrees of similarity on the basis of face feature quantities 
extracted in STEP S5 and calculates variations in degree of 
similarity (STEP S9), and the determination unit 11 deter 
mines whether variations in degree of similarity are over the 
threshold Y (FIGS. 7 and 8) (STEP 510). When variations in 
degree of similarity are below the threshold Y (STEP S10: 
YES), it is determined that all the acquired face images 
belong to the concerned person and can be registered, and 
the respective face images together with the ID input in 
STEP S1 are stored in the storage unit 5 to be registered 

(STEP S11). 
Meanwhile, when variations of a face position are over 

the threshold X in STEP S8 (STEP S8: NO), it is determined 
that the face images at that time cannot be registered because 
they do not belong to the concerned person but are those 
ones of another person, which have been dishonestly inter 
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8 
mixed, and the face images are inhibited from registration in 
the storage unit 5. In this case, those ones among the face 
images acquired in STEP S3, which have been acquired 
subsequent to the face image at this time, together with the 
face image at this time, for which variations of a face 
position are over the threshold X, are all inhibited from 
registration (STEP S13). Also, in the case where variations 
in degree of similarity are over the threshold Y in STEP S10 
(STEP S10: NO), it is determined that the face images at that 
time cannot be registered because they do not belong to the 
concerned person but are those ones of another person, 
which have been dishonestly intermixed, and the face 
images is inhibited from registration in the storage unit 5. 
Also, in this case, those ones among the face images 
acquired in STEP S3, which have been acquired subsequent 
to the face image at this time, together with that face image 
at this time, for which variations in degree of similarity are 
over the threshold Y, are all inhibited from registration 

(STEP S13). 
After the above procedure is executed, the determination 

unit 11 determines whether images amounting to the pre 
scribed number (for example, ?ve) have been registered 
(STEP S12). Since images acquired in STEP S3 to STEP S6 
are ordinarily registered in a normal manner in the event of 
no substitution, a determination in STEP S12 results in YES 
and registration is terminated. Meanwhile, since images, of 
which registration is disapproved in STEP S13, are present 
in the event of substitution, a determination in STEP S12 
results in NO, and the processing returns to STEP S2 to 
permit the camera 1 to photograph the concerned person 
again. In this case, the display unit 6 preferably displays a 
message, for example, “Since images photographed include 
images of another person, registration is not possible. Please 
photograph a face of a concerned person again.” 
When initial registration of an ID and face images is 

terminated in this manner, the operation unit 4 is used to 
input an ID and the camera 1 is used to photograph a face 
on the subsequent occasions, whereby the control unit 3 
performs collation of the input ID with an ID registered in 
the storage unit 5 and collation of photographed face images 
with face images registered in the storage unit 5 to display 
results of collation on the display unit 6. And when results 
of collation are normal, a concerned person is authenticated, 
so that locking of a door is released to permit entrance into 
a room and pay content services are provided through a 
network. 

According to the ?rst embodiment described above, varia 
tions of a face position are compared with the threshold, and 
it is determined that images, of which variations do not 
amount to the threshold, are registrable ones, and images, of 
which variations are over the threshold, are unregistrable 
ones. Therefore, when another person substitutes a con 
cerned person and tries to have a face photographed, a face 
image abruptly changes in position and a variation of a face 
position is over a threshold, whereby it is possible to 
automatically and surely determine substitution and to 
beforehand prevent dishonest registration of face images of 
another person. Also, since when variations of a face posi 
tion are over a threshold, it is determined that all subsequent 
images are unregistrable, and not only an initial image in the 
event of substitution but also subsequent images are 
regarded as dishonest images caused by substitution to be 
inhibited from registration, so that it is possible to surely 
prevent inter'mixture and registration of images of another 
person. Further, while determination can be further 
enhanced in accuracy since variations in degree of similarity 
are made an element of determination in addition to the 



US 7,336,807 B2 

above, determination on variations in degree of similarity is 
not essential to the invention as described above and so may 
be omitted. In this case, the similarity degree calculation unit 
10 shoWn in FIG. 1 is unnecessary, and STEP S9 and STEP 
S10 in FIG. 9 are also made unnecessary. 

FIG. 10 is a block diagram of a personal authentication 
system according to a second embodiment of the invention, 
in Which substitution of a person is determined by measuring 
intervals, at Which a face position is detected. The reference 
numeral 1 denotes a camera serving as photographing means 
for consecutively photographing a personal face, 2 an image 
acquisition unit for acquiring face images photographed by 
the camera 1, 3 a control unit for executing calculation and 
determination, described later, on the basis of acquired 
images, 4 an operation unit for inputting of a data such as ID 
or the like, 5 a storage unit composed of a memory such as 
ROM, RAM, or the like, and 6 a display unit for displaying 
guidance, results of collation, and the like. 

In the control unit 3, the reference numeral 7 denotes a 
face position detection unit for detecting a face position 
from images acquired by the image acquisition unit 2, 12 an 
interval calculation unit for measuring an interval until a 
position at this time is detected after the face position 
detection unit 7 detects a position at the last time, 9 a face 
feature quantity extraction unit for extracting face feature 
quantities of a face from face images obtained by the face 
position detection unit 7, 10 a similarity degree calculation 
unit for making a comparison betWeen face feature quanti 
ties extracted by the face feature quantity extraction unit 9 
to calculate a degree of similarity and its variations, and 11 
a determination unit for determining approval or denial of 
registration of photographed images on the basis of results 
of calculation in the interval calculation unit 12 and the 
similarity degree calculation unit 10. As apparent from a 
comparison betWeen FIG. 1 and FIG. 10, the interval cal 
culation unit 12 is provided as shoWn in FIG. 10 in place of 
the face position variation calculation unit 8 shoWn in FIG. 
1. The remainder of the constitution is the same as that 
shoWn in FIG. 1. 

In the personal authentication system constructed in the 
above manner, the face position detection unit 7 constitutes 
detection means in the invention, the interval calculation 
unit 12 constitutes measurement means in the invention, the 
determination unit 11 constitutes determination means in the 
invention, and the storage unit 5 constitutes storage means 
in the invention. And these respective means constitute the 
dishonest registration preventive apparatus according to the 
invention. 

Subsequently, an explanation Will be given to a procedure 
in the case Where a face data is initially registered in the 
personal authentication system shoWn in FIG. 10. FIG. 11 is 
a ?owchart indicating the procedure and shoWing a proce 
dure executed by the control unit 3. In case of registration, 
an ID (identi?cation number) is ?rst input (STEP S21) 
Inputting of an ID is done With the use of ten keys in the 
operation unit 4 While an ID may be input by instead 
inserting a card, on Which the ID has been beforehand 
recorded, into a card reader (not shoWn). When the ID is 
input, photographing of a face is started by the camera 1 
(STEP S22), and face images are acquired in the image 
acquisition unit 2 (STEP S23). Subsequently, the face posi 
tion detection unit 7 detects a face position on the basis of 
the acquired face images (STEP S24), and the face feature 
quantity extraction unit 9 extracts face feature quantities 
(STEP S25). Then, it is determined Whether images of a 
prescribed number (for example, ?ve) have been acquired 
(STEP S26), and When images do not amount to the pre 
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10 
scribed number (STEP S26: NO), the processings in STEP 
S23 to STEP S26 are repeated. The above procedure is one 
and the same as that in STEP S1 to STEP S6 in FIG. 9. 
When images amount to the prescribed number (STEP 

S26: YES), the interval calculation unit 12 sequentially 
calculates intervals When a face position is detected in STEP 
S24, that is, intervals until a position at this time is detected 
after the face position detection unit 7 detects a position at 
the last time, for a second position and subsequent positions 
(STEP S27), and the determination unit 11 determines 
Whether the values are over a predetermined threshold (for 
example, three seconds) (STEP S28). When the intervals are 
beloW the threshold (STEP S28: YES), the similarity degree 
calculation unit 10 subsequently calculates a degree of 
similarity on the basis of face feature quantities extracted in 
STEP S25 and calculates variations in degree of similarity 
(STEP S29), and the determination unit 11 determines 
Whether variations in degree of similarity are over the 
thresholdY (FIGS. 7 and 8) (STEP S30). When variations in 
degree of similarity are beloW the threshold Y (STEP S30: 
YES), it is determined that all the acquired face images 
belong to the concerned person and can be registered, and 
the respective face images together With the ID input in 
STEP S21 are stored in the storage unit 5 to be registered 

(STEP S31). 
Meanwhile, When intervals of positional detection are 

over the threshold in STEP S28 (STEP S8: NO), it is 
determined that the face images at that time are unregistrable 
because they do not belong to the concerned person but are 
those ones of another person Who substitutes While the 
camera 1 is obstructed, and the face images is inhibited from 
registration in the storage unit 5. In this case, those ones 
among the face images acquired in STEP S23, Which have 
been acquired subsequent to the face image at this time, 
together With the face image at this time, for Which intervals 
are over the threshold, are all inhibited from registration 
(STEP S33). Also, in the case Where variations in degree of 
similarity are over the threshold Y in STEP S30 (STEP S30: 
NO), it is determined that the face images at that time are 
unregistrable because they do not belong to the concerned 
person but are those ones of another person, Which have 
been dishonestly intermixed, and the face images are inhib 
ited from registration in the storage unit 5. Also, in this case, 
those ones among the face images acquired in STEP S23, 
Which have been acquired subsequent to the face image at 
this time, together With the face image at this time, for Which 
variations in degree of similarity are over the threshold Y, 
are all inhibited from registration (STEP S33). 

After the above procedure is executed, the determination 
unit 11 determines Whether images amounting to the pre 
scribed number (for example, ?ve) have been registered 
(STEP S32). Since images acquired in STEP S23 to STEP 
S26 are ordinarily registered in a normal manner in the event 
of no substitution, a determination in STEP S32 results in 
YES and registration is terminated. MeanWhile, since 
images, of Which registration is disapproved in STEP S33, 
are present in the event of substitution, a determination in 
STEP 32 results in NO, and the processing returns to STEP 
S22 to permit the camera 1 to photograph the concerned 
person again. In this case, the display unit 6 preferably 
displays a message, for example, “Since images photo 
graphed include images of another person, registration is not 
possible. Please photograph a face of a concerned person 
again.” 
When initial registration of an ID and face images is 

terminated in this manner, the operation unit 4 is used to 
input an ID and the camera 1 is used to photograph a face 
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on the subsequent occasions, whereby the control unit 3 
performs collation of the input ID with an ID registered in 
the storage unit 5 and collation of photographed face images 
with face images registered in the storage unit 5 to display 
results of collation on the display unit 6. And when results 
of collation are normal, a concerned person is authenticated, 
so that locking of a door is released to permit entrance into 
a room and pay content services are provided through a 
network. 

According to the second embodiment described above, 
intervals of detection of a face position are compared with 
the threshold, and it is determined that images, for which 
intervals do not amount to the threshold, are registrable 
ones, and images, for which intervals are over the threshold, 
are unregistrable ones. Therefore, even when another person 
tries to substitute a concerned person while the camera is 
obstructed by a hand, a face position cannot be detected 
while the camera is obstructed, and so an interval from 
detection of a face position to another detection is prolonged 
to be over a threshold, whereby it is possible to automati 
cally and surely determine substitution and to beforehand 
prevent dishonest registration of face images of another 
person. Also, since when an interval exceeds a threshold, it 
is determined that all subsequent images are unregistrable, 
not only an initial image in the event of substitution but also 
subsequent images are regarded as dishonest images caused 
by substitution to be inhibited from registration, so that it is 
possible to surely prevent intermixture and registration of 
images of another person. Further, while determination can 
be further enhanced in accuracy since variations in degree of 
similarity are made an element of determination in addition 
to the above, determination on variations in degree of 
similarity is not essential to the invention as described above 
and so may be omitted. In this case, the similarity degree 
calculation unit 10 shown in FIG. 10 is unnecessary, and 
STEP S29 and STEP S30 in FIG. 11 are also made unnec 
essary. 

FIG. 12 is a block diagram of a personal authentication 
system according to a third embodiment of the invention, in 
which a system of determining substitution on the basis of 
variations of a face position in FIG. 1 and a system of 
determining substitution on the basis of intervals of detec 
tion of a face position in FIG. 10 are used in combination. 
The reference numeral 1 denotes a camera serving as pho 
tographing means for consecutively photographing a per 
sonal face, 2 an image acquisition unit for acquiring face 
images photographed by the camera 1, 3 a control unit for 
executing calculation and determination, described later, on 
the basis of acquired images, 4 an operation unit for input 
ting of a data such as ID or the like, 5 a storage unit 
composed of a memory such as ROM, RAM, or the like, and 
6 a display unit for displaying guidance, results of collation, 
and the like. 

In the control unit 3, the reference numeral 7 denotes a 
face position detection unit for detecting a face position 
from images acquired by the image acquisition unit 2, 8 a 
face position variation calculation unit for calculating time 
wise variations of a face position detected by the face 
position detection unit 7, 12 an interval calculation unit for 
measuring an interval until a position at this time is detected 
after the face position detection unit 7 detects a position at 
the last time, 9 a face feature quantity extraction unit for 
extracting face feature quantities of a face from face images 
obtained by the face position detection unit 7, 10 a similarity 
degree calculation unit for making a comparison between 
face feature quantities extracted by the face feature quantity 
extraction unit 9 to calculate a degree of similarity and its 
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12 
variations, and 11 a determination unit for determining 
approval or denial of registration of photographed images on 
the basis of respective results of calculation in the face 
position variation calculation unit 8, the interval calculation 
unit 12 and the similarity degree calculation unit 10. 

In the personal authentication system constructed in the 
above manner, the face position detection unit 7 constitutes 
detection means in the invention, the face position variation 
calculation unit 8 constitutes calculation means in the inven 
tion, the interval calculation unit 12 constitutes measure 
ment means in the invention, the determination unit 11 
constitutes determination means in the invention, and the 
storage unit 5 constitutes storage means in the invention. 
And these respective means constitute the dishonest regis 
tration preventive apparatus according to the invention. 

Subsequently, an explanation will be given to a procedure 
in the case where a face data is initially registered in the 
personal authentication system shown in FIG. 12. FIG. 13 is 
a ?owchart indicating the procedure and showing a proce 
dure executed by the control unit 3. In case of registration, 
an ID (identi?cation number) is ?rst input (STEP S41). 
Inputting of an ID is done with the use of ten keys in the 
operation unit 4 while an ID may be input by instead 
inserting a card, on which the ID has been beforehand 
recorded, into a card reader (not shown). When the ID is 
input, photographing of a face is started by the camera 1 
(STEP S42), and face images are acquired in the image 
acquisition unit 2 (STEP S43). Subsequently, the face posi 
tion detection unit 7 detects a face position on the basis of 
the acquired face images (STEP S44), and the face feature 
quantity extraction unit 9 extracts face feature quantities 
(STEP S45). Then, it is determined whether images of a 
prescribed number (for example, ?ve) have been acquired 
(STEP S46), and when images do not amount to the pre 
scribed number (STEP S46: NO), the processings in STEP 
S43 to STEP S46 are repeated. 
When images amount to the prescribed number (STEP 

S46: YES), the face position variation calculation unit 8 
sequentially calculates variations of a face position for a 
second face position and subsequent face positions, which 
have been detected in STEP S44 (STEP S47), and the 
determination unit 11 determines whether values of the 
variations are over the threshold X (FIG. 5) (STEP S48). 
When variations of a face position are below the threshold 
X (STEP S48: YES), the interval calculation unit 12 sequen 
tially calculates an interval when a face position is detected 
in STEP S44, that is, an interval until a position at this time 
is detected after a position at the last time is detected, for a 
second position and subsequent positions, which are 
detected (STEP S49), and the determination unit 11 deter 
mines whether the values are over a predetermined threshold 
(for example, three seconds) (STEP S50). When intervals 
are below the threshold (STEP S50: YES), the similarity 
degree calculation unit 10 subsequently calculates a degree 
of similarity on the basis of face feature quantities extracted 
in STEP S45 and calculates variations in degree of similarity 
(STEP S51), and the determination unit 11 determines 
whether variations in degree of similarity are over the 
thresholdY (FIGS. 7 and 8) (STEP S52). When variations in 
degree of similarity are below the threshold Y (STEP S52: 
YES), it is determined that all the acquired face images 
belong to the concerned person and can be registered, and 
the respective face images together with the ID input in 
STEP S41 are stored in the storage unit 5 to be registered 

(STEP S53). 
Meanwhile, when variations of a face position are over 

the threshold X in STEP S48 (STEP S48: NO), it is deter 
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mined that face images at that time are unregistrable because 
they do not belong to the concerned person but are those 
ones of another person, Which have been dishonestly inter 
mixed, and the face images are inhibited from registration in 
the storage unit 5. In this case, those ones among the face 
images acquired in STEP S43, Which have been acquired 
subsequent to the face image at this time, together With the 
face images at this time, for Which variations of a face 
position are over the threshold X, are all inhibited from 
registration (STEP S55). Also, in the case Where intervals of 
positional detection are over the threshold in STEP S50 
(STEP S50: NO), it is determined that face images at that 
time are unregistrable because they do not belong to the 
concerned person but are those ones of another person Who 
substitutes While the camera 1 is obstructed, and the face 
images are inhibited from registration in the storage unit 5. 
In this case, those ones among the face images acquired in 
STEP S43, Which have been acquired subsequent to the face 
image at this time, together With the face image at this time, 
for Which intervals are over the threshold, are all inhibited 
from registration (STEP S55). Further, in the case Where 
variations in degree of similarity are over the threshold Y in 
STEP S52 (STEP S52: NO), it is determined that face 
images at that time are unregistrable because they do not 
belong to the concerned person but are those ones of another 
person, Which have been dishonestly intermixed, and the 
face images are inhibited from registration in the storage 
unit 5. Also, in this case, those ones among the face images 
acquired in STEP S43, Which have been acquired subse 
quent to the face image at this time, together With the face 
image at this time, for Which variations in degree of simi 
larity are over the threshold Y, are all inhibited from regis 
tration (STEP S55). 

After the above procedure is executed, the determination 
unit 11 determines Whether images amounting to the pre 
scribed number (for example, ?ve) have been registered 
(STEP S54). Since images acquired in STEP S43 to STEP 
S46 are ordinarily registered in a normal manner in the event 
of no substitution, a determination in STEP S54 results in 
YES and registration is terminated. MeanWhile, since 
images, of Which registration is disapproved in STEP S55, 
are present in the event of substitution, a determination in 
STEP S54 results in NO, and the processing returns to STEP 
S42 to permit the camera 1 to photograph the concerned 
person again. In this case, the display unit 6 preferably 
displays a message, for example, “Since images photo 
graphed include images of another person, registration is not 
possible. Please photograph a face of a concerned person 
again.” 
When initial registration of an ID and face images is 

terminated in this manner, the operation unit 4 is used to 
input an ID and the camera 1 is used to photograph a face 
on the subsequent occasions, Whereby the control unit 3 
performs collation of the input ID With an ID registered in 
the storage unit 5 and collation of photographed face images 
With face images registered in the storage unit 5 to display 
results of collation on the display unit 6. And When results 
of collation are normal, a concerned person is authenticated, 
so that locking of a door is released to permit entrance into 
a room and pay content services are provided through a 
netWork. 

According to the third embodiment described above, 
substitution is determined on the basis of variations of a face 
position and intervals of detection of a face position. With 
the system of using variations of a face position as in the ?rst 
embodiment, When substitution occurs betWeen a concerned 
person and another person While the camera is obstructed, it 
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14 
can happen that such substitution cannot be discovered 
because a face position is little changed before and after the 
camera is obstructed. Meanwhile, With the system of using 
intervals of detection of a face position as in the second 
embodiment, When substitution quickly occurs betWeen a 
concerned person and another person in a state, in Which the 
camera is not obstructed, it can happen that intervals of 
detection of a face position do not exceed the threshold and 
so such substitution cannot be discovered. 
According to the third embodiment, the use of the both 

systems in common makes it possible to automatically and 
surely determine substitution even When either dishonest act 
is done, thus enabling enhancing the accuracy. Also, accord 
ing to the third embodiment, since When variations of a face 
position and intervals of positional detection are over the 
thresholds, it is determined that all subsequent images are 
unregistrable, so that not only an initial image in the event 
of substitution but also the subsequent images are regarded 
as dishonest images caused by substitution to be inhibited 
from registration, thus enabling surely preventing intermix 
ture and registration of images of another person. Further, 
While determination can be further enhanced in accuracy 
since variations of degrees of similarity are made an element 
of determination in addition to the above, determination on 
variations of degrees of similarity is not essential to the 
invention and so may be omitted. In this case, the similarity 
degree calculation unit 10 shoWn in FIG. 12 is unnecessary, 
and STEP S51 and STEP S52 in FIG. 13 are also made 
unnecessary. 

While an example, in Which the camera 1 is provided in 
a personal authentication system, is illustrated in the respec 
tive embodiments, the invention is not limited thereto but 
face images may be taken in by storing a data of those face 
images, Which have been photographed by a separate camera 
in a separate place, in a recording medium, and mounting the 
recording medium on a medium reading device (not shoWn) 
provided in a personal authentication system. Alternatively, 
a personal authentication system may have the function of 
communication to be able to receive photographed face 
images via communication lines by radio Waves or cable. 

Also, While the case of photographing face images is 
exemplarily referred to in the respective embodiments 
described above, the invention is not limited thereto but, for 
example, an iris other than a face can be used as a part being 
photographed. 

According to the invention, changes in position of a 
predetermined part and intervals of positional detection are 
compared With thresholds, Whereby it is possible to surely 
and automatically determine intermixture of images of 
another person Without resorting to human labor and to 
beforehand prevent dishonest registration due to substitu 
tion. 
What is claimed is: 
1. A dishonest registration preventive apparatus in a 

personal authentication system, Which collates an image 
obtained by photographing a person With a beforehand 
registered image to authenticate the person on the basis of 
results of the collation, the apparatus comprising: 

detection means for detecting positions of the person from 
a plurality of images acquired by consecutively pho 
tographing the person, 

calculation means for calculating a variation betWeen a 
position of the person at a current time and a position 
of the person at a previous time, Which are detected by 
the detection means, 

feature extraction means for extracting face feature quan 
tities from images of the plurality of images, 



personal authentication system, Which collates an image 
obtained by photographing a person With a beforehand 
registered image to authenticate the person on the basis of 
results of the collation, the apparatus comprising: 
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similarity calculation means for determining a degree of 
similarity of face feature quantities extracted from an 
image of the person taken at a current time With face 
feature quantities extracted from an image of the person 
taken at a previous time, 5 

determination means for comparing the variation calcu 
lated by the calculation means With a ?rst predeter 
mined threshold and comparing the degree of similarity 
to a second predetermined threshold to determine that 
an image of the plurality of images is a registrable 
image When the variation does not amount to the ?rst 
threshold and the degree of similarity is greater than the 
second threshold and to determine that the image of the 
plurality of images is an unregistrable image When the 
variation exceeds the ?rst threshold or the degree of 15 
similarity does not exceed the second threshold, and 

storage means for registering and storing images, Which 
are determined by the determination means to be reg 
istrable. 

2. The dishonest registration preventive apparatus accord- 20 
ing to claim 1, Wherein the determination means determines 
the image of the plurality of images to be unregistrable When 
the variation calculated by the calculation means is over the 
?rst threshold or the degree of similarity is not over the 
second threshold, and determines that those images among 
the plurality of images, Which are acquired subsequent to the 
image of the plurality of images having been determined to 
be unregistrable, are all unregistrable. 

25 

3. A dishonest registration preventive apparatus in a 
30 

detection means for detecting positions of the person from 
a plurality of images acquired by consecutively pho 
tographing the person, 

measurement means for measuring an interval until a 
position at a current time is detected after a position at 
a previous time is detected, Which are detected by the 
detection means, 

feature extraction means for extracting face feature quan 
tities from images of the plurality of images, 

similarity calculation means for determining a degree of 
similarity of face feature quantities extracted from an 
image of the person taken at a current time With face 
feature quantities extracted from an image of the person 
taken at a previous time, 

determination means for comparing the interval measured 
by the measurement means With a ?rst predetermined 
threshold and comparing the degree of similarity to a 
second predetermined threshold to determine that a 
current image is a registrable image When the interval 
does not amount to the ?rst threshold and the degree of 
similarity is greater than the second threshold and to 
determine that the current image is an unregistrable 
image When the interval exceeds the ?rst threshold or 
the degree of similarity does not exceed the second 
threshold, and 

storage means for registering and storing images, Which 
are determined by the determination means to be reg 
istrable. 

35 
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4. The dishonest registration preventive apparatus accord 

ing to claim 3, Wherein the determination means determines 
the current image to be unregistrable When the interval 
measured by the measurement means is over the ?rst thresh 
old or the degree of similarity is not over the second 
threshold, and determines that those images among the 
plurality of images, Which are acquired subsequent to the 
current image having been determined to be unregistrable, 
are all unregistrable. 

5. A dishonest registration preventive apparatus in a 
personal authentication system, Which collates an image 
obtained by photographing a person With a beforehand 
registered image to authenticate the person on the basis of 
results of the collation, the apparatus comprising: 

detection means for detecting positions of a predeter 
mined part of the person from a plurality of images 
acquired by consecutively photographing the predeter 
mined part, 

calculation means for calculating a variation betWeen a 
position at this time and a position at a previous time, 
Which are detected by the detection means, 

measurement means for measuring an interval until a 
position at this time is detected after a position at the 
last time is detected, Which are detected by the detec 
tion means, 

feature extraction means for extracting face feature quan 
tities from images of the plurality of images, 

similarity calculation means for determining a degree of 
similarity of face feature quantities extracted from an 
image of the person taken at a current time With face 
feature quantities extracted from an image of the person 
taken at a previous time, 

determination means for comparing the variation calcu 
lated by the calculation means With a ?rst predeter 
mined threshold, comparing the interval measured by 
the measurement means With a second predetermined 
threshold, and comparing the degree of similarity to a 
third predetermined threshold to determine an image at 
this time as a registrable image When the variation and 
the interval do not amount to the respective ?rst and 
second thresholds and the degree of similarity is greater 
than the third threshold and to determine the image at 
this time as an unregistrable image When the variation 
or the interval is over the respective ?rst or second 
threshold or the degree of similarity is not over the third 
threshold, and 

storage means for registering and storing images, Which 
are determined by the determination means to be reg 
istrable. 

6. The dishonest registration preventive apparatus accord 
ing to claim 5, Wherein the determination means determines 
the image at this time to be unregistrable When the variation 
or the interval is over the respective ?rst or second threshold 
or the degree of similarity is not over the third threshold and 
determines that those images among the plurality of images, 
Which are acquired subsequent to the image at this time 
having been determined to be unregistrable, are all unreg 
istrable. 


