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TRANSFER OF ERROR-ANALYSIS AND 
STATISTICAL DATA IN A FIBRE CHANNEL 

INPUT/OUTPUT SYSTEM 

BACKGROUND OF THE INVENTION 

The ?eld of the present invention is the extension of an 
error-recovery function of a Fibre Channel Single-Byte 
system so that it can transfer diagnostic and statistical 
information sampled at the time of an error in the system. 

In ?bre channel networks, especially those Fibre Channel 
Single-Byte networks, data available to ?eld personnel sent 
to analyZe network problems is insuf?cient. Analysis of 
these problems has shown that the required error data is 
often available, but it cannot be accessed and provided to 
?eld personnel. For example, error data required to diagnose 
channel problems often exists only at the control unit, and it 
cannot be acquired and displayed at the channel. Similarly, 
data required to diagnose control unit problems often exists 
only at the channel, and it cannot be acquired and displayed 
at the control unit. The IBM version of the Fibre Channel 
Single-Byte system is available from IBM as the FICON 
network, and is further described in the following standards 
documents: 
1. NCITS 349-2000, Fibre Channel Single-Byte Command 
Code Sets-2 (FC-SB-2) 

2. ANSI NCITS Project l33l-D, Fibre Channel-Framing 
and Signaling (FC-FS) 

BRIEF SUMMARY OF THE INVENTION 

The present invention provides a method of accumulating 
and transferring error data including statistics from the 
channel to the control unit and vice versa, thereby providing 
a complete set of the error data to channel ?eld personnel 
and a set of error data for the control unit ?eld personnel. 
This facilitates rapid diagnosis of ?eld problems, and results 
in signi?cant warranty cost savings. 

It is an object of the present invention to accumulate and 
transfer error and statistical information at the time of an 
error in the network. 

It is a further object of the invention to extend the FICON 
Purge Path error-recovery function so it transfers error 
related data including statistics between a control unit and 
channel in the network. The extensions made are compatible 
with preexisting FICON implementations, and require only 
minor enhancements to the current FICON error-recovery 
procedures. 

It is another object of the present invention to provide a 
process whereby two communicating N_ports acquire error 
statistics from their neighboring F_ports upon the occur 
rence of an error. 

It is another object of the present invention to send 
statistics, along with other error-analysis data from one of 
the communicating N_Ports to the other N_Port as a part of 
normal error recovery. 

It is a further object of the present invention to present 
statistics to diagnostic personnel for problem analysis. 

It is a further object of the present invention to provide 
upward-compatible extensions of the FICON Purge Path 
(PP) request and response functions to enable the transfer of 
these and other error statistics between a channel and a 
control unit. 

It is also an object of the present invention to provide 
extensions to FICON error recovery procedures to require 
the transfer of error-analysis data as a normal part of error 
recovery. 

20 

25 

30 

35 

40 

45 

50 

55 

60 

65 

2 
BRIEF DESCRIPTION OF THE SEVERAL 

VIEWS OF THE DRAWING 

These and other objects will be apparent to one skilled in 
the art from the following detailed description of the inven 
tion taken in conjunction with the accompanying drawings. 

FIG. 1 is a schematic diagram of a computer Input/Output 
(I/O) system having a computers including channels, a 
fabric, and Control Units (CU), each of the channels and 
CUs including a Purge Path Extended (PPE) facility of the 
present invention. 

FIG. 2 is table showing the ?ow of the PPE facility of 
FIG. 1. 

FIG. 3 is a diagram showing the PPE request frame 
transmitted by the PPE facility. 

FIG. 4 is a diagram showing the control header of the PPE 
request of FIG. 3. 

FIG. 5 is a diagram showing control parameters of the 
control header of FIG. 4. 

FIG. 6 is a table showing the reason codes used in the 
control parameters ?eld of FIG. 5 in the PPE request. 

FIG. 7 is a diagram showing a PPE response frame 
transmitted in response to the PPE request frame of FIG. 3. 

FIG. 8 is a diagram of the control header ?eld of the PPE 
response frame of FIG. 7. 

FIG. 9 is a diagram of the control payload ?eld of the PPE 
response of FIG. 7. 

FIG. 10 is a table showing the response codes used the 
control parameters of FIG. 9 in the PPE response. 

FIG. 11 is a diagram showing the operation of one 
embodiment of the Purge Path Extended facility for a 
link/protocol error detected at an IBM FICON channel. 

FIG. 12 is a diagram showing the operation of another 
embodiment of the Purge Page Extended facility of a Link/ 
Protocol error detected at a Control Unit FICON adapter. 

DETAILED DESCRIPTION OF THE 
INVENTION: 

FIG. 1 is a schematic diagram showing a computer I/O 
system 10 including a computer 12 having channels 14 each 
having N_Ports 16. As is well known, the N_Ports 16 of the 
channels 14 are connected to F_Ports 17 of a fabric 20. The 
fabric 20 may be switches or other ?bre channel directors, 
which are well known. Other F_Ports 18 of the fabric are 
connected to N_Ports 22 of Control Units (CU) 24. The 
computer may be an IBM eServer ZSeries 900 computer 
system, or any other of the computer systems which use 
channels and operate under the Fiber Channel standards 
mentioned above. In the present invention, the channels 14 
contain Purge Path Extended (PPE) facilities 26, and the 
Control Units 22 include PPE facilities 28. 
As is well known, during the initialiZation of the I/O 

system 10, the channels 14 and control units 24 establish the 
identity of their nearest neighbors. This process is fully 
explained in Reference 2 above and disclosed in US. Pat. 
No. 5,371,897 issued Dec. 6, 1994 to Brown et al. 

FIG. 2 is a table which forms a logic diagram of the 
operation of the PPEs 26 of the channels 14 and the PPEs 28 
of the Control Units 24 of FIG. 1. The steps of the operation 
are shown in column 30, the procedures of the PPEs 26 are 
shown in column 32, and the procedures of the PPEs 28 are 
shown in column 33. At step 1, an error occurs between the 
channel 14 and the control unit 24. Recovery of the error 
results in an exchange of data being aborted. Errors which 
might cause recovery are well known by those skilled in 
Fibre Channel Physical and Signaling (FC-PH) standards 
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and may include Single Byte Command 2 (SB-2) link 
failure, Logical path timeout error, SB-2 o?line conditions, 
FC-PH link failure, SB-2 Exchange error Logical-path-not 
established error, a Port_Reject (P_RJT) or Frame_Reject 
(F_RJT) (Classes 1 and 2), SB-2 link-level reject, and 
Test-initialiZation-result error. Since these errors are Well 

knoWn, they Will not be discussed further. At step 2, link 
level recovery occurs, Which is also Well knoWn and dis 
cussed, for instance, in reference above. 

After completing link-level recovery, the PPE facility 26 
of the channel 14 sends a Purge Path Extended (PPE) request 
to the control unit 24. The channel 14 also sends the Read 
Link Status (RLS) FC-PH Extended Link-control function 
to its attached F_Port 16 to acquire error statistics by sending 
a Read Link Error Status Block (RLS) request to its neighbor 
F_Port 16 Who returns a Link Error Status Block (LESB), as 
is Well knoWn. 

The PPE request is shoWn in FIG. 3 and includes a Single 
Byte-3 header 34, an information unit (IU) header 36, and 
control header 38, and a Longitudinal Redundancy Check 
(LRC) ?eld 40 to provide error detection. The contents of 
these ?elds are Well understood and explained in reference 
1 above. 

FIG. 4 shoWs the contents of the control header 38 of FIG. 
3. The control header 38 includes a control function ?eld 40, 
control parameters 42, and an IU count ?eld 43. FIG. 5 
shoWs the contents of the control parameters 42 of the 
control header 38 of FIG. 4. In a basic Purge Path (PP) 
function, the control parameter ?eld 42 is all Zeros. The 
control parameters 42 include a reason code 44 Which gives 
the reason for the error detected at step 1, and may include 
model-dependent data 46 Which further describes the error, 
Which may be supplied by the channels or ports, as desired. 
Code Zero of the reason code 44 is reserved in order to 
ensure that the control parameters ?eld 42 is non-Zero, 
thereby enabling the control unit 24 to distinguish the PPE 
request from the basic PP function. FIG. 6 is a table shoWing 
the possible reason codes in column 50 Which may be used 
in the reason code ?eld 44 of the control parameters 42. 
Column 52 gives de?nitions of the reason codes 50. 

Returning to FIG. 2, at step 4, the control unit 24 receives 
the PPE request. If the PPE facility 28 of the control unit 24 
is not supported, then the control unit ignores the control 
parameter ?eld 42 and regards the PPE request as a PP 
request. If PPE is supported, then the control unit 24 regards 
the request as a PPE request. Also, if PPE is supported and 
if the control unit 24 is attached to a fabric, the control units 
sends an RLS request to the neighbor F_Port 18 to acquire 
error statistics contained in the LESB, as previously 
explained. The control unit 24 subsequently logs these 
statistics, along With the reason code received in ?eld 44 of 
the PPE request from the channel, and other model-depen 
dent data in ?eld 46 for use by the control unit service 
personnel. It Will be understood that the present invention 
may also be used in a point-to-point con?guration When no 
fabric is included and a channel is connected directly to a 
control unit. If the control unit 24 is directly attached to the 
channel 14, a PPE request is sent directly to the attached 
control unit 24 and no neighbor F_Port LESB is obtained by 
either the channel 14 or the control unit 24, and the neighbor 
F_Port LESB ?eld is set to Zero. 

In step 5, if the control unit 24 does not support PPE, it 
responds to the PPE request With a PP response. If PPE is 
supported, the control unit sends the PPE response to the 
channel 14. The format of the PPE response 53 is shoWn in 
FIG. 7 and contains an SB-3 header 54, an IU header 56 a 
control header 58 and an LRC ?eld 60, much like the PPE 
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4 
request of FIG. 3. The PPE response also includes a control 
payload 62, a pad 64 as needed to make the length of the 
PPE response of the correct length, and a Cyclic Redun 
dancy Check (CRC) ?eld 66, as is Well knoWn to provide 
error checking. It Will be understood that the control payload 
?eld 62 is used to transfer error-related data and statistics 
from the control unit 24 to the channel 12. 

FIG. 8 shoWs the contents of the control header ?eld 58 
of FIG. 7. The control header 58 contains a control function 
?eld 70, control parameters 72, and IU count 74 and a 
control payload byte count 76. The control function 70 and 
IU count 74 are the same as those in a PP response, Which 
is Well understood and explained in reference 1. The control 
parameters ?eld 72 is reserved. The control payload byte 
count 76 contains a binary value representing the length in 
bytes of the control payload ?eld 62. FIG. 9 shoWs the 
format of the control payload ?eld 62 of FIG. 7. The control 
payload ?eld 62 includes the F_Port LESB ?eld 80 of the 
control unit F_Port 18, the N_Port LESB ?eld 82 of the 
control unit N_Port 22, a reason code 84 for the error seen 
by the control unit 24, and model-dependent data 86 col 
lected by the control unit 24, as desired. FIG. 10 is a table 
89 of the reason codes 90 and their meanings 92 as deter 
mined by the control unit 24. It Will be seen that the reason 
codes 90 of FIG. 10 are different than the reason codes 50 
of FIG. 6, since the reason for the error as seen by the control 
unit 24 may be different than the reason for the error as seen 
by the channel 14. 

At step 6, the channel receives the PP or PPE response 
sent by the control unit 24 in response to the PPE request of 
FIG. 3. If the channel 14 supports the PPE facility 26, the 
channel 14 stores the following information: 

Channel F_Port LESB; 
Channel N_Port LESB; 
Channel error reason code 44; 
Model-dependent channel error data 46; 
Control unit neighbor F_Port LESB 80 (only if received 

in PPE response); 
Control unit N_Port LESB 82 (only if received in PPE 

response; 
Control unit error reason code 84 (only if received in PPE 

response; and 
Control unit model-dependent data 86 (only if received in 
PPE response. 

At step 7, if there is no PPE response, interrupt the system 
12 With local error data. If there is a PPE response, interrupt 
the system 12 With local error data and error data received 
in the PPE response, if any. After receipt of the PP response 
or the PPE response, the channel 14 may retry the I/O 
operation. When the ?nal interruption is given for the I/O 
operation (possibly after retries by the channel 14), the host 
computer 12 is interrupted, and the above information stored 
in the channel 14 is made available at the host 12. The host 
12 may then log the data and make it available for use by 
channel maintenance personnel. 

FIG. 11 is a schematic and logic ?oW diagram of an IBM 
I/O system of the IBM FICON architecture Which is the IBM 
embodiment of the Fibre Channel Single-Byte Command 
Code Sets-2 (FC-SB-2) standards of Reference 1. In FIG. 11, 
a FICON channel 100 is connected to a sWitch 102, Which 
is connected to a FICON control unit 104. Upon an error, 
channel error statistics are kept in a channel Link Error 
Status Block 106 and a SWitch Port LESB 108. Control Unit 
error statistics are similarly kept in a CU Port LESB 110 and 
a SWitch Port LESB 112. During a FICON I/O operation 
represented at 114, a link/protocol error is detected at the 
FICON channel 100. Upon detecting the error, an Abort 116 
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is sent to the CU 104. The FICON I/O operation 118 is 
aborted, and a Basic Accept (BA_ACC) 120 is sent to the 
FICON channel 100, Which is the Well known reply to the 
Abort 116. The FICON channel 100 then sends a Purge Path 
Extended (PPE) request 122, as has been described. The 
channel then sends an RLS 124 to receive the channel sWitch 
port LESB statistics 106 at 126. Likewise, the CU 104 sends 
an RLS 128 to receive the CU sWitch port LESB statistics 
112 at 130. The CU 104 assembles the CU port LESB 110, 
the CU neighbor port LESB 112 and any model-dependent 
CU data and sends it to the channel 100 via a PPE response 
132, as has been described. At 133, the channel 100 then 
stores the channel port LESB 106, the Channel neighbor port 
LESB 108 and model-dependent channel data, along With 
the data received from the PPE response 132. The FICON 
channel 100 then performs other FICON channel recovery 
134 such as Selective Reset, and possible command retry, 
etc. After recovery the channel 100 sends an I/O interrupt 
136 to the host system to make the transfer error and 
statistical information available to the host. 

FIG. 12 is similar to FIG. 11, Wherein similar elements of 
the FICON I/O system have the same numbers. In FIG. 12, 
FICON I/O operations are carried out at 140 until an 
link/protocol error 142 is detected at the CU FICON adapter 
104. In this case, an Abort 144 is sent by the CU 104 to the 
channel 100. The channel 100 then sends a BA_ACC 146. 
The channel 100 then sends an PPE request 150. From this 
point on, the process is the same as that described in FIG. 11. 
The channel 100 sends RLS 152 and accepts LESB 154. The 
CU 104 sends RLS 156 and accepts LESB 158. The CU then 
sends its error data including statistics by PPE response 160 
to the channel 100. At 162, the channel 100 stores the data 
it has collected and the data from the PPE response. The 
channel 100 then conducts other FICON channel recovery at 
164, and then sends and I/O interrupt 166, as discussed in 
connection With FIG. 11. 

While the preferred embodiment of the invention has been 
illustrated and described herein, it is to be understood that 
the invention is not limited to the precise construction herein 
disclosed, and the right is reserved to all changes and 
modi?cations coming Within the scope of the invention as 
de?ned in the appended claims. 
What is claimed is: 
1. In a computer I/O system having a channel and a 

control unit, a method comprising: 
detecting an error in a link betWeen the channel and the 

control unit; 
gathering error data in the channel and the control unit; 
reporting the error data gathered in the control unit to the 

channel; and 
making the error data reported by the control unit and 

gathered by the channel available to a host computer 
for analysis. 

2. The method according to claim 1 Wherein the error data 
gathered in the channel include port error data from a port 
connecting the channel to the link. 

3. The method according to claim 1 Wherein the error data 
gathered in the control unit include port error data from a 
port connecting the control unit to the link. 

4. In a computer system having a fabric, a control unit 
(CU), a host computer having a channel, a channel port in 
said channel, a channel neighbor port in said fabric, a ?rst 
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link connecting said channel port and said channel neighbor 
port, a CU neighbor port in said fabric, a CU port in said 
control unit, and a second link connecting said CU neighbor 
port and said CU port, a method comprising; 

transmitting a PPE request by a channel Purge Path 
Extended (PPE) facility in said channel via said ?rst 
link When a transmission error is detected; 

sending a Read Link Status (RLS) request by said channel 
PPE facility to the channel neighbor port requesting 
error data kept by the channel neighbor port; 

accepting Link Error Status Block (LESB) data by said 
channel PPE facility sent by said channel neighbor port 
in response to said RLS request; 

transferring by a sWitch in said fabric, said PPE request 
transmitted by the channel to the CU via said second 
link When a transmission error is detected; 

responsive to the receipt of said PPE request, sending a 
second RLS request by a CU PPE facility in said 
control unit to the CU neighbor port requesting error 
data kept by the CU neighbor port; 

transmitting a second LESB by said CU neighbor port to 
the control unit When it receives said second RLS 
request from the control unit, said second LESB con 
taining error data kept by said CU neighbor port; 

accepting by said CU channel PPE facility further error 
data from said CU neighbor port sent in response to 
said second RLS request; 

storing in CU storage in said CU PPE facility, error data 
accepted in response to said second RLS request; 

transmitting by said CU PPE facility, error data stored in 
said CU storage to said channel in a PPE response; 

transferring by said sWitch, said PPE response from the 
control unit to the channel; 

further accepting by said channel PPE facility, error data 
from said PPE response; 

storing in channel storage in said channel PPE facility, 
error data accepted in response to said ?rst RLS request 
and said PPE request; and 

providing by said channel PPE facility, an I/O interrupt to 
said host computer and making available to the host 
computer, error data in said channel storage. 

5. The computer system according to claim 4 comprising 
including in said PPE request, a channel determined reason 
code for the detected transmission error, and including in 
said PPE response, a control unit determined reason code for 
the transmission error. 

6. The method according to claim 5 further comprising 
accepting and storing in said channel PPE facility, LESB 
data from the channel port, and accepting and storing in said 
CU PPE facility, LESB data from the CU port. 

7. The method according to claim 4 further comprising 
accepting and storing in said channel PPE facility, LESB 
data from the channel port, and accepting and storing in said 
CU PPE facility, LESB data from the CU port. 

8. The method according to claim 4 further comprising 
accepting and storing in said channel PPE facility, LESB 
data from the CU neighbor port and the CU port and model 
dependent data transmitted from the control unit to the 
channel in said PPE response. 

* * * * * 


