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METHOD AND SYSTEM FOR TCP LARGE 
SEGMENT OFFLOAD WITH ACK-BASED 

TRANSMIT SCHEDULING 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 
The present invention relates to the ?eld of transmission 

control protocol (TCP) and netWork interface cards (NICs). 
Speci?cally, an embodiment of the present invention relates 
to a method and a system for o?loading a large block of data 
and transferring the management of ack-based data trans 
mittal from TCP to NICs. 

2. Related Art 
Over the past feW decades, computer systems have 

become corporate-Wide resources, essential for day-to-day 
operations. Additionally, they have been playing an increas 
ingly important role in military and government environ 
ments. As strategic and tactical computer communication 
netWorks have been developed and deployed, the needs for 
providing reliable means of interconnecting them and for 
providing standard interprocess communication protocols to 
support a broad range of applications has led to the devel 
opment of inter-process communication protocol standard 
iZation. 

Transmission Control Protocol (TCP) is a connection 
oriented, end-to-end COMMUNICATION protocol 
designed to ?t into a layered hierarchy of protocols that 
support multi-netWork applications. TCP provides for inter 
process communication betWeen pairs of processes in host 
computers attached to distinct but interconnected computer 
communication netWorks. The TCP operates above a Wide 
spectrum of communication systems ranging from hard 
Wired connections to packet-sWitched or circuit-sWitched 
netWorks. 
TCP ?ts into layered protocol architecture just above a 

basic Internet Protocol (IP) Which provides a Way for TCP 
to send and receive variable-length blocks of information 
enclosed in Internet data-gram “envelopes”. Among its 
multiple functions, the IP also deals With any fragmentation 
or re-assembly of the TCP segments required to achieve 
transport and delivery through multiple netWorks and inter 
connecting gateWays. 
TCP interfaces on one side to user or application pro 

cesses (“host processes”) and on the other side to IP. The 
interface betWeen an application process and TCP consists 
of a set of calls much like the calls an operating system 
provides to an application process for manipulating ?les. For 
example, there are calls to open and close connections and 
to send and receive data on established connections. 

The primary purpose of TCP is to provide reliable con 
nection service betWeen pairs of processes. To do so requires 
facilities in a number of areas including basic data transfer, 
reliability and How control. TCP is able to transfer a con 
tinuous stream of bytes in each direction betWeen its users 
by packaging some number of bytes into segments for 
transmission through the Internet system. In general, TCP 
decides When to block and forWard data at its oWn conve 
nience. 
TCP needs to be able to regulate or control its How of data, 

and to recover from data that is damaged, lost, duplicated or 
delivered out of order by the Internet communication sys 
tem. This is achieved by assigning a sequence number to 
each byte transmitted, and requiring a positive acknoWl 
edgement (ACK) from the receiving TCP. If the ACK is not 
received Within a timeout interval, the data is retransmitted. 
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2 
At the receiver, the sequence numbers are used to correctly 
order data portions that may be received out of order and to 
eliminate duplicates. 
TCP provides a means for the receiver to govern the 

amount of data sent by the sender, knoWn in the art as How 
control. This is achieved by returning a “WindoW” With 
every ACK indicating a range of acceptable sequence num 
bers beyond the last segment successfully received. The 
WindoW indicates an alloWed number of bytes that the 
sender may transmit before receiving further permission. 

In addition to the TCP’s functions of data packaging, data 
transfer, reliability and How control, it also has responsibility 
for multiplexing processes among host computers, estab 
lishing connections and tracking precedence and security of 
communications. Thus, TCP is indeed a busy protocol. 
The interface from the host computer to the netWork is, in 

many cases, by means of a hardWare unit called a netWork 
interface card (NIC). This is an expansion board or card that 
is installed in a host computer to provide a dedicated 
full-time connection to a netWork. The NIC has its oWn 
processor and, thus, the potential for being programmed to 
perform certain functions. 

Hosts are computers attached to a netWork and, from the 
communication networks point of vieW, are the sources and 
destinations of packets. The term packet is used generically 
to mean the data of one transaction betWeen a host and its 
netWork. In the conventional art, TCP has responsibility for 
packaging the data into packets that are no larger than a 
standard Maximum Transmission Unit (MTU) prior to send 
ing it out. MTUs can be relatively small, e.g., 1,500 bytes on 
Ethernet. TCP then sends the data packets in response to 
acknowledgements (ACKs) from the host computer that 
include the amount of data that may be sent in the next 
transmission. 

In order to alleviate some of the transmit side of the TCP 
processing cost, a number of hardWare/softWare vendors 
have provided a basic scheme for ol?oading to the NIC 
called “LSO” or large segment ol?oad. In these cases, a 
larger portion of data is off-loaded and the NIC portions the 
data into packets. The NIC then sends out tWo or more 
packets at a time (rather than one packet at a time as 
previously provided by TCP alone), depending on the siZe of 
the WindoW opened by a previously received ACK. The 
WindoW is often small and can only accommodate tWo 
packets. These schemes, although providing a modicum of 
relief to the TCP, have not provided a signi?cant improve 
ment in host processing performance. The TCP still has 
responsibility for interfacing With the recipient host and 
responding to acknoWledgements by instructing the NIC to 
send out more data. 

SUMMARY OF THE INVENTION 

Accordingly, a need exists for a method and system for 
further reducing the burden on the TCP by having the 
NetWork Interface Card (NIC) handle some of the How 
control responsibility on the transmission side of the net 
Work interface. The present invention provides a novel 
solution to these needs. 

Speci?cally, one embodiment of the present invention 
provides a method and system for partitioning and trans 
mitting data in a netWork. A transmission control protocol 
(TCP) running on a host computer system ?rst performs a 
sloW start and then sends to a NIC a location and a ?rst 
sequence number for a set or “chunk” of data to be trans 
mitted. The netWork interface card accesses the set of data, 
partitioning the set of data into sequential data packets of 
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maximum transmission unit (MTU) size and writes incre 
mental sequence numbers in headers of the sequential data 
packets. 

The NIC waits for a ?rst acknowledgement (ack) from the 
receiver system and then transmits a ?rst set of sequential 
data packets and awaits an acknowledgement from a receiv 
ing host computer. When the NIC receives the acknowl 
edgement containing a window siZe and a range of sequence 
numbers expected by the receiving host computer for a 
subsequent transmittal, the NIC transmits a subsequent 
transmittal per the window siZe and sequence numbers in the 
acknowledgement and awaits a next acknowledgement. This 
process may continue with each acknowledgement reporting 
forward progress in the transmission. Forward progress in 
the transmission de?nes a “fast path” of the communication 
that is controlled by the NIC rather than by the host TCP. 
During “fast path,” acknowledgements are echoed to the 
TCP. 

When an ACK fails to report forward progress, this is 
often an indication of packet loss. The transmission control 
is then returned to the transmitting ho st computer for further 
decision making since recovering lost packets is a more 
complex job and is better left to the host. When the trans 
mitting host computer resolves the reason for the sequence 
numbers being unchanged, it returns control to the NIC. 
When the NIC has transmitted all the sequential data 

packets it has partitioned, it returns control to the transmit 
ting host computer for either ceasing transmission or for 
sending to the NIC a data location of another data chunk for 
further partitioning and transmitting. 

The NIC is an intelligent device, containing a processor. 
The NIC provides network interface for a plurality of TCP 
connections and matches an acknowledgement with an 
appropriate one of the transmitting connections. By allowing 
the NIC to transmit and control the transmission of several 
data packets during the “fast path” portion, the host com 
puter system is relieved of a signi?cant amount of process 
ing. 

These and other advantages of the present invention will 
become obvious to those of ordinary skill in the art after 
having read the following detailed description of the pre 
ferred embodiments that are illustrated in the accompanying 
drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The accompanying drawings, which are incorporated in 
and form a part of this speci?cation, illustrate embodiments 
of the invention and, together with the description, serve to 
explain the principles of the invention: 

FIG. 1 is a block diagram of an exemplary computer 
system upon which embodiments of the present invention 
may be practiced. 

FIG. 2 is a block diagram illustrating an exemplary 
network of communicatively coupled devices upon which 
embodiments of the present invention may be practiced. 

FIG. 3A is a ?ow diagram illustrating an overview of a 
method for transmitting data within a network in accordance 
with one embodiment of the present invention. 

FIG. 3B is a ?ow diagram illustrating a method for 
transmitting data within a network in accordance with one 
embodiment of the present invention. 

FIG. 4 is a block diagram illustrating data ?ow as con 
trolled by the NIC in accordance to one embodiment of the 
present invention. 
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4 
DETAILED DESCRIPTION OF THE 

INVENTION 

Reference will now be made in detail to the preferred 
embodiments of the invention, examples of which are illus 
trated in the accompanying drawings. While the invention 
will be described in conjunction with the preferred embodi 
ments, it will be understood that they are not intended to 
limit the invention to these embodiments. On the contrary, 
the invention is intended to cover alternatives, modi?cations 
and equivalents, which may be included within the spirit and 
scope of the invention as de?ned by the appended claims. 
Furthermore, in the following detailed description of the 
present invention, numerous speci?c details are set forth in 
order to provide a thorough understanding of the present 
invention. However, it will be obvious to one of ordinary 
skill in the art that the present invention may be practiced 
without these speci?c details. In other instances, well-known 
methods, procedures, components, and circuits have not 
been described in detail so as not to unnecessarily obscure 
aspects of the present invention. 

Notation and Nomenclature 

Some portions of the detailed descriptions that follow are 
presented in terms of procedures, logic blocks, processing, 
and other symbolic representations of operations on data bits 
within a computer memory. These descriptions and repre 
sentations are the means used by those skilled in the data 
processing arts to most effectively convey the substance of 
their work to others skilled in the art. In the present 
application, a procedure, logic block, process, or the like, is 
conceived to be a self-consistent sequence of steps or 
instructions leading to a desired result. The steps are those 
requiring physical manipulations of physical quantities. 
Usually, although not necessarily, these quantities take the 
form of electrical or magnetic information capable of being 
stored, transferred, combined, compared, and otherwise 
manipulated in a computer system. It has proven convenient 
at times, principally for reasons of common usage, to refer 
to these information as transactions, bits, values, elements, 
symbols, characters, fragments, pixels, or the like. 

It should be borne in mind, however, that all of these and 
similar terms are to be associated with the appropriate 
physical quantities and are merely convenient labels applied 
to these quantities. Unless speci?cally stated otherwise as 
apparent from the following discussions, it is appreciated 
that throughout the present invention, discussions utiliZing 
terms such as “transmitting,” “receiving,” “partitioning”, 
“acknowledging,” “opening, stopping,” “dropping out,” 
“duplicating,” “accumulating”, or the like, refer to actions 
and processes of a computer system or similar electronic 
computing device. The computer system or similar elec 
tronic computing device manipulates and transforms data 
represented as physical (electronic) quantities within the 
computer system memories, registers or other such infor 
mation storage, transmission or display devices. The present 
invention is well suited to the use of other computer systems. 

Exemplary Computer System 

FIG. 1 is a block diagram of one embodiment of an 
exemplary computer system 100 used in accordance with the 
present invention. It should be appreciated that system 100 
is not strictly limited to be a computer system. As such, 
system 100 of the present embodiment is well suited to be 
any type of computing device (e.g., data router, server 
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computer, portable computing device, desktop computer, 
etc.). Within the following discussions of the present inven 
tion, certain processes and steps are discussed that are 
realized, in one embodiment, as a series of instructions (e.g., 
software program) that reside within computer readable 
memory units of computer system 100 and executed by a 
processor(s) of system 100. When executed, the instructions 
cause computer 100 to perform speci?c actions and exhibit 
speci?c behavior that is described in detail below. 

Computer system 100 of FIG. 1 comprises an address/ 
data bus 110 for communicating information and one or 
more central processors 102 coupled with bus 110 for 
processing information and instructions. Central processor 
unit(s) 102 may be a microprocessor or any other type of 
processor. Computer 100 also includes data storage features 
such as a computer usable volatile memory unit 104 (e.g., 
random access memory, static RAM, dynamic RAM, etc.) 
coupled with bus 110 for storing information and instruc 
tions for central processor(s) 102, a computer usable non 
volatile memory unit 106 (e.g., read only memory, program 
mable ROM, ?ash memory, EPROM, EEPROM, etc.) 
coupled with bus 110 for storing static information and 
instructions for processor(s) 102. 

System 100 also includes a network interface card (NIC) 
260 coupled with bus 110 for enabling system 100 to 
interface with other electronic devices and computer sys 
tems. NIC 260 of the present embodiment may interface 
with wired and/or wireless communication technology. 
Within the present embodiment, the NIC communication 
interface 260 is a dedicated, full-time connection to the 
Internet that has intelligence and that may operate based on 
?rmware or other-state machine instructions located within. 

Optionally, computer system 100 may include an alpha 
numeric input device 114 including alphanumeric and func 
tion keys coupled to the bus 110 for communicating infor 
mation and command selections to the central processor(s) 
102. The computer 100 can include an optional cursor 
control or cursor directing device 116 coupled to the bus 110 
for communicating user input information and command 
selections to the central processor(s) 102. The system 100 
can also include a computer usable mass data storage device 
118 such as a magnetic or optical disk and disk drive (e.g., 
hard drive or ?oppy diskette) coupled with bus 110 for 
storing information and instructions. An optional display 
device 112 is coupled to bus 110 of system 100 for display 
ing video and/or graphics. 

FIG. 2 is a block diagram of host computer systems 100a 
and 100!) coupled in an exemplary network 200 upon which 
embodiments of the present invention can be implemented. 
The computer systems 100a and 1001) may be physically in 
separate locations (e.g., remotely separated from each 
other). It is appreciated that the present invention can be 
utiliZed with any number of computer systems. 

Network 200 may represent a portion of a communication 
network located within a ?rewall of an organiZation, corpo 
ration or ?nancial institution (an “Intranet”), or network 200 
may represent a portion of the World Wide Web or Internet 
210. The mechanisms for coupling computer systems 100a 
and 1001) over the Internet (or “Intranet”) 210 are well 
known in the art. In one exemplary con?guration, host 
computer 100a and memory 240 are coupled to I/O bus 250 
and to Internet (or “Intranet”) 210 via Network Interface 
Card (NIC) 260. TCP (Transmission Control Protocol) 220 
is a software implemented transmission protocol that is 
resident on host computer system 10011. In one embodiment, 
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6 
host computer 100a utiliZes IP (Internet Protocol) and TCP 
220 to transmit data to host computer 1001) via NIC 260 and 
Internet 210. 

It should be understood that, although the present embodi 
ment is described in terms of IP and TCP, it is well suited to 
for a variety of protocols. In one embodiment host computer 
10011 is coupled to high-speed memory bus 230 for trans 
mitting data to and from memory 240. In one embodiment, 
multi-level secure operating environment protocols like 
Trusted Solaris 8, manufactured by Sun Microsystems, Inc. 
or other multi-level secure operating environments may be 
used in conjunction with IP, TCP 220, HTTP (HyperText 
Transfer Protocol) and/or SSL (Secure Sockets Layer) to 
transport data between clients and servers or between serv 
ers and servers, in either direction. 
NIC 260 of FIG. 2 may provide a dedicated, full-time 

connection to Internet 210. According to one embodiment, 
NIC 260 is an intelligent device containing a processor that 
may be programmed to perform speci?c functions. Among 
these functions, according to one embodiment, is the ability 
to partition data from data storage memory 240, as handed 
off to NIC 260 by TCP 220 residing in the stack of host 
computer 100a, into data packets and transmit the packets to 
receiving host computer 1001) via Internet 210. According to 
one embodiment, NIC 260 may receive acknowledgements 
from host computer 1001) that contain the window siZe and 
sequence numbers of a next expected transmittal. The NIC 
then, according to one embodiment, transmits the appropri 
ate data packets to host computer 1001) in response to the 
acknowledgements. NIC may operate based on ?rmware or 
other-state machine instructions located therein. 

FIG. 3A is a flow diagram 300a illustrating an overview 
of a method for transmitting data within a network in 
accordance with one embodiment of the present invention. 
Although speci?c steps are disclosed in ?ow diagram 300a, 
such steps are exemplary. That is, the present invention is 
well suited to performing various other steps or variations of 
the steps recited in FIG. 3A. 

At step 301 of FIG. 3A, an application executing on a 
transmitting host computer (e.g., host computer 10011 of 
FIG. 2) gives to the TCP (e.g., 220) a portion of data to be 
transmitted. At step 302, the TCP initialiZes the transfer of 
the portion of data according to well-known TCP heuristics. 
This includes the transmission of a large burst of data to 
potentially ?ll the buffer of a recipient host computer (e.g., 
10019 of FIG. 2). There is a quantity known as a “congestion 
window” that is calculated by TCP and that de?nes the 
amount of data that will ?ll the buffer. When the buffer is 
full, the congestion window opens and this ends a portion of 
the process known as “slow start”. 

“Fast path” transmission is illustrated at step 303 as the 
congestion window opens and TCP hands off a portion of 
data to be transmitted to a Network Interface Card (NIC) 
(e.g., NIC 260). The NIC then partitions the data into smaller 
packets and awaits an acknowledgement (ACK) from the 
recipient host computer. The recipient host computer 
receives the data and begins opening a window for receiving 
additional data and returns an ACK with pertinent informa 
tion regarding the data received and the siZe of the open 
window for a next transmittal. This information includes the 
sequence number of the next packet to be transmitted and the 
siZe of the available window, indicating the number of 
packets that may be sent. Once an initial ACK is received, 
the NIC sends the appropriate number of packets and 
continues to receive ACKs and transmit packets, as illus 
trated in step 304, as long as forward progress is detected. 
Forward progress is indicated by increasing acknowledge 
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ment numbers received in the ACK. The NIC echoes the 
ACK to the TCP residing on host computer 100a so that the 
transmitting host is, in effect, monitoring the transmission, 
even though it is not actively involved. 

If a duplicate ACK is received, as shown by step 305 of 
FIG. 3A, a loss of data or other error is indicated. Should this 
occur, the NIC shuts down the transmission process and the 
host regains control. Normal TCP error or data loss heuris 
tics then resume as shown in step 308. As long as there is 
additional in the buffer, the TCP continues to hand off the 
packetiZation and transmission to the NIC as shown by step 
306. If the buffer is empty, control is returned to the 
application for additional portions of data as shown by step 
307. If there are no additional portions of data, ?ow diagram 
30011 is exited. 

FIG. 3B is a ?ow diagram 300b illustrating, in more 
detail, a method for transmitting data within a network in 
accordance with one embodiment of the present invention. 
Although speci?c steps are disclosed in ?ow diagram 300b, 
such steps are exemplary. That is, the present invention is 
well suited to performing various other steps or variations of 
the steps recited in FIG. 3B. 

The process begins with a “slow start” in which the NIC 
(e.g., NIC 260 of FIG. 2) performs the steps under control 
ofTCP (e.g., TCP 220 of FIG. 2). Steps 310 through 330 are 
part of the slow start that is consistent with the conventional 
art. 

At step 310, according to one embodiment, NIC (e.g., 
NIC 260 of FIG. 2) receives, from TCP 220 residing in the 
stack of a host computer (e.g., computer 10011 of FIG. 2), 
pointers to locations in memory (e.g. memory 240 of FIG. 
2) and a beginning sequence number for a portion of data to 
be transmitted to a receiving computer (e. g., computer 1001) 
of FIG. 2). 
At step 320 of FIG. 3B, NIC 260 partitions the data 

portion, according to one embodiment, into packets that 
meet the siZe requirements of Maximum Transmission Units 
(MTU’s), e.g., approximately 1,500 bytes in one example. It 
should be appreciated that the packet siZe need not be 
limited to MTU siZe, but may be siZed according to the 
requirements of any protocol being employed. In one 
embodiment, NIC 260 then writes incremental sequence 
numbers into the headers of the data packets, starting with 
the beginning sequence number received from TCP 220. 

A?rst set of data is sent, as illustrated by step 330 of FIG. 
3B, by NIC 260 under the control of TCP residing on the 
host computer that may, according to one embodiment, be 
siZed according to the congestion window siZe for the 
protocol being used. Once the window is ?lled, receiving 
computer 1001) slides the window open in smaller data 
portions so as not to overload its buffers. For example, TCP 
protocol for the World Wide Web calls for the receiving 
computer to slide the window by two (2) packets (a packet 
being approximately 1500 bytes) at a time for transmissions 
subsequent to the initial one. (Refer to FIG. 4 for an example 
of data ?ow according to one embodiment of the present 

invention.) 
NIC 260 waits for an acknowledgement signal (ACK) 

from the recipient host computer that will begin the “fast 
path” portion of the transmission process as indicated by 
step 339. At step 340 of FIG. 3B, according to one embodi 
ment, NIC 260 receives an ACK from receiving computer 
1001) containing the beginning sequence number and the 
window siZe for a next transmission. The NIC echoes the 
ACK to the host computer. The TCP residing on the host 
monitors the ACK. If the ACK is a duplicate of the previous 
one, it signi?es a potential error or data loss and the host 
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TCP takes over and normal TCP error or data loss heuristics 
prevail. Otherwise, the host is in a monitoring-only mode 
and is not involved in the fast path transmission. 
At step 350, NIC 260 compares the sequence numbers 

received by the ACK (ACK number) to the previous ACK 
number. Provided the ACK number received is greater than 
the previously received ACK number, indicating forward 
progress, and there are more data packets to be transmitted 
as checked at step 370, according to one embodiment the 
process continues at step 380. Otherwise the process moves 
to step 355 for missing data or to step 375 for exhausted data 
packets. At step 380, NIC 260 transmits the next set of data 
based on the window siZe received by the ACK. 

Still referring to FIG. 3B, if the ACK number received has 
not increased, a loss of data is indicated. In such an instance, 
NIC 260 would stop its activity and return control to the 
transmitting host computer 100a and TCP 220 to reconcile 
the missing data as shown at step 355. Once the control is 
returned to TCP and data loss is reconciled, the process may 
begin again at step 309. 
The process path from step 340 to step 350 to step 370 to 

step 380 and back to step 340 makes up the “fast path.” By 
allowing the NIC to control this fast path portion of the 
transmission, signi?cant processing burden is o?loaded 
from the host computer system processor. 
At step 375 of FIG. 3B, NIC 260 refers to host computer 

11011 for additional data. If there is additional data to be 
transmitted, TCP 220 residing on host computer 11011 for 
wards pointers and a beginning sequence number per step 
339 of ?ow chart 30019 and the process continues from there. 
With no additional data to be transmitted, ?ow diagram 30019 
is exited. 

FIG. 4 is a block diagram 400 illustrating one example of 
data ?ow as controlled by TCP and the NIC in accordance 
to one embodiment of the present invention. Although 
speci?c data transmittal siZes and transmittal steps are 
disclosed in block diagram 400, such data transmittal siZes 
and steps are exemplary. That is, the present invention is 
well suited to transmitting various other siZes of data packets 
or performing variations of the steps recited in FIG. 4. 
Speci?cally, the example of FIG. 4 assumes a data pipeline 
of length Zero for explanation purposes. 
As the process begins, the NIC receives instructions from 

the TCP according to well-known TCP heuristics. Step 410 
of block diagram 400 represents, according to one embodi 
ment, an initial data transmittal by the TCP. According to 
TCP, this transmittal may be a block of 32,000 bytes of data. 
Once received by a receiving host computer operating with 
TCP protocol (e.g., Host computer 1001) of FIG. 2), recipient 
host computer 1001) sends a ?rst acknowledgement, illus 
trated by block 415, containing the sequence numbers and 
window siZe for a second transmittal. 
NIC receives ACK #1 at step 415 and NIC assumes 

control of the process that is referred to as the “fast path” 
portion of the transmittal as shown at step 420. The NIC, 
according to one embodiment, having partitioned the data 
into packets of 1500 bytes sends a second transmittal, per 
block 425, of 2 data packets, sequenced by numbers 32,001 
through 35,000. 

Following the same example, according to one embodi 
ment, ACK #2 of block 430 might return a sequence number 
of 35,001 and a window siZe of 3000 bytes. According to 
one embodiment, NIC 260 sends a third transmittal at block 
435 that may contain 2 data packets sequenced 35,001 
through 38,000. The third acknowledgement from host 
computer 100b, ACK #3 of block 440, may contain 
sequence 38,001 and window siZe of 3000 bytes. Continuing 
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at block 445, according to one embodiment, NIC 260 may 
send two data packets sequenced from 38,001 through 
41,000. ACK # 4, received by NIC 260 at block 450 may 
contain sequence number 41,001 and a 3000 byte window 
according to one embodiment. At block 455, NIC transmits 
two data packets containing sequence numbers 41,001 
through 44,000. ACK #5, returned at block 460, contains 
sequence number 41,001 and 3000 byte window. This is a 
duplicate ACK signifying that transmittal number ?ve was 
dropped, and, according to one embodiment, NIC 260 drops 
out of the process and transmission control returns to TCP 
220 and transmitting host computer 10011. 

The foregoing descriptions of speci?c embodiments have 
been presented for purposes of illustration and description. 
They are not intended to be exhaustive or to limit the 
invention to the precise forms disclosed, and many modi? 
cations and variations are possible in light of the above 
teaching. The embodiments were chosen and described in 
order to best explain the principles of the invention and its 
practical application, to thereby enable others skilled in the 
art to best utiliZe the invention and various embodiments 
with various modi?cations as are suited to the particular use 
contemplated. It is intended that the scope of the invention 
be de?ned by the claims appended hereto and their equiva 
lents. 
What is claimed is: 
1. A method for partitioning and transmitting data in a 

network, said method comprising: 
a) sending to a network interface card by a transmission 

control protocol of a host computer system, a set of data 
to be transmitted; 

b) said network interface card accessing said set of data, 
partitioning said set of data into sequential data pack 
ets; and 

c) said network interface card transmitting sequential data 
packets in response to respective acknowledgements 
from a receiving computer, said respective acknowl 
edgements being echoed to, and monitored by, said host 
computer system, said c) continuing under control of 
said network interface card while said respective 
acknowledgements indicate forward progress in trans 
mission, otherwise returning transmission control to 
said transmission control protocol of said host com 
puter system. 

2. The method as described in claim 1 wherein said 
network interface card comprises a processor. 

3. The method as described in claim 1 wherein said 
network interface card provides network interface for a 
plurality of transmitting host computers. 

4. A communication system comprising: 
a host processor implementing a transmission control 

protocol (TCP), wherein said TCP is for initiating a 
transmission of a data block to a receiver system 
wherein a ?rst portion of said data block is transmitted 
under control of said TCP; and 

a network interface card (N 1C) under control of said TCP 
implemented by said host processor, communicatively 
coupled to said host processor and for controlling 
transmission of a second portion of said data block by: 

a) segmenting said second portion into a plurality of data 
packets; 

b) transmitting individual data packets to said receiver 
system in response to respective acknowledgements 
received from said receiver system, the NIC echoing 
said respective acknowledgements to said host proces 
sor, said TCP implemented by the host processor moni 
toring said respective acknowledgements; 
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c) determining if a duplicate acknowledgement is 

detected; and 
d) continuing said b) and said c) while said second portion 

contains data to be transmitted and no duplicate 
acknowledgement is received from said receiver sys 
tem. 

5. A communication system as described in claim 4 
wherein said NIC controls said transmission further bye) 
ceasing transmission of said plurality of data packets upon 
a duplicate acknowledgement being detected. 

6. A communication system as described in claim 5 
wherein said TCP is further for resuming control of trans 
mitting a remainder of said second data portion to said 
receiver system in response to said duplicate acknowledge 
ment being detected. 

7. A communication system as described in claim 4 
wherein each data packet of said plurality of data packets 
contains a sequence number in its header and wherein said 
TCP provides a start sequence number to said NIC for said 
second portion. 

8. A communication system as described in claim 7 
wherein each acknowledgement from said receiver system 
comprises a sequence number and a window siZe. 

9. A communication system comprising: 
a host processor implementing a transmission control 

protocol (TCP), wherein said TCP is for initiating a 
transmission of a data block to a receiver system 
wherein a ?rst portion of said data block is transmitted 
under control of said TCP; and 

a network interface card (NIC) under control of said TCP 
implemented by said host processor, communicatively 
coupled to said host processor and for controlling 
transmission of a second portion of said data block by: 

a) segmenting said second portion into a plurality of data 
packets; 

b) transmitting individual data packets to said receiver 
system in response to respective acknowledgements 
received from said receiver system, the NIC echoing 
said respective acknowledgements to said host proces 
sor, said TCP implemented by the host processor moni 
toring said respective acknowledgements; 

c) determining if said acknowledgements indicate for 
ward progress in said transmission of said second 
portion; and 

d) continuing said b) and said c) while said second portion 
contains data to be transmitted and said acknowledge 
ments indicate said forward progress. 

10. A communication system as described in claim 9 
wherein said acknowledgements indicate forward progress 
by comprising unique sequence numbers. 

11. A communication system as described in claim 9 
wherein said NIC controls said transmission further bye) 
ceasing transmission of said plurality of data packets upon 
said acknowledgements ceasing to indicate said forward 
progress. 

12. A communication system as described in claim 11 
wherein said TCP is further for resuming control of trans 
mitting a remainder of said second data portion to said 
receiver system in response to said acknowledgements ceas 
ing to indicate said forward progress. 

13. A communication system as described in claim 9 
wherein each data packet of said plurality of data packets 
contains a sequence number in its header and wherein said 
TCP provides a start sequence number to said NIC for said 
second portion. 
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14. A communication system as described in claim 13 
wherein each acknowledgement from said receiver system 
comprises a sequence number and a window siZe. 

15. A method of communication comprising: 
a) initiating a transmission of a data block to a receiver 

system wherein a ?rst portion of said data block is 
transmitted, wherein said a) is performed by a trans 
mission control protocol (TCP) software module 
executed by a host processor of a computer system; and 

b) controlling transmission of a second portion of said 
data block, said b) performed by a network interface 
card (NIC) communicatively coupled to said host pro 
cessor and wherein said b) comprises: 
bl) segmenting said second portion into a plurality of 

data packets; 
b2) transmitting individual data packets to said receiver 

system in response to respective acknowledgements 
received from said receiver system, the NIC echoing 
said respective acknowledgements to said host pro 
cessor, said TCP executed by the host processor 
monitoring said respective acknowledgements; 

b3) determining if said acknowledgements indicate 
forward progress in said transmission of said second 
portion; and 

b4) continuing said b2)and said b3) while said second 
portion contains data to be transmitted and said 
acknowledgements indicate said forward progress. 

16. A method as described in claim 15 wherein said 
acknowledgements indicate forward progress by comprising 
unique acknowledgement numbers. 

17. A method as described in claim 15 wherein said b) 
further comprises b5) ceasing transmission of said plurality 
of data packets upon said acknowledgements ceasing to 
indicate said forward progress. 

18. Amethod as described in claim 17 further comprising 
c) said TCP software module resuming control of transmit 
ting a remainder of said second data portion to said receiver 
system in response to said acknowledgements ceasing to 
indicate said forward progress. 

19. A method as described in claim 15 wherein each data 
packet of said plurality of data packets contains a sequence 
number in its header and wherein said TCP software module 
provides a start sequence number to said NIC for said second 
portion. 
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20. A method as described in claim 19 wherein each 

acknowledgement from said receiver system comprises an 
acknowledgement number and a window siZe. 

21. A method of communication controlled by a network 
interface card, said network interface card controlled by a 
host processor, said method comprising: 

a) accessing a portion of data to be transmitted to a 
receiver system and accessing a start sequence number; 

b) segmenting said portion of data into a plurality of data 
packets each comprising a sequence number referenced 
from said start sequence number; 

c) transmitting individual data packets to said receiver 
system in response to respective acknowledgements 
received from said receiver system said respective 
acknowledgements being echoed to, and monitored by, 
said host processor; 

d) determining if said acknowledgements indicate for 
ward progress in transmission of said portion of data to 
said receiver system; and 

e) continuing said c) and said d) while said portion of data 
contains data to be transmitted and said acknowledge 
ments indicate said forward progress. 

22. A method as described in claim 21 wherein said 
acknowledgements indicate forward progress by comprising 
unique acknowledgement numbers. 

23. A method as described in claim 21 further comprising 
ceasing transmission of said plurality of data packets upon 
said acknowledgements ceasing to indicate said forward 
progress. 

24. A method as described in claim 23 further comprising 
f) a TCP software module resuming control of transmitting 
a remainder of said portion of data to said receiver system 
in response to said acknowledgements ceasing to indicate 
said forward progress. 

25. A method as described in claim 21 wherein each data 
packet of said plurality of data packets contains a sequence 
number in its header and wherein said TCP software module 
provides a start sequence number to said NIC for said second 
portion. 

26. A method as described in claim 25 wherein each 
acknowledgement from said receiver system comprises an 
acknowledgement number and a window siZe. 


