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MANAGING UNEVEN AUTHORIZATIONS IN 
A COMPUTER DATA EXCHANGE 

CROSS REFERENCE TO RELATED 
APPLICATION 

This application claims priority from US. Provisional 
Application No. 60/ 406,63 1, titled “Isolated Mapping Point” 
and ?led Aug. 29, 2002, Which is incorporated by reference 
in its entirety. 

TECHNICAL FIELD 

This description relates to techniques for exchanging data 
betWeen tWo or more computer systems. 

BACKGROUND 

A database, such as a relational database, an object 
oriented database, or another type of data management 
system, may be used for the administration of data processed 
by a computer system running one or more application 
programs or systems. Examples of application programs or 
systems include an enterprise resource management system, 
a customer relationship management system, a human 
resources management system, a supply chain management 
system, and a ?nancial management system. Data from one 
data management system used for one application system 
may need to be sent to one or more data management 
systems for storage and use by other application systems. 
The transfer of data from one data management system to 
another data management system may be referred to as a 
data exchange. When tWo data management systems or 
application systems need to exchange data on a routine 
basis, the development of a data exchange capability may be 
referred to as the integration of the application systems. 
Often, the format, structure or type of data stored in one 
application system is not usable by another application 
Without ?rst transforming the data in some Way. Generally, 
a data transformation process accesses and uses data and 
transformation rules stored in one of the application systems 
involved in the data exchange. 

SUMMARY 

Techniques are provided to integrate application systems 
by using an isolated mapping point that is a computer 
system, a server, or other computing device that includes a 
mapping data store and performs mapping functions. An 
isolated mapping point receives data from a sending system, 
transforms the data as necessary, and sends the transformed 
data to a receiving system. The isolated mapping point 
performs the data transformation using only data included in 
the mapping data store. The mapping data store for the 
isolated mapping point receives data through a Well-de?ned 
interface. An example of such a Well-de?ned interface 
includes When is data sent in, or along With, a mapping 
request from the sending system. 
By including a mapping data store, the isolated mapping 

point avoids the need to access any application-speci?c data 
for performing the data translations (and hence the name 
isolated mapping point). The isolated mapping point also 
may be referred to as isolated because the isolated mapping 
point replaces the use of invisible, undocumented interfaces 
for data translations and isolates the data translation (or 
mapping) from one system to another system in the single 
access point. 
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2 
Through the use of an isolated mapping point, the inte 

gration of application systems may be decoupled (or sepa 
rated) from the technical methods of communication and the 
application systems being integrated. This may improve the 
ability to substitute one application system With another 
application system in a heterogeneous landscape of appli 
cation systems that need to be integrated. For example, an 
application system that has been previously integrated With 
another application system may have to be replaced. When 
the application integration softWare does not use the appli 
cation system to be replaced to provide the transformation 
rules or data for any data transformation needed in the 
integration, the application system may be more quickly and 
easily replaced because the application system may be 
replaced Without developing transformation rules or neW 
data access programs that previously had been performed by 
the application system to be replaced. 

In one general aspect, the integration of application sys 
tems involves tWo data processing systems. The ?rst data 
processing system has a less restrictive data structure than 
the second data processing system. Computer data is 
exchanged betWeen the tWo data processing systems. Data 
from the ?rst data processing system is received and stored. 
A determination as to Whether a data structure associated 
With the second data processing system is capable of storing 
the data received from the ?rst data processing system. The 
data received from the ?rst data processing system is only 
sent to the second data processing system When the data 
structure associated With the second data processing system 
is capable of storing the data. 
The data received may be data to be inserted in the second 

data processing system, or may be data to update data stored 
in the second data processing system. The ?rst data pro 
cessing system may be a groupWare data system, and the 
data received may be groupWare data. The groupWare data 
received may be contact information or may be calendar 
information. 
When the data received from the ?rst data processing 

system is not sent to the second data processing system, an 
indication that the data received from the ?rst data process 
ing system has not been sent to the second data processing 
system may be associated With an identi?er associated With 
the data received. Subsequently, When the second data 
processing system is capable of storing the data received 
from the ?rst data processing system, the data received from 
the ?rst data processing system may be sent to the second 
data processing. 
A determination may be made as to Whether the data 

structure associated With the second data processing system 
is capable of storing a portion of the data received from the 
?rst data processing system. The portion of the data received 
from the ?rst data processing system to the second data 
processing system may only sent When the data structure 
associated With the second data processing system is capable 
of storing the portion of data. When the portion of the data 
received from the ?rst data processing system is not sent to 
the second data processing system, an indication that the 
portion of the data received from the ?rst data processing 
system has not been sent to the second data processing may 
be associated. Subsequently, When the second data process 
ing system is capable of storing the portion of the data 
received from the ?rst data processing system, the portion of 
the data received from the ?rst data processing system may 
be sent to the second data processing system. 
A data exchange facility may receive the data, store the 

data, and determine Whether the data structure associated 
With the second data processing system is capable of storing 
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the received data. The data exchange facility may have a 
mapping data store and a mapping function. 
An indication of data to be deleted may be received from 

the ?rst data processing system. A determination is made as 
to Whether the data structure associated With the second data 
processing system permits the indicated data to be deleted. 
The indication of data to be deleted received from the ?rst 
data processing system is only sent to the second data 
processing system When the data structure associated With 
the second data processing system permits deleting the 
indicated data. 
When the data structure associated With the second data 

processing system does not permit deleting the indicated 
data, the data to be inserted to replace the indicated data may 
be sent to the ?rst data processing system. The data sent may 
be data that is accessed or may be data that is sent from the 
second processing system in response to a request. 
The indication of data to be deleted received may be an 

indication of groupWare data to be deleted. The indication of 
groupWare data to be deleted may be an indication of contact 
information to be deleted or an indication of calendar 
information to be deleted. 

Implementations of the techniques discussed above may 
include a method or process, an apparatus or system, or 
computer softWare on a computer-accessible medium. The 
details of one or more of the implementations are set forth 
in the accompanying draWings and description beloW. Other 
features Will be apparent from the description and draWings, 
and from the claims. 

DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a diagram of a netWork having an isolated 
mapping point to control the exchange of data betWeen three 
different computer systems. 

FIG. 2 is a diagram of a system that includes an isolated 
mapping point including a map store to perform a data 
exchange betWeen tWo application systems. 

FIG. 3 is a diagram of an integrated system Where four 
different application systems are integrated via an isolated 
mapping point. 

FIG. 4 is a diagram of a process to provide data to a 
mapping data store used by an isolated mapping point. 

FIG. 5 is a How chart of a process used by an isolated 
mapping point to transform a data exchange message 
received from a sending application system that identi?es 
data to be inserted into an application system that receives 
the transformed message. 

FIG. 6 is a How chart of a process used by an isolated 
mapping point to transform a data exchange message 
received from a sending application system that identi?es 
data to be deleted from an application system that receives 
the transformed message. 

FIG. 7 is a How chart of a process used by an isolated 
mapping point to transform a data exchange message 
received from a sending application system that identi?es 
data to be updated in an application system that receives the 
transformed message. 

FIG. 8 is a How chart for a back transformation process to 
provide data to correct data inconsistency caused by uneven 
authoriZations in tWo application systems that exchange 
data. 

FIG. 9 is a diagram of a back transformation process 
performed by a groupWare system, an isolated mapping 
point, and a customer relationship management system. 
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FIG. 10 is a diagram of a completion strategy process that 

permits an application system to exchange data With a more 
restrictive application system. 

FIG. 11 is a diagram that depicts the components of a 
softWare architecture for an isolated mapping point. 

Like reference symbols in the various draWings indicate 
like elements. 

DETAILED DESCRIPTION 

To fully understand the techniques presented in this 
description the challenges and issues of application integra 
tion need to be fully understood. Application integration 
refers to the connection of tWo or more systems through data 
exchange. Application integration may occur, for example, 
When a neW system is installed, a neW version of system 
installed, or a system With Which the application communi 
cates is changed. Application integration may represent a 
signi?cant portion of the cost of oWning and operating an 
application system (Which may be referred to as the total 
cost of oWnership). The reduction of the time needed to 
design and implement application integration softWare 
needed to translate data from one system and/or data format 
to another system and/ or data format may improve applica 
tion integration by reducing data exchange errors, decreas 
ing the time needed to develop application integration 
softWare, and may help reduce the total cost of oWnership of 
an application system. 

Data management systems, such as a relational database, 
an object-oriented database, or another type of data man 
agement system, are Widely used for administration of data 
Which are processing by application programs or systems 
running on computer systems. In a relational database, the 
data form a large number of tWo-dimensional tables, Which 
describe a relationship. A table may, for example, relate to 
an object and to data Which can be uniquely associated With 
the object. For example, the customer data of a company 
may be stored in a “customer” table Whose columns relate to 
different customer attributes (for example, company name, 
billing address, contact information). The values for differ 
ent customers form the roWs in the table. The tables con 
tained in relational databases relate not only to objects but 
also to relationships betWeen objects. For example, When an 
order for a speci?c customer is processed, the “order” table 
that is generated for the administration of orders contains a 
“for customer” attribute that is used to de?ne the customer 
order relationship (for example, identi?es the customer to 
Which the order applies). Such attributes (Which may be 
implemented by the use of pointers from one object to 
another in the database) play a major role for representing 
relationships betWeen objects that are described by different 
tables in a database. 

Data stored by different data management systems may 
use different data models that require data to be transformed 
(or converted or translated) to a different data structure 
before the data can be accepted or used by the other system. 
To accomplish data exchange betWeen tWo heterogeneous 
data management systems, data structures in a data man 
agement system may be mapped onto one another. In 
addition, the data contents need to be matched appropriately 
(for example, the object “customer” in one system corre 
sponds to “buyer” in another system). For example, one data 
management system may store data values representing a 
particular attribute using a different ?eld type and length as 
that used by a different data management system. A data 
management system may use different data codes than 
another data management system. For example, one system 
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may store a country value using a numeric code (for 
example, a “l” for the United States and a “2” for the United 
Kingdom) Whereas another system may store a country 
value as a textual abbreviation (for example, “US.” for the 
United States and “UK.” for the United Kingdom). The 
country codes in the tWo systems may be identi?ed as 
representing the same attribute and then a translation table 
made available that translates the various possible values 
from one system to another system (for example, “1” to 
“US.” and “2” to “U.K.”). 

Data stored by different data management systems also 
may use different primary key structures to uniquely identify 
a particular data object. For example, one system may use a 
proprietary key numbering system in Which primary keys 
are created by sequentially allocating numbers Within an 
allocated number range. Another system may use a GUID 
(“globally unique identi?er”) key that is produced from a 
Well-knoWn algorithm and is able to be processed by any 
computer system using the Well-knoWn algorithm. In order 
to accurately exchange data, the key values may need to be 
mapped from one system to another system. 

Data stored by different data management systems also 
may use different data management system types. For 
example, data may be stored by a relational database in one 
system and stored as an XML (“Extensible Mark-up Lan 
guage”) document in another system. XML is a language 
similar to hypertext markup language (HTML) but With the 
additional ?exibility of being able to describe data structures 
that can be processed directly as data by a program. The data 
formats used to exchange data need to use a format that is 
able to be used by the receiving data management system. 

These data mapping complexities complicate the data 
exchange betWeen systems that need to be integrated. Often 
data mapping transformations are accomplished using appli 
cation-speci?c code that may be hidden from the data 
transformation interface. When the application-speci?c code 
is modi?ed, the data exchange program that uses the appli 
cation-speci?c code may malfunction. 

Data exchange also may be complicated by the number of 
different systems With Which a particular system needs to be 
integrated. Often data may need to be exchanged With a 
netWork of interconnected computer systems, some of Which 
may be oWned and operated by the same corporate entity and 
some of Which may be oWned and operated by different 
corporate entities. For example, a customer relationship 
management system used for entering customer orders may 
need to be integrated With an order processing system used 
to process each entered order, a ?nancial management 
system used for ?nancial reporting, and multiple suppliers 
With Whom one or more orders are placed. Each supplier 
typically is a different corporate entity than the company that 
places the order. 

In addition, data exchange softWare may need to be 
modi?ed When any one of the systems is modi?ed or 
replaced. For example, a supplier or other business partner 
may be changed and data exchange softWare may have to be 
developed for the neW supplier or other business partner. 
Often data exchange softWare may need to be developed 
under strict time constraints, such as When a supplier is 
replaced With a neW supplier. The time and costs associated 
With developing and maintaining data exchange softWare 
may be a signi?cant portion of the total cost of oWnership of 
a particular application program or system. 

Data exchange also may be complicated When data 
enhancement (or enrichment) needs to occur When data is 
exchanged With another system. For example, application 
systems that operate on portable computing devices (such as 
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6 
a personal digital assistant or laptop computer) may have 
feWer data ?elds than corresponding data ?elds on another 
system that receives data from the application system on the 
portable computing device. Data may not be accepted by the 
other system Without adding data ?elds that are required by 
the receiving application system. For example, the applica 
tion system on the portable computing device may not 
include data ?elds that are mandatory on the receiving 
application system. For data to be accepted by the receiving 
application system, the mandatory data must be entered, for 
example, by adding default data values that are added or 
adding data values applicable to the particular record. 

Data exchange also may be complicated When tWo appli 
cation systems use inconsistent authorization rules. Gener 
ally, a data management system uses authorization rules to 
determine the database operations (such as insert, update, or 
delete) that are permitted to be performed on various data 
types stored in the data management system. The use of 
inconsistent authorization rules in application systems may 
be referred to as uneven authorization. An example of 
uneven authorization occurs When an application system 
does not permit the deletion of a particular object type 
Whereas another application system alloWs the deletion of 
the same object type. The difference in the delete authori 
zation rule (or the uneven authorization) may lead to incon 
sistent data When one application system deletes the object 
data and the corresponding object data remains in the other 
application system that does not permit the object type to be 
deleted. 

Data exchange also may be complicated When an appli 
cation system receives a data exchange message to modify 
data that is not included in the receiving application system. 
For example, an application system may receive a message 
to update a record (or other type of data collection) before 
the application system has received a data exchange mes 
sage to insert data to create the record that is to be updated. 
In such a case, the receiving application system may fail to 
process the update message (for the data that is to be updated 
is not available in the receiving application system). Further, 
When the application system receives the insert message, the 
application system then inserts the very data that Was to be 
updated by the update message. This results in inconsistent 
data in the tWo application systems that are included in the 
data exchange When the sending system includes the 
updated data and the receiving system includes the obsolete 
data that Was to be updated. 

Similarly, an application system may receive a message to 
delete a record before the application system has received a 
data exchange message to insert data to create the record that 
is to be deleted. In such a case, the receiving application 
system may fail to process the delete message (for the data 
that is to be deleted is not available in the receiving 
application system). Further, When the application system 
receives the insert message, the application system then 
inserts the very data that Was to be deleted by the delete 
message. This results in inconsistent data in the tWo appli 
cation systems that are included in the data exchange When 
the sending system does not include the data and the 
receiving system includes the obsolete data that Was to be 
deleted. 
An application system may use a last-one-Wins strategy to 

resolve a data con?ict betWeen the application systems. The 
last-one-Wins strategy describes an approach that stores a 
message received based on the order in Which the message 
Was received. An application system employing a last-one 
Wins strategy stores the last message received, even When 
the last message is inconsistent With a previously received 
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message. For example, an insert-record message may be 
received and the data associated With the insert-record 
message stored. The receiving application system stores the 
data associated With the insert-record message even When 
the insert-record message is inconsistent With the previ 
ously-received delete message that deleted the same data as 
inserted by the insert-record message. The insert-record 
message is performed because the insert-record message 
Was received after the delete message Was received, and, 
thus the last modi?cation (here, the insert operation) “Wins” 
over the previous modi?cation (here, the delete operation) 
such that the last modi?cation persists in the data manage 
ment system. The last-one-Wins strategy is so named 
because a later-received data exchange message (the “last 
one”) may reverse the data modi?cation previously per 
formed in response to a previously-received data exchange 
message. 

Generally, an application system determines Whether 
received data satis?es data validation rules of the application 
system. Data validation rules include business logic or other 
types of decision logic implemented by the application 
system to determine Whether data is valid or otherWise 
acceptable for use. Some application systems may reject the 
received data When the received data does not satisfy the 
data validation rules. For example, an application system 
may not store the received data so that the received data is 
available to the users of the application system. An appli 
cation system that rejects data that does not satisfy data 
validation rules may be referred to as a restrictive applica 
tion system. 

In contrast, other application systems may accept data that 
does not satisfy the validation rules of the application 
system. An application also may associate With the received 
data an indicator that identi?es, for example, Whether the 
received data satis?es the validation rules. In some imple 
mentations, more detailed information about the data vali 
dation failure may be associated With the indication of 
Whether the received data satis?es the validation rules. For 
example, an indication of Whether the received data is 
incomplete, includes errors, or both may be associated With 
the received data. Yet other application systems may accept 
the received data Without determining Whether the received 
data satis?es the validation rules in the receiving application 
system. When an application system accepts data that does 
not satisfy the data validation rules or an application system 
accepts data that may not satisfy the validation rules (as in 
the case in Which the application system does not determine 
Whether the data satis?es the validation rules), the applica 
tion system may be referred to as a tolerant application 
system. 
The data transformation process used to integrate appli 

cation systems may depend on Whether the receiving system 
is a restrictive application system or is a tolerant application 
system. For example, the data transformation process may 
be less rigorous When the receiving system is tolerant 
because the received data is not rejected. This may be 
particularly useful When resolving an out-of-order message 
con?icts (as When a update message is received before an 
insert message). 

FIG. 1 shoWs a netWork having a computer system 110 
that functions as an isolated mapping point to control data 
exchange betWeen three different computer systems 115, 
120, and 125. The isolated mapping point 110 is capable of 
delivering and exchanging data With computer systems 115 
through communication gateWay 130, and With computer 
systems 120 and 125 through communication gateWay 135. 
As is conventional, each computer system 110, 115, 120 or 
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8 
125 includes a server 140, 142, 144, or 146 and a data 
storage device 150, 152, 154, or 156 associated With each 
server. Data storage device 150 includes data 158 and 
executable instructions 159 for the isolated mapping point 
function on computer system 10. Each of the data storage 
devices 152, 154, and 156 includes data 162, 164, or 166 and 
executable instructions 172, 174, or 176 for an application 
program on computer system 115, 120, or 125. The isolated 
mapping point 110 may be arranged to operate Within or in 
concert With one or more other systems, such as, for 

example, one or more LANs (“Local Area Networks”) 
and/or one or more WANs (“Wide Area Networks”). 
The communication gateWay 130 receives and routes 

messages betWeen the computer systems 110 and 115, and 
the communication gateWay 135 receives and routes mes 
sages betWeen the computer systems 115, 120 and 125. Each 
communication gateWay 130 or 135 reads the headers of 
received messages and uses forWarding tables to determine 
the computer system to Which the received messages are to 
be sent. The communication gateWay also includes a sWitch 
that determines the path that the message Will folloW to the 
computer system to Which the message is being sent. Each 
communication gateWay 130 and 135 also serves as a 
?reWall to prevent unauthorized access to computer system. 
A communication gateWay 130 or 135 may connect to 

computer systems 110, 115, 120, or 125 through the Internet, 
the World Wide Web (Web), WANs, LANs, analog or digital 
Wired and Wireless telephone netWorks, satellite, and/or any 
other delivery mechanism for carrying data. A communica 
tion gateWay 130 or 135 may connect through, for example, 
a Wired, Wireless, cable, or satellite communication pathWay. 

In an example of integrating data from a customer rela 
tionship management system With tWo different supplier 
computer systems 120 and 125, the computer system 115 
sends order data to the isolated mapping point on computer 
system 110 through communication gateWay 130. The com 
puter system 110 uses middleWare to direct data exchange 
messages With the computer system 115, 120 or 125 and 
uses different types of message structures to communicate 
different data structures. The computer system 110 uses an 
appropriate middleWare adapter in adapters 180 to transform 
the received data modi?cations into supplier application 
speci?c data Which are sent to computer system 120 of 
Supplier A. Similarly, computer system 110 uses a middle 
Ware adapter in adapters 180 to transform the received order 
data to data speci?c to the supplier application program 
operating on computer system 125 of Supplier B. As dis 
cussed beloW, the middleWare adapter in adapters 180 
includes data and executable instructions. A middleWare 
adapter in adapters 180 uses data 158 stored in data storage 
device 150. Collectively, stored data 158 may be referred to 
as a mapping data store or as a mapstore. The mapstore 158 
provides any data needed by a middleWare adapter to 
transform the order data from the format used by order 
processing application system operating on computer sys 
tem 115 to the order data format used by supplier application 
programs operating on computer systems 120 or 125. 
The computer system 10 distributes the messages using 

communication gateWay 135 to the supplier application 
systemA operating on computer system 120 and the supplier 
application system operating B on computer system 125. 
The orders then are available for processing by the supplier 
systems A and B. 

In some implementations, a common document object 
may be used as an intermediate, common data format in a 
data exchange. The isolated mapping point 110 may trans 
late the protocol used by, and/or the data included in, a 
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message received from a sending system directly to an 
intermediate, common data format. The isolated mapping 
point 110 may subsequently transform the data in the 
common data format into a data format usable by a receiving 
system. In other cases, the receiving application system 
subsequently transforms the common document object into 
a format directly usable by that application system. 

The message With data in the common format may be 
referred to as a common document object. The common 

document object may be based on a data model that is jointly 
used by application systems to alloW the transport of com 
mon data in a standardiZed Way. In some cases the data 
model that is jointly used may be at a higher level than the 
data models used by the application systems for data pro 
cessing Within the application system. A model that is at a 
higher level than another model may be referred to as a meta 
model. 

The use of a common document object may reduce the 
amount of time and cost for integrating application systems 
and also may reduce the number of errors that occur in data 
exchange. Some or all of these advantages may be accom 
plished, for example, because the number of data exchange 
interfaces that have to be Written for any one application 
may be reduced through the use of a common document 
object. With the use of a common document object to 
integrate four application systems, for example, the number 
of data exchange interfaces to be developed is reduced. 
Without using a common document object, as many as 
tWelve data exchange interfaces may be needed to send and 
receive data betWeen any tWo of the four application sys 
tems. 

Errors may be reduced by virtue of the division into tWo 
processes of the transformation process from the data model, 
structure or format used in one application system to that 
used by the other application system. Speci?cally, a ?rst 
process translates the data model, structure or format used in 
one application system to the common document object data 
model, structure or format. Then, a second process translates 
the data model, structure or format used in the common 
document object to the data model, structure or format used 
by the other application system. The separation of the 
transformation process into tWo processes may help simplify 
each of the tWo data exchange interfaces. The simpli?cation 
of data exchange interface may help reduce the number and 
complexity of errors in the data exchange interface. 

The isolated mapping point 110 may be developed using 
conventional procedural integration programming or other 
conventional softWare engineering techniques. For example, 
application integration softWare may be developed Without 
the use of CASE tools or other code generation tools. 
Alternatively, the isolated mapping point 150 may be devel 
oped using a declarative approach that describes the data 
transformation to be performed Without specifying the pre 
cise procedural steps necessary. When an isolated mapping 
point uses a declarative approach, the ef?ciency of the 
isolated mapping point may be improved. 

FIG. 2 shoWs a diagram of a system 200 that includes an 
isolated mapping point 210, such as isolated mapping point 
110 in FIG. 1, for performing a data exchange betWeen tWo 
different application systems 215 and 220. The application 
system 215 uses a data structure (or schema) that is different 
from the data structure used by the application system 220. 
The isolated mapping point 210 includes a mapstore 225, 
such as data 158 in FIG. 1. 
The isolated mapping point 210 receives the data 

exchange message 230 from the application system 215. The 
data exchange message 230 includes data in a format used 

20 

25 

30 

35 

40 

45 

50 

55 

60 

65 

10 
by the application system 215. The isolated mapping point 
210 accesses data in the mapstore 225 and performs data 
transformations to translate the data associated With the data 
exchange message 230 to a protocol and format used by a 
second data exchange message 240 that is usable by appli 
cation system 220. The second data exchange message 240 
includes data in a format based on a data schema associated 
With application system 220. For example, the isolated 
mapping point 210 may use the mapstore 225 to perform 
data mapping from the data schema used by the data 
exchange message 230 to the data schema used by the 
message 240. This may be accomplished, for example, When 
the mapstore 225 includes a data translation table that 
translates a data code used in one of the schemas to a 
corresponding data code used in the other schema. The 
mapstore 225 also may include other types of transformation 
data to perform more complex types of data mapping, such 
as structure mapping, key mapping, and more complex value 
mapping, all of Which are described later. The isolated 
mapping point 210 sends the second data exchange message 
240 to application system 220. The application system 220 
receives the data exchange message 240 and stores the data 
such that the data is usable in the functions performed by the 
application system 220. 
The isolated mapping point 210 is functionally complete 

such that the isolated mapping point 210 is able to perform 
the data transformations Without having to access data on 
application system 215 or on application system 220. In 
other Words, all of the data needed to perform the needed 
data transformations are included in the mapstore 225 and 
accessible to the isolated mapping point 210. The isolated 
mapping point 210 accesses the mapstore 225 to obtain any 
data required during the transformation process. For 
example, the isolated mapping point 210 may access the 
mapstore 225 for default data or other types of data to add 
to the modi?ed data exchange message 240 that is missing 
from the data exchange message 230. In other Words, the 
isolated mapping point 210 may enhance the data associated 
With the data exchange message 230 With data from the 
mapstore 225 so that the data exchange message 240 
includes suf?cient data for the modi?ed data exchange 
message 240 to be stored by the application system 220. As 
such, the isolate mapping point 210 is performing a function 
that may be referred to as data enrichment. One example of 
this is Where the isolated mapping point 210 uses default 
data stored in the mapstore 225 to provide required data in 
the modi?ed data exchange message 240. This process used 
by the isolated mapping point 210 to perform data enrich 
ment may be referred to as a defaulting process. In some 
cases, the defaulting process may involve performing com 
plex decision logic to determine the data value or data values 
to be inserted. The complex decision logic may, for example, 
involve the determination of default data values based on 
multiple ?elds values in the received data. 

FIG. 3 depicts an integrated system 300 Where four 
different application systems 310, 315, 320, and 325, are 
integrated via an isolated mapping point 330. The isolated 
mapping point 330 isolates the data exchange betWeen any 
tWo application systems, such as application system 310, 
application system 315, application system 320, or applica 
tion system 325. 

Data is exchanged only betWeen an application system 
and the isolated mapping point 335. The isolated mapping 
point 335 processes the data from one application system 
and passes the data as required to other application systems. 
No direct data exchange betWeen one application system and 
another application system need take place in the application 
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system network having this structure. This type of data 
exchange structure may be referred to as a hub structure. 

The isolated mapping point 330 includes a data transfor 
mation processor 335, a series ofadapters 340, 345, 350, and 
355, and a mapping database 360. The mapping database 
360 also may be referred to as a map data store or a 

mapstore. 
The data transformation processor 335 uses an appropri 

ate adapter, such as adapter 340, adapter 345, adapter 350, 
and adapter 355, and the mapping database 360 to perform 
the data transformations needed to exchange data betWeen 
the application systems 310, 315, 320, and 325. An adapter 
is a set of executable instructions (for example, a program 
module) that alloWs a connection to be made from an 
application system to an external system (here, the isolated 
mapping point 330). An adapter is used to translate the 
protocol and data structure of the application system to that 
of the external system to Which the application system is 
connected. A particular type of adapter (for example, a 
dedicated adapter) exists for each external system to Which 
an application system is connected. For example, the iso 
lated mapping point 330 uses adapter 340 to translate data 
received from application system 310 into a format that can 
be processed by a receiving system, such as the application 
system 315. 
The isolated mapping point 330 receives the data from a 

sending application system and sends the data to the appro 
priate application systems. For example, data sent from 
application system 310 to application system 315 proceeds 
from application system 310 to isolated mapping point 330. 
Isolated mapping point 330 receives the data and uses an 
appropriate adapter (here, adapter 345) to translate the data 
into data speci?c to the application system 315. The isolated 
mapping point 330 sends the application-speci?c data to 
application system 315, Where the data is received and 
processed. 

FIG. 4 describes a process 400 to provide mapping data 
used by an isolated mapping point 410. The mapping data is 
stored in a mapstore 420 that is accessible to the isolated 
mapping point 410. Aspects of the process are performed by 
the isolated mapping point 410, a middleWare messaging 
service 430, and an administration client 440. The isolated 
mapping point 410 may constitute an implementation of the 
isolated mapping point 110 in FIG. 1, the isolated mapping 
point 210 in FIG. 2, or the isolated mapping point 330 in 
FIG. 3. 
As is conventional, the middleWare messaging service 

430 is a data maintenance service that synchronizes data 
stored in different data management systems. Each of the 
data management systems may be associated With the same 
application system, or each of the data management systems 
may be associated With different application systems. In 
general, the middleWare messaging service 430 uses a How 
control process to direct messages betWeen the various data 
management systems. The middleWare messaging service 
430 includes a replication service 450 and a subscription 
service 460. 
The replication service 450 is used to provide data from 

one data management system to another data management 
system. For example, a replication service may provide data 
from a central data management system of an application 
system to partially-replicated data management nodes of the 
application system. This may be useful, for example, When 
a customer relationship management system uses a central 
iZed data management system to store a complete copy of 
the data and to provide a subset of the data to various laptop 
computers, With each laptop computer receiving a subset of 
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data. When data is updated in the central data management 
system, the replication service 450 receives a message With 
the updated data and sends the updated data to one or more 
data management nodes (such as a data management system 
on a laptop computer) based on data access information 470 
stored in the middleWare messaging service. 
The subscription service 460 is used to update the data 

access information 470 to indicate the particular data in one 
data management system that is to be sent (or replicated) to 
another data management system or other data management 
systems. For example, the data access information 470 may 
indicate that sales data for a particular sales region are to be 
sent to particular data management nodes, Whereas sales 
data for a different sales region are to be sent only to other 
data management nodes. The data access information 470 
also may indicate that all sales data are to be sent to yet other 
data management nodes. 
The middleWare messaging service 430 may service a 

customer relationship management system. In such a case, 
the service 430 may replicate data from a centraliZed data 
management system to a large number of data management 
nodes. Each data management node may reside on a portable 
computing device, such as a laptop computer or a personal 
digital assistant, and uses a portion of the centraliZed data 
management system. For example, a laptop computer may 
contain only some of the data stored in a centraliZed data 
management system that stores the complete data. When the 
middleWare messaging service 430 receives from the cen 
traliZed data management system a message that indicates 
that a particular data update for the data access information 
470, the middleWare messaging service 430 accesses the 
data access information 470 to determine the data manage 
ment nodes that are to receive the particular data update, and 
then sends a replication message With the update data to each 
data management node that is to receive the particular data 
update. 
The mapstore 420 for the isolated mapping point 410 is 

updated using the middleWare messaging service 430 using 
the same process as used to update any other data manage 
ment system that uses the middleWare messaging service 
430. The administration client 440 uses the subscription 
service 460 to identify the isolated mapping point 410 as a 
data management system that uses the middleWare messag 
ing service 430, and to identify the types of data changes that 
the isolated mapping point 410 is to receive using the 
middleWare messaging service 430. The subscription service 
460 updates the data access information 470 to re?ect the 
types of data changes that the isolated mapping point 410 is 
to receive. In other Words, the isolated mapping point 410 
subscribes to the types of data changes it needs to be stored 
in the mapstore 420. 
When a data change occurs in one of the data management 

systems that uses the middleWare messaging service 430, the 
replication service 450 sends the data change to the isolated 
mapping point 410 using the data messaging process avail 
able in the replication service 450. The isolated mapping 
point 410 receives the data. The sent data includes a unique 
key that identi?es the data in the sending system and values 
in other types of data ?elds. The isolated mapping point 410 
stores in the mapstore 420 the unique key and other data 
values sent in the message. The isolated mapping point 410 
generally does not store other message information in the 
mapstore 420. 
The process 400 may be used to provide the mapstore 420 

With the application-speci?c data needed by the isolated 
mapping point 410 to perform data transformations. For 
example, the isolated mapping point 410 may subscribe to 
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receive reference table changes from a data management 
system associated With an application system. The reference 
table may be used in a value mapping, as described below 
With respect to FIG. 7. The process 400 also may be used to 
send data to the isolated mapping point 410 for data 
exchange With another application system. The isolated 
mapping point 410 may store the data exchanged in the 
mapstore 420. The stored data may be used by the isolated 
mapping point 410 as part of a completion strategy or a back 
transformation process to correct data inconsistencies 
betWeen application systems involved in a data exchange. 
The completion strategy and back transformation process 
are described beloW in FIGS. 8-10. 

The schema used by the mapstore 420 may be the same 
as, or different from, the schema used by the application 
system that provided the data or the schema used by the 
middleWare messaging service 430 (if the middleWare mes 
saging service 430 uses a different schema from the appli 
cation system). Using a mapstore based on XML may alloW 
greater ?exibility of the data structures used and may help 
decrease the programming maintenance of the data 
exchange softWare required. For example, the data structure 
maintenance may be reduced or eliminated. 

FIGS. 5-7 each shoW a different data transformation 
process that an isolated mapping point may perform. For 
illustrative purposes, a particular implementation of an iso 
lated mapping point is used in the processes shoWn in FIGS. 
5-7. In the particular implementation, the isolated mapping 
point receives a message that identi?es the data in a sending 
system to be transformed into data usable in a receiving 
system. The message includes a message header and a 
message body. The message header includes control infor 
mation used by the isolated mapping point, such as the 
identi?cation of Whether the data exchange message is an 
insert data exchange message that identi?es data to be 
inserted into a receiving system, a delete data exchange 
message that identi?es data to be deleted from a receiving 
system, or an update data exchange message that identi?es 
data to be updated in a receiving system. The message body 
includes data being exchanged betWeen tWo application 
systems. The data is organiZed into a series of data ?elds 
that, in turn, may be organiZed into record. One or more 
records that use an identical structure may be organiZed into 
a segment. A message includes a root segment that is a 
top-level segment to Which other segments may be related. 

FIG. 5 depicts a process 500 used by an isolated mapping 
point to transform a data exchange message received from a 
sending application system that identi?es data to be inserted 
into an application system that receives the transformed 
message. This may occur, for example, When a neW record 
has been entered in the sending application and the data in 
the neW record is needed by the receiving application. The 
isolated mapping point may constitute an implementation of 
the isolated mapping point 110 in FIG. 1, the isolated 
mapping point 210 in FIG. 2, the isolated mapping point 330 
in FIG. 3, or the isolated mapping point 410 in FIG. 4. 

The process 500 begins When the isolated mapping point 
receives, or otherWise accesses, an insert data exchange 
message from a sending application system (step 510). The 
sending application system also may be referred to as a 
source system or a sending system. An “insert” data 
exchange message indicates that the message contains data 
from the sending system that is to be inserted in the 
receiving system. The insert data exchange message 
includes a key that uniquely identi?es the data in the 
message and other data values to be inserted as a neW record 

(or other type of data collection) in the receiving system. 
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14 
The isolated mapping point stores the received data, 

including the key and other data values (step 520). The 
received data is stored in a mapping data store, such as data 
158 in FIG. 1, the mapstore 225 in FIG. 2, the mapping 
database 360 in FIG. 3, and the mapstore 420 in FIG. 4, 
associated With the isolated mapping point. Generally, the 
isolated mapping point does not store the control informa 
tion or other information that is included in the message 
header. The copy of the received data may be used, for 
example, for a back transformation of the data (as further 
described beloW in FIGS. 8 and 9), Which generally does not 
require the use of the message header information. 

The isolated mapping point accesses transformation data 
from the mapping data store (step 530). The transformation 
data may include, for example, data used to transform key 
values, transform other types of data values, and transform 
the structure of the received data. The transformation data 
may be created and stored in the mapstore, for example, by 
using the process 400 in FIG. 4. Alternatively, the data may 
be created and stored in the mapstore by an interface With 
the receiving system designed to update the mapstore data. 
The isolated mapping point performs one or more steps, 

Within a transform data sub-process 540, Which steps are 
required to transform the received data such that the data is 
able to be inserted into a data management system used in 
the receiving application system. The transform data sub 
process 540 includes performing key mapping using the 
accessed data (step 550), performing data value mapping 
using the accessed data (step 560), and performing structure 
mapping using the accessed data (step 570). 
When the isolated mapping point performs key mapping 

using the accessed data (step 550), the isolated mapping 
point maps the key received in the insert data exchange 
message to a key that is usable by the receiving system. In 
general, data stored by different application systems also 
may use different primary key structures to uniquely identify 
a particular data object. For example, one application system 
may use a proprietary key numbering system in Which 
primary keys are created by sequentially allocating numbers 
Within an allocated number range. Another application sys 
tem may use a GUID (“globally unique identi?er”) key. In 
order to accurately exchange data, the key values may need 
to be mapped from one system to another system. This may 
be accomplished, for example, by storing an association 
betWeen a key in the sending system and a corresponding 
key in the receiving system. 
The isolated mapping point generates an appropriate key 

for use in the receiving system by using key mapping 
information stored in the mapping data store. The key 
mapping information may include, for example, a table or 
list With translation data for keys. The key mapping infor 
mation also may include a list of available keys to be 
assigned to inserted data. The isolated mapping point also 
may include schema-speci?c or application-speci?c logic 
for generating a key for a particular application system. An 
association betWeen the received key and the generated key 
may be created and stored in the mapstore. 
When the isolated mapping point performs data value 

mapping using the accessed data (step 560), the isolated 
mapping point maps the source data into data usable by the 
receiving system. The isolated mapping point performs the 
data value mapping using data translation tables or other 
data that helps data values to be matched across the appli 
cation systems. For example, the name of an object used in 
one system may be different than the name used for the same 
object in a different system. An object named “customer” in 
one system may correspond to an object named “buyer” in 
















