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SYSTEM AND METHOD FOR 
DETERMINING A GLOBAL ORDERING OF 

EVENTS USING TIMESTAMPS 

FIELD OF THE INVENTION 

The illustrative embodiment of the present invention 
relates generally to the use of hardware timestamps and 
more particularly to the use of hardWare timestamps to 
determine a global ordering of events. 

BACKGROUND 

Some computer systems have many chips Working under 
the control of one or more processors. HardWare problems 
or faults suffered by the chips and/or observed by the chips 
and reported to the processors often manifest themselves 
almost simultaneously. An initial hardWare fault may trigger 
multiple error reports Which are transmitted to the system 
processor. The multiplicity of these reports from a single 
triggering event may make diagnosis of the problem causing 
the initial error dif?cult in that it is often problematic to 
reconstruct Which error occurred ?rst among multiple 
reported errors. 

Determining the time of the occurrence of the errors is 
dif?cult since chips Working under the control of one or 
more processors frequently have local time counters Which 
are not synchronized. The local time counters may incre 
ment With every clock tick (e.g. every 16 nanoseconds or 
hoWever fast the clock is in the electronic device). Even 
When tWo local chips are both using counters that increment 
on the clock tick however, the values of the local time 
counters may be different since they may have started from 
a different baseline. Since the chips each have their local 
time counters operating independently, comparison of the 
different local time counters for the purposes of identifying 
the ?rst event in a string of events is frequently quite 
dif?cult. Furthermore, propagation times of errors from the 
chips to the operating system may not be uniform for all 
chips, resulting in inaccurate assignment of error times to 
errors. 

Conventionally, computer systems have generated hard 
Ware faults and reported them to controlling processors. The 
controlling processor can accumulate the reports of hard 
Ware errors and present them to a human user. Unfortunately 
Without some Way of determining Which error occurred ?rst, 
the diagnosis of the initial cause of the fault is exceedingly 
dif?cult. 

SUMMARY OF THE INVENTION 

The illustrative embodiment of the present invention 
provides a Way of managing multiple timestamps generated 
from local time counters associated With chips. By normal 
izing the time stamps generated upon the occurrence of an 
event such as a hardWare fault, softWare logic run by the 
processor can easily determine the order of the global event. 
Speci?cally, the originating event that is the ?rst event in a 
series of cause and effect events may be determined. The 
illustrative embodiment of the present invention includes a 
number of different implementations through Which to man 
age timestamps by the local time counters associated With 
the chips. In one implementation, the difference or offset 
betWeen a Time Base (a baseline time value) selected by the 
system processor and each of the local time counters is 
determined. The offset value is recorded in a location 
accessible to the system processor. Upon receiving error 
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2 
reports With associated time stamps from local time 
counters, the timestamps are normalized using the offset for 
the particular recording time counter. The normalized time 
values are then compared to determine Which event occurred 
?rst. 

In another implementation, the offsets of each local time 
counter are again determined by comparing them against the 
Time Base. In this implementation hoWever, the offsets are 
stored locally With the chip. Upon the occurrence of an error, 
the error is reported along With the time stamp generated by 
the local time counter as before, except in this case the time 
stamp is normalized using the offset prior to being reported 
to the processor. 

In an additional implementation providing management 
of time stamps, the Time Base is used to generate a common 
time. The common time is distributed to all the chips 
controlled by the processor. The time counters associated 
With each chip are all reset simultaneously to re?ect the 
Time Base. Accordingly, any error report Will then have a 
common time basis. 

In one embodiment, an isochronous electronic device 
includes at least one processor and multiple chips. Each chip 
is associated With a local time counter. Errors associated 
With one of the chips are detected. The local time counter 
associated With the chip generates a timestamp at the time of 
the occurrence of the detected error. The error and a nor 

malized form of the timestamp are compared by the pro 
cessor With other detected errors and the normalized forms 
of their associated timestamps in order to determine the 
sequence of errors. 

In another embodiment, an electronic device includes at 
least one processor and multiple chips. The chips are each 
associated With a local time counter. An offset is determined 
betWeen the Time Base and the time indicated by each of the 
local time counters Which are associated With the chips. 
Each offset is recorded at a location accessible to the 
processor. A timestamp is generated by the local time 
counters at the time of the occurrence of detected errors. The 
error and the timestamp are reported to the processor Which 
uses the recorded offset to normalize the timestamp for the 
reported error and compare it With other normalized times 
tamps associated With other errors in order to determine an 
order of occurrence of the errors. 

In another embodiment, an electronic device is part of a 
system for determining a global ordering of events. The 
system includes at least one processor having access to a 
selected Time Base. Also included in the system are a 
number of chips With each chip associated With a local time 
counter. Also included in the system is an electronic storage 
location accessible to the processor. The storage location 
holds data structures holding programmatically determined 
offsets betWeen the time indicated by the Time Base and the 
time indicated by each of the local time counters associated 
With the multiple chips. The offsets are applied to normalize 
reported hardWare errors from at least one of the chips and 
the associated timestamp generated by the local time 
counter. The normalization process helps to determine the 
order of occurrence of the hardWare errors in the electronic 
device. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 depicts an environment suitable for practicing the 
illustrative embodiment of the present invention; 

FIG. 2 depicts a How chart of the overall sequence of steps 
folloWed by the illustrative embodiment of the present 
invention to determine a global ordering of reported events; 
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FIG. 3 depicts the sequence of the steps followed by the 
illustrative embodiment of the present invention to reset 
multiple chips to synchronize With a Time Base; 

FIG. 4 depicts the sequence of steps followed by the 
illustrative embodiment of the present invention to deter 
mine olfsets betWeen the local time counters and the Time 
Base in order to normalize error timestamps; and 

FIG. 5 depicts the sequence of steps folloWed by the 
illustrative embodiment of the present invention to deter 
mine olfsets betWeen the Time Base and local time counters 
With the offsets being stored locally to normalize the 
reported timestamps prior to error reporting. 

DETAILED DESCRIPTION 

The illustrative embodiment of the present invention 
provides a method of utilizing timestamps for the global 
ordering of event information, particularly hardWare error 
reporting. Locally generated time stamps are associated With 
hardWare errors or other events. The timestamps form the 
basis for the global ordering of event information. The 
timestamps are normalized, either through a pre-synchroni 
zation process With a common time, or through the use of 
offsets maintained either locally near system chips or by the 
system processor. Once normalized, the timestamps can be 
compared to determine a ?rst occurring event among mul 
tiple reported events. 
A computer system may have many free running time 

counters driven by the same clock. In an isochronous 
electronic device, the time counters are all running at the 
same frequency. In isochronous systems data must be deliv 
ered Within certain time constraints. Isochronous systems 
are not as rigid as synchronous systems in Which data can 
only be delivered at speci?ed intervals, nor as lenient as 
asynchronous systems in Which data may be delivered in 
streams broken by random intervals. The free running time 
counters are often associated With chips Which are controlled 
by a system processor. The illustrative embodiment of the 
present invention alloWs timestamps generated by the time 
counters to be normalized so that timestamps may be 
compared. A timestamp is a record of the time indicated by 
the time counter at the occurrence of a particular event. 

FIG. 1 depicts a block diagram of an environment suitable 
for practicing the illustrative embodiment of the present 
invention. An electronic device 2 such as a server or 

mainframe includes a system processor 4. The processor 4 
also has access to an operating system clock 6 maintained by 
the operating system. Also included in the electronic device 
2 are a plurality of chips such as ASIC chips 10, 12, 14, 16, 
and 18. Each of the chips, 10, 12, 14, 16, and 18 include an 
error register 20, 22, 24, 26, 28 and a local time counter 30, 
32, 34, 36, 38. The local time counters 30, 32, 34, 36, and 
38 are incremented With every clock tick in the electronic 
device 2. The local time counter increments may be very 
small time periods such as every 16 nanoseconds. In contrast 
the operating system time clock 6 typically displays the time 
in second or minute intervals to a user. The processor 4 may 
determine the offset in time betWeen the time indicated by a 
selected Time Base (a baseline reference time) and the local 
time counters 30, 32, 34, 36, and 38. Any offsets so 
determined are stored in a storage location 40 Which is 
accessible to the processor 4. 

The electronic device 2 also includes a servicebus 7, a 
separate netWork for communication betWeen the control 
ling processor 4 and the chips 10, 12, 14, 16 and 18. The 
servicebus 7 is used by the processor to read and Write the 
status and control various parts of the system in order to 
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4 
con?gure and diagnose the system. The servicebus 7 is used 
to read tWo or more targets simultaneously and to subse 
quently retrieve sets of data from the targets. The servicebus 
7 is used by the processor 4 (as discussed further beloW) to 
transmit reset signals and retrieve timestamps from the chips 
10, 12, 14, 16 and 18. 

Since the values in the local time counters 30, 32, 34, 36 
and 38 may be non-synchronized With regard to each other, 
they must be normalized to a common frame of reference 
before they can be compared. The illustrative embodiment 
of the present invention includes a number of different 
implementations Which may be used to normalize the times 
tamps to determine a global ordering of events. FIG. 2 
depicts a How chart of the overall sequence of steps folloWed 
by the present invention to use normalized time stamps to 
determine an overall global ordering of event information. 
The sequence begins When hardWare errors are detected on 
at least one ofthe chips 10, 12, 14, 16, and 18 (step 50). The 
local time counter 30, 32, 34, 36, 38 that is associated With 
the chips 10, 12, 14, 16, and 18 is used to generate a time 
stamp at the time that error is detected (step 52). The time 
stamp is the value of the local time counter at the time of the 
detected event/ error. The error(s) and time stamp(s) are 
forWarded to the processor (step 54). Depending upon Which 
implementation of the present invention is being used, the 
timestamp may be normalized prior to being forWarded to 
the processor. Alternatively, the timestamp may be normal 
ized upon arriving at a processor 4. Once the timestamps 
have been normalized (the normalization process of the 
timestamps is discussed in further detail beloW), timestamps 
associated With different errors are compared in order to 
determine Which error or event occurred prior to other 
reported errors or events (step 56). 
One method of normalizing the time stamps for the free 

running time counter is to instruct the local time counters 30, 
32, 34, 36, and 38 to be reset to the same Time Base. The 
Time Base may be any baseline time value including the 
time of one of the local time counters. FIG. 3 depicts the 
sequence of steps folloWed by the present invention to reset 
the local time counters 30, 32, 34, 36 and 38 to the selected 
Time Base. The sequence of steps begins When the processor 
retrieves the Time Base (step 60). If the topology of the 
electronic device 2 that is used to transmit the Time Base to 
the chips is balanced (step 61) so that the transmitted Time 
Base Will arrive at the chips 10, 12, 14, 16, and 18 simul 
taneously, no special steps must be taken to transmit the 
Time Base to the chips (step 62). The Time Base may be 
transmitted using a simultaneous multicast Write operation. 
If hoWever, the netWork topology is unbalanced (step 61) as 
is often the case, the processor sends the Time Base to the 
chips 10, 12, 14, 16, and 18 by staggering the transmission 
so that the various chips Will receive the Time Base simul 
taneously (step 64). The transmission may be staggered 
through the use of programmable hardWare delays, either in 
the sender, the receiver or the netWork, or some combination 
thereof. Once the chips 10, 12, 14, 16 and 18 receive the 
Time Base, the chips are reset so that the local time counters 
are equal to the Time Base (step 66). Since the local time 
counters are all driven off the same clock pulse, timestamps 
subsequently generated by the local time counters Will be 
normalized With regard to each other and Will therefore 
make the sequencing of event messages possible. Those 
skilled in the art Will recognize that there may be many 
sources of the Time Base. For example, the local time 
counters 30, 32, 34, 36 and 38 may all be reset to zero 
simultaneously Which normalizes the local time counters 
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With respect to each other. Alternatively, the Time Base may 
be the time of one of the local time counters or any arbitrary 
value. 

The use ofa common time for all of the chips, 10, 12, 14, 
16, and 18 and their associated local time counters 30, 32, 
34, 36, and 38 suffers from a couple of drawbacks Which 
must be taken into account. If the reset process does not go 
correctly, for one of the chips 10, 12, 14, 16, or 18, the 
process must be repeated for all of the chips until all of the 
chips have successfully completed the operation. Addition 
ally, the process is not particularly scalable in that the 
subsequent addition of chips to the system requires a reset 
ting of all of the chips and not just the neW chip. Errors 
frequently occur With the initial use of a neW chip and may 
accordingly prevent synchronization. Another issue is that a 
reset of the time counters to values loWer than their current 
values, such as zero, may prevent subsequent timestamps 
from being monotonically increasing. This makes it dif?cult 
or impossible to discern global event ordering. Accordingly, 
additional implementations to normalize the timestamps are 
also Within the scope of the present invention. 
As previously noted during the discussion of FIG. 1, one 

of the implementations of the present invention involves the 
use of o?csets noting the time differential betWeen the local 
time counters 30, 32, 34, 36, and 38 and the Time Base. The 
use of o?csets Within the present invention is depicted in the 
How chart of FIG. 4. The sequence of steps begins When the 
processor retrieves the selected Time Base and the values for 
the local time counters 30, 32, 34, 36 and 38 simultaneously 
(step 70). In order to determine the offset, a simultaneous 
read of both the Time Base and the local time counter is 
conducted so that the values may be compared. Those 
skilled in the art Will recognize that it is possible to read 
either the Time Base or any local time counter Whose o?cset 
has already been calculated, as long as that offset is included 
in the calculation of the neW local counter’s offset. The Time 
Base is simply a time value Whose offset is zero. Once the 
values have been retrieved, the time differential (o?‘set) 
betWeen the Time Base and the local time counters is then 
determined (step 72). The determined o?csets are then stored 
in a location accessible to the processor 4 (step 74). Subse 
quently, timestamps accompanying errors are reported to the 
processor 4 from multiple chips 10, 12, 14, 16, and 18 in the 
system (step 76). The processor 4 uses the storage o?cset 
associated With the reporting local time counters to normal 
ize the timestamp associated With the error (step 78). Once 
the time stamps are normalized, they are compared against 
each other to determine the ?rst error or event in a sequence 

(step 80). 
The implementation depicted in FIG. 4 requires the pro 

cessor to perform a normalization process subsequent to 
receiving the error or event report from the chips 10, 12, 14, 
16, and 18. In another implementation, depicted in the 
?owchart of FIG. 5, the offsets are stored in a location 
accessible to the chips 10, 12, 14, 16, and 18 and applied to 
the timestamps prior to the error being reported. The 
sequence of steps for this implementation begins When the 
processor retrieves the selected Time Base value and the 
values of the local time counters 30, 32, 34, 36, and 38 (step 
90). The o?csets for each local time counter are then deter 
mined by comparing the Time Base With the time indicated 
by each of the local time counters (step 92). The determined 
o?csets are then sent from the processor 4 to the chips 10, 12, 
14, 16, and 18 and stored locally to the chips (step 94). 
Subsequently, an error is detected by one or more of the local 
chips 10, 12, 14, 16, and 18, the timestamp is retrieved from 
the local time counter 30, 32, 34, 36, and 38, and the time 
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6 
is normalized using the locally stored o?‘set (step 96). The 
error Which is stored in the local error register 20, 22, 24, 26, 
and 28 and the normalized timestamp are then reported to 
processor (step 98). The normalized timestamps may then be 
directly compared to each other upon receipt in order to 
determine the order of occurrence of the reported errors (step 

100). 
Reported events and errors are not alWays immediately 

revieWed by humans. Accordingly, in one implementation of 
the present invention, normalized hardWare timestamps are 
associated With an operating system time stamp bearing date 
and hour information. Thus, in the event of errors separated 
by time Which have similar values (due to the local time 
counter rolling over) it becomes clear that the events are 
Widely separated by time. 

Although reference has been made herein to the imple 
mentation depicted in FIG. 1, those skilled in the art Will 
realize that a number of different alternative con?gurations 
are possible Within the scope of the present invention. For 
example, the electronic device may be a multi-processor 
computer system (e.g.: a 16 processor, 8 processor or 4 
processor con?guration). The electronic device may employ 
more than one primary processor With separate groups of 
subsidiary processors Working at the direction of different 
primary processors. In such a segmented system, each 
primary processor may be practicing the present invention 
independent of the other primary processor(s), such that a 
partially global order of events is determined for a subset of 
the total number processors in the electronic device (i.e. 
those processors under a particular primary processor). 

Similarly, although reference has been made to the use of 
error registers, more generalized event registers may also be 
used Wherein particular bits in the registers are set to indicate 
the occurrence or non-occurrence of particular events 
including errors. Other methods of storing indications of 
events Within the electronic device other than the use of 
registers may also be used Without departing from the scope 
of the present invention. Of similar note, the local time 
counters may be associated With more than one chip in the 
system. 

Since certain changes may be made Without departing 
from the scope of the present invention, it is intended that all 
matter contained in the above description or shoWn in the 
accompanying draWings be interpreted as illustrative and not 
in a literal sense. For example, although the ?gures and 
description contained herein have made repeated reference 
to determining the global ordering of error events, the 
determination of the order of other types of events may also 
be determined. Similarly, practitioners of the art Will realize 
that the sequence of steps and architectures depicted in the 
?gures may be altered Without departing from the scope of 
the present invention. The illustrations contained herein are 
singular examples of a multitude of possible depictions of 
the present invention, and should be considered accordingly. 

We claim: 
1. In an isochronous electronic device including at least 

one processor and a plurality of chips, each said chip 
associated With a local time counter of a plurality of local 
time counters, a method for determining a global ordering of 
events, said method comprising: 

detecting an event associated With one of said plurality of 
chips; 

generating a timestamp With said local time counter at the 
time of the occurrence of said detected event, said 
timestamp being associated With said event; 
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comparing said event and a normalized form of said 
timestamp With other events and associated normalized 
timestamps to determine an order of occurrence; 

providing a Time Base selected by said processor, said 
Time Base being a baseline time value; and 

transmitting a reset instruction from said processor to said 
plurality of local time counters associated With said 
plurality of chips, said plurality of local time counters 
resetting to a designated time so as to be synchronized 
With respect to each other; 

Wherein the transmitting of the reset instruction is stag 
gered so as to ensure that said resetting occurs simul 
taneously, said transmitting taking into account delays 
caused by network topology. 

2. The method of claim 1 Wherein said processor main 
tains a record of an offset betWeen the reset local time 
counter time and the Time Base. 

3. The method of claim 1 Wherein said designated time is 
the Time Base and said plurality of local time counters are 
reset so as to indicate the same time as said Time Base. 

4. The method of claim 1 Wherein said transmitting of said 
reset instruction is performed using a simultaneous multicast 
Write operation performed by said processor. 

5. The method of claim 1, further comprising: 
resetting all of said plurality of chips and an additional 

chip, said resetting being performed to add the addi 
tional chip that is synchroniZed With said plurality of 
chips. 

6. In an electronic device including at least one processor 
and a plurality of chips, each said chip associated With a 
local time counter of a plurality of local time counters, a 
storage medium comprising computer-executable instruc 
tions for a method comprising: 

detecting an event associated With one of said plurality of 
chips; 

generating a timestamp With said local time counter at the 
time of the occurrence of said detected event, said 
timestamp being associated With said event; 

comparing said event and a normaliZed form of said 
timestamp With other events and associated normaliZed 
timestamps to determine an order of occurrence; 

providing a Time Base selected by said processor, said 
Time Base being a baseline time value; and 

transmitting a reset instruction from said processor to said 
plurality of local time counters associated With said 
plurality of chips, said plurality of local time counters 
resetting to a designated time so as to be synchroniZed 
With respect to each other; 

Wherein the transmitting of the reset instruction is stag 
gered so as to ensure that said resetting occurs simul 
taneously, said transmitting taking into account delays 
caused by network topology. 

7. The storage medium of claim 6 Where said processor 
maintains a record of an offset betWeen the reset value of the 
local time counter and the Time Base. 

8. The storage medium of claim 6 Wherein said designated 
time is the Time Base and said plurality of local time 
counters are reset so as to indicate the same time as said 

Time Base. 

9. The storage medium of claim 6 Wherein the transmit 
ting of said reset instruction is performed using a simulta 
neous multicast Write operation performed by said proces 
sor. 
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8 
10. The medium of claim 6, Wherein said method further 

comprises: 
resetting all of said plurality of chips and an additional 

chip, said resetting being performed to add the addi 
tional chip that is synchroniZed With said plurality of 
chips. 

11. In an isochronous electronic device including at least 
one processor and a plurality of chips, each said chip 
associated With a local time counter of a plurality of local 
time counters, a method for determining a global ordering of 
events, said method comprising: 

detecting an event associated With one of said plurality of 
chips; 

generating a timestamp With said local time counter at the 
time of the occurrence of said detected event, said 
timestamp being associated With said event; 

comparing said event and a normaliZed form of said 
timestamp With other events and associated normaliZed 
timestamps to determine an order of occurrence; 

providing a Time Base selected by said processor, said 
Time Base being a baseline time value; 

determining an offset betWeen the time indicated by said 
Time Base and the time indicated by each of said local 
time counters associated With said plurality of chips; 

transmitting each said offset for a local time counter to the 
chip With Which the local time counter is associated; 

recording each offset associated With each said local time 
counter at a location accessible to the chip associated 

With the local time counter; and 
normaliZing said timestamp using said offset associated 

With the local time counter prior to reporting said 
timestamp and said event to said processor. 

12. The method of claim 11 Wherein a softWare timestamp 
received from an operating system is associated With said 
reported event and timestamp. 

13. The method of claim 12 Wherein said softWare times 
tamp is used in determining said order of occurrence of 
events. 

14. In an electronic device including at least one processor 
and a plurality of chips, each said chip associated With a 
local time counter of a plurality of local time counters, a 
storage medium comprising computer-executable instruc 
tions for a method comprising: 

detecting an event associated With one of said plurality of 
chips; 

generating a timestamp With said local time counter at the 
time of the occurrence of said detected event, said 
timestamp being associated With said event; 

comparing said event and a normaliZed form of said 
timestamp With other events and associated normaliZed 
timestamps to determine an order of occurrence; 

providing a Time Base selected by said processor, said 
Time Base being a baseline time value; 

determining an offset betWeen the time indicated by said 
Time Base and the time indicated by each of said local 
time counters associated With said plurality of chips; 

transmitting each said offset for a local time counter to the 
chip With Which the local time counter is associated; 

recording each offset associated With each said local time 
counter at a location accessible to the chip associated 
With the local time counter; and 
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normalizing said timestamp using said o?‘set associated 
With the local time counter prior to reporting said 
timestamp and said event to said processor. 

15. The storage medium of claim 14 Wherein a software 
timestamp received from the operating system is associated 
With said reported event and timestamp. 

10 
16. The storage medium of claim 15 Wherein said soft 

Ware timestamp is used in determining said order of occur 
rence of events. 


