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CONTROLLING ADMISSION OF DATA 
STREAMS ONTO A NETWORK BASED ON 

END-TO-END MEASUREMENTS 

BACKGROUND OF THE INVENTION 

1. The Field of the Invention 
The present invention relates to network communication 

technology, and more speci?cally, to mechanisms for con 
trolling the admission of data streams onto a netWork. 

2. Background and Relevant Art 
Computer netWorks have enhanced our ability to com 

municate and access information by alloWing one computer 
or device (hereinafter both referred to as a “computing 
system”) to communicate over a netWork With another 
computing system using electronic data. When transferring 
electronic data betWeen computing systems, the electronic 
message Will often pass through a protocol stack that per 
forms operations on the electronic data. The Open System 
Interconnect (“OSI”) model is an example of a networking 
frameWork for implementing a protocol stack. 

The OSI model breaks doWn the operations for transfer 
ring electronic data into seven distinct “layers,” each des 
ignated to perform certain operations in the data transfer 
process. While protocol stacks can potentially implement 
each of the layers, many protocol stacks implement only 
selective layers for use in transferring electronic data across 
a netWork. When electronic data is transmitted from a 
computing system, it originates at the application layer and 
is passed doWn to intermediate loWer layers and then onto a 
netWork. When electronic data is received from a netWork it 
enters the physical layer and is passed up to higher inter 
mediate layers and then eventually received at the applica 
tion layer. 

The application layer, the upper most layer, is responsible 
for supporting applications and end-user processes. An 
intermediate layer incorporated by most protocol stacks is 
the transport layer, Which at the very least functions to 
multiplex application data into transport layer segments for 
delivery to loWer layers and to demultiplex transport layer 
segments into application data for delivery to applications. 
The User Datagram Protocol (“UDP”) is an example of a 
protocol implemented at the transport layer that does little 
more than multiplex/demultiplex data for compatible trans 
fer betWeen applications and netWorks. Another common 
protocol implemented at the transport layer is the Transmis 
sion Control Protocol (“TCP”), a connection-oriented pro 
tocol that can also provide the features of end-to-end error 
recovery, resequencing, and How control to the application 
layer. 
Even on properly con?gured netWorks data loss can occur 

from time to time due to adverse netWork conditions, such 
as, for example, hardWare component failures, softWare 
errors, link noise or interference, netWork congestion, etc. In 
may instances, the occurrence of adverse netWork conditions 
Will be unknoWn to an user desiring to transmit electronic 
data across a netWork. Further, even if the user becomes 
aWare of adverse netWork conditions, correcting the adverse 
conditions is often beyond the user’s control. Thus, there is 
alWays some potential for data loss When electronic data is 
transferred across a netWork. Fortunately, the features of 
TCP can compensate for and correct data loss resulting from 
many adverse netWork conditions. Accordingly, TCP is 
extremely useful When reliable transfer of data is desired, 
such as, for example, When transferring a Web page With 
both text and graphics. 
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2 
HoWever, to realiZe the features of TCP, certain state 

information, such as, for example, receive and send buffers, 
congestion control parameters, and sequence and acknoWl 
edgment number parameters must be maintained for each 
TCP connection. Maintenance of state information con 
sumes computing system resources (e.g., system memory) 
making these resources unavailable to user processes that 
might otherWise utiliZe the resources. Thus, When reliable 
transfer of data is not critical, applications may instead use 
UDP to conserve computing system resources When trans 
mitting electronic data across a netWork. 

UDP is particularly Well suited for transferring audio and 
video data (hereinafter referred to as “A/V data”) as a steady 
and continuous stream (frequently referred to as “stream 
ing”) betWeen computing systems. Since output of A/V data 
typically includes refreshing previously received A/V data, 
some loss ofA/V data (e.g., such as the inherent data loss in 
many netWorks) from anA/V data stream is not critical. For 
example, When video data for a video frame is not received, 
a display screen may appear to momentarily ?icker but is 
then refreshed When updated video data is received. Accord 
ingly, UDP is frequently used to transfer A/V data streams 
betWeen computing systems in Home NetWork, Local Area 
NetWork, and Wide Area NetWork environments. 

Unfortunately, UDP has no built in mechanism for con 
gestion control. Thus, a computing system utiliZing UDP to 
transmit an A/V data stream typically cannot detect When 
transmission of the A/V data stream is being degraded due 
to netWork congestion. LikeWise, a computing system uti 
liZing UDP to transmit an A/V data stream typically cannot 
detect When the A/V data stream is causing netWork con 
gestion that degrades other A/V data streams. Thus, it may 
be that an A/V data stream is transmitted onto a netWork 
With other existing AN data streams thereby degrading the 
quality of all the AN data streams. 

For example, When a 10 Mega-bit per second (“Mbps”) 
Ethernet Hub is supporting an existing 6 Mbps High De? 
nition Television data stream and another 6 Mbps High 
De?nition Television data stream is initiated, both data 
streams may suffer from high delay, jitter, and packet loss. 
Further, since the transmission speed of UDP is only con 
strained by the rate at Which an application generates data 
and the capabilities of the source (CPU, clock rate, etc.), it 
Would not be uncommon to have a numberA/V data streams 
transmitting data at high data transfer rates at any given 
time. Although, TCP has a congestion control mechanism, 
the TCP congestion control mechanism is not Well suited for 
real-time applications, such as, for example, those applica 
tions that transmit A/V data streams. The TCP congestion 
control mechanism reduces the data transfer rate When one 
or more data links betWeen a sending computing system and 
a receiver computing system become excessively congested. 
HoWever, reduction of a data transfer rate can signi?cantly 
degrade real-time applications, Which can tolerate some 
packet loss but require a minimum data transfer rate. 

Additionally, When a netWork becomes congested, one 
A/V data stream may get a disproportionate amount of 
bandWidth (commonly referred to as the “Ethemet Capture 
Effect”). Thus, a neWer A/V data stream could possibly 
“take-over” bandWidth from an existing A/V data stream. 
This may leave an existing user of the existing A/V data 
stream dissatis?ed. An initiating user of the neWer A/V data 
stream may not have actively desired to degrade the existing 
A/V data stream. HoWever, the initiating user may have no 
Way to determine if the netWork could support both A/V 
streams prior to initiating the neWer A/V stream. 
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Further, a network administrator may have no mechanism 
to restrict A/V data streams or limit the amount of network 
bandwidth that can be consumed by A/V data streams. Many 
networks inherently give A/V data streams higher priority 
than other types of data because data lost from A/V data 
streams typically cannot be recovered. Thus, when conges 
tion occurs on a network link, A/V data streams may be 
given bandwidth due to higher priority. Bandwidth given to 
an A/V data stream during congestion may reduce the 
bandwidth available to other non-streaming data, causing 
the transfer of non-streaming data to degrade. For example, 
transmission of an A/V data stream might delay, or even 
prevent, transmission of a Web page, when there is not 
enough bandwidth capacity to appropriately transmit both 
the A/V data stream and the Web page. 

Therefore systems, methods, and computer program prod 
ucts for controlling the admission of data streams onto a 
network would be advantageous. 

BRIEF SUMMARY OF THE INVENTION 

The foregoing problems with the prior state of the art are 
overcome by the principles of the present invention, which 
are directed towards methods, systems, and computer pro 
gram products for controlling admission of data streams 
onto a network. A transmitting computer system is network 
connectable to a receiving computer system via a network 
data path having one or more data links, including at least a 
transmitting side data link and a receiving side data link. The 
transmitting computer system receives a requested applica 
tion data transfer rate from an application that requests 
delivery of an application data stream from the transmitting 
computer system to the receiving computer system. 

The transmitting computer system passively detects the 
transmitting side data load. The transmitting side data load 
is subtracted from the acceptable transmitting side data link 
capacity, such as, for example, 10 mega-bits per second 
(“Mbps”), to calculate the available transmitting side band 
width. When the available transmitting side bandwidth is 
greater than the requested application data transfer rate, the 
available transmitting side bandwidth is viewed as suf?cient 
to receive the application data stream. Depending on net 
work con?guration, the transmitting side computer system 
also sends instructions to the receiving side computer system 
to calculate the available receiving side bandwidth. When 
the available receiving side bandwidth is greater than the 
requested application data transfer rate, the available receiv 
ing side bandwidth is viewed as suf?cient to receive the 
application data stream. In response to the available trans 
mitting side bandwidth and, if appropriate, the available 
receiving side bandwidth being suf?cient, the transmitting 
computer system initiates more active testing. 

The transmitting computer system transmits a ?rst packet 
pair data packet and then subsequently transmits a second 
packet-pair data packet, both via the network data path, to 
the receiving computer system. The receiving computer 
system receives the ?rst packet-pair data at a ?rst reception 
time and the second packet pair data packet at a second 
reception time. Based at least on the difference in the ?rst 
reception time and the second reception time, the bottleneck 
bandwidth of the network data path is estimated. When the 
bottleneck bandwidth is greater than the requested applica 
tion data transfer rate, the available network data path 
bandwidth is viewed as suf?cient to receive the application 
data stream. In response to the available network data path 
bandwidth being suf?cient, the transmitting computer sys 
tem initiates more active testing. 
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4 
The transmitting computer system identi?es parameters 

for con?guring trains of data packets to simulate transmit 
ting the application data stream at the requested application 
data transfer rate. The transmitting computer system tem 
porarily transmits a train of data packets in accordance with 
the identi?ed parameters to simulate transmission of the 
application data stream. The receiving computer system 
receives at least some of the data packets in the train of 
packets. The receiving computer system calculates that the 
train of data packets did not cause the network data path to 
transition into a congested state. 

In some embodiments, the transmitting computer system 
initially transmits a train of diagnostic data packets onto the 
network data path at a speci?ed fraction (e.g., 1/100th) of the 
estimated bottleneck bandwidth. The speci?ed fraction of 
the estimated bottleneck bandwidth represents a diagnostic 
data transfer rate with a signi?cantly reduced likelihood of 
causing congestion on the network data path. The receiving 
computer system receives at least some of the diagnostic 
data packets. From among the received diagnostic data 
packets, the receiving computer system identi?es the num 
ber of delayed diagnostic data packets (e.g., those diagnostic 
data packets received after a speci?ed time threshold). 
The transmitting computer system then temporarily trans 

mits a train of target data packets onto the network data path 
at the requested application data transfer rate. The train of 
target data packets is temporarily transmitted to simulate 
transmission of the application data stream in a manner that 
has a reduced likelihood of causing congestion on the 
network data path. The receiving computer system receives 
at least some of the target data packets. From among the 
received target data packets, the receiving computer system 
identi?es the number of delayed target data packets (e.g., 
those target data packets received after the speci?ed time 
threshold). 
The receiving computer system compares the number of 

delayed target data packets to the number of delayed diag 
nostic data packets. When the number of delayed target 
packets is within a speci?ed delayed packets threshold of the 
number of delayed diagnostic data packets, it is determined 
that the application data stream will not cause congestion on 
network data path. The receiving computer system sends the 
results of the comparison to the transmitting computer 
system. Accordingly, the transmitting computer system 
transmits the application data stream onto the network data 
path. 

Additional features and advantages of the invention will 
be set forth in the description that follows, and in part will 
be obvious from the description, or may be learned by the 
practice of the invention. The features and advantages of the 
invention may be realiZed and obtained by means of the 
instruments and combinations particularly pointed out in the 
appended claims. These and other features of the present 
invention will become more fully apparent from the follow 
ing description and appended claims, or may be learned by 
the practice of the invention as set forth hereinafter. 

BRIEF DESCRIPTION OF THE DRAWINGS 

In order to describe the manner in which the above-recited 
and other advantages and features of the invention can be 
obtained, a more particular description of the invention 
brie?y described above will be rendered by reference to 
speci?c embodiments thereof which are illustrated in the 
appended drawings. Understanding that these drawings 
depict only typical embodiments of the invention and are not 
therefore to be considered to be limiting of its scope, the 
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invention will be described and explained with additional 
speci?city and detail through the use of the accompanying 
drawings in which: 

FIG. 1 illustrates a suitable operating environment for the 
principles of the present invention. 

FIG. 2 illustrates an example of a network architecture 
that facilitates controlling the admission data streams onto a 
network. 

FIGS. 3A and 3B illustrates an example ?owchart of a 
method for estimating that a transmitting computer system 
can deliver an application data stream to a receiving com 
puter system without congesting a network data path. 

FIG. 4 illustrates an example ?owchart of a method for 
estimating a likelihood of network data path congestion 
based on identi?ed queuing delays. 

FIG. 5 illustrates an example graph of queuing delay 
versus offered load on a 10 Megabit per second Ethernet 
link. 

FIG. 6A illustrates an example graph of percentage of data 
packets received versus variance form a reception delay 
threshold indicating a decreased likelihood that a data 
stream will congest a probed network data path. 

FIG. 6B illustrates an example graph of percentage of data 
packets received versus variance form a reception delay 
threshold indicating an increased likelihood that a data 
stream will congest a probe network data path. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

The principles of the present invention provide for con 
trolling admission of data streams onto a network. Appro 
priate determinations in a series of tests, which transition 
from more passive tests to more active tests, control the 
admission of data streams onto a network data path. More 
passive tests can include promiscuous mode measurements 
at a transmitting side data link of the network data path and, 
if appropriate, at a receiving side data link of the network 
data path. When the transmitting side data link and/or the 
receiving side data link do not have suf?cient available 
bandwidth to support an application data stream, testing 
ceases and the application data stream is not transmitted 
onto the network. On the other hand, when the transmitting 
side data link and, if appropriate, the receiving side data link 
do have suf?cient available bandwidth to support the appli 
cation data stream, more active testing, such as, for example, 
a packet-pair test and/or active network probing, is per 
formed. 
When appropriate, a packet-pair test is performed to 

calculate the bottleneck bandwidth of the network data path. 
When the bottleneck bandwidth is not suf?cient to support 
the application data stream, testing ceases and the applica 
tion data stream is not transmitted onto the network. On the 
other hand, when the bottleneck bandwidth is su?icient to 
support the application data stream, more active testing, 
such as, for example, active network probing, is performed. 
When appropriate, the network data path is actively 

probed (eg by transmitting trains of data packets) to 
identify the likelihood of the application data stream causing 
congestion on the network data path, if the application data 
stream were to be transmitted onto the network data path. 
When an increased likelihood of causing congestion is 
identi?ed, the application data stream is not delivered onto 
the network data path. On the other hand, when a reduced 
likelihood of causing congestion is identi?ed, the applica 
tion data stream can be delivered onto the network data path. 
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6 
Embodiments within the scope of the present invention 

include computer-readable media for carrying or having 
computer-executable instructions or data structures stored 
thereon. Such computer-readable media may be any avail 
able media, which is accessible by a general-purpose or 
special-purpose computer system. By way of example, and 
not limitation, such computer-readable media can comprise 
physical storage media such as RAM, ROM, EPROM, 
CD-ROM or other optical disk storage, magnetic disk stor 
age or other magnetic storage devices, or any other media 
which can be used to carry or store desired program code 
means in the form of computer-executable instructions, 
computer-readable instructions, or data structures and which 
may be accessed by a general-purpose or special-purpose 
computer system. 

In this description and in the following claims, a “net 
work” is de?ned as one or more data links that enable the 
transport of electronic data between computer systems and/ 
or modules. When information is transferred or provided 
over a network or another communications connection (ei 
ther hardwired, wireless, or a combination of hardwired or 
wireless) to a computer system, the connection is properly 
viewed as a computer-readable medium. Thus, any such 
connection is properly termed a computer-readable medium. 
Combinations of the above should also be included within 
the scope of computer-readable media. Computer-execut 
able instructions comprise, for example, instructions and 
data which cause a general-purpose computer system or 
special-purpose computer system to perform a certain func 
tion or group of functions. The computer executable instruc 
tions may be, for example, binaries, intermediate format 
instructions such as assembly language, or even source code. 

In this description and in the following claims, a “com 
puter system” is de?ned as one or more software modules, 
one or more hardware modules, or combinations thereof, 
that work together to perform operations on electronic data. 
For example, the de?nition of computer system includes the 
hardware components of a personal computer, as well as 
software modules, such as the operating system of the 
personal computer. The physical layout of the modules is not 
important. A computer system may include one or more 
computers coupled via a network. Likewise, a computer 
system may include a single physical device (such as a 
mobile phone or Personal Digital Assistant “PDA”) where 
internal modules (such as a memory and processor) work 
together to perform operations on electronic data. 

In this description and in the following claims, a “data 
stream” is de?ned as data that is transferred in a steady and 
continuous stream such that portions of the transferred data 
can be output as they are received (even if received before 
completion of the data stream). A data stream can be an 
audio and/or video data stream (e.g., an Audio/Video “A/V” 
data stream) that is delivered from a transmitting computer 
system for output at a receiving computer system. Data 
streams can be a live data streams, such as, for example, a 
data stream of live radio or television broadcast data. Like 
wise, data streams can result when a stored ?le at a trans 
mitting computer system is transferred to a receiving com 
puter system, such as, for example, a data stream that results 
when a stored Motion Pictures Expert Group (“MPEG”) ?le 
is selected. Data included in a data stream may or may not 
be saved at a receiving computer system after the data is 
output. Data streams can be transferred using a wide variety 
of protocols or combination of protocols, such as, for 
example, User Datagram Protocol (“UDP”), Real-Time 
Transport Protocol (“RTP”), and Real Time Streaming Pro 
tocol (“RTSP”). 
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In this description and in the following claims, “data 
transfer rate” is de?ned as the speed With Which data is 
transferred (or is to be transferred) onto a data link, across 
a data link, or received from a data link. A data transfer rate 
can be measured in a variety of different units, such as, for 
example, Megabits per second (“Mbps”) and Megabytes per 
second (“MBps”). For example, application module 202 
may cause an audio data stream to be transmitted at a data 
transfer rate of 2 Mbps (across data links 272 and 271) to 
computer system 221. Before a data stream is transmitted 
onto a data link, an application module may indicate an 
estimated peak data transfer rate of the data stream to a 
netWork probing module. 

In this description and the folloWing claims, a “data hub” 
is de?ned as a computer system that operates as a common 
connection point (either Wired or Wireless) for other com 
puter systems and transfers electronic data betWeen con 
nected computer systems by sending received data packets 
out all the ports of the hub. That is, When a data packet is 
received at one port of a data hub, the data hub copies the 
packet to all of the other ports of the data hub. As a result, 
a data packet received from one data link connected to the 
data hub is subsequently transferred to all the other data 
links connected to the data hub. For example, a data packet 
received at data hub 250 via data link 271 Would subse 
quently be transmitted to data links 271, 272, 273 and 277. 

In this description and the folloWing claims, a “data 
sWitch” is de?ned as a computer system that operates as a 
common connection point (either Wired or Wireless) for 
other computer systems and transfers electronic data 
betWeen connected computer systems by sending received 
data packets out ports that correspond to destination address 
included in data packets. That is, When a data packet is 
received at one port of the data sWitch, the data sWitch reads 
a destination address (e.g., an Internet Protocol (“IP”) 
address) of the data packet and sends the data packet to the 
port corresponding to the destination address. As a result, a 
data packet received from one data link is subsequently 
transferred to a data link that is nearer to the destination 
computer system associated With the destination address. 
A data link that is nearer to the destination computer 

system may be a data link that is connected to the destination 
computer system. For example, data sWitch 255 may receive 
a data packet having a destination address that corresponds 
to computer system 251. Accordingly, data sWitch 255 can 
transmit the data packet onto data link 279. On the other 
hand, a data link that is nearer to the destination computer 
system may be an intermediate data link betWeen a sending 
computer system and a destination computer system. For 
example, computer system 211 may send a data packet to a 
destination address associated With computer system 241. 
Accordingly, data hub 250 repeats the data packet onto data 
link 277 (as Well as data links 271, 272 and 273). Data 
sWitch 255 can receive the data packet from data link 277 
and read the destination address of the data packet. Accord 
ingly, data sWitch 255 can send the data packet to data link 
278 (after Which data sWitch 260 can receive the data packet 
from data link 278 and send the data packet to data link 276). 

Those skilled in the art Will appreciate that the invention 
may be practiced in netWork computing environments With 
many types of computer system con?gurations, including, 
personal computers, laptop computers, hand-held devices, 
multi-processor systems, microprocessor-based or program 
mable consumer electronics, netWork PCs, minicomputers, 
mainframe computers, mobile telephones, PDAs, pagers, 
and the like. The invention may also be practiced in distrib 
uted system environments Where local and remote computer 
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8 
systems, Which are linked (either by hardWired data links, 
Wireless data links, or by a combination of hardWired and 
Wireless data links) through a netWork, both perform tasks. 
In a distributed system environment, program modules may 
be located in both local and remote memory storage devices. 

FIG. 1 and the folloWing discussion are intended to 
provide a brief, general description of a suitable computing 
environment in Which the invention may be implemented. 
Although not required, the invention Will be described in the 
general context of computer-executable instructions, such as 
program modules, being executed by computer systems. 
Generally, program modules include routines, programs, 
objects, components, data structures, and the like, Which 
perform particular tasks or implement particular abstract 
data types. Computer-executable instructions, associated 
data structures, and program modules represent examples of 
the program code means for executing acts of the methods 
disclosed herein. 

With reference to FIG. 1, an example system for imple 
menting the invention includes a general -purpose computing 
device in the form of computer system 120, including a 
processing unit 121, a system memory 122, and a system bus 
123 that couples various system components including the 
system memory 122 to the processing unit 121. Processing 
unit 121 can execute computer-executable instructions 
designed to implement features of computer system 120, 
including features of the present invention. The system bus 
123 may be any of several types of bus structures including 
a memory bus or memory controller, a peripheral bus, and a 
local bus using any of a variety of bus architectures. The 
system memory includes read only memory (“ROM”) 124 
and random access memory (“RAM”) 125. A basic input/ 
output system (“BIOS”) 126, containing the basic routines 
that help transfer information betWeen elements Within 
computer system 120, such as during start-up, may be stored 
in ROM 124. 
The computer system 120 may also include magnetic hard 

disk drive 127 for reading from and Writing to magnetic hard 
disk 139, magnetic disk drive 128 for reading from or 
Writing to removable magnetic disk 129, and optical disk 
drive 130 for reading from or Writing to removable optical 
disk 131, such as, or example, a CD-ROM or other optical 
media. The magnetic hard disk drive 127, magnetic disk 
drive 128, and optical disk drive 130 are connected to the 
system bus 123 by hard disk drive interface 132, magnetic 
disk drive-interface 133, and optical drive interface 134, 
respectively. The drives and their associated computer 
readable media provide nonvolatile storage of computer 
executable instructions, data structures, program modules, 
and other data for the computer system 120. Although the 
example environment described herein employs magnetic 
hard disk 139, removable magnetic disk 129 and removable 
optical disk 131, other types of computer readable media for 
storing data can be used, including magnetic cassettes, ?ash 
memory cards, digital versatile disks, Bernoulli cartridges, 
RAMs, ROMs, and the like. 

Program code means comprising one or more program 
modules may be stored on hard disk 139, magnetic disk 129, 
optical disk 131, ROM 124 or RAM 125, including an 
operating system 135, one or more application programs 
136, other program modules 137, and program data 138. A 
user may enter commands and information into computer 
system 120 through keyboard 140, pointing device 142, or 
other input devices (not shoWn), such as, for example, a 
microphone, joy stick, game pad, scanner, or the like. These 
and other input devices can be connected to the processing 
unit 121 through input/output interface 146 coupled to 
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system bus 123. Input/output interface 146 logically repre 
sents any of a wide variety of different interfaces, such as, 
for example, a serial port interface, a PS/2 interface, a 
parallel port interface, a Universal Serial Bus (“USB”) 
interface, or an Institute of Electrical and Electronics Engi 
neers (“IEEE”) 1394 interface (i.e., a FireWire interface), or 
may even logically represent a combination of different 
interfaces. 
A monitor 147 or other display device is also connected 

to system bus 123 via video interface 148. Speakers 169 or 
other audio output device is also connected to system bus 
123 via audio interface 149. Other peripheral output devices 
(not shown), such as, for example, printers, can also be 
connected to computer system 120. 

Computer system 120 is connectable to networks, such as, 
for example, an of?ce-wide or enterprise-wide computer 
network, a home network, an intranet, and/or the Internet. 
Computer system 120 can exchange data with external 
sources, such as, for example, remote computer systems, 
remote applications, and/or remote databases over such 
networks. 

Computer system 120 includes network interface 153, 
through which computer system 120 receives data from 
external sources and/or transmits data to external sources. 
As depicted in FIG. 1, network interface 153 facilitates the 
exchange of data with remote computer system 183 via data 
link 151. Network interface 153 can logically represent one 
or more software and/or hardware modules, such as, for 
example, a network interface card and corresponding Net 
work Driver Interface Speci?cation (“NDIS”) stack. Data 
link 151 represents a portion of a network (e.g., an Ethernet 
segment), and remote computer system 183 represents a 
node of the network. For example, remote computer system 
183 can be a transmitting computer system that transmits 
data streams to computer system 120. On the other hand, 
remote computer system 183 can be a receiving computer 
system that receives data streams transmitted from computer 
system 120. 

Likewise, computer system 120 includes input/output 
interface 146, through which computer system 120 receives 
data from external sources and/or transmits data to external 
sources. Input/output interface 146 is coupled to modern 154 
(e.g., a standard modem, a cable modem, or digital sub 
scriber line (“DSL”) modem) via data link 159, through 
which computer system 120 receives data from and/or 
transmits data to external sources. As depicted in FIG. 1, 
input/output interface 146 and modem 154 facilitate the 
exchange of data with remote computer system 193 via data 
link 152. Data link 152 represents a portion of a network and 
remote computer system 193 represents a node of the 
network. For example, remote computer system 193 may be 
a transmitting computer system that transmits data streams 
to computer system 120. On the other hand, remote com 
puter system 193 may be a receiving computer system that 
receives data streams transmitted from computer system 
120. 

While FIG. 1 represents a suitable operating environment 
for the present invention, the principles of the present 
invention may be employed in any system that is capable of, 
with suitable modi?cation if necessary, implementing the 
principles of the present invention. The environment illus 
trated in FIG. 1 is illustrative only and by no means 
represents even a small portion of the wide variety of 
environments in which the principles of the present inven 
tion may be implemented. 

In accordance with the present invention, application 
modules, network interface modules, and probing modules 
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as well as associated data, including data packets, transmis 
sion parameters, and data streams may be stored and 
accessed from any of the computer-readable media associ 
ated with computer system 120. For example, portions of 
such modules and portions of associated program data may 
be included in operating system 135, application programs 
136, program modules 137 and/or program data 138, for 
storage in system memory 122. 
When a mass storage device, such as, for example, 

magnetic hard disk 139, is coupled to computer system 120, 
such modules and associated program data may also be 
stored in the mass storage device. In a networked environ 
ment, program modules depicted relative to computer sys 
tem 120, or portions thereof, can be stored in remote 
memory storage devices, such as, system memory and/or 
mass storage devices associated with remote computer sys 
tem 183 and/or remote computer system 193. Execution of 
such modules may be performed in a distributed environ 
ment as previously described. 

FIG. 2 illustrates an example of network architecture 200 
that facilitates controlling the admission of data streams onto 
a network. Included in network architecture 200 are com 

puter systems 201, 211, 221, 231, 241, and 251. Computer 
systems 201, 211, and 221 are connected to data hub 250 by 
corresponding data links 272, 273, and 271 respectively. 
Computer systems 201, 211, and 221 include corresponding 
network interface modules 203, 213, and 223 respectively 
for sending electronic data and receiving electronic data. 

Data hub 250 is connected to data switch 255 by data link 
277. Likewise, computer system 251 is connection to data 
switch 255 by data link 279. Computer system 251 includes 
network interface module 253 for sending electronic data 
and receiving electronic data. Data switch 255 is connected 
to data switch 260 by data link 278. Computer systems 231 
and 241 are connected to data switch 260 by corresponding 
data links 275 and 276 respectively. Computer systems 231 
and 241 include corresponding network interface modules 
233 and 243 respectively for sending electronic data to and 
receiving electronic data from data switch 260. 

Data streams (e.g., UDP data streams) can be transferred 
between the computer systems in network architecture 200 
and between computer systems in network architecture 200 
and computer systems external to network architecture 200 
(not shown). Computer systems in network architecture 200 
may transfer data streams as a result of a transmitting 
application at one computer system requesting that a data 
stream be transferred to a corresponding receiving applica 
tion at another computer system. For example, application 
module 212 may request transfer of an application data 
stream to application module 242. Accordingly, network 
interface module 213 can transmit a data stream containing 
appropriate application data and having a destination 
address (e.g., an IP address) corresponding to computer 
system 241 onto data link 273. Network interface module 
243 can receive the transmitted data stream from data link 
276 and cause contained application data to be delivered to 
application 242. 

Non-streaming data can also be transferred between the 
computer systems in network architecture 200 and between 
computer system in network architecture 200 and computer 
systems external to network architecture 200. For example, 
computer system 251 may be a server that transfers data to 
other computer system in a non-streaming manner. When 
another computer system requests a ?le stored at computer 
system 251, network interface module 253 can respond by 
sending data packets containing the requested ?le and hav 
ing a destination address of the requesting computer system. 
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For example, application module 222 may be a Web browser 
that requests a Web page stored at computer system 251. 
Accordingly, computer system 251 can respond by trans 
mitting the requested Web page onto data link 279 for 
delivery to computer system 221. Network interface module 
253 can facilitate the transmission of the requested Web 
page, by sending an HTTP message including the Web page 
(e. g., as one or more Transmission Control Protocol (“TCP”) 
segments) to computer system 221. Network interface mod 
ule 223 can receive the Web page from data link 271 and 
cause the Web page to be delivered to application module 
222. 

Accordingly, the data links in network architecture 200 
may experience varied data loads due to streaming and 
non-streaming data being transferred across the data links. 
When data is transmitted onto a data link, some portion of 
the data link’s bandwidth is consumed thereby decreasing 
the available bandwidth of the data lank. Conversely, when 
data is removed from a data link (e.g., after completion of a 
?le transfer or the end of a data stream) some portion of the 
data link’s bandwidth is freed up thereby increasing the 
available bandwidth of the data link. 

FIGS. 3A and 3B illustrate an example ?owchart of a 
method 300 for estimating that a transmitting computer 
system can deliver an application data stream to a receiving 
computer system without congesting a network data path. 
The method 300 will be described with respect to the 
computer systems depicted in network architecture 200. 

The method 300 includes an act of receiving a requested 
application data transfer rate (act 301). Act 301 can include 
receiving a requested application data transfer rate from an 
application that requests delivery of an application data 
stream from a transmitting computer system to a receiving 
computer system. For example, probing module 204 can 
receive an application data transfer rate for an application 
data stream that application module 202 is requesting be 
delivered from computer system 201 to computer system 
221 or to computer system 231. It may be that a requested 
application data transfer rate is a peak data transfer rate that 
is to be used during transmission of an data stream 

The method 300 includes a functional result-oriented step 
for performing promiscuous mode measurements (step 312). 
Step 312 can include any corresponding acts for accom 
plishing the result of performing promiscuous mode mea 
surements. However, in the illustrated example of FIG. 3, 
the step 312 includes a corresponding act of passively 
detecting a transmitting side data load (act 302). Act 302 can 
include passively detecting a transmitting side data load on 
the transmission side data link. 
A transmitting side computer system may be a transmit 

ting computer system that is to transmit a data stream. For 
example, in response to receiving a requested application 
data rate from application module 202, probing module 204 
can con?gure network interface module 203 to receive all 
the data packets that are transferred across data link 272. 
Based at least on the frequency with which data packets are 
received and the siZe of received data packets, probing 
module 204 can estimate the data load on data link 272. 
Since computer system 201 is connected to data hub 250, the 
data load on data link 272 is calculated from all the data 
packets being transmitted on data links 271, 272, 273 and 
277. For example, it may be that computer system 221 is 
transferring a ?rst data stream to computer system 211 at 3 
Mbps and transferring a second data stream to data switch 
255 (e.g., for deliver to computer system 231) at 2 Mbps. 
Accordingly, the data load on data link 272 would at least be 
5 Mbps. 
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Altemately, a transmitting side computer system may be 

a computer system that is connected along with the trans 
mitting computer system to a common data hub. For 
example, when computer system 201 (the transmitting com 
puter system) is to transmit a data stream to computer system 
231 via data path 291, probing module 204 may send an 
instruction to probing module 224 to passively detect a 
transmitting side data load. Accordingly, probing module 
224 can con?gure network interface module 223 to receive 
all the data packets that are transferred across data link 271. 
Since data hub 250 transmits data packets from all con 
nected data links to all the other connected data links (data 
links 271, 272, 273 and 277), the data load on data link 271 
will be similar to the data load on data link 272. 

Passive detection of a data load can occur without sending 
any data packets onto a data link. For example, probing 
module 204 can detect a data load on data link 272 without 
sending any data packets onto data link 272. Accordingly, 
there is a signi?cantly reduced chance that passive detection 
of a data load on a data link 272 would degrade other data 
being transferred through data hub 250. 

Step 312 also includes a corresponding act of calculating 
that the available bandwidth capacity on the transmitting 
side data link is suf?cient (act 303). Act 303 can include 
calculating that, based on the detected transmitting side data 
load, the available bandwidth capacity on the transmitting 
side data link is suf?cient to receive a data stream at the 
requested application data transfer rate. Available bandwidth 
capacity for a data link can be calculated according to 
Equation 1: 

AvailableiLinkiBandwidth:[(AcceptableiLoading) 
(LinkfCapacity?-Datal 3 LinkiLoad Equation 1 

Acceptable_Loading is a value that can be selected 
according to the desires of a network administrator or user 
to represent a percentage of available bandwidth that can be 
consumed by data streams. When it is desirable to allow 
reduced available bandwidth for data streams, an 
Acceptable_Loading value can be decreased. For example, 
when it is desirable to utiliZe 30% of a data link’s capacity 
for data streams, an Acceptable_Loading value of “0.3” can 
be selected. On the other hand, when it is desirable to allow 
increased available bandwidth for data streams, an 
Acceptable_Loading value can be increased. For example, 
when it is desirable to utiliZe 90% of a data link’s capacity 
for data streams, the Acceptable_Loading value can be set to 
“0.9”. When it is desirable to utiliZe the full capacity of a 
data link for data streams, an Acceptable_Loading value can 
be set to “1”. It may be that an Acceptable_Loading value is 
selected to utiliZe as much data link capacity as possible for 
data streams without causing a data link to become con 
gested. On the other hand, an Acceptable_Loading value 
may be selected to conserve some amount of available 
bandwidth for transmission of non-streaming data. 

Link_Capacity is a value representing the rated data 
capacity (e.g., in Mbps) of a data link (e.g., data link 272). 
Link_Capacity can vary depending on technologies, such as, 
for example, Ethernet (IEEE 802.3 standards) or Wireless 
(IEEE 802.11 standards), used to implement a data link. 
Further, implementations of a particular technology can 
have different rated data capacities. For example, an Ether 
net data link can have a rated data capacity of 10 Mbps, 100 
Mbps, or 1,000 Mbps (Gigabit). Similarly, an IEEE 802.11 
data link can have a rated data capacity of 11 Mbps, 5.5 
Mbps, 2 Mbps, or 1 Mbps. However, it should be understood 
that the present invention is not limited to the described 
network technologies and rated data capacities. It would be 
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apparent to one skilled in the art, after having reviewed this 
description, that a Wide variety of network technologies and 
rated data capacities, in addition to those described, can be 
utilized When practicing the present invention. 

Data_Link _Load is a value representing a data load on a 
data link, such as, for example, a passively detected trans 
mitting (or receiving) side data load on a transmitting (or 
receiving) side data link. 

The values of Equation 1 can be combined according to 
the arithmetic operators of Equation 1 to calculate an 
Available_Link_BandWidth value. That is, a 
Data_Link_Load value is subtracted from the product of an 
Acceptable_Loading value multiplied by a Link_Capacity 
value. For example, data link 272 may have a Link_Capacity 
value of 10 Mbps and a Data_Link_Load value of 2 Mbps. 
Further, an netWork administrator or user of netWork archi 
tecture 200 may have selected anAcceptable_Loading value 
of “0.7” for data link 272. Thus in this example, an Availa 
ble_Link_BandWidth value for data link 272 Would be equal 
to [(0.7)~(10 Mbps)]—2 Mbps, or 5 Mbps. 
When the calculated Available_Link_BandWidth value 

for the transmitting side data link is less than the requested 
application data transfer rate, the transmitting side data link 
is vieWed as not having suf?cient available bandWidth 
capacity to support the application data stream at the 
requested application data rate. Referring to the immediately 
preceding example, data link 272 Would not be vieWed as 
having suf?cient available bandWidth to receive an applica 
tion data stream at any data rate greater than 5 Mbps. 
AlloWing data to be transferred across a data link at an 
overall data transfer rate (i.e., the sum of all the data loads 
on the data link) greater than the link capacity of the data 
link has an increased likelihood of causing congestion on the 
data link. Accordingly, When a data link does not have 
su?icient available bandWidth capacity to support the 
requested application data rate, the application data stream 
is not transmitted onto the data link and testing may be 
terminated. As a bene?cial result, a data stream having an 
increased likelihood of congesting a data link is prevented 
from being transmitted onto the data link. 
On the other hand, When the calculated 

Available_Link_BandWidth value for the transmitting side 
data link is greater than (or equal to) the requested applica 
tion data transfer rate, the transmitting side data link is 
vieWed as having suf?cient available bandWidth capacity to 
support the application data stream at the requested appli 
cation data rate. Referring to the immediately preceding 
example, data link 272 Would be vieWed as having suf?cient 
available bandWidth to support an application data stream at 
any application data rate less than or equal to 5 Mbps. 
AlloWing data to be transferred across a data link at an 
overall data transfer rate less than or equal to link capacity 
of the data link has a decreased likelihood of causing 
congestion on the data link. As a result, When a data link can 
support a requested application data rate, more active test 
ing, such as, for example, a packet-pair test and/or active 
netWork probing, can be performed to more precisely deter 
mine the likelihood of the application data stream causing 
congestion on a netWork data path. 

Depending on netWork con?guration, the transmitting 
side computer system may also send an instruction to the 
receiving side computer system to passively detect the 
receiving side data load (act 304). It may be that a trans 
mitting side data link (e.g., data link 272) and a receiving 
side data link (e.g., data link 271) are connected to the same 
data hub (e.g., data hub 250) and have the same Link_Ca 
pacity and Acceptable_Loading values. Accordingly, detect 
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14 
ing an Available_Local_BandWidth for both the transmitting 
side data link and the receiving side data link may be vieWed 
as redundant. Thus in these netWork con?gurations, a trans 
mitting computer system may not send instructions to the 
receiving side computer system. For example, probing mod 
ule 204 may not send instructions to probing module 224 
When application module 202 requests transmission of a data 
stream to application module 222. 

On the other hand, it may be that the transmitting side data 
link (e.g., data link 272) and receiving side data link (e.g., 
data link 275) are at ends of a netWork data path (e.g., data 
path 291) separated by a sWitch and/or have different 
Link_Capacities and/or have different Acceptable_Loading 
values. Accordingly, detecting an Available_Local_Band 
Width for both the transmitting side data link and the 
receiving side data link may not be vieWed as redundant. 
Thus in these netWork con?gurations, a transmitting com 
puter system may send an instruction to the receiving side 
computer system. For example, probing module 204 may 
send instructions to probing module 234 When application 
module 202 requests transmission of a data stream to 
application module 232. 
When appropriate, the method 300 includes a functional 

result-oriented step for a receiving computer system to 
participate in promiscuous mode measurements (step 324). 
Step 324 can include any corresponding acts for accom 
plishing the result of participating promiscuous mode mea 
surements. HoWever, in the illustrated example of FIG. 3, 
the step 324 includes a corresponding act of a receiving side 
computer system passively detecting a receiving side data 
load (act 314). Act 314 can include passively detecting a 
receiving side data load on the receiving side data link. A 
receiving side computer system may be a receiving com 
puter system that is to receive a data stream. For example, 
When computer system 231 is to receive a data stream from 
computer system 201 via data path 291, probing module 232 
can con?gure netWork interface module 233 to receive all 
the data packets that are transferred across data link 275. 

Altemately, a receiving side computer system may be a 
computer system that is connected along With the receiving 
computer system to a common data hub. For example, When 
computer system 231 (the transmitting computer system) is 
to transmit a data stream to computer system 201 (the 
receiving computer system) via data path 291, probing 
module 234 may send an instruction to probing module 224 
to passively detect a receiving side data load. Accordingly, 
probing module 224 can con?gure netWork interface module 
223 to receive all the data packets that are transferred across 
data link 271. Since data hub 250 copies data packets from 
all connected data links to all other connected links (data 
links 271, 272, 273 and 277) the data load on 271 Will be 
similar to the data load on data link 272. 

The step 324 includes a corresponding act of calculating 
available receiving side bandWidth capacity (act 315). Act 
315 can include a receiving side computer system calculat 
ing the available bandWidth capacity on the receiving side 
data link based on the detected receiving side data load. A 
receiving side computer system can calculate a receiving 
side data load according to Equation 1. The method 300 
includes an act of indicating the available receiving side 
bandWidth capacity to the transmitting computer system (act 
316). Act 316 can include a receiving side computer system 
indicating the available bandWidth of the receiving side data 
link to the transmitting computer system. For example, When 
computer system 231 is to receive a data stream from 



US 7,239,611 B2 
15 

computer system 201, computer system 231 can indicate the 
available bandwidth capacity of data link 275 to computer 
system 201. 
The method 300 includes an act of the transmitting side 

computer system receiving an indication that available band 
Width capacity on the receiving side data link is suf?cient 
(act 305). Act 305 can include receiving an indication of the 
available bandWidth capacity on the receiving side data link 
from a receiving side computer system. When the calculated 
Available_Link_BandWidth value (e.g., according to Equa 
tion 1) for the receiving side data link is less than the 
requested application data transfer rate, the receiving side 
data link is vieWed as not having suf?cient available band 
Width capacity to support the application data stream at the 
requested application data rate. Accordingly, When appro 
priate, the application data stream is not transmitted and 
testing may be terminated. On the other hand, When the 
calculated Available_Link_BandWidth value for the receiv 
ing side data link is greater than (or equal to) the requested 
application data transfer rate, the receiving side data link is 
vieWed as having suf?cient available bandWidth capacity to 
support the application data stream at the requested appli 
cation data rate. Accordingly, When appropriate, more active 
testing, such as, for example, a packet-pair test and/or active 
netWork probing, can be performed to more precisely deter 
mine the likelihood of the application data stream causing 
congestion on a netWork data path. 

The method 300 includes a functional result-oriented step 
for initiating a packet-pair test (step 313). Step 313 can 
include any corresponding acts for accomplishing the result 
of initiating a packet-pair test. HoWever, in the illustrated 
example of FIG. 3, the step 313 includes a corresponding act 
of transmitting a ?rst packet-pair data packet (act 306). Act 
306 can include a transmitting side computer system trans 
mitting a ?rst packet-pair data packet onto a netWork data 
path for delivery to a receiving side computer system. For 
example, it may be that computer system 201 initiates a 
packet-pair test With computer system 231. Accordingly, 
computer system 201 can transmit a ?rst packet-pair data 
packet onto data path 291 for delivery to computer system 
231. 

Step 313 also includes a corresponding act of subse 
quently transmitting a second packet-pair data packet (act 
307). Act 307 can include the transmitting side computer 
system transmitting a corresponding second packet-pair data 
packet onto the netWork data path for delivery to the 
receiving side computer system. The second packet-pair 
data packet is similar in siZe, or even the same siZe, as the 
?rst packet-pair data packet. A transmission time interval 
(e.g., a time interval betWeen asynchronous send com 
mands) can separate transmission of the ?rst packet-pair 
data packet and the second packet-pair data packet. The 
value of a transmission time interval can be small enough 
such that the likelihood of packet-pair data packets being 
queued at a bottleneck link of the netWork data path is 
signi?cantly increased. 

Altemately, packet-pair data packets can be transmitted 
from an intermediate transmitting computer system. For 
example, the results of a transmitting side promiscuous 
mode measurement may indicate that a transmitting side 
data link has suf?cient available bandWidth capacity to 
support an application data stream. As such, transmitting 
packet-pair data packets across the transmitting side data 
link may be redundant. For example, When it is indicated 
that data link 272 (and thus also data link 277) has suf?cient 
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available capacity bandWidth to support an application data 
stream, packet-pair data packets may be sent from data 
sWitch 255. 
The method 300 includes a functional result-oriented step 

for the receiving side computer system to participate in a 
packet-pair test (step 325). Step 325 can include any corre 
sponding acts for accomplishing the result of participating in 
a packet-pair test. HoWever, in the illustrated example of 
FIG. 3, the step 325 includes a corresponding act of receiv 
ing a ?rst packet-pair data packet (act 317). Act 317 can 
include the receiving side computer system receiving the 
?rst packet-pair data packet from a netWork data path at a 
?rst reception time. Step 325 also includes a corresponding 
act of receiving a second packet-pair data packet (act 318). 
Act 318 can include the receiving side computer system 
receiving a second packet-pair data packet from the netWork 
data path at a second reception time. 

Altemately, packet-pair data packets can be received at an 
intermediate receiving computer system. For example, the 
results of receiving side promiscuous mode measurements 
may indicate that a receiving side data link has suf?cient 
available bandWidth to receive an application data stream. 
As such, receiving packet-pair data packets across the 
receiving side data link may be redundant. For example, 
When it is indicated that data link 275 has suf?cient available 
bandWidth to receive an application data stream, packet-pair 
data packets may be received at data sWitch 260. 

Step 325 includes a corresponding act of calculating the 
available bandWidth capacity of the bottleneck link (act 
319). Act 319 can include calculating the available band 
Width capacity on the bottleneck data link of the netWork 
data path based at least on the difference betWeen the ?rst 
reception time and the second reception time. Although 
depicted in method 300 as occurring at the receiving side, a 
receiving side or intermediate receiving computer system 
can send bottleneck data (including the ?rst and second 
reception times) to a transmitting side or intermediate trans 
mitting computer system that calculates bottleneck band 
Width based on the received bottleneck data. 
The bottleneck bandWidth of a netWork data path can at 

least be estimated by Equation 2: 

iTirnef-FirstiReceptiTime) Equation 2 

Packet_SiZe is a value representing the siZe of the ?rst 
packet-pair data packet and the second packet-pair data 
packet. When the ?rst packet-pair data packet and the 
second packet-pair data packet are not identical in siZe, this 
value may represent an average of the siZe of the ?rst 
packet-pair data packet and the siZe of the second packet 
pair data packet. First_Recept_Time is a value representing 
the time the ?rst packet-pair data packet Was received at the 
receiving side or intermediate receiving computer system. 
Similarly, Second_Recept_Time is a value representing the 
time the second packet-pair data packet Was received at the 
receiving side or intermediate receiving computer system. 
The values of Equation 2 can be combined according to 

the arithmetic operators of Equation 2 to calculate a Bottle 
neck_BandWidth value. That is, a Packet_siZe value is 
divided by the difference of a Second_Recpt_Time value 
subtracted from a First_Recept_Time value. For example, 
computer system 231 may receive a ?rst packet-pair data 
packet via data path 291 having a Packet_SiZe value of 
32,768 bits (4,096 bytes) at 09156105234 
(a First_Recept_Time value). Subsequently, computer sys 
tem 231 may receive a second packet-pair data packet via 
data path 291 With a Packet_SiZe value of 32,768 bits at 
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09:56:05.250 (a Second_Recept_Time value). Thus in this 
example, an estimated Bottleneck_BandWidth value Would 
equal 32,786 bits/(0.250 sec-0.234 sec), or approximately 2 
Mbps. 

It may be that a transmitting side or intermediate trans 
mitting computer system includes the ?rst and second 
packet-pair data packets in a packet-pair train of constant 
siZed, back-to-back data packets (each data packet being 
separated by a constant packet-pair transmission time inter 
val) that are transmitted across a netWork data path to the 
receiving side or intermediate receiving computer system. 
Transmission of a packet-pair train can be used to implement 
any of a variety of different packet-pair algorithms, such as, 
for example, Receiver Only Packet Pair (“ROPP”) algo 
rithms, Receiver Based Packet Pair (“RBPP”) algorithms, 
and Sender Based Packet Pair (“SBPP”) algorithms, for 
calculating a bottleneck bandWidth for a netWork data path. 
Any of these packet-pair algorithms (or any other packet 
pair algorithm) can be implemented to calculate a bottleneck 
bandWidth value for data path 291. Probing modules, such 
as, for example, probing modules 204, 224, and/or 234 can 
be con?gured With appropriate functionality for implement 
ing packet-pair algorithms. Packet-pair ?ltering techniques, 
such a, for example, a histogram, can be utiliZed to increases 
the accuracy of packet-pair algorithms. 

In some embodiments, an intermediate transmitting com 
puter system transmits at least a ?rst and second packet-pair 
data packet to an intermediate receiving computer system. 
For example, the results of promiscuous mode measure 
ments may indicate that both a transmitting side data link 
and receiving side data link have suf?cient available band 
Width capacity to support an application data stream. As 
such, transmitting and receiving packet-pair data packets 
across these data links may be redundant. For example, 
When it is indicated that data link 271 and data link 276 have 
su?icient available bandWidth capacity to support an appli 
cation data stream, packet-pair data packets may be trans 
mitted from data sWitch 255 to data sWitch 260. Accord 
ingly, data sWitch 255 or data sWitch 260 can then calculate 
the bottleneck bandWidth for data link 278. 

The method 300 includes an act of indicating the available 
bottleneck bandWidth to the transmitting computer system 
(act 320). Act 320 can include a receiving side or interme 
diate receiving computer system indicating the available 
bottleneck bandWidth capacity to a transmitting side or 
intermediate transmitting computer system. The method 300 
includes an act of receiving an indication that available 
bandWidth capacity on the bottleneck data link is suf?cient 
(act 308). Act 308 can include a transmitting side or inter 
mediate transmitting computer system receiving an indica 
tion that the available bandWidth capacity of the bottleneck 
data link is suf?cient to support a data stream at the 
requested application data transfer rate. 

In some embodiments, a speci?ed bottleneck loading 
value (e.g., 0.2, 0.7, etc.) limits the bottleneck bandWidth 
capacity than can be consumed by data streams. A speci?ed 
bottleneck loading value can be selected according to the 
desires of a netWork administrator or user. When it is 
desirable to alloW reduced bottleneck bandWidth for data 
streams, the speci?ed bottleneck loading value can be 
decreased. For example, to alloW 20% of a netWork data 
path’s bottleneck bandWidth for data streams, a 
Bottleneck_BandWidth value can be multiplied by a speci 
?ed bottleneck loading value of “0.2” to calculate an Avail 
able_Bottleneck_BandWidth value. 
On the other hand, When it is desirable to alloW increased 

bottleneck bandWidth for data streams, the speci?ed bottle 
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18 
neck loading value can be increased. For example, to alloW 
70% of a netWork data path’s bottleneck bandWidth for data 
streams, a Bottleneck_BandWidth value can be multiplied by 
a speci?ed bottleneck loading value of “0.7” to calculate an 
Available_Bottleneck_BandWidth value. When it is desir 
able to alloW all of a netWork data path’s bottleneck band 
Width for data streams, a speci?ed bottleneck loading value 
can be set to “1”. It may be that a speci?ed bottleneck 
loading value is selected to utiliZe as much bottleneck 
bandWidth as possible Without causing the netWork data path 
to become congested. On the other hand, a speci?ed bottle 
neck loading value may be selected to conserve some 
amount of bottleneck bandWidth for transmission of non 
streaming data. 
When a calculated Bottleneck_BandWidth value (or When 

appropriate a calculated Available_Bottleneck_BandWidth 
value) is less than the requested application data transfer 
rate, the netWork data path is vieWed as not having suf?cient 
available bandWidth capacity to support the application data 
stream at the requested application data transfer rate. 
Accordingly, the application data stream is not transmitted 
onto the netWork data path and testing may be terminated. 
As a bene?cial result, a data stream having an increased 
likelihood of congesting a netWork data path is prevented 
from being transmitted onto the netWork data path. 
On the other hand, When a calculated Bottleneck_Band 

Width value (or When appropriate a calculated 
Available_Bottleneck_BandWidth value) for a netWork data 
path is greater than (or equal to) the requested application 
data transfer rate, the netWork data path is vieWed as having 
suf?cient available bandWidth capacity to support the appli 
cation data stream at the requested application data rate. As 
a result, more active testing, such as, for example, active 
netWork probing, can be performed to more precisely deter 
mine the likelihood of the application data stream causing 
congestion on the netWork data path 
The method 300 includes a functional result-oriented step 

for actively probing a netWork data path (step 314). Step 314 
can include any corresponding acts for accomplishing the 
result of actively probing a netWork data path. HoWever, in 
the illustrated example of FIG. 3, the step 314 includes a 
corresponding act of identifying transmission parameters to 
simulate the application data stream (act 309). Act 309 can 
include a transmitting computer system identifying trans 
mission parameters for con?guring trains of data packets to 
simulate transmitting the application data stream at the 
requested application data transfer rate. 

For example, the transmitting computer system may iden 
tify a probing data packet siZe value, packets per train value, 
a probing data packet interval value, and a probing train 
interval value. A probing data packet siZe value represents 
the siZe of probing data packets (e.g., in bits or bytes) 
included in a train of probing data packets. For example, a 
probing data packet siZe value of 4,096 could represent that 
probing data packets included in a train of probing data 
packets are to have a siZe of 4,096 bits or 4,096 bytes 
(32,768 bits). A packets per train value represents the 
number of probing data packets that are to be included in a 
train of probing data packets. For example, a packets per 
train value of 10 could represent that 10 probing data packets 
are to be included in a train of probing data packets. A 
probing data packet interval value represents a time interval 
(e.g., in milliseconds) betWeen the transmission of succes 
sive probing data packets in a train of probing data packets. 
For example, a probing data packet interval value of 1 could 
represent that probing data packets in a train of probing data 
packets are to be sent every 1 millisecond. 
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A probing train interval value represents a time interval 
(e.g., in milliseconds) betWeen successive trains of probing 
data packets in a sequence of trains of probing data packets. 
For example, a probing train interval value of 90 could 
represent that successive trains of probing data packets are 
to be sent every 90 milliseconds. Separating successive 
trains of probing data packets by a probing train interval 
value can potentially reduce capture effects (as queued data 
packets are alloWed at the least the probing train interval 
time to be delivered) at data hubs and data sWitches. This 
decreases the likelihood of any of the trains of probing data 
packets degrading other data (either data streams or non 
streaming data) being transmitted on a netWork data path. 

Step 314 includes a corresponding act of temporarily 
transmitting a train of packets in accordance With the 
identi?ed transmission parameters (act 310). Act 310 can 
include a transmitting computer system temporarily trans 
mitting a train of probing data packets in accordance With 
the identi?ed transmission parameters to simulate transmis 
sion of an application data stream onto the netWork data 
path. For example, probing module 204 can temporarily 
transmit a train of probing data packets onto data path 291 
to simulate transmission of an application data stream at the 
requested application data transfer rate. 

The method 300 includes a functional result-oriented step 
for participating in active probing of a netWork data path 
(step 326). Step 326 can include any corresponding acts for 
accomplishing the result of participating in active probing of 
a netWork data path. HoWever, in the illustrated example of 
FIG. 3, the step 326 includes a corresponding act of receiv 
ing probing packets from a train of probing packets simu 
lating an application data stream at an application data 
transfer rate (act 321). Act 321 can include a receiving 
computer system receiving at least some of the probing data 
packets in a train of probing data packets the transmitting 
computer system transmitted onto the netWork data path to 
simulate an application data stream at the requested appli 
cation data transfer rate. For example, probing module 234 
can receive probing data packets from a train of probing data 
packets transmitted by probing module 204. 

Step 326 includes a corresponding act of calculating that 
a train of probing data packets did not cause netWork data 
path congestion (act 322). Act 322 can include a receiving 
side computer system calculating that the train of probing 
data packets did not cause any of the data links of the 
netWork data path to transition into a congested state. For 
example, probing module 234 may calculate that a train of 
probing packets received from probing module 204 did not 
cause any data links of data path 291 (i.e., data links 272, 
277, 278, and 275) to transition into a congested state. 

The method 300 includes an act of indicating to the 
transmitting computer system that the train of probing 
packets did not cause netWork data path congestion (act 
323). Act 323 can include the receiving side computer 
system indicating to the transmitting side computer system 
that the train of probing data packets did not cause any of the 
data links of the netWork data path to transition into a 
congested state. For example, probing module 234 can 
indicate to probing module 204 that a train of probing data 
packets received on data path 291 did not congest data path 
291. 

The method 300 includes an act of receiving an indication 
that the train of probing data packets did not cause netWork 
data path congestion (act 311). Act 311 can include a 
transmitting side computer system receiving an indication 
from a receiving side computer system that the train of 
probing data packets did not cause any of the data links of 
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20 
the netWork data path to transition into a congested state. For 
example, probing module 204 can receive an indication 
from probing module 234 that a train of probing data packets 
did not congest data path 291. 

In some embodiments, the likelihood of a data stream 
congesting a netWork data path is determined by comparing 
queuing delays associated With trains of data packets trans 
mitted at varied data transfer rates. FIG. 4 illustrates an 
example ?owchart of a method 400 for estimating a likeli 
hood of congestion based on identi?ed queuing delays. FIG. 
5 illustrates an example graph 500 of queuing delay versus 
offered load on a 10 Mbps Ethernet link. FIG. 6A illustrates 
an example graph 600 of percentage of data packets received 
versus variance from a reception time delay threshold indict 
ing a decreased likelihood that a data stream Will cause a 
probed netWork data path to transition into a congested state. 
FIG. 6B illustrates an example graph 650 of percentage of 
data packets received versus variance from a reception time 
delay threshold indicting an increased likelihood that a data 
stream Will cause a probed netWork data path to transition 
into a congested state. The method 400 Will be described 
With respect to the computer systems depicted in netWork 
architecture 200 and the graphs 500, 600 and 650. 

In the example graph 500, queuing delay is depicted on 
the vertical axis (“Y axis”) and offered load is depicted on 
the horizontal axis (“X axis). Graph 500 illustrates that at a 
particular offered load (e.g., 4 Mbps) a data packet traveling 
on an Ethernet link With a link capacity of 10 Mbps Will 
experience a particular queuing delay (e.g., less than 2 
milliseconds). As the offered load increases, the queuing 
delay remains relative constant until the offered load tran 
sitions into knee region 501. Then at some offered load 
Within knee region 501 the queuing delay begins to increase 
drastically. 

For example, the queuing delay increases more than ?ve 
times betWeen an offered load of 7 Mbps (queuing delay less 
than 2 milliseconds) and an offered load of 9 Mbps (queuing 
delay of approximately 10 milliseconds). Thus as graph 500 
illustrates, increased queuing delay can occur even When the 
offered load is beloW link capacity. When queuing delay is 
increased, data packets remain on the Ethernet link for 
increased periods of time potentially causing the Ethernet 
link to transition into a congested state. Accordingly, the 
Ethernet link may not be suitable for data streams even if the 
offered load is beloW the link capacity. It should be under 
stood that although graph 500 illustrates queuing delay 
versus offered load on a 10 Mbps Ethernet link, a Wide 
variety of other types of data links, such as, for example, 100 
Mbps Ethernet links and IEEE 802.11 links, can experience 
similar increases in queuing delay as offered loads increase. 

Turning to FIG. 4, the method 400 includes an act of 
transmitting a train of diagnostic data packets (act 401). Act 
401 can include a transmitting computer system transmitting 
a train of diagnostic packets onto a netWork data path at a 
speci?ed fraction (e.g., one percent) of a bottleneck band 
Width value (e.g., as estimated by a packet-pair test). For 
example, probing module 204 can transmit a train of diag 
nostic data packets onto data path 291 at a fraction (e.g., 
1/100 or 1/50th) of the bottleneck bandWidth of data path 291. 
The speci?ed fraction of the bottleneck bandWidth repre 
sents a diagnostic data rate With a signi?cantly reduced 
likelihood of congesting the netWork data path or otherWise 
degrading data being transmitted on the netWork data path. 
For example, a diagnostic data rate of 50 Kilobits per second 
(“Kbps”) can be used When transmitting a train of diagnostic 
data packets across a netWork data path having a bottleneck 
bandWidth of 5 Mbps. The transmitting computer system can 
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include a time stamp in each diagnostic data packet indi 
cating the time the diagnostic data packet Was sent. 

The method 400 includes an act of receiving at least some 
of the diagnostic data packets (act 404). Act 404 can include 
a receiving computer system receiving at least some of the 
diagnostic data packets included in a train of diagnostic data 
packets transmitted from the transmitting computer system 
to the receiving computer system. For example, probing 
module 234 can receive at least some of the diagnostic data 
packets in a train of diagnostic data packets sent from 
probing module 204. 

The method 400 includes an act of identifying the number 
of delayed diagnostic data packets from among the received 
diagnostic data packets (act 405). For example, probing 
module can identify delayed diagnostic data packets from 
among diagnostic data packets received from probing mod 
ule 204. A data packet is vieWed as “delayed” When the 
calculated queuing delay for the data packet is greater than 
a speci?ed reception time delay threshold. Queuing delay 
can be calculating according to Equation 3: 

QDi:TransitiTimeiForiPacket;Minimurni 
Tran iTimeiOveriAlliRecievediPackets Equation 3 

Transit_Time_For_Packeti is a value representing the 
transit (or over-the-Wire) time for a particular received data 
packet. Transit_Time_For_Packeti is equal to the difference 
of the time a data packet Was received minus the time the 
data packet Was transmitted. When a data packet is received, 
RTime_Pack is a value that can be used to represent the time 
of reception. The time a data packet Was transmitted can be 
identi?ed from a time stamp included in the data packet. 
TTime_Pack is a value that can be used to represent the time 
a data packet Was transmitted. When data packets from a 
train of data packets are received, the time of transmission 
and time of reception for each received data packet is 
identi?ed and appropriately represented. The transit time, 
(RTime_Pack-TTime_Pack), is calculated for each received 
data packet. Minimum_Tran_Time_Over_All_Re 
ceived_Packets is a value representing the smallest transit 
time from among all the calculated transit times. 

The values in Equation 3 can be combined according to 
the arithmetic operators in Equation 3 to calculate a QDZ. 
value representing the queuing delay for a particular data 
packet. Subtracting a Minimum_Tran_Time_Over_All_Re 
ceived_Packets value normaliZes the QDZ- values and com 
pensates for differences in clock values at the transmitting 
and receiving side computer systems. Accordingly, even if 
transit times for data packets are inaccurate or negative due 
to clock inaccuracies, Equation 3 can still be utiliZed. Table 
1 illustrates an example of possible transmission and recep 
tion times (as HourszMinuteszSeconds) for eight data pack 
ets: 

TABLE 1 

Time 
Data of Transmission Time of Reception 
Packet at Transmitting At 

# Computer Receiving Computer Apparent Transit Time 

1 12:10:01.004 12:10:06.057 00:05.053 sec 
2 12:10:01.006 12:10:06.059 00:05.053 sec 

3 12:10:01.008 12:10:06.060 00:05.052 sec 
4 12:10:01.010 12:10:06.063 00:05.053 sec 
5 12:10:01.012 12:10:06.068 00:05.056 sec 
6 12:10:01.014 12:10:06.068 00:05.054 sec 

7 12:10:01.016 12:10:06.070 00:05.054 sec 
8 12:10:01.018 12:10:06.073 00:05.055 sec 
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As shoWn in Table 1, data packet 3 is associated With a 

Minimum_Tran_Time_Over_All_Received_Packets value 
of 5.052 seconds for the eight data packets. The column for 
transit time is labeled “Apparent Transit Time” because 
clock inaccuracies may make the transit time appear much 
different than the actual transit time. A reception delay 
threshold can be virtually any threshold an administrator or 

user selects as appropriate. In some embodiments, a recep 
tion delay threshold is equal to a transmission time interval 
(e.g., betWeen asynchronous sends). In Table l, the trans 
mission time interval is 2 milliseconds. 

According to Equation 3, QDZ. for each data packet can be 
calculated by taking the difference of the packet’s Apparent 
Transit Time minus 5.052. For example, the QDZ- for packet 
7 Would be 5.054 sec-5.052 sec, or 2 ms. Packet 7 Would not 
be vieWed as a delayed packet since a QDZ- of 2 milliseconds 
is less than or equal to the transmission time interval of 2 
milliseconds. On the other hand, packet 5 Would have a QB, 
of 4 milliseconds and Would be vieWed as a delayed packet 
since 4 milliseconds is greater that 2 milliseconds. 

The method 400 includes an act of transmitting a train of 
target data packets (act 402.) Act 402 can include a trans 
mitting computer system temporarily transmitting a train of 
target data packets onto the computer netWork data path at 
a requested data transfer rate (e.g., as requested by an 
application module). The train of target packets can be 
transmitted for a relatively short period of time to reduce the 
build up of capture e?‘ect. Thus, the requested data transfer 
rate can be simulated in a manner that has a reduced 
likelihood of degrading other data streams. The transmitting 
computer system can include a time stamp in each target 
data packet indicating the time the target packet Was sent. 
The method 400 includes an act of receiving at least some 

of the target data packets (act 406). Act 406 can include a 
receiving computer system receiving at least some of the 
data packets included in the train of target data packets that 
Was sent from the transmitting computer system to the 
receiving computer system. For example, probing module 
234 can receive at least some of the target data packets in a 
train of target data packets sent from probing module 204. 
The method 400 includes an act of identifying the number 

of delayed target data packets from among the received 
target data packets (act 407). For example, probing module 
234 can identify delayed target data packets from among 
target data packets received from probing module 204. 
Probing module 234 can identify delayed target data packets 
in accordance With Equation 3. 
The method 400 includes an act of comparing the number 

of delayed target data packets to the number of delayed 
diagnostic data packets (act 408). Act 408 can include a 
receiving computer system comparing the number of 
delayed target data packets to the number of delayed diag 
nostic data packets to determine if the train of target data 
packets caused congestion on a netWork data path. For 
example, probing module 234 can compare a number of 
delayed target data packets sent from probing module 204 to 
a number of delayed diagnostic data packets sent from 
probing module 204. 
When the number of delayed target data packets is Within 

a speci?ed delayed packets threshold of the number of 
delayed diagnostic data packets, there is decreased likeli 
hood that delivery of the application data stream Would 
cause the probed netWork data path to transition into a 
congested state. A delayed packets threshold can be a 
number of data packets or a percentage of data packets and 














