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LOCATION-BASED EXECUTION OF 
SOFTWARE/HMI 

TECHNICAL FIELD 

The present invention relates generally to industrial con 
trol systems, and more particularly to a system and meth 
odology to facilitate rendering of data in an industrial 
automation environment. 

BACKGROUND OF THE INVENTION 

Industrial control systems have enabled modern factories 
to become partially or completely automated in many cir 
cumstances. These systems generally include a plurality of 
Input and Output (I/O) modules that interface at a device 
level to sWitches, contactors, relays and solenoids along With 
analog control to provide more complex functions such as 
Proportional, Integral and Derivative (PID) control. Com 
munications have also been integrated Within the systems, 
Whereby many industrial controllers can communicate via 
netWork technologies such as Ethernet, ControlNet, 
DeviceNet, FOUNDATION Fieldbus, PROFIBUS or other 
netWork protocols and also communicate to higher level 
computing systems. Generally, industrial controllers utiliZe 
the aforementioned technologies along With other technol 
ogy to control, cooperate and communicate across multiple 
and diverse applications. 

Imperative to an automated industrial control system are 
Human Machine Interfaces (HMI), Which enable a human 
plant operator to control and/ or manipulate plant equipment 
operations and/ or functions by means of a computer. A HMI 
is an application that facilitates creation of custom screens 
for displaying information and/or controlling an industrial 
environment, and further provides graphical objects that 
represent component(s), conditions, equipment, states, etc. 
Which exist in an industrial automation environment. Such 
graphical representations possess embedded controls 
enabling a user to make real World changes via modifying 
computer graphical representations. For example, in an 
industrial setting, a plant operator can control starting and/or 
stopping of a pump utiliZing a HMI via depressing a key on 
a keyboard. The capabilities of a HMI include: controlling of 
industrial systems via displays on a touch screen, graphi 
cally representing components utiliZing symbols or object 
libraries, real time trending (e.g., graphically monitoring 
current system status), data logging, and alarming. HMIs 
function to alloW an operator to monitor machine operation 
and instantly adjust system controls. Easy and immediate 
operator response can be facilitated by displaying diagnostic 
and error messages. Conditions monitored via real time 
trending can include voltage pro?les, current ?oW, poWer 
consumption, on/olf state of breakers and disconnects, on/olf 
state of equipment, status of protective relays, poWer quality, 
etc. 

Conventional HMIs comprise a plurality of de?ciencies. 
High costs are associated With programming and creating 
custom scripts for HMIs. NeW applications may not be 
compatible With existing automation industry environments, 
and therefore costly and inef?cient reprogramming of appli 
cations must be implemented to create compatibility. Ren 
dering of a HMI requires programming to con?gure the HMI 
to existing hardWare components, and reprogramming is 
necessary When the hardWare components are replaced 
and/or modi?ed. 

Con?guring a HMI depends on numerous factors. For 
example, programmers must con?gure effective HMIs based 
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2 
on user identity, HMI location, equipment employed, type of 
netWork, etc. For each of the foregoing parameters, costly 
programming is necessary to render proper HMIs. Addition 
ally, upon alteration of any parameter, reprogramming can 
be necessary to effectuate appropriate adjustments to render 
a proper HMI. In vieW of the above shortcomings, there is 
a strong need for computer implemented softWare capable of 
rendering a HMI based on current parameters in an indus 
trial automation environment. 

SUMMARY OF THE INVENTION 

The folloWing presents a simpli?ed summary of the 
invention in order to provide a basic understanding of some 
aspects of the invention. This summary is not an extensive 
overvieW of the invention. It is not intended to identify 
key/critical elements of the invention or to delineate the 
scope of the invention. Its sole purpose is to present some 
concepts of the invention in a simpli?ed form as a prelude 
to the more detailed description that is presented later. 
The present invention provides for systems and methods 

facilitating automatic con?guration of a HMI based upon a 
variety of parameters associated With an industrial automa 
tion environment, such as type of equipment being 
employed, equipment being monitored, user proximity to 
the Zone, hierarchy of users Within the Zone, context of the 
operating environment, netWork conditions (e.g., Wireless, 
Ethernet, . . . ), security, security levels, authentication, 
priorities associated With various potential user actions, etc. 
The invention also contemplates a variety of hardWare 
components (e.g., tablet PCs, PDAs, telephone, data acqui 
sition devices such as PLCs and “soft” PLCS, . . . ) utilized 

in conjunction With con?guring the HMI to provide for 
meaningful rendering of applications/data. Moreover, the 
rate and type of data being pushed can be regulated as a 
function of the aforementioned analysis. The invention, for 
example, Will render a HMI based upon an interrelation 
betWeen identi?ed parameters and a prede?ned protocol, 
thereby overcoming de?ciencies of conventional systems 
and/ or methods Which require expensive and inef?cient HMI 
programming as Well as reprogramming to render the correct 
HMI. 

In accordance With one aspect of the present invention, a 
prede?ned protocol is based upon the Zone of operation, 
user, and extrinsic data. A processing component can be 
employed to determine a current state of parameters in an 
industrial automation environment. A rendering component 
can be provided to automatically con?gure a HMI in accor 
dance With the prede?ned protocol and the identi?ed param 
eters. 

In another aspect, the present invention can employ 
various arti?cial intelligence schemes (e.g., Bayesian leam 
ing methods that perform analysis over alternative depen 
dent structures and apply a score, Bayesian classi?ers and 
other statistical classi?ers, including decision tree learning 
methods, support vector machines, linear and non-linear 
regression and/or neural netWork representation) to perform 
a probabilistic analysis as the type of HMI that should be 
rendered given the cost of rendering an incorrect HMI. 
Classi?ers could be used for example that are trained 
explicitly as Well as implicitly so as to over time provide for 
consistent and reliable HMI rendering. 

In accordance With another aspect of the present inven 
tion, a data store is employed to facilitate HMI rendering. 
The data store contains parameter interrogation queries 
and/or parameters relevant to an industrial automation envi 
ronment. Furthermore, the data store can utiliZe arti?cial 
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intelligent techniques (e.g., Bayesian learning methods that 
perform analysis over alternative dependent structures and 
apply a score, Bayesian classi?ers and other statistical 
classi?ers, including decision tree learning methods, support 
vector machines, linear and non-linear regression and/or 
neural netWork representation) to facilitate storage and 
retrieval of parameters and/or parameter interrogation que 
ries. Utilizing the resultant data, a HMI is rendered. 

In accordance With another aspect of the present inven 
tion, a history component is employed to facilitate rendering 
of a HMI. The history component provides for keeping 
record of activity Within the present invention. For example, 
the history component can store previous HMI con?gura 
tions corresponding to parameters in an industrial automa 
tion environment and con?gure a similar HMI When equiva 
lent current parameters exist. 

To the accomplishment of the foregoing and related ends, 
certain illustrative aspects of the invention are described 
herein in connection With the folloWing description and the 
annexed draWings. These aspects are indicative, hoWever, of 
but a feW of the various Ways in Which the principles of the 
invention may be employed and the present invention is 
intended to include all such aspects and their equivalents. 
Other advantages and novel features of the invention Will 
become apparent from the folloWing detailed description of 
the invention When considered in conjunction With the 
draWings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is an illustration of a block diagram for location 
based execution of software/HMI in accordance With an 
aspect of the present invention. 

FIG. 2 is an illustration of an exemplary model of an 
aspect of the present invention. 

FIG. 3 is an illustration of a block diagram for location 
based execution of software/HMI that incorporates a pro 
cessing component and a rendering component in accor 
dance With an aspect of the present invention. 

FIG. 4 is an illustration of a block diagram for location 
based execution of softWare/HMI that incorporates arti?cial 
intelligence in accordance With an aspect of the present 
invention. 

FIG. 5 is an illustration of a block diagram for location 
based execution of softWare/HMI that incorporates a clas 
si?er in accordance With an aspect of the present invention. 

FIG. 6 is an illustration of a block diagram for location 
based execution of software/HMI that incorporates a data 
store in accordance With an aspect of the present invention. 

FIG. 7 is an illustration of a block diagram for location 
based execution of softWare/HMI that incorporates a history 
component in accordance With an aspect of the present 
invention. 

FIG. 8 is an illustration of a How diagram of a method 
ology for location-based execution of softWare/HMI in 
accordance With an aspect of the present invention. 

FIG. 9 is an illustration of a How diagram of a method 
ology for location-based execution of softWare/HMI in 
accordance With an aspect of the present invention. 

FIG. 10 is an illustration of a How diagram of a method 
ology for location-based execution of software/HMI in 
accordance With an aspect of the present invention. 

FIG. 11 is an illustration of a How diagram of a method 
ology for location-based execution of softWare/HMI in 
accordance With an aspect of the present invention. 
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4 
FIG. 12 is an illustration of an exemplary computing 

system and/or environment in connection With facilitating 
employment of the subject invention. 

FIG. 13 is an illustration of an exemplary computing 
system and/or environment in connection With facilitating 
employment of the subject invention. 

DETAILED DESCRIPTION OF THE 
INVENTION 

The present invention is noW described With reference to 
the draWings, Wherein like reference numerals are used to 
refer to like elements throughout. In the folloWing descrip 
tion, for purposes of explanation, numerous speci?c details 
are set forth in order to provide a thorough understanding of 
the present invention. It should be understood that the 
description of these exemplary aspects are merely illustra 
tive and that they should not be taken in a limiting sense. 

The term “component” refers to a computer-related entity, 
either hardWare, a combination of hardWare and softWare, 
softWare, or softWare in execution. For example, a compo 
nent may be a process running on a processor, a processor, 
an object, an executable, a thread of execution, a program 
and a computer. By Way of illustration, both an application 
running on a server and the server can be components. A 
component may reside in one physical location (e.g., in one 
computer) and/ or may be distributed betWeen tWo or more 
cooperating locations (e.g., parallel processing computer, 
computer netWork). 

It is to be appreciated that various aspects of the present 
invention may employ technologies associated With facili 
tating unconstrained optimization and/or minimization of 
error costs. Thus, non-linear training systems/methodologies 
(e.g., back propagation, Bayesian, fuzzy sets, non-linear 
regression, or other neural netWorking paradigms including 
mixture of experts, cerebella model arithmetic computer 
(CMACS), radial basis functions, directed search netWorks 
and function link netWorks) may be employed. 

Referring noW to the draWings, FIG. 1 illustrates a high 
level system overvieW in connection With one particular 
aspect of the subject invention. The subject invention relates 
to a novel system 100 for automatically con?guring a 
Human Machine Interface (HMI) based at least in part upon 
a variety of parameters associated With an industrial auto 
mation environment. System 100 mitigates de?ciencies of 
conventional systems by enabling e?fective rendering of a 
HMI Without requiring expert programming skills to con 
?gure the HMI. 
HMIs are softWare packages utilized to monitor machine 

operation and facilitate instantaneous adjustment of system 
controls. HMIs contain visual representations of particular 
machine components and/or particular process actions. For 
example, a HMI representing actions relating to a pump can 
be a graphical rendering of a pump. HMIs can include but 
are not limited to graphical depictions of machine compo 
nents and/or functional descriptions of a methodology. For 
example, an image of a valve as Well as a functional block 
describing actions desirably taken by a valve can both be 
incorporated into a HMI in accordance With an aspect of the 
present invention. 

According to an aspect of the present invention, a system 
100 employs a softWare execution controller (SEC) 110 to 
facilitate identi?cation of extant parameters in order to select 
a most correct prede?ned protocol for automatically con?g 
uring and rendering a HMI to a user. For example, the 
invention contemplates zone of operation 104, extrinsic data 
106, and user identity 108 as minimum identi?able param 
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eters 102 for determining a most correct protocol for ren 
dering a HMI. Zone of operation 104 can also be employed 
as a parameter for selecting a most correct protocol. For 
instance, multiple Zones of operation 104 can be de?ned 
Within an industrial automation environment and a most 
correct protocol can be determined based upon the location 
of a SEC 110. Incorporation of Zone of operation data as a 
parameter is advantageous to facilitate providing relevant 
information to a user Who is Within a Zone of operation 104 
and thus, Within close proximity of a physical object repre 
sented by a HMI. 

Furthermore, the SEC 110 can utiliZe extrinsic data 106 as 
a parameter for determining a most correct protocol for 
rendering a HMI to the user. Extrinsic data 106 coupled With 
knoWn intrinsic data can be utiliZed to determine Which 
information to render to a user based on a plurality of factors 
such as user level, access level, etc. Intrinsic data relates to 
internal processes that occur after a user has entered any 
input into a system. The softWare has internal mechanisms 
that facilitate providing results based on user input. Speci? 
cally, if a user logs on and inputs individualiZed access 
information, the softWare Will use a series of iterations 
(intrinsic data) to produce an output used to provide a ?lter 
for data acquisition by the user. 

Interaction of the extrinsic and intrinsic data sets can 
facilitate data output to the user to have speci?c character 
istics assigned by the user. Security levels may include, for 
example, a plurality of options associated With manipulation 
of data. For instance, a security level can prevent certain data 
from appearing in a HMI display. HoWever, another security 
level can display the data to a user but not alloW changes to 
the data representing equipment utilized. Therefore, numer 
ous con?gurations exist for access levels in terms of hoW a 
user can interact With the HMI and/or the data associated 
With the HMI. 

Additionally, SEC 110 can utiliZe user identity 108 as a 
parameter for determining a most correct protocol for ren 
dering a HMI to a user. User identity can be based on 
characteristics of a user 108 such as name, rank, identi?ca 
tion number, etc. Depending on the user 108, the SEC 110 
can make a partial determination regarding a most correct 
protocol for rendering a HMI to that user. 

The system 100 contemplates numerous other parameters 
for determining HMI content for a user. For example, type 
of equipment presently employed can be evaluated in deter 
mining a protocol for HMI con?guration. Typical hardWare 
components might include PCs, industrial PCs, handheld 
PCs, tablet PCs, PDAs, telephones, data acquisition devices, 
etc. Dependent upon type of hardWare employed, a most 
correct protocol can be determined to provide meaningful 
rendering of applications and data. Various hardWare com 
ponents possess divergent inherent characteristics (e.g., 
memory limitations, RAM, screen resolution, processor 
capabilities, operating systems, screen siZe, peripherals, 
video capabilities, . . . ); thus, appropriately formatted data 
must be provided to the hardWare components to render 
useful and meaningful HMIs. 

Illustrating distinctions betWeen devices, selection of a 
most correct HMI rendering protocol can depend on device 
memory and processing capability. Available memory for a 
desktop computer is de?ned by hard drive siZe and RAM. 
For example, desktop PCs can possess 50 gigabytes of hard 
drive storage and 512 megabytes of RAM compared to a 
handheld PC, Which can comprise 32 megabytes of storage 
and 64 megabytes of RAM. Memory restrictions can limit 
the amount of data that can be processed While executing a 
HMI. Additionally, handheld PCs, PDAs and telephones 
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6 
possess lesser processing capabilities than desktop PCs. For 
example, desktop PCs can utiliZe 2 gigahertZ processors, 
compared to 400 megahertz processors that can be employed 
for handheld PCs. 

Screen siZe, resolution, and color capabilities differ 
between devices and thus according to one aspect of the 
present invention, can factor into selection of a most correct 
HMI rendering protocol. For example, desktop PCs can have 
21 inch monitors While handheld PCs can possess 3.8 inch 
screens and cell phones can comprise 2.1 inch LCD dis 
plays. Therefore, component siZes are smaller on handheld 
PCs and cell phones compared to desktop PCs. Screen 
resolution can also be more restrictive for handheld PCs, 
PDAs and telephones. For example, desktop PCs can utiliZe 
1024x768 pixel resolutions While handheld PC’s resolutions 
can comprise 240x320 pixels and cell phone’s resolutions 
can comprise 150x150 pixels. Additionally, available colors 
can differ depending on device type. For example, PDAs can 
display 16 bit depth and 64,000 colors compared to 64 bit 
depth and 16 million colors displayed by a desktop PC. 

Monitor types can require different con?guration of 
HMIs, thereby Warranting selection of different most correct 
HMI rendering protocols. Monitors can be CRT (cathode ray 
tube), LCD (liquid crystal display), AMLCD (active matrix 
liquid crystal display), plasma, etc. Desktop PCs generally 
employ CRT monitors, Which are brighter and have better 
screen resolutions than LCDs. Handheld PCs and cell 
phones typically utiliZe LCDs. Additionally, LCD vieWing 
angle is less than that of a CRT display Which may dictate 
a different protocol. Furthermore, varying aspect ratios (e. g., 
4:3, 16:9, 16:10, 10 . . . ) and display standards (e.g., 
Widescreen Ultra Extended Graphics Array (WUXGA), 
Ultra Extended Graphics Array (UXGA), Super Extended 
Graphics Array (SXGA), Extended Graphics Array @(GA), 
Super Video Graphics Array (SVGA), Video Graphics Array 
(VGA), Enhanced Graphics Adapter (EGA), CGA, Her 
cules, Monochrome Display Adapter (MDA), . . . ) are 
contemplated. 

Cellular phones can require a different type of commu 
nications protocol. In particular, a Wireless Application 
Protocol (WAP) can be employed. WAP uses Wireless 
Markup Language (WML), Which includes Handheld 
Device Markup Language (HDML). WAP can be utiliZed to 
accommodate for cell phone transfer speed, siZe and read 
ability, and navigation. Cell phones and Web-enabled PDAs 
have a 14.4 kbps data transfer rate. Cell phones have small 
LCD screens (e.g., screen resolution of 150x150 pixels). 
Additionally, a Wireless device can incorporate a mono 
chrome screen. Additionally, navigation utiliZing a cell 
phone requires use of scroll keys. Applying WAP, text only 
or loW graphics versions of similar information typically 
displayed on a PC are created. 

The HMI itself can be a ?xed HMI, for example, such as 
a graphical interface on a stationary monitor used in con 
junction With a personal and/ or industrial computer. 

According to another example, the HMI can be a tethered 
portable HMI, such as the Machine Terminal MT750 or the 
Guard Terminal G750, both manufactured by Allen-Bradley. 
A tethered portable HMI offers several advantages over the 
?xed HMI; the most important being increased mobility to 
manually inspect the plant ?oor With the HMI in hand, thus 
permitting increased productivity. For example, an operator 
using a tethered portable HMI can respond to alarms and/or 
adjust machine settings With the HMI in hand. Increased 
mobility further enables greater troubleshooting capability 
and reduced set up time. 
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According to yet another example, the HMI can be a 
Wireless HMI, Wherein the term “Wireless HMI” is meant to 
encompass any mobile computing device utilized in con 
nection With Wireless netWork communication (e.g., laptops, 
tablets, PDAs, . . . ). The Wireless HMI offers even greater 

mobility than the tethered portable Wireless, and its range 
can be extended by distributing additional based stations 
throughout a large plant. In this manner, an operator can 
access information regarding a given machine and control 
the machine from any point in the plant. Furthermore, 
several Wireless computing devices can operate on a thin 
client platform, Which permits facilitated integration to neW 
or extant control architectures. By utiliZing this technology, 
the Wireless computing device can act as a thin client to 
computer applications. Because communication With a 
server occurs via a netWork link, this aspect of the present 
invention advantageously reduces hardWare and softWare 
costs. 

According to another example, the SEC 110 can incor 
porate a type of equipment being monitored as a parameter 
for determining a most proper HMl-rendering protocol. 
Typical industrial equipment can include, for example 
valves, pumps, relays, etc. An appropriate HMI is rendered 
dependent upon the type of equipment being monitored to 
provide users With meaningful graphical objects and useful 
controls. 
A further example contemplates the proximity of the user 

108 to the Zone 104 in Which a HMI is to be rendered (eg 
at What point or boundary the system 100 should begin to 
display information to the user 108). This aspect of the 
invention is advantageous in that it permits only relevant 
information to be displayed to the user 108 While less 
relevant information is suppressed. For example, the user 
108 Within the Zone 104 can be provided a display of 
machinery Which is only Within the Zone 104 Where the SEC 
110 is con?guring the HMI. Additionally, this parameter is 
advantageous because it provides the user 108 With relevant 
information and reduces the likelihood of user confusion, 
Which could exist if the user 108 Was presented With all of 
the information Within an industrial automation environ 
ment. 

An additional example provides a hierarchy of users 108 
Within the Zone 104. According to this aspect of the inven 
tion, HMI rendering Will depend on rank of the user 108. 
This aspect is advantageous in that it creates different HMls 
With different controls based on a rank or position of the user 
108. This aspect provides for different controls and permis 
sions dependent upon the user 108, Which can be necessary 
in the industrial automation environment. 

Another contemplated parameter is context of an operat 
ing environment. For example, this aspect of the present 
invention can yield a most correct protocol for HMI ren 
dering dependent upon circumstances that are existent 
Within the operating environment, such as poWer outages, 
and can provide noti?cation (e.g., alarm, pop-up WindoW, . 
. . ). Accordingly, this aspect is advantageous because the 
user 108 is provided With a meaningful HMI representing a 
situation Warranting the user’s attention. For example, if a 
pump malfunctions, a HMI can be rendered Which alerts the 
user 108 regardless of the Zone of operation 104, equipment 
being monitored, etc. due to urgency of a situation. 
An additional aspect of the present invention utiliZes 

netWork conditions to determine a most correct HMI ren 
dering protocol. Examples of netWork conditions include 
Wireless, Ethernet, etc. An advantage of incorporation of 
netWork conditions is illustrated by providing a Wireless 
device With feWer control capabilities if Wireless communi 
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8 
cations are found to be less secure than hardWired connec 
tions. Thus, to protect against unauthorized operation and/or 
control, HMls utiliZing Wireless connections can be assigned 
feWer control capabilities. 
A further considered aspect of the present invention is an 

incorporation of security When determining the most correct 
HMI rendering protocol. Security can be accommodated, for 
example, by preventing access to a set of equipment or 
controls dependent upon the location of a SEC 110, user 108, 
etc. Additionally, a security log can be included Which Would 
track events such as log in, location, actions performed, etc. 

Security levels can also be implemented into the present 
invention. For example, dependent upon the user 108, Zone 
104, extrinsic data 106, etc., different sets of available 
actions and graphics can be rendered. More control and 
monitoring capabilities can be assigned corresponding to the 
security level. 
According to another aspect of the current invention, 

authentication can be incorporated While selecting a most 
correct rendering protocol. Authentication assures informa 
tion originates from a trusted source and can prevent ren 
dering of a HMI if a user 108 attempts to render a HMI With 
a SEC 110 Without proper authentication. Authentication can 
be implemented utiliZing passWords, pass cards (e.g., mag 
netic strip cards, smart cards, ), biometrics 
(e.g., ?ngerprint scan, retina scan, facial scan, voice identi 
?cation, . . . ), digital signatures (e.g., utiliZing the digital 
signature standard (DSS) format, . . . ), etc. 
Another aspect of the present invention contemplates 

determination of a most correct HMI rendering protocol in 
part based upon priorities associated With various potential 
user actions. For example, a priority can be assigned to each 
action based on the importance of the action. As a further 
illustration, if user control of a pump has a greater impor 
tance than user control of a valve, the pump can be assigned 
a higher priority. Thus, When a HMI is rendered to the user 
108, information related to the pump Will be displayed 
instead of information related to the valve. The system 100 
contains a SEC 110 and industrial automation environment 
parameters 102. SEC 110 regulates operation of softWare. 
SEC 110 creates and manages a sequence of operations 
Which facilitate HMI con?guration. For example, according 
to one aspect of the present invention, a SEC 110 queries an 
industrial automation environment, gathers pertinent current 
parameters, and renders a HMI based upon an interrelation 
betWeen the identi?ed parameters and a prede?ned protocol. 

The SEC 110 can utiliZe parallel, symbolic or sequential 
execution. According to one aspect of the current invention, 
parallel execution can be implemented. For example, ?rst a 
controller decides Which actions to do in parallel, then Which 
processors to utiliZe for executing each action, then deciding 
a sequence in Which the processor Will execute Work 
assigned to it, and ?nally, expressing these decisions in a 
machine dependent manner. 

Another aspect contemplates the use of symbolic execu 
tion by a SEC 110. Accordingly, symbolic values are used 
instead of actual data as an input value. Symbolic execution 
relates to aliasing of data, Wherein a softWare object is 
assigned a symbolic address to serve as a placeholder 
(symbol) until an address is knoWn at a later time. After 
creation of all the softWare objects, attributes can be 
assigned to the object to specify a certain characteristic. For 
example, speci?c process points Which the softWare com 
municates With can subsequently be added While creating 
softWare objects to utiliZe in numerous HMls. 

Therefore, the symbol can be speci?ed at a later time and 
provide for design of a HMI independent of design of the 
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remainder of the control architecture. Thus, this aspect of the 
current invention enables a more ef?cient design scheme 
that alloWs tWo interrelated con?gurations to be accom 
plished independent of one another and further to merge the 
designs at a time optimum to the overall design. 

FIG. 2 is an illustration of an exemplary aspect of the 
present invention. For example, a most correct HMI render 
ing protocol can be determined based on a Zone Where a 
HMI rendering is occurring. If a user is in Zone 1 (210) With 
HMI rendering device 1 (214), a rendered HMI can provide 
graphical representations and/or controls of physical device 
1 (212) and exclude display and/or controls of physical 
device 2 (222). Furthermore, the same user in Zone 2 (220) 
With HMI rendering device 2 (224) can be provided With 
only a graphical representation and/or controls of physical 
device 2 (222). Additionally, if a user 216 and a user 226 are 
different people, disparate security levels can be assigned 
such that a HMI With graphical representation and/or con 
trols of both physical device 1 (212) and physical device 2 
(222) can be rendered for user 216, Whereas only physical 
device 2 is rendered for user 226, or vice versa. It is to be 
appreciated that FIG. 2 is representative of an example of 
this aspect of the present invention and the invention should 
not be limited to this example, and that the present invention 
contemplates and embraces a system Wherein the aforemen 
tioned factors can be incorporated into determination of a 
most correct HMI rendering protocol. 

FIG. 3 is an illustration of a system 300 according to an 
aspect of the present invention in Which the software execu 
tion controller (SEC) 310 is comprised of a processing 
component 312 and a rendering component 314. The pro 
cessing component 312 queries an industrial automation 
environment and determines a current state of parameters 
302 such as Zone 304, extrinsic data 306, and user 308. The 
rendering component 314 utiliZes the parameters 302 
obtained by the processing component 312 to determine a 
most correct HMI rendering protocol. Based upon the inter 
relation of the parameters and the HMI rendering protocols, 
the rendering component 314 creates a HMI for the user 308. 

FIG. 4 is an illustration of a system 400 in accordance 
With an aspect of the present invention. The system 400 can 
employ various inference schemes and/or techniques in 
determining the most correct HMI rendering protocol. As 
used herein, the term “inference” refers generally to the 
process of reasoning about or inferring states of the system, 
environment, and/or user from a set of observations as 
captured via events and/or data. Inference can be employed 
to identify a speci?c context or action, or can generate a 
probability distribution over states, for example. The infer 
ence can be probabilisticithat is, the computation of a 
probability distribution over states of interest based on a 
consideration of data and events. Inference can also refer to 
techniques employed for composing higher-level events 
from a set of events and/ or data. Such inference results in the 
construction of neW events or actions from a set of observed 
events and/ or stored event data, Whether or not the events are 
correlated in close temporal proximity, and Whether the 
events and data come from one or several event and data 
sources. Various classi?cation schemes and/ or systems (e.g., 
support vector machines, neural netWorks, expert systems, 
Bayesian belief netWorks, fuZZy logic, data fusion 
engines . . . ) can be employed in connection With perform 
ing automatic and/ or inferred action in connection With the 
subject invention. 
The system 400 comprises a SEC 410 With a processing 

component 412 and a rendering component 414. The SEC 
410 is operably coupled With an arti?cial intelligence (A/I) 
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10 
component 416. It is to be understood that the A/I compo 
nent 416 of the present invention can be associated With the 
processing component 412, the rendering component 414, 
the SEC 410, or any combination thereof. The A/I 416 is 
capable of determining Which type of HMI to render given 
a cost of rendering an incorrect HMI. Such determination 
can be based on, for example, costs of providing a user With 
incorrect amount of control (e.g., Whether a particular user 
is capable of controlling too many or too feW operations 
employing a rendered HMI), graphically representing infor 
mation Which does not actually exist in an industrial auto 
mation environment, etc. 

FIG. 5 illustrates a system 500 Where the arti?cial intel 
ligence (A/I) component 516 comprises a classi?er 518. The 
classi?er 518 can be employed to determine a correct HMI 
to render. The classi?er 518 can be trained, for example, 
either explicitly or implicitly. Explicit training of a classi?er 
can require the user 508 and/or programmer to input cor 
rectly rendered HMIs based on industrial automation envi 
ronment parameters. Implicit training of a classi?er can be 
achieved by monitoring correctly rendered HMIs based on 
industrial automation environment parameters. Thus, as 
HMIs are rendered, the classi?er 518 is continuously train 
ing based on correct renderings. According to one aspect of 
the present invention, the classi?er 518 can be operably 
coupled to a SEC. The rendering component 514 of the SEC 
can utiliZe the classi?er, rendering a correct HMI based on 
the industrial automation parameters obtained by the pro 
cessing component 512 and then employing the classi?er 
518 to select the most correct HMI rendering protocol. 

FIG. 6 is an illustration of a system 600 that incorporates 
a data store component 620 according to an aspect of the 
present invention. The data store can be operably coupled to 
the SEC 610, the processing component 612 and/or the 
rendering component 614 of the SEC 610. For example, if 
the data store 620 is incorporated With a processing com 
ponent 612 of the SEC, the data store 620 can provide 
parameters and/or parameter interrogation queries to the 
processing component 612. Such parameters and/or param 
eter interrogation queries can include, for example, security, 
security level, users, Zones, etc. Additionally, the data store 
620 can be associated With the rendering component 614. 
The data store 620 can thereby store protocols, rendered 
HMIs, parameters utiliZed, etc. transferred from the render 
ing component 614. 
The data store 620 can facilitate storage of parameters and 

parameter interrogation queries. For example, the applica 
tion and parameter data store can be computer readable 
media including, but not limited to, an ASIC (application 
speci?c integrated circuit), CD (compact disk), DVD (digital 
video disk), ROM (read only memory), ?oppy disk, hard 
disk, EEPROM (electrically erasable programmable read 
only memory) and memory stick in accordance With the 
present invention. The data store 620 can optimiZe ef?ciency 
Within the rendering of HMIs Within the industrial automa 
tion environment. 

FIG. 7 is an illustration of a block diagram of a system 
700 according to an aspect of the present invention, Wherein 
the data store 720 comprises a history component 722. This 
aspect of the invention contemplates associating the history 
component 722 With a SEC 710, processing component 712, 
and/or rendering component 714. For example, if the history 
component 722 is operably coupled to the processing com 
ponent 712 then the processing component can query the 
history component 722 for parameters previously obtained 
from the industrial automation environment. Additionally, 
according to another example, operably coupling the history 



US 7,194,446 B1 
11 

component 722 to the rendering component 714 can increase 
speed of a rendering process or reduce a number of errors 
rendering incorrect HMIs. This advantage is accomplished 
by storing correct HMIs for a given set of parameters and 
thus, a rendering component 714 can utilize a history 
component 722 once provided With industrial automation 
environment parameters from a processing component. 

The SEC 710, processing component 712, and/or render 
ing component 714 can communicate With the history com 
ponent 722 via, for example, a parallel electrical connection, 
a serial electrical connection, a computer netWork connec 
tion (e.g., utiliZing the lntemet), a Digital Subscriber Line 
(DSL), a telephone line, a cable modem, a Wireless data 
communications link and/or integrated services digital net 
Work (ISDN). 

Turning brie?y to FIGS. 8, 9, 10, and 11, methodologies 
that may be implemented in accordance With the present 
invention are illustrated. While, for purposes of simplicity of 
explanation, the methodologies are shoWn and described as 
a series of blocks, it is to be understood and appreciated that 
the present invention is not limited by the order of the 
blocks, as some blocks may, in accordance With the present 
invention, occur in different orders and/or concurrently With 
other blocks from that shoWn and described herein. More 
over, not all illustrated blocks may be required to implement 
the methodologies in accordance With the present invention. 

FIG. 8 is an illustration of a methodology 800 in accor 
dance With an aspect of the present invention. According to 
this methodology, an industrial automation environment is 
queried at 810. Arti?cial intelligence can be employed to 
query the industrial automation environment. According to 
another aspect of the present invention, a processor can be 
utiliZed to query the industrial automation environment. At 
820, existing parameters Which are obtained from the indus 
trial automation environment are analyZed. The parameters 
can include, for example, Zone of operation, user, extrinsic 
data, type of equipment being employed, equipment being 
monitored, user proximity to the Zone, hierarchy of users 
Within the Zone, context of the operating environment, 
netWork conditions, security, security levels, authentication, 
priorities associated With various potential user actions, etc. 
Upon analyZing the existing parameters, a most correct 
prede?ned protocol can be selected at 830. At 840, the most 
correct prede?ned protocol can then be utiliZed to render a 
HMI to the user. 

FIG. 9 is an illustration of a methodology 900 in accor 
dance With an aspect of the present invention. An industrial 
automation environment is queried at 910. At 920, existing 
parameters received from the industrial automation environ 
ment are analyZed. A/l can be employed to determine 
Whether the parameters Warrant rendering of a HMI at 930. 
A/l can be incorporated to reduce a potential number of 
incorrect HMIs rendered. If the parameters can be utiliZed to 
render a correct HMI, then a most correct prede?ned pro 
tocol is selected at 940. At 950, the HMI is rendered to the 
user. Alternatively at 930, if the parameters are analyZed and 
they do not Warrant HMI rendering, then the industrial 
automation environment is queried again at 910. 

FIG. 10 is an illustration of a methodology 1000 in 
accordance With an aspect of the present invention. At 1010, 
parameters and/or parameter interrogation queries are 
retrieved from a data store. At 1020, a determination 
Whether the parameters Warrant HMI rendering is made. The 
determination can be, but is not limited to, user selected, 
inferred by arti?cial intelligence, classi?er determined (e.g., 
classi?er can be trained explicitly and/or implicitly), and/or 
a function of a data store. If the parameters Warrant render 
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12 
ing, then a most correct prede?ned HMI protocol can be 
selected at 1060 and a HMI is rendered to the user at 1070. 
If the parameters do not Warrant HMI rendering at 1020, 
then the industrial automation environment is queried at 
1030. Next, the existing parameters are analyZed at 1040. At 
1050, a determination is made as to Whether the parameters 
Warrant HMI rendering. If the parameters Warrant HMI 
rendering, then a most correct prede?ned HMI protocol is 
selected at 1060 and a HMI is rendered to the user at 1070. 
If the parameters do not Warrant HMI rendering at 1050, 
then parameters can be retrieved from a data store again at 
1010. 

FIG. 11 is an illustration of a methodology 1100 in 
accordance With an aspect of the present invention. At 1110, 
parameters and/or parameter interrogation queries are 
retrieved from a data store. A determination is made at 1120 
Whether the retrieved parameters Warrant HMI rendering. 
The determination can be, but is not limited to being, user 
selected, inferred via arti?cial intelligence, classi?er deter 
mined (e.g., classi?er can be trained explicitly and/or 
implicitly), and/or a function of a data store. If the param 
eters Warrant rendering, then a most correct prede?ned HMI 
protocol can be selected at 1170 and a HMI is rendered to a 
user at 1180. If the parameters do not Warrant HMI rendering 
at 1120, then an industrial automation environment is que 
ried at 1130. Next, the existing parameters are analyZed at 
1140. At 1150, a history component is queried to examine 
Whether parameters, correct HMI renderings, protocols, etc. 
can be provided. At 1160, a determination is made as to 
Whether the parameters Warrant HMI rendering. If the 
parameters Warrant HMI rendering, then a most correct 
prede?ned HMI protocol is selected at 1170 and a HMI is 
rendered to the user at 1180. If the parameters do not Warrant 
HMI rendering at 1160, then parameters can be retrieved 
from a data store again at 1110. 

In order to provide a context for the various aspects of the 
invention, FIGS. 12 and 13 as Well as the folloWing discus 
sion are intended to provide a brief, general description of a 
suitable computing environment in Which the various 
aspects of the present invention can be implemented. While 
the invention has been described above in the general 
context of computer-executable instructions of a computer 
program that runs on a computer and/or computers, those 
skilled in the art Will recogniZe that the invention also can be 
implemented in combination With other program modules. 
Generally, program modules include routines, programs, 
components, data structures, etc. that perform particular 
tasks and/or implement particular abstract data types. More 
over, those skilled in the art Will appreciate that the inventive 
methods may be practiced With other computer system 
con?gurations, including single-processor or multiprocessor 
computer systems, mini-computing devices, mainframe 
computers, as Well as personal computers, hand-held com 
puting devices, microprocessor-based or programmable con 
sumer electronics, and the like. The illustrated aspects of the 
invention may also be practiced in distributed computing 
environments Where task are performed by remote process 
ing devices that are linked through a communications net 
Work. HoWever, some, if not all aspects of the invention can 
be practiced on stand-alone computers. In a distributed 
computing environment, program modules may be located 
in both local and remote memory storage devices. 

With reference to FIG. 12, an exemplary environment 
1210 for implementing various aspects of the invention 
includes a computer 1212. The computer 1212 includes a 
processing unit 1214, a system memory 1216, and a system 
bus 1218. The system bus 1218 couples system components 








