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(57) ABSTRACT 

A method of verifying a monitoring and responsive infra 
structure of a system is provided and described. The method 
includes setting a sensor to a simulation mode. Further, a test 
value is provided to simulate a real value outputted by the 
sensor. While in the simulation mode, the test value instead 
of the real value is sent to the monitoring and responsive 
infrastructure to invoke a response. Moreover, the response 
to the test value is veri?ed. In an embodiment, the moni 
toring and responsive infrastructure is compliant With an 
Intelligent Platform Management Interface speci?cation. 

18 Claims, 4 Drawing Sheets 
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METHOD OF VERIFYING A MONITORING 
AND RESPONSIVE INFRASTRUCTURE OF A 

SYSTEM 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 
The present invention generally relates to testing and 

veri?cation of a system. More particularly, the present 
invention relates to verifying a monitoring and responsive 
infrastructure of a system. 

2. Related Art 
Monitoring and responding to ?uctuations in the physical 

environment (e.g., temperature, fan speed, voltage levels, 
etc.) of a system, such as a server, is complex, but essential 
to maintaining a high level of reliability. As a result, the 
Intelligent Platform Management Interface (IPMI) speci? 
cation Was developed to de?ne a monitoring and responsive 
infrastructure for a system, as Well as other capabilities. In 
general, the monitoring and responsive infrastructure com 
pliant With the IPMI speci?cation accumulates information 
about the system. This information represents system health 
and system status information. Sensors are utiliZed to moni 
tor the various system voltages, temperatures, fan speeds, 
bus errors, poWer supplies, physical security, etc. The sen 
sors are periodically polled to receive the output of the 
sensors. Various thresholds (e.g., critical, non-critical, Wam 
ing, non-recoverable, etc.) and ranges can be set for each 
sensor to distinguish normal conditions of the system from 
abnormal conditions. Moreover, events can be de?ned, 
Whereas an event represents the occurrence of a condition of 

interest (e.g., triggering a threshold) that necessitates the 
performance of particular responsive action. 
When the event is identi?ed, the corresponding response 

is invoked. For example, if the temperature of the processor 
passes a certain Warning threshold, the response could be to 
increase the fan speed, possibly illuminate an appropriate 
LED (light emitting diode), and properly log the event in a 
system event log for later examination and diagnosis by 
support resources. 

While the IPMI speci?cation de?nes the features of the 
monitoring and responsive infrastructure, the IPMI speci? 
cation fails to address testing and veri?cation of the moni 
toring and responsive infrastructure. As a result, testing and 
veri?cation is manually performed, a task that is time 
consuming, labor intensive, and sometimes dif?cult to per 
form. This requires use of hardWare (e.g., temperature guns 
to increase/decrease temperature at speci?c locations moni 
tored by sensors, special poWer supplies to vary the voltages 
to the voltage rails or the processor, special push buttons to 
initiate certain actions, etc.) to physically change the physi 
cal environment of the system. As described above, the 
various thresholds can be set for each sensor. HoWever, 
some of these thresholds are triggered by abnormal condi 
tions that may harm, damage, or destroy the system. In sum, 
the current manner for testing and verifying the monitoring 
and responsive infrastructure is costly, time consuming, 
inef?cient, and could jeopardize the health of the system. 

SUMMARY OF THE INVENTION 

A method of verifying a monitoring and responsive infra 
structure of a system is provided and described. The method 
includes setting a sensor to a simulation mode. Further, a test 
value is provided to simulate a real value outputted by the 
sensor. While in the simulation mode, the test value instead 
of the real value is sent to the monitoring and responsive 
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2 
infrastructure to invoke a response. Moreover, the response 
to the test value is veri?ed. In an embodiment, the moni 
toring and responsive infrastructure is compliant With an 
Intelligent Platform Management Interface speci?cation. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The accompanying draWings, Which are incorporated in 
and form a part of this speci?cation, illustrate embodiments 
of the invention and, together With the description, serve to 
explain the principles of the present invention. 

FIG. 1 illustrates a system in accordance With an embodi 
ment of the present invention, shoWing a monitoring and 
responsive infrastructure. 

FIG. 2A illustrates a simulation mode in accordance With 
an embodiment of the present invention. 

FIG. 2B illustrates a non-simulation mode in accordance 
With an embodiment of the present invention. 

FIG. 3 illustrates a How chart shoWing a method of 
verifying a monitoring and responsive infrastructure of a 
system in accordance With an embodiment of the present 
invention. 

DETAILED DESCRIPTION OF THE 
INVENTION 

Reference Will noW be made in detail to embodiments of 
the present invention, examples of Which are illustrated in 
the accompanying draWings. While the invention Will be 
described in conjunction With these embodiments, it Will be 
understood that they are not intended to limit the invention 
to these embodiments. On the contrary, the invention is 
intended to cover alternatives, modi?cations and equiva 
lents, Which may be included Within the spirit and scope of 
the invention as de?ned by the appended claims. Further 
more, in the folloWing detailed description of the present 
invention, numerous speci?c details are set forth in order to 
provide a thorough understanding of the present invention. 

Rather than jeopardizing the health of a system by actu 
ally creating the abnormal conditions on the system to be 
tested, these abnormal conditions are simulated by providing 
test values that simulate real values outputted by a sensor. 
While the sensor is operated in the simulated mode, the test 
value instead of the real value is sent to the monitoring and 
responsive infrastructure to invoke a response. Thereafter, 
the response to the test value is veri?ed. This enables 
automation of the testing and veri?cation of the monitoring 
and responsive infrastructure. Moreover, the system is not 
subjected to abnormal conditions that could harm, damage, 
or destroy the system. 

FIG. 1 illustrates a system 100 in accordance With an 
embodiment of the present invention, shoWing a monitoring 
and responsive infrastructure 50. As illustrated in FIG. 1, the 
system 100 includes a monitoring and responsive infrastruc 
ture 50, one or more sensors 10, and a system bus 30. In an 
embodiment, the system 100 is a server. 
The monitoring and responsive infrastructure 50 is com 

pliant With an Intelligent Platform Management Interface 
(IPMI) speci?cation. In an embodiment, the monitoring and 
responsive infrastructure 50 includes a BMC (Baseboard 
Management Controller) 52, a system event log 54, and a 
system interface 56. The monitoring and responsive infra 
structure 50 can be implemented as hardWare, softWare, or 
a combination of softWare and hardWare. 

Continuing, the IPMI speci?cation de?nes a set of com 
mands but alloWs vendors to introduce neW commands for 
vendor customiZation through “OEM EXTENTIONS”. As a 
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result, the present invention utilizes this “OEM EXTEN 
TIONS” capability to de?ne a neW “simulation” command 
to set sensors 10 to a simulation mode and to provide test 
values 20 that simulate the real values 15 outputted by the 
sensors 10. Different test values can be utiliZed to simulate 
conditions corresponding to di?ferent events. Hence, the test 
values 20 can be used to simulate events that invoke a 
response from the monitoring and responsive infrastructure 
50 Without harming, damaging, or destroying the system 
100. Moreover, the neW “simulation” command can be used 
in a sequential manner to test and verify numerous events 
and numerous sensor output scenarios, leading to savings in 
time, costs, and manpoWer hours. Rather than requiring days 
or Weeks to perform the testing and veri?cation, this task can 
be completed overnight. 

FIG. 2A illustrates a simulation mode in accordance With 
an embodiment of the present invention. As shoWn in FIG. 
2A, the sensor output reading 90 sent to the monitoring and 
responsive infrastructure 50 is determined by the mode 85 
(e.g., simulation mode or non-simulation mode) of the 
sensor 10. Here, the mode 85 is set to simulation mode. 
Hence, the sensor output reading 90 sent to the monitoring 
and responsive infrastructure 50 is the test value 20. It 
should be understood that multiple sensors 10 can be simul 
taneously operated in the simulation mode. 

FIG. 2B illustrates a non-simulation mode in accordance 
With an embodiment of the present invention. As shoWn in 
FIG. 2B, the sensor output reading 90 sent to the monitoring 
and responsive infrastructure 50 is determined by the mode 
85 (e.g., simulation mode or non-simulation mode) of the 
sensor 10. Here, the mode 85 is set to non-simulation mode. 
Hence, the sensor output reading 90 sent to the monitoring 
and responsive infrastructure 50 is the real value 15. It 
should be understood that multiple sensors 10 can be simul 
taneously operated in the non-simulation mode. 

FIG. 3 illustrates a ?oW chart shoWing a method 300 of 
verifying a monitoring and responsive infrastructure 50 of a 
system 100 in accordance With an embodiment of the 
present invention. Reference is made to FIGS. 1*2B. In an 
embodiment, the default mode for each sensor 10 is the 
non-simulation mode. 

At Step 310, a sensor 10 that is associated With the desired 
testing and veri?cation of the monitoring and responsive 
infrastructure 50 is set to a simulation mode. The neW 
“simulation” command described above is utiliZed. In an 
embodiment, the neW “simulation” command sets a location 
in a table to a particular value that indicates simulation 
mode, Whereas the location corresponds to the sensor 10. 

Continuing, at Step 320, a test value to simulate a real 
value outputted by the sensor is provided. In an embodi 
ment, the neW “simulation” command can be utiliZed to 
provide the test value. 

Furthermore, at Step 330, While the sensor 10 is in the 
simulation mode, the test value instead of the real value is 
sent to the monitoring and responsive infrastructure 50 to 
invoke a response. As described above, various thresholds 
can be set for each sensor 10, Whereas each threshold can 
represent a di?ferent level or degree of abnormal condition. 
Some thresholds could range from a Warning threshold (or 
no damage to system yet) up to a fatal threshold (or damage 
to system). 

Depending on the degree or level of threshold encoun 
tered a corresponding response can be taken. The IPMI 
speci?cation de?nes automatic and manually-driven 
response capabilities such as local and remote resets, poWer 
on/o? operations, component adjustments (e.g., increase/ 
decrease fan speed), etc. Moreover, the IPMI speci?cation 
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4 
de?nes the logging of these abnormal conditions such that 
they can be examined and later diagnosed by support 
resources. 

Continuing at Step 340, the response to the test value is 
veri?ed. In an embodiment, it is determined Whether the test 
value triggered the monitoring and responsive infrastructure 
50 to properly identify an event, Whereas an event represents 
the occurrence of a condition of interest (e.g., triggering a 
threshold) that necessitates the performance of particular 
responsive action. 

Additionally, it is determined Whether the monitoring and 
responsive infrastructure 50 performs the appropriate 
responsive action to the event. The appropriate responsive 
action can include a recovery action (e.g., local and remote 
resets, poWer on/o? operations, component adjustments, 
etc.). Moreover, the responsive action can include illumina 
tion of an appropriate LED (light emitting diode). 

Moreover, it is determined Whether the event is properly 
logged in the system event log 54 (FIG. 1). 
At Step 350, the sensor 10 that is associated With the 

desired testing and veri?cation of the monitoring and 
responsive infrastructure 50 is set to a non-simulation mode. 
The neW “simulation” command described above can be 
utiliZed. In an embodiment, the neW “simulation” command 
sets a location in a table to a particular value that indicates 
non-simulation mode, Whereas the location corresponds to 
the sensor 10. 

Thus, the present invention provides ?exibility and auto 
mation in verifying the monitoring and responsive infra 
structure 50 of a system 100. Moreover, the testing and 
veri?cation of the monitoring and responsive infrastructure 
50 can be performed before the system 100 is completely 
assembled since test values can be utiliZed to simulate the 
real values outputted by the sensors of uncompleted portions 
of the system 100. 

In an embodiment, the invention is con?gured as com 
puter-executable instructions stored in a computer-readable 
medium, such as a magnetic disk, CD-ROM, an optical 
medium, a ?oppy disk, a ?exible disk, a hard disk, a 
magnetic tape, a RAM, a ROM, a PROM, an EPROM, a 
?ash-EPROM, or any other medium from Which a computer 
can read. 

The foregoing descriptions of speci?c embodiments ofthe 
present invention have been presented for purposes of 
illustration and description. They are not intended to be 
exhaustive or to limit the invention to the precise forms 
disclosed, and many modi?cations and variations are pos 
sible in light of the above teaching. The embodiments Were 
chosen and described in order to best explain the principles 
of the invention and its practical application, to thereby 
enable others skilled in the art to best utiliZe the invention 
and various embodiments With various modi?cations as are 
suited to the particular use contemplated. It is intended that 
the scope of the invention be de?ned by the Claims 
appended hereto and their equivalents. 

What is claimed is: 
1. A method of verifying a monitoring and responsive 

infrastructure of a system, said method comprising: 
setting a sensor to a simulation mode; 
providing a test value to simulate a real value outputted by 

said sensor; 
While in said simulation mode, sending said test value 

instead of said real value to said monitoring and 
responsive infrastructure to invoke a response; and 

verifying said response to said test value, Wherein said 
verifying said response includes: 
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determining Whether identi?cation of an event is trig 
gered; 

determining Whether appropriate responsive action to 
said event is performed; and 

determining Whether said event is properly logged in a 
system event log. 

2. The method as recited in claim 1 Wherein said moni 
toring and responsive infrastructure is compliant With an 
Intelligent Platform Management Interface speci?cation. 

3. The method as recited in claim 1 Wherein said appro 
priate responsive action includes a recovery action. 

4. The method as recited in claim 1 Wherein said appro 
priate responsive action includes illumination of a LED 
(light emitting diode). 

5. The method as recited in claim 1 Wherein said system 
is a server. 

6. The method as recited in claim 1 Wherein said setting 
said sensor to said simulation mode includes: 

setting a location in a table corresponding to said sensor 
to a particular value indicating simulation mode is 
selected. 

7. A computer-readable medium comprising computer 
executable instructions stored therein for performing a 
method of verifying a monitoring and responsive infrastruc 
ture of a system, said method comprising 

setting a sensor to a simulation mode; 
providing a test value to simulate a real value outputted by 

said sensor; 
While in said simulation mode, sending said test value 

instead of said real value to said monitoring and 
responsive infrastructure to invoke a response; and 

verifying said response to said test value, Wherein said 
verifying said response includes: 
determining Whether identi?cation of an event is trig 

gered; 
determining Whether appropriate responsive action to 

said event is performed; and 
determining Whether said event is properly logged in a 

system event log. 
8. The computer-readable medium as recited in claim 7 

Wherein said monitoring and responsive infrastructure is 
compliant With an Intelligent Platform Management Inter 
face speci?cation. 

9. The computer-readable medium as recited in claim 7 
Wherein said appropriate responsive action includes a recov 
ery action. 
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10. The computer-readable medium as recited in claim 7 

Wherein said appropriate responsive action includes illumi 
nation of a LED (light emitting diode). 

11. The computer-readable medium as recited in claim 7 
Wherein said system is a server. 

12. The computer-readable medium as recited in claim 7 
Wherein said setting said sensor to said simulation mode 
includes: 

setting a location in a table corresponding to said sensor 
to a particular value indicating simulation mode is 
selected. 

13. A system comprising: 
a monitoring and responsive infrastructure; and 
a sensor operable in one of a simulation mode and a 

non-simulation mode, Wherein While in said simulation 
mode a test value instead of a real value is provided to 
said monitoring and responsive infrastructure to invoke 
a response to enable veri?cation of said response to 
said test value, Wherein said veri?cation includes: 

determining Whether identi?cation of an event is trig 
gered; 

determining Whether appropriate responsive action to 
said event is performed; and 

determining Whether said event is properly logged in a 
system event log. 

14. The system as recited in claim 13 Wherein said 
monitoring and responsive infrastructure is compliant With 
an Intelligent Platform Management Interface speci?cation. 

15. The system as recited in claim 13 Wherein said 
appropriate responsive action includes a recovery action. 

16. The system as recited in claim 13 Wherein said 
appropriate responsive action includes illumination of a 
LED (light emitting diode). 

17. The system as recited in claim 13 Wherein said system 
is a server. 

18. The system as recited in claim 13 Wherein said 
simulation mode includes setting a location in a table 
corresponding to said sensor to a particular value indicating 
simulation mode is selected. 


