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(57) ABSTRACT 

Techniques are provided for verifying the integrity of data 
Written onto a memory device under test. A pseudo random 
number generator generates data patterns based on a known 
‘seed’ that includes a date and time. A data storage system 
Writes the data patterns onto the memory device under test 
and a reference drive. The data storage system then reads the 
data patterns from the memory device under test and the 
reference drive. Alternatively, the seed value is stored in the 
second memory device instead of the data pattern, and 
subsequently, the data storage system reads the seed value 
from the second memory device and regenerates the data 
pattern. The expected data patterns from the reference drive 
are compared to the data read from the memory device under 
test to verify Whether the data storage system is operating 
properly. 
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DATA STORAGE VERIFICATION 
TECHNIQUES FOR DISK DRIVERS 

BACKGROUND OF THE INVENTION 

The present invention relates to techniques for verifying 
data stored on data storage media, and more particularly, to 
techniques for verifying that a data storage system correctly 
Writes data onto a memory device. 
A disk drive Writes data onto a data storage disk such as 

a magnetic hard disk. A disk drive typically uses a head to 
read and Write data from/onto the disk. Many types of 
defects can be introduced into a disk drive system during the 
design and manufacturing process. Some of these defects 
can cause the disk drive to Write erroneous data or no data 

at all onto a magnetic disk. 
For example, often the ?rmware that controls the func 

tionality of the disk drive contains bugs. Some types of bugs 
can cause a disk drive to Write erroneous data onto a 

magnetic disk. As another example, the disk drive hardWare 
can contain hardWare defects. Some types of hardWare 
defects can also cause the disk drive to Write erroneous data 
onto a magnetic disk. 

Therefore, it Would be desirable to provide techniques for 
testing a data storage system to determine Whether it cor 
rectly Writes data onto a memory device before the data 
storage system is released to production. 

BRIEF SUMMARY OF THE INVENTION 

The present invention provides techniques for verifying 
the integrity of data Written onto a memory device. Systems 
and methods of the present invention can test a data storage 
system prior to production to determine Whether the data 
storage system correctly Writes data onto the memory 
device. 
A pseudo random number generator generates a data 

pattern that is based on a knoWn ‘ seed’ value. The seed value 
includes the current date and time. The data storage system 
then Writes the data pattern onto the memory device under 
test. If the Write process is successful, the Writes the data 
pattern onto the memory device under test. If the Write 
process is successful, the data pattern is stored on a second 
memory device at a location that corresponds to the logical 
block address (LBA) of the sector that the data pattern Was 
stored in the memory device under test. Alternatively, the 
seed value is stored in the second memory device at the 
correspond LBA instead of the data pattern. 

Subsequently, the data storage system retrieves the data 
pattern from the second memory device. Alternatively, the 
data storage system reads the seed value from the second 
memory device and regenerates the data pattern. This data 
pattern is the data that the data storage system expects to 
read from the memory device under test at the corresponding 
LBA. 

The data storage system reads the data pattern from the 
memory device under test at the corresponding LBA. The 
expected data pattern is compared to the data that Was read 
from the memory device under test. From this comparison, 
the present invention can verify Whether the data storage 
system correctly Writes data onto the memory device under 
test. 

Other objects, features, and advantages of the present 
invention Will become apparent upon consideration of the 
folloWing detailed description and the accompanying draW 
ings, in Which like reference designations represent like 
features throughout the ?gures. 
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2 
BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 are How charts that illustrate a process for verify 
ing the integrity of data Written onto a memory device under 
test according to embodiments of the present invention; and 

FIG. 2 illustrates a data storage system that veri?es the 
integrity of data Written onto a memory device under test 
according to an embodiment of the present invention. 

DETAILED DESCRIPTION OF THE 
INVENTION 

FIG. 1 illustrates ?oW charts that outline embodiments of 
the present invention. The process of FIG. 1 involves a data 
storage system that Writes test data patterns onto a memory 
device under test (DUT), reads the test data pattern from the 
memory device, and compares the test data pattern read from 
the memory device to expected values. The process of FIG. 
1 includes Write and read commands. 

FIG. 2 illustrates a computer data storage system 200 that 
can verify the integrity of data Written onto a memory device 
according to an embodiment of the present invention. Com 
puter data storage system 200 can be any type of data storage 
device, such as, a magnetic disk drive system, an optical disk 
drive system, a semiconductor memory device such as 
SRAM, a magnetic tape storage device, etc. 
Computer system 200 includes a host bus adaptor 202 and 

an executable program 201. Executable program 201 per 
forms many of the functions discussed beloW With respect to 
FIG. 1. Executable program 201 can be run on a processor 
or a controller associated With adaptor 202. 

The DUT 204 is a memory device such as a magnetic hard 
disk or an optical disk. Reference drive 203 is a secondary 
memory device that is discussed in further detail beloW. 
System 200 can Write data to and read data from DUT 204 
and reference drive 203. 

Adaptor 202 communicates With reference drive 203 and 
memory device under test (DUT) 204 as shoWn in FIG. 2. 
Host bus adaptor 202 can include an application speci?c 
integrated circuit (ASIC) controller that communicates With 
these devices. 
The controller in HBA 202 is hardWare that acts to make 

reference drive 203 become a “mirror” of DUT 204. HBA 
202 alWays Writes data requested to be Written to DUT 204 
at a particular LBA, to a corresponding LBA on reference 
drive 203 also. Also, Whenever reading data from DUT 204, 
a corresponding read is initiated on reference drive 203, so 
that the data read from DUT 204 can be compared to the data 
read from drive 203. 

Referring again to FIG. 1, system 200 of the present 
invention generates data patterns based on knoWn seed 
values at step 151. The data patterns are generated using a 
pseudo random number generator. Any pseudo random 
number generator can be used to generate a data pattern. The 
data pattern is a sequence of randomly generated numbers. 
A pseudo random number generator is a type of algorithm 

that generates a sequence of random numbers based on a 
seed value. The algorithm can regenerate the exact same 
sequence of numbers multiple times by using the same seed 
value that Was used to generate the ?rst random number 
sequence. Because the exact same sequence of numbers can 
be generated multiple times based on the same seed value, 
the random number generator is classi?ed as a pseudo 
random number generator. 

Pseudo random number generators include several differ 
ent types of algorithms that are Well knoWn to those of skill 
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in the art. An example of a pseudo random number generator 
is pseudo random number:(multiplier><seed)+adder. 

According to the present invention, the pseudo random 
number generator uses a seed value that is based in part on 
the current date and time. Thus, each time the pseudo 
random number generates a different random number 
sequence, because the seed values are based on a different 
date or time. This feature of the present invention alloWs the 
pseudo random number generator to generate a unique 
number sequence each time the algorithm is run. The seed 
value can also be a speci?c pattern or code that is based on 
a logical block address Where the test data pattern is to be 
stored on DUT 204. 

According to another embodiment, the seed value used by 
the pseudo random number generator includes a code that is 
stored in a database. The code is linked to the date and the 
time that the number sequence is generated. 

At step 152, system 200 Writes data patterns generated by 
the pseudo random number generator onto DUT 204 (e. g., a 
magnetic or optical disk). Each data pattern that is Written 
onto DUT 204 is unique, because the seed used to generate 
each data pattern is unique. As stated above, each seed is 
unique, because each seed is based on a current date and 
time, Which are constantly changing. 

The data patterns are Written onto DUT 204 in a sector 
that corresponds to a particular logical block address (LBA). 
Each sector on a magnetic disk has a unique LBA. 

If the data storage system successfully Writes the data 
patterns onto DUT 204, system 200 stores the identical data 
patterns to a second memory device (i.e., reference drive 
203) at step 153. Each data pattern is stored in reference 
drive 203 at a location corresponding to the same logical 
block addresses (LBAs) Where the data pattern Was stored 
on DUT 204. 

The reference drive 203 can be any type of memory 
device or memory circuit. For example, reference drive 203 
can be EEPROM, SRAM, an optical disk, magnetic tape, a 
magnetic disk, etc. 

System 200 automatically Writes the data pattern to the 
corresponding LBA on reference drive 203. The reference 
drive 203 should contain as much memory space as DUT 
204. Reference drive 203 can have less memory space than 
DUT 204, for testing less than the total siZe of DUT 204. 

After system 200 performs steps 151*153 as discussed 
above, steps 161*163 are performed to verify that the data 
storage system under test Wrote the correct data patterns 
onto DUT 204. 

At step 161, system 200 reads the test data from DUT 204 
that Was stored at step 152. System 200 reads the test data 
at the LBAs for each sector to be tested. At step 162, system 
200 reads the data patterns stored on reference drive 203 at 
the corresponding logical block addresses read from DUT 
204. The data patterns read from reference drive 203 are the 
expected values. 
At step 163, system 200 compares the expected values to 

the data patterns read from DUT 204 for each corresponding 
LBA. If the data patterns read from DUT 204 match the 
expected data, system 200 determines that the data storage 
system is correctly Writing data onto DUT 204. HoWever, if 
some of the data patterns read from DUT 204 do not match 
the expected data, system 200 determines that the data 
storage system is not correctly Writing data onto DUT 204. 
When reading data from DUT 204, HBA 202 automati 

cally reads (built into the ASIC hardWare) the corresponding 
LBAs on reference drive 203 and compares the data 
received from both drives. The date/time stamp is generated 
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4 
by hardWare in HBA 202, Which is pre-pended to every 
sector’s data, as discussed above. 
According to the present invention, each test data pattern 

is unique, because a pseudo random number generator 
generates each test data pattern based on the current date and 
time. The current date and time change each time the pseudo 
random number generator generates a neW test data pattern. 
As test data patterns are Written onto DUT 204 during step 

152, the same LBA block on DUT 204 can be Written and 
re-Written several times during the test process. By Writing 
a unique test data pattern on each sector of DUT 204, the 
present invention can distinguish betWeen each Writing 
event. It is necessary to distinguish betWeen each Writing 
event to verify that the data storage system has Written the 
correct data pattern onto to DUT 204. 

This feature of the present invention increases the accu 
racy of the testing process. In the present invention, if the 
expected data does not match the test data patterns read from 
DUT 204, there is high probability that the data storage 
system Wrote the Wrong data patterns onto DUT 204, or the 
Write command that Was requested never occurred and What 
is left is data from some previous Write. 
A system of the present invention can overlook a certain 

number of Write errors. The present invention can have a 
built-in error rate threshold level. If the error rate of the data 
storage system is less than the threshold level, the present 
invention determines that the data storage system is Writing 
data onto DUT 204 correctly. If the error rate of the data 
storage system exceeds the threshold level, the present 
invention determines that the data storage system is non 
functional. 

If the data storage system is not functional, the data 
storage system can be debugged before it is mass produced. 
Therefore, the present invention is highly useful for screen 
ing data storage systems that contain defects before they are 
released to production. The present invention reduces the 
costs associated With producing and operating data storage 
systems that have a high error rate. 
According to another embodiment of the present inven 

tion, the data patterns generated by the pseudo random 
number generator are not stored in reference drive 203. 
Instead, the seed values are stored in reference drive 203 at 
corresponding LBAs. Subsequently, the data storage system 
reads the seed values from reference drive 203, and the 
pseudo random number generator regenerates the data pat 
terns based on the seed values read from drive 203. The 
regenerated data patterns are then compared to the data 
patterns read from DUT 204 to evaluate the integrity of the 
data Written onto DUT 204. 

While the present invention has been described herein 
With reference to particular embodiments thereof, a latitude 
of modi?cation, various changes, and substitutions are 
intended in the present invention. In some instances, features 
of the invention can be employed Without a corresponding 
use of other features, Without departing from the scope of the 
invention as set forth. Therefore, many modi?cations may 
be made to adapt a particular con?guration or method 
disclosed, Without departing from the essential scope and 
spirit of the present invention. It is intended that the inven 
tion not be limited to the particular embodiments disclosed, 
but that the invention Will include all embodiments and 
equivalents falling Within the scope of the claims. 
What is claimed is: 
1. A method for verifying data Written onto a ?rst memory 

device by a data storage system, the method comprising: 
at a ?rst time, generating a ?rst sequence of numbers 

based on a ?rst seed value using a pseudo random 



US 7,181,641 B2 
5 

number generator, the ?rst seed value including a ?rst 
time sensitive code based on the ?rst time; 

Writing the ?rst sequence of numbers on the ?rst memory 
device at a ?rst location and a second memory device 
using the data storage system; 

reading ?rst sets of data stored on the ?rst memory device 
at the ?rst location and the second memory device; 

comparing the ?rst set of data read from the ?rst memory 
device to the ?rst set of data read from the second 
memory device to evaluate integrity of the ?rst set of 
data Written onto the ?rst memory device; 

at a second time, generating a second sequence of num 
bers based on a second seed value using the pseudo 
random generator, the second seed value including a 
second time sensitive code based on the second time; 

Writing the second sequence of numbers on the ?rst 
memory device at the ?rst location and a second 
memory device using the data storage system; 

reading second sets of data stored on the ?rst memory 
device at the ?rst location and the second memory 
device; and 

comparing the second set of data read from the ?rst 
memory device to the second set of data read from the 
second memory device to evaluate integrity of the ?rst 
set of data Written onto the ?rst memory device. 

2. The method according to claim 1 Wherein Writing the 
?rst and second sequences of numbers on the ?rst memory 
device at the ?rst location further comprises: 

Writing the ?rst and second sequences of numbers onto 
the ?rst memory device at a logical block address. 

3. The method according to claim 2 Wherein Writing the 
?rst and second sequences of numbers on the second 
memory device further comprises: 

storing the ?rst and second sequences of numbers on the 
second memory device at the logical block address. 

4. The method according to claim 3 Wherein reading the 
data stored on the ?rst memory device at the ?rst location 
using the data storage system further comprises: 

reading the data stored at the logical block address. 
5. The method according to claim 2 Wherein the ?rst seed 

value includes the logic block address. 
6. The method according to claim 1 Wherein the ?rst time 

sensitive code includes a date and a time that the sequence 
of numbers Was generated. 

7. The method according to claim 1 Wherein the ?rst 
memory device is a magnetic hard disk and the data storage 
system is a hard disk drive. 

8. The method according to claim 1 Wherein the ?rst 
memory device is an optical disk and the data storage system 
is an optical disk drive. 

9. The method according to claim 1 Wherein the ?rst time 
sensitive code is stored in a database and is linked to a date 
and a time. 

10. A data storage system comprising: 
a pseudo random number generator that generates a 

sequence of numbers based on a seed value that 
includes an event sensitive code; and 

a controller for the data storage system that Writes the 
sequence of numbers on a memory device under test, 

Wherein the controller reads the sequence of number 
stored on the memory device under test, and compares 
the sequence of numbers to expect data to determine if 
the data storage system is functioning properly, the 
expected data being generated from data stored on a 
second memory device, 
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6 
logic adapted to: 

direct the generator to generate a plurality of sequences 
of numbers, each sequence based on a different seed 
that includes an event sensitive code; and 

direct the controller to Write, at different times, each 
sequence to the same location on the memory device 
under test, and to compare each sequence to data 
stored on a second memory device. 

11. The data storage system according to claim 10 
Wherein the controller Writes one sequence of numbers on 
the second memory device, the controller reads the one 
sequence of numbers stored on the second memory device, 
and the expected data is the one sequence of numbers read 
from the second memory device. 

12. The data storage system according to claim 10 
Wherein the controller Writes one seed value on the second 
memory device, the pseudo random number generator 
regenerates one sequence of numbers based on the one seed 
value stored on the second memory device, and the regen 
erated sequence of numbers is the expected data. 

13. The data storage system according to claim 10 
Wherein the memory device under test is a magnetic hard 
disk drive and the controller is a hard disk drive controller. 

14. The data storage system according to claim 10 
Wherein the event sensitive code includes a date and a time. 

15. The data storage system according to claim 14 
Wherein one seed value includes a logic block address 
corresponding to the location Where the controller Writes one 
sequence of numbers on the memory device under test. 

16. The data storage system according to claim 10 
Wherein the controller Writes one sequence of numbers on 
the memory device under test at a logical block address and 
on the reference drive at the corresponding logical block 
address. 

17. The data storage system according to claim 16 
Wherein the controller reads one sequence of numbers stored 
on the memory device under test at the logical block address. 

18. The method according to claim 10 Wherein the 
memory device under test is an optical disk and the data 
storage system is an optical disk drive. 

19. The method according to claim 10 Wherein the event 
sensitive code is stored in a database and is linked to a date 
and a time. 

20. A method for verifying data Written onto a memory 
device under test by a data storage system, the method 
comprising: 

at a ?rst date and time, generating a ?rst sequence of 
numbers based on a ?rst seed value using a pseudo 
random number generator, the ?rst seed value including 
the ?rst date and a time; 

Writing the ?rst sequence of numbers on the memory 
device under test at a ?rst location using the data 
storage system; 

storing the ?rst seed value in a second memory device; 
regenerating the ?rst sequence of numbers based on the 

?rst seed value stored in the second memory device 
using the pseudo random number generator; 

reading the ?rst sequence of numbers stored on the 
memory device under test at the ?rst location; and 

comparing the regenerated ?rst sequence of numbers to 
the ?rst sequence of numbers read from the memory 
device under test at the ?rst location to determine an 
integrity of data Written onto the memory device under 
test, 
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at a second date and time, generating a second sequence 
of numbers based on a second seed value using the 
pseudo random number generator, the second seed 
value including the second date and a time; 

Writing the second sequence of numbers on the memory 
device under test at the ?rst location using the data 
storage system; 

storing the second seed value in the second memory 
device; 

regenerating the second sequence of numbers based on 
the second seed value stored in the second memory 
device using the pseudo random number generator; 

reading the second sequence of numbers stored on the 
memory device under test at the ?rst location; and 

8 
comparing the regenerated second sequence of numbers 

to the second sequence of numbers read from the 
memory device under test at the ?rst location to deter 
mine an integrity of data Written onto the memory 
device under test. 

21. The method according to claim 1, further comprising: 
comparing data Written to a plurality of additional loca 

tions on the ?rst memory device to corresponding data 
Written on the second memory device; and 

if the number of locations having error is beloW a thresh 
old, then determining that the data has been Written 
correctly. 


