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SYSTEM AND METHOD FOR USING 
SOFTWARE OBJECTS TO MANAGE 

DEVICES CONNECTED TO A NETWORK IN 
A VEHICLE 

BACKGROUND OF THE INVENTION 

The present invention relates generally to the use of 
software objects to manage network resources. In particular, 
the invention relates to the use of a device management 
object as an interface between a device and a network 
located in a vehicle. 

Vehicles are increasingly dependent on the rapid and 
reliable exchange of data. Computers, computer networks, 
and various electronic devices are playing an increasing role 
in vehicles. Vehicles are providing occupants with access to 
the Internet, satellite and other forms of television, global 
positioning and other navigational tools, video-on-demand 
services, satellite radio, CD and DVD players, cellular 
phones, and an increasing number of other devices and 
services (collectively “on-board devices” or simply 
“devices”). Devices are also incorporated into vehicles to 
support functions intrinsic to the vehicle itself. Examples of 
such devices include anti-lock braking systems, fuel injec 
tion systems, automatic transmissions, and other electroni 
cally controlled systems. Devices are also incorporated into 
vehicles for reasons having nothing to do with the perfor 
mance of the vehicle or the convenience of an occupant. For 
example, vehicle tracking devices can facilitate the recovery 
of a stolen vehicle. 

The exact nature of future devices that will be incorpo 
rated into vehicles is di?icult to determine. However, it is 
clear that an increasing number of computer programs 
(“software applications”) are and will be needed to support 
the increasing use of such devices. The ability to meet the 
increased need for software applications is limited by the 
architecture used to connect such devices to a network in the 
vehicle. Di?ferent vehicles may incorporate different types 
of networks with dissimilar operating systems. In the exist 
ing art, the computer programmer writing a particular soft 
ware application requires speci?c knowledge of the intended 
operating environment for the particular software applica 
tion, and the software application that is created is limited to 
that particular environment. It would be desirable if a device 
management object could be used as an interface between 
the software application and the network, rendering the 
hardware, operating system, and other network details trans 
parent to the software application. 

In the existing art, there are inadequate mechanisms for 
detecting the addition, modi?cation, or removal of devices 
added to the network in a vehicle. Moreover, it may not be 
possible to utiliZe more than one device at a time due to 
operating system constraints. Temporary communication 
problems either outside or within the network can require 
the “rebooting” or restarting of the entire network. It would 
be desirable for a device management object to provide a 
more robust and comprehensive interface between a network 
and the device(s) connected to the network. 

SUMMARY OF THE INVENTION 

The invention is the use of a software object layer as an 
interface between a device and a network located in a 
vehicle. 

The system uses a connectivity subsystem that includes a 
device management object for interfacing a device with a 
network in the vehicle. A discovery subsystem identi?es 

20 

25 

30 

35 

40 

45 

50 

55 

60 

65 

2 
which devices are connected to the network by the connec 
tivity subsystem. The control subsystem can then use the 
device management object to manage the use of the device. 

In the application layer of the system resides the software 
application(s) to be used by the device(s) and occupant(s) in 
the vehicle. In the object interface layer of the system resides 
the software object that connects the network with the 
various software applications. In the network layer resides 
the network. 

BRIEF DESCRIPTION OF THE DRAWINGS 

In the drawings: 
FIG. 1 is a high level environmental view of the invention, 

illustrating some examples of the types of devices that can 
be connected to a network in a vehicle. 

FIG. 2 is a block diagram disclosing the connectivity 
subsystem, the discovery subsystem, and the control sub 
system. 

FIG. 3 is a block diagram disclosing the application layer, 
the object interface layer, and the network layer. 

FIG. 4 is a more detailed illustration of the application 
layer, the object interface layer, and the network layer, an 
illustration that includes exemplary components contained 
in the various layers, and exemplary communications and 
interfaces between the various layers. 

FIG. 5 is a block diagram illustrating how various com 
ponents of the system can interact and invoke other com 
ponents of the system. 

FIG. 6 is process diagram illustrating many of the com 
ponents and processes that can be used by select embodi 
ments of the system. 

FIG. 7 is a mode (or state) diagram, illustrating how the 
system can transition from one mode to another mode, and 
exemplary functions related to those transitions. 

FIG. 8 is a ?owchart illustrating the process of a network 
service interface thread. 

FIG. 9 is a ?owchart illustrating the process of a network 
interface timer thread. 

FIG. 10 is a ?owchart illustrating the process of a device 
management message thread. 

FIG. 11 is a ?owchart illustrating the process of initial 
iZing a device management object. 

FIG. 12 is a ?owchart illustrating the process of shutting 
down a device management object. 

FIG. 13 is a ?owchart illustrating the process of a device 
management object manager thread. 

FIG. 14 is a ?owchart illustrating the process for execut 
ing a device management object interface function. 

FIG. 15 is a ?owchart illustrating the initialiZation process 
invoked when the system enters startup mode. 

FIG. 16 is a ?owchart illustrating the process of calling a 
DLL interface function while the system is in normal mode. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENT 

I. Introduction 
FIG. 1 is a high-level illustration of a system 20 and 

method for using a software object interface to manage a 
device 22 connected to a network 26 in a vehicle 24. A wide 
range of different categories of devices 22 can be used 
through a network connection 28 in the vehicle 24. 

Devices 22 can be divided up into a wide variety of 
different categories and types. A single device category can 
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include a number of device types. A single device type can 
include a number of different devices. 
A ?rst category of devices 22 includes those device types, 

Which can be used by an occupant in a vehicle 24 in Ways 
that have little or nothing to do With the operation of the 
vehicle 24 itself (“occupant devices”). Occupants interact 
With occupant devices independently of the transportation 
functions of the vehicle 24. Examples of such device types 
22 include a: DVD player 30, computer 32, CD player/ 
recorder 34, personal data assistant (“PDA”) 36, television 
set including a digital and/or a satellite television set (col 
lectively “TV”) 38, fax machine, copy machine, scanner 40, 
pager 42, telephone 48, camera 46, radio/cassette player 44, 
and many other consumer electronic devices. As explained 
above single device type can include multiple devices 22. 
For example, there are many different models of DVD 
players 30. DVD players 30 are a device type, but the system 
20 can incorporate multiple devices 22 of the same type 
connected at the same time. The system 20 can incorporate 
the connecting multiple non-identical and even materially 
different devices of the same device type at the same time. 
A second category of devices 22 includes devices 22 that 

are used by the occupant in conjunction With the use of the 
vehicle 24 (“occupant-assisting devices”). Occupants can 
use occupant-assisting devices to enhance the ability of the 
occupant to use the vehicle 24. Climate control, night vision, 
lighting systems 33, and global positioning/navigational 
systems 31 are examples of such device types. A third 
category of devices 22 includes devices that are used by the 
vehicle 24 to perform functions that relate to the functions 
of the vehicle 24 (“core vehicle devices”). Core vehicle 
devices do not require interaction With an occupant of the 
vehicle 24. Anti-locking braking systems, fuel injection 
systems 37, automatic transmissions, and engine monitoring 
systems 35 are examples of such device types. Devices 22 
in this third category are often transparent to the driver or 
occupant of the vehicle 22. A fourth category of devices 22 
includes any other type device 22 capable of being con 
nected to a netWork 26 in a vehicle 24 that does not ?t in one 

of the ?rst three categories (“miscellaneous devices”). Mis 
cellaneous devices are geared to purposes not relating to the 
functioning of the vehicle 24 or for the bene?t of the 
occupants of the vehicle 24. Vehicle tracking systems 39 that 
facilitate the location and return of stolen vehicles are one 
example of such devices 22. The system 20 incorporates an 
architecture that can support future improvements of exist 
ing devices 22 and entirely neW types of devices 22. In a 
preferred embodiment of the system 20, safety devices 22 
are not incorporated into the system 20, and are not con 
nected to the netWork 26. 

The system 20 can incorporate a Wide range of different 
vehicles 24. Vehicles 24 can include ground transportation 
mechanisms such as cars, trucks, motorcycles, jeeps, 
mopeds, bicycles, sport utility vehicles (“SUVs”), tanks, 
laWn moWers, golf carts, and any other type of ground 
transportation mechanism capable of incorporating a com 
puter netWork 26 With one or more devices 22. Vehicles 24 
can also include other transportation mechanisms such as 
boats, trains, planes, space capsules, space stations, satel 
lites, submarines, helicopters, satellites, and any other type 
of transportation mechanism utiliZing a computer netWork 
26 connecting one or more devices 22. 

The system 20 can incorporate a Wide range of different 
netWork architectures and operating systems. The netWork 
26 should preferably be able to process high data volumes in 
a secure and reliable manner. In a preferred embodiment of 
the system 20, the netWork 26 is a high bandWidth netWork 
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4 
26 that utiliZes plastic optical ?ber (“POP”), such as a 
MOST® netWork. MOST® is a registered trademark of 
Oasis, a company With of?ces in Austin, Tex. MOST® 
stands for Media Oriented Systems Transport. MOST® 
netWorks are the result of a consortium of automotive 
manufacturers and suppliers. MOST® netWorks 26 use 
plastic optical ?ber to combine the advantages of high 
bandWidth, insensitivity to electromagnetic interference, and 
loWer Weight in relationship to copper-based technology. 
Alternative embodiments can incorporate a Wide range of 
different netWorks 26, of varying bandWidth, sensitivity to 
electromagnetic interference, Weight, cost, and other char 
acteristics. A preferred topological structure of the netWork 
26 is a ring, but alternative embodiments can incorporate 
different topological structures. 

In addition to the environmental and structural concerns 
mentioned above, such as Weight, electromagnetic sensitiv 
ity, the signi?cant Wear and tear that a vehicle 24 and its 
components are subjected to, netWorks 26 in vehicles 24 also 
face a unique set of architectural challenges that are not 
faced in computer netWorks 26 in “general purpose” com 
puting environments. For example, the internal processes of 
computers and netWorks in vehicles are typically less acces 
sible via data entry mechanisms such as keyboards, mice, 
voice recognition technology, laser pens, and other data 
entry mechanisms. Many, if not all, of the internal processes 
in an onboard vehicle netWork 26 cannot be accessed by 
such data entry mechanisms. In a preferred embodiment, the 
netWork 26 (an “embedded netWor ”) is Without any occu 
pant data entry mechanisms. The lack of a direct means for 
an occupant of a vehicle 24 to interact directly With internal 
processes of the network 26 requires performance and 
quality beyond those required for “general purpose” net 
Works. If a problem occurs in a “general purpose” netWork, 
a netWork administrator is available on site to ?x the 
problem by reloading softWare, installing patches, etc. If a 
problem occurs in an onboard netWork 26 in a vehicle, there 
is likely no netWork administrator in the vehicle 24, and 
even if there Was, that person Would not be able to directly 
access many of the internal processes of the netWork 26. 

Computers and netWorks 26 in vehicles typically have 
signi?cant memory and processing poWer constraints in 
contrast to “general purpose” computers and netWorks. The 
computers and netWorks 26 that are found in vehicles 24 
exist for a very speci?c (albeit groWing) list of purposes. The 
embedded computers found in vehicles 24 are provided just 
enough memory to serve their respective speci?c functions. 
Since users cannot add softWare to an onboard computer 
(except potentially by adding devices 22 to the vehicle 24), 
there is every incentive to minimiZe the memory available 
on an onboard computer or netWork 26. Moreover, a typical 
desktop computer or netWork server can facilitate central 
iZed processing Where additional processing poWer and 
memory can take on additional tasks. Embedded computers 
in vehicles 24 are typically decentraliZed, With less ability to 
spread costs over a broader range of applications. Thus, the 
interface used by the system 20 faces signi?cantly greater 
memory constraints compared to the operating environ 
ments of “general purpose” netWorks. 

NetWorks 26 in vehicles 24 have a broader range of 
devices 22 to support than a “general purpose” computer or 
netWork. The system 20 needs to prioritize the allocation of 
netWork 26 resources from entirely different categories of 
devices 22. “General purpose” computers and netWorks are 
not charged With allocating netWork resources betWeen 
climate control systems, fuel injection systems, global posi 
tioning systems, and a DVD player. The system 20 can 
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prioritize each device 22 and category of devices in an 
appropriate manner. In a preferred embodiment, the system 
20 provides uniform treatment to all devices in the same 
device category. In alternative embodiments, all devices can 
be treated equally, even if those devices belong to different 
device categories or are of different device types. 

The system 20 uses a device management object as an 
interface between the devices 22 and the network 26. 
Different networks 26 can have different hardware, software 
(such as operating systems and device drivers), and other 
attributes. Such distinctions generally exist in the “low 
level” software that is often machine or environment depen 
dent. Use of the device management object by the system 20 
allows the software applications for the devices 22 to be 
developed without regard to the speci?c “low level” 
attributes of a particular network environment (the “net 
wor ” 26). The system 20 hides or renders “transparent,” the 
“low level” attributes of the network 26 from the software 
application and the computer programmer(s) developing the 
application software. This facilitates the creation of more 
software applications for a broader range of networks 26 and 
vehicles 24. 

The system 20 also provides what is known in the art of 
general purpose desktop computers as “plug and play” 
functionality. Changes in the number or types of devices 22 
connected to the network 26 are automatically detected by 
the system 20. Through the use of the device management 
object, the system 20 detects the addition, removal, or 
modi?cation of devices 22 connected to the network 26, and 
the device management object can then make the corre 
sponding adjustments to permit the new environment of 
devices 22 to function properly. The system 20 can run 
multiple devices 22 on the same network 26 and operating 
system at substantially the same time (e.g., multiple devices 
can perform processing in a substantially simultaneous 
manner). If there is a transmission problem from the network 
26 to one of the devices 22 on the network 26 that does not 
involve the actual failure of the network 26 itself, the system 
20 can use the device management object to facilitate 
automatic recovery between the device 22 and network 26. 

ll. Subsystems View 
FIG. 2 is block diagram illustrating three subsystems that 

can be used by the system 20. Each subsystem interacts 
directly with the two other subsystems. A connectivity 
subsystem 50 includes a software object that can be referred 
to as a device management object. The device management 
object serves as an interface between the network 26 and the 
device 22. The connectivity subsystem 50 can be activated 
by simply plugging in one of the devices 22 into one of the 
network connections 28 on the vehicle 24. The connectivity 
subsystem 50 can automatically create a connection between 
the device 22 and the network 26 using the device manage 
ment object. The connectivity subsystem 50 allows the 
system 20 to send and receive messages to and from network 
devices 22, without having to be familiar with the “low 
level” attributes of the network 26. 
A discovery subsystem 52 is used by the system 20 to 

identify devices 22 that have been connected to the network 
26 by the connectivity subsystem 50. The discovery sub 
system 52 is responsible for discovering when a device 22 
has been removed from the network 26, when a device 22 
has been added to the network 26, and when a device 22 on 
the network 26 has been modi?ed in a material way. The 
discovery subsystem 52 identi?es devices 22 connected to 
the network 26 using the device management object. The 
discovery subsystem 52 can use the device management 
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object to utiliZe the appropriate device drivers and other 
“low-level” con?guration support required for the discov 
ered device. The discovery subsystem 52 allows the system 
20 to retrieve the list of devices 22 currently available on the 
network 26, and the capabilities of those devices. 
A control subsystem 54 uses the connection established 

by the connectivity subsystem 50, the identi?cation infor 
mation obtained by the discovery subsystem 52, and the 
device management object, to “manage” the device 22 
connected to the network 26. The managing of devices 22 on 
the network 26 includes management of the software appli 
cations used by the devices 22 in the system 20, communi 
cations between one component of the system 20 to another 
component of the system 20, user processes initiated by 
device 22, and any other aspect of the relationship between 
the device 22 connected to the network 26 in the vehicle 22. 
The control subsystem 54 allows the system 20 to send 
control commands to the available network devices 22 and 
to route video and audio channels to the proper output 
devices 22 on the network 26. The routing capabilities 
include the routing of any local audio source to any output 
device 22 on the network 26. 

Ill. Layers 
FIG. 3 is a block diagram illustrating the three layers that 

are used by the system 20. An application layer 56 includes 
the computer programs (“application software” or “software 
applications”) used in the various devices 22 and created by 
the various user processes. Application software in the 
application layer 56 can be used to facilitate the various 
functions of the various devices 22. For example, one of the 
functions (e.g., user processes) of a facsimile is to “send a 
fax.” Application software in the application layer 56 incor 
porating the functionality to “send a fax” can be used in 
conjunction with the system 20, which includes the device 
22 (a fax machine), the network 26, and the network 
connection 28 between the device 22 and network 26. The 
application layer or level 56 incorporates “high level” soft 
ware code, in contrast to the “low level” software code 
found in the network 26. “High level” software code is not 
machine or environment dependent. “High level” software 
code includes the logic of what the software application or 
device 22 is to do, and is not typically concerned with how 
the “low level” software code is used to facilitate the 
objectives and processing of the “high level” software code. 
A network layer 60 includes the network 26 and the 

network connections 24 connected to the network 26. The 
network layer 60 contains various device drivers required to 
allow the devices 22 to connect, interact, and function with 
the network 26. The network layer 60 also includes at least 
one operating system utiliZed by the network 26. 

FIG. 4 is a more detailed illustration of the three layers, 
including exemplary components of the various layers, and 
their various interactions. The system 20 can possess a wide 
range of different embodiments, and is not limited to the 
speci?c structure set forth in the Figure. 
The application layer 56 can have one or more software 

applications 62. Each device 22 may require the use of one 
or more software applications 62 in the application layer 56. 
Thus, the more devices 22 that are connected to the network 
26, the greater the number of software applications 62 in the 
application layer 56. The number of software applications 62 
that can be contained in application layer 56 is limited solely 
by the storage capabilities of the system 20. The system 20 
can have between 1 and N software applications 62. 
An application interface 63 connects the application layer 

56 and all of the software applications 62 to the object layer 
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58. The system 20 allows computer programmers writing 
software applications 62 to create software applications for 
a particular application interface 63 (an interface utilizing 
“high level” code), instead of a particular network interface 
72 (an interface requiring “low level” code). A single 
application interface 63 can support numerous different 
network 26 con?gurations and numerous different network 
interfaces 72. Moreover, some network interfaces 72 and 
operating systems are built with proprietary technology that 
cannot be widely disseminated. In those embodiments, use 
of the application interface 63 makes it possible for com 
puter programmers without access to the proprietary tech 
nology to create software applications 62 for the system 20. 
The application interface 63 allows any software application 
62 or device 22 to access any device 22 on the network 26 
using the appropriate representative agent hosted with an 
object DLL (“dynamic link library”) 64. 

The object interface layer (“object layer”) 58 is connected 
to the application layer 56 through the application interface 
63. The object layer 58 is illustrated with the object DIL 64, 
which includes a software object 66 (the “device manage 
ment object,” the “DM object” or simply the “object”). The 
object dynamic link library 64 is composed of stored reus 
able functions, processes, objects, and other software that 
can be used by the device management object 66 to facilitate 
the function of the device management object 66 as the 
interface between the network layer 60 and the application 
layer 56. By storing commonly used functions only once in 
a library of computer code, the memory consumption of 
those functions is reduced. The object DLL 64 contains a 
library of functions utiliZed by the object layer 58, including 
?les needed by the device management object 66. The object 
DLL 64 should notify an application 62 when changes occur 
on the network 26 that could impact the application 62. Such 
changes can include device 22 data changes and the occur 
rence of errors. Upon the request of an application 62, the 
object DLL 64 can supply a list of all available network 26 
devices 22. The object DLL 64 can automatically identify 
each network connection 28 or “node” as an input or output 
device 22. In a preferred embodiment, the object DLL 64 
can automatically determine the capabilities of each identi 
?ed network node 28 in terms of available control function 
ality (e.g., volume control, input selection, type of output 
mode, etc.). The object DLL 64 should preferably be able to 
read a con?guration data store (“shared data” described in 
greater detail below) and initialiZe and/or con?gure the 
appropriate network devices 22 according to the con?gura 
tion of the shared data. Multiple applications 62 can be given 
access to the same shared data. The object DLL 64 should 
behave as an auxiliary input function block for the network 
26. The object DLL 64 is loaded only once by the ?rst 
software application 62 or device 22, and can be used by any 
subsequent software application 62 or device 22 requiring 
access to the network 26. The object DLL 64, including the 
device management object 66, can be destroyed (erased 
from memory) when all devices 22 are removed from the 
network or shut down. 

The device management object 66 is cogniZant of the 
“low level” requirements and processes of the network layer 
60 and the network interface 72 so that the application 
interface 63, application layer 56, and the computer pro 
grammers writing application software 62 do not need to be 
cogniZant of such “low level” requirements and processing. 
In obj ect-oriented software design, an “object” is an abstract 
data type that has state (or mode), behavior, and identity 
characteristics. Object-oriented designs incorporate the prin 
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8 
ciples of abstraction, encapsulation, modularity, hierarchy, 
typing, concurrency, and persistence. 

In a preferred embodiment, the device management object 
66 includes other “objects.” For each device 22 connected to 
the network 26, the device management object 66 can 
include a surrogate device object 68 (“surrogate object,” 
“device object,” or “surrogate network device object”). The 
device management object 66 can also include a network 
interface object 70. The network interface object 70 handles 
data and processing that is common to interfacing with the 
network interface 72, regardless of the device 22 or software 
application 62. The surrogate device objects 68 handle data 
and processing that is particular to the type of device 22 
being interfaced by the device management object 66. In 
such an embodiment, the device management object 66 can 
focus on the handling of data and processing that is common 
to interfacing with the application interface 63, while the 
surrogate objects 68 process the device-speci?c or software 
application-speci?c functionality. In a preferred embodi 
ment of the system 20, the object DLL 64 and surrogate 
objects 68 do not load device driver modules that are speci?c 
to any of the discovered network devices 22. 
As discussed above, the network interface 72 is the 

interface used to interact with the network layer 60 from the 
object layer 58. The network interface 72 is the access point 
of the connectivity subsystem 50, discovery subsystem 52, 
and control subsystem 54 to the network layer 60. 

In a preferred embodiment of the system 20, the network 
layer 60 contains a device driver 74 for each of the devices 
22 connected to the network 26. Those device drivers 74 
interact with the surrogate objects 68 described above. 
Whatever network drivers 74 are required for the system 20 
to operate are included in the network layer 60. A preferred 
embodiment also includes a network DLL 76, a library of 
reusable functions, processes, objects, and other software 
components relating the processing performed in the net 
work layer 60. The network layer 60 also includes at least 
one, and potentially multiple different operating systems 78. 

FIG. 5 discloses a different view of the various layers and 
components illustrating the order in which information and 
data can be processed. The system 20 is ?exible, and may be 
incorporated in embodiments differing substantially from 
the exemplary disclosure illustrated in the Figure. 

At the top of the diagram is an HMI application 80. HMI 
means human-machine interface, and the HMI represents 
the boundary at which a human being can make contact with 
the system 20 by interacting with the various devices 22 
connected to the network 26, resulting in the invocation of 
software applications 62 in the application layer 56. 
The HMI application 80 interacts with a DLL via the API 

(“DLL API” 82). API means application programming inter 
face, and it is part of the application interface 63 described 
above. The API DLL 80 is a library of reusable functions, 
objects, processes, and other software used to support the 
application interface 63. 
The device management object 66 interfaces with the 

DLL API 82. The device management object 66 provides a 
middle ground between “high level” application layer 56 
processing, and “low level” network layer 60 functions. As 
discussed above, the device management object 66 should 
include a surrogate device object 68 for each of the devices 
22 connected to the network 26. The drivers for those 
devices 22 can be included in the corresponding surrogate 
device object 68. The surrogate device objects 68 can 
interface with the network interface object, discussed above. 
The network interface object 70 should be con?gured to 
handle all processing and information that is common to any 






























