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METHOD AND APPARATUS TO SUSPEND 
AND RESUME ON NEXT INSTRUCTION 

FOR A MICROCONTROLLER 

FIELD OF THE INVENTION 

The invention relates to computers and processing among 
computer processors and resources and more particularly to 
interfacing microcontrollers to hardware resources that are 
shared or offer a delayed response, therefore, at times 
unavailable for the microcontroller. 

CROSS REFERENCE TO ATTACHED 
APPENDIX 

Appendix A contains the folloWing ?les in one CD-ROM 
(of Which tWo identical copies are attached hereto), and is a 
part of the present disclosure and is incorporated by refer 
ence herein in its entirety: 
Volume in drive D is 020329i1606 
Volume Serial Number is 2AC6-332D 
Directory of d:\ 

03/29/02 04:06p <DIR> 
03/29/02 04:06p <DIR> 
03/28/02 02:31p 365,686 MEMCORTXT 
03/28/02 02:33p 219,262 UCEXEC.TXT 

4 File(s) 584,948 bytes 
0 bytes free 

The ?les of Appendix A form source code of computer 
programs and related data of an illustrative embodiment of 
the present invention. 
A uCexec.txt ?le describes the behavioral model of cir 

cuitry in a micro controller’s execution unit to decode and 
execute an instruction to suspend and resume on the next 
instruction. 
A MemCoP.txt ?le describes the behavioral model of 

circuitry of the memory co-processor, Which is also knoWn 
as a special processing unit (SPU). 

COPYRIGHT NOTICE 

A portion of the disclosure of this patent document 
contains material that is subject to copyright protection. The 
copyright oWner has no objection to the facsimile reproduc 
tion by anyone of the patent document or the patent disclo 
sure, as it appears in the Patent and Trademark Of?ce patent 
?les or records, but otherWise reserves all copyright rights 
Whatsoever. 

BACKGROUND 

A microcontroller is a processor on a microchip that, for 
example, performs arithmetic/logic operations and commu 
nicates With other microcontrollers and processors. A micro 
controller is a type of microprocessor. A microcontroller 
creates a softWare task to perform a set of instructions. The 
softWare task is a self-contained set of program instructions 
that perform a desired set of operations and functions. For 
example, a task may perform processing on a packet, Which 
is a unit of data. An instruction is a programming command 
to direct the microcontroller to perform a single operation. 
Instructions perform operations on data and registers such as 
MOVE, LOAD, STORE and CLEAR. 
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2 
To perform processing on a unit of data, the microcon 

troller may use an external resource. A resource is external 

if the resource is mapped into the microcontroller’s memory 
map. A resource is direct if the microcontroller has direct 
access to the resource, i.e., the resource is not mapped into 
the microcontroller’s memory map. A resource is internal if 
the resource resides Within the microcontroller. 

Resources may not alWays be accessible and ready to use 
by the microcontroller, for example, if the resource is a 
shared resource and is currently being used by a different 
task on the microcontroller or by a different microcontroller. 
Additionally, resources may be delayed in responding and 
therefore Will not be able to respond Within one or tWo 
instruction cycles of the microcontroller. 
A task running on the microcontroller may execute an 

instruction that issues a resource request. A resource 
responds With either a “busy” or a “ready” indication. 

If the resource response indicates “busy”, the task is 
suspended. Later, When the resource becomes “ready”, the 
task is aWakened and retries the request. Therefore, the 
request Was issued tWice: the ?rst time When a “busy” Was 
received and a second time after the task Was aWakened. 
This means that this instruction used an execution slot in the 
processor. 

If the resource is “ready” or if the resource has no 
indication, execution continues normally. Often the next 
instruction executed attempts to use the results requested 
from the resource. If the results are not yet ready, the task 
suspends. Again, this means that this instruction used an 
execution slot in the processor. When the results later arrive, 
the task aWakes and re-executes the second statement a 
second time. 
US. Pat. No. 6,330,584 to Jolfe et al. (hereinafter the 

“Jolfe et al.”) is incorporated by reference herein in its 
entirety. Joife et al. describes a multi-tasking pipelined 
processor, in Which “consecutive instructions are executed 
by different tasks, eliminating the need to purge an instruc 
tion execution pipeline of subsequent instructions When a 
previous instruction cannot be completed. The tasks do not 
share registers, Which store task-speci?c values, thus elimi 
nating the need to save or load registers When a neW task is 
scheduled for execution. If an instruction accesses an 

unavailable resource, the instruction becomes suspended, 
alloWing other tasks’ instructions to be executed instead 
until the resource becomes available. Task scheduling is 
performed by hardWare; no operating system is needed. 
Simple techniques are provided to synchroniZe shared 
resource access betWeen different tasks.” (See Joife et al., 

abstract.) 
Jolfe et al. further describes the “ready,” “active” and 

“suspend” task states and transitions among the states. (See 
Joife et al., FIGS. 7413B, and column 11, line 21 through 
column 17, line 61.) 
The prior art discloses a method to suspend tasks, hoW 

ever, once the task is aWakened from the suspension, the 
instruction during Which the suspension occurred is re 
executed a second time. Therefore, a more ef?cient Way is 
needed to execute an instruction that leads to task suspen 
sion. Additionally, a more efficient Way is needed to elimi 
nate the re-execution of instructions after a suspended task 
aWakens. 

SUMMARY 

The present invention provides in some embodiments 
pipeline processors, multi-tasking processors, and resource 
access techniques. 
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According to some embodiments of the present invention, 
a method is presented of interfacing a microcontroller to a 
resource including: (1) starting execution of a current 
instruction requesting the resource; (2) issuing a resource 
request; (3) receiving either a resource granted indication, a 
resource suspended-on-current-instruction indication, or a 
resource suspended-on-next-instruction indication. 

Additionally, some embodiments further including: (411) 
continuing execution if the resource granted indication Was 
received; (4b) suspending execution of the current instruc 
tion if the resource suspended-on-current-instruction indi 
cation Was received and re-starting the current instruction if 
a resume indication is received; or (40) suspending execu 
tion of a next instruction folloWing the current instruction if 
the resource suspended-on-next-instruction indication Was 
received and starting execution starting on the next instruc 
tion if the resume indication is received. 

The present invention is better understood upon consid 
eration of the detailed description beloW and the accompa 
nying draWings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 illustrates a task state machine in the prior art. 
FIG. 2 illustrates an execution unit’s How in executing a 

single program instruction from a single task in the prior art. 
FIG. 3 illustrates an instruction execution pipeline of a 

microcontroller in the execution of multiple tasks in the 
prior art of FIG. 2. 

FIG. 4 illustrates a block diagram interconnection among 
microcontrollers and resources. 

FIG. 5 illustrates a block diagram of a microcontroller 
including an execution unit in accordance With some 
embodiments of the present invention. 

FIG. 6 illustrates messaging betWeen a microcontroller 
and a resource in a suspension scenario in accordance With 
some embodiments of the present invention. 

FIG. 7A illustrates an execution unit’s How in executing 
a single program instruction from a single task including 
state transitions for a task in accordance With some embodi 
ments of the present invention. 

FIG. 7B illustrates an execution unit’s How in executing 
tWo program instructions from a single task including state 
transitions for a task in accordance With some embodiments 
of the present invention. 

FIG. 7C illustrates memory locations for a load instruc 
tion. 

FIG. 7D illustrates a load instruction With operands. 
FIG. 7E further illustrates a load instruction With oper 

ands. 
FIG. 8 illustrates a How chart of the read stage. 
FIG. 9A illustrates a state transition diagram according to 

some embodiments of the present invention. 
FIG. 9B illustrates an example of the states of multiple 

tasks, each With its oWn state. 
FIG. 10A illustrates a resource directly connected to a 

microcontroller in accordance With some embodiments of 
the present invention. 

FIG. 10B illustrates a memory mapped resource or a 
memory mapped memory device in accordance With some 
embodiments of the present invention. 

FIG. 10C illustrates another memory mapped resource or 
a memory mapped memory device in accordance With some 
embodiments of the present invention. 

FIG. 11 illustrates an external resource unit connected 
directly to multiple microcontrollers in accordance With 
some embodiments of the present invention. 
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4 
FIG. 11B illustrates another embodiment of signaling 

among a microcontroller and resources in accordance With 
some embodiments of the present invention. 

In the present disclosure, like objects that appear in more 
than one ?gure are provided With like reference numerals. 

DETAILED DESCRIPTION 

This document is related to and incorporates by reference 
herein in its entirety the following US. patent application(s): 
US. patent application Ser. No. 10/ 117,779 entitled 
“Memory Co-Processor for a Multi-Tasking System,” 
Alexander Joife et al., ?led Apr. 4, 2002. 

US. patent application Ser. No. 10/ 117,452 entitled 
“Method And Apparatus For Issuing A Command To 
Store An Instruction And Load Resultant Data In A 
Microcontroller,” Alexander Joife et al., ?led Apr. 4, 
2002. 

US. patent application Ser. No. 10/ 117,781 entitled 
“Logic for Synchronizing Multiple Tasks at Multiple 
Locations in an Instruction Stream,” Alexander Jolfe et 
al., ?led Apr. 4, 2002. 

US. patent application Ser. No. 10/ 117,780 entitled 
“Sequencing Semaphore,” Alexander Jolfe et al., ?led 
Apr. 4, 2002. 

US. patent application Ser. No. 10/ 103,436 entitled 
“Dynamic Allocation of Packets to Tasks,” Nathan 
Elnathan et al., ?led on Mar. 20, 2002. 

US. patent application Ser. No. 10/ 103,393 entitled 
“Reordering of Out-of-Order Packets,” Nathan 
Elnathan, ?led on Mar. 20, 2002. 

US. patent application Ser. No. 10/ 103,415 entitled 
“Asymmetric Coherency Protection,” by Ilan Pardo, 
?led on Mar. 20, 2002. 

In accordance With the present invention, a method and 
apparatus interface multiple tasks running on a microcon 
troller to a limited number of resources to increase system 
?exibility and ef?ciency. These tasks request resources. 
When a task requests a resource, that resource might be 
unavailable to the requesting task because, for example, the 
resource is servicing a second task or performing internal 
operations. If the resource is presently unavailable to the 
task requesting the resource, the resource may receive a 
suspension indication from the resource. Some resources 
may send the task a suspend-on-current-instruction indica 
tion. Some resources may send the task a suspend-on-next 
instruction indication. Other resources may not provide a 
suspension indication but Will be delayed in responding. 
Once the resource becomes available to service the request 
ing task, the requesting task receives notice from the 
resource. 

The present method and apparatus alloW a task to accept 
either one of tWo indications from an unavailable resource: 
a suspend-on-current-instruction and a suspend-on-next-in 
struction indication. The method and apparatus also alloW 
for a neW computer instruction that indicates Whether a task 
should suspend after requesting the resource. The method 
and apparatus thereby eliminate the re-execution of instruc 
tions after a suspended task aWakens. 
A microcontroller that includes a multi-tasking pipelined 

processor executes program instructions from multiple soft 
Ware tasks consecutively, effectively alloWing different tasks 
to run on the microcontroller simultaneously. Each pipeline 
has an associated execution unit. An execution unit sequen 
tially executes instructions stored in memory that are asso 
ciated With a selected task as described in Jolfe et al. (FIG. 
5 and column 9, line 7 to column 10, line 48). 
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A microcontroller can schedule the execution unit to 
perform sequential program instructions from different 
tasks, thus allowing more software tasks to run than pipe 
lines exist in the microcontroller. 

Each software task (hereinafter “task”) includes a task 
identi?cation number, a set of program instructions, a state 
machine and a program counter. 

FIG. 1 illustrates a task state machine in the prior art. 
There is one independent task state machine for each task 
running on each microcontroller. On task RESET 10, the 
state machine is initialiZed to READY 11 state. A task in 
READY 11 state becomes active when the microcontroller 
determines that execution of program instructions should 
begin. Some program instructions require services from one 
or more resources. If a resource is unavailable, the task may 
enter the SUSPEND 13 state until the resource becomes 
available. Once the resource becomes available, the micro 
controller changes the state from SUSPEND 13 to READY 
11. Conventionally, the microcontroller was set to re-execute 
the program instruction that was being executed when the 
task entered the SUSPEND 13 state. (See Joife et al., FIG. 
7 and column 11, line 21 through column 12, line 20, for a 
further description of the state machines for two tasks with 
respect to a FIFO resource.) 

For each pipeline that the pipelined microcontroller 
executes in parallel, the microcontroller has an execution 
unit. Each execution unit performs the steps necessary to 
execute a program instruction. 

FIG. 2 illustrates an execution unit’s ?ow in executing a 
single program instruction from a single task in the prior art. 
The execution unit has seven stages. In the TASK SELECT 
stage 101, the execution unit selects an active task to begin 
the execution process. In the TASK SELECT stage 101, the 
state of the selected task is updated from READY to 
ACTIVE. In the FETCH stage 102, the execution unit 
fetches from program memory the program instruction 
pointed to by the task’s program counter (PC). In the 
DECODE stage 103, the execution unit decodes the fetched 
program instruction. In the READ stage 104, the execution 
unit reads values from registers and memory identi?ed 
during decoding. In the EXECUTE stage 105, the execution 
unit executes the decoded instruction on the read data. In the 
WRITE BACK stage 106, the execution unit writes the 
results of the EXECUTE stage to their destinations (except 
if the destination is a register). In the WRITE REGISTERS 
stage 107, the execution unit writes the results of the 
EXECUTE stage to designated registers. 

FIG. 3 illustrates an instruction execution pipeline of a 
microcontroller in the execution of multiple tasks in the 
prior art of FIG. 2. A microcontroller executes multiple 
instructions, each from one or more tasks. The ?gure illus 
trates ?ve program instructions (Inst. No. 1-5) executing in 
a pipeline fashion and is further described in Joife et al. 
(column 9, line 45 through column 10, line 62) with modi 
?cations as described below. The Joife et al. patent states in 
column 10, lines 49-57 that “when an instruction is aborted 
(at the R stage), the pipeline does not have to be purged from 
other instructions that have already been started, because 
these instructions belong to other tasks (moreover, to other 
hardware tasks). For example if instruction 1 has to be 
aborted, the only other instructions that have been started on 
or before the R stage of instruction 1 are instructions 2, 3, 
and 4. These instructions do not have to be purged because 
they are executed by other tasks.” 

FIG. 4 illustrates a block diagram interconnection among 
microcontrollers and resources. This is a typical application 
of the present inventive method and apparatus in a multi 
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6 
processor system. Resources may be directly or indirectly 
connected to a microcontroller. Direct resource 305 connects 
directly to microcontroller 400 without the use of a memory 
addressing unit (MAU). Microcontroller 400 can connect to 
multiple direct resources. Each direct resource 305 can 
connect to multiple microcontrollers. Resources can also be 
positioned internally to microcontroller 400. Such intemally 
positioned resources (not shown) can have interconnection 
equivalent to interconnections to direct resources. Intercon 
nections between microcontroller 400 and direct resource 
305 and between microcontroller 400 and a resource internal 
to microcontroller 400 can include suspension lines to 
indicate a “suspend-and-resume-on-next-instruction” indi 
cation as described below. 

Microcontroller 400 and microcontroller 410 connect 
indirectly to resources as well. Indirect resources are allo 

cated locations in a microcontroller’s memory map. The 
memory map includes locations in external memory and 
locations in internal memory. Memory mapped resources 
connect to microcontrollers via MAUs. External memory 
mapped resources connect to microcontrollers 400 and 410 
via an external memory addressing unit (xMAU) 306. Exter 
nal resources include both resources 301 and memory 302. 
Internal memory mapped resources connect to microcon 
trollers 400 and 410 via an internal memory addressing unit 
(iMAU) 307. Internal resources include both resources 303 
and memory 304. 

FIG. 5 illustrates a block diagram of a microcontroller 
including an execution unit in accordance with some 
embodiments of the present invention. Microcontroller 400, 
which includes execution unit 402, is further described in 
Jolfe et al. with modi?cations as described below. (See Jolfe 
et al., FIG. 5 and column 9, line 7-44.) 

Execution unit 402 executes programs stored in program 
memory 404. Programs are conventionally downloaded 
from ROM (not shown) during boot. In addition, applets can 
be loaded and executed dynamically as described in Joife et 
al. 

Execution unit 404 includes a register ?le having general 
purpose registers, a special registers block, and a data 
memory. The register ?le includes two 32-bit outputs con 
nected to respective buses sa-bus, sb-bus, which in turn are 
connected to inputs of an ALU (not shown) of execution unit 
402. The 32-bit outputs of the data memory and the special 
registers block are connected to sa-bus. Separately con 
nected to bus sa-bus are the outputs of special registers 
“null” and “one” (See Joife et al., Table A6-1, Addendum 6) 
that store constant values (these registers are marked “Con 
stant regs” in FIG. 5). 
Bus sa-bus also receives the immediate ?eld “imm” of an 

instruction read from program memory 404. The 64-bit 
output of ALU is connected 64-bit bus res-bus which is 
connected to inputs of the register ?le, the data memory, and 
the special registers block. 
The register ?le, the data memory and the special registers 

are as described in Addendum 6 of Joffe et al. As described 
therein, the registers and the data memory are divided 
between tasks so that no save/restore operation is needed 
when tasks are rescheduled. In particular, the special regis 
ters include 16 PC (program counter) registers, one for each 
task. 

Load/ store unit (LSU) 405 provides an interface between 
execution unit 402, a search machine (not shown), and 
memory mapped resources 310 and memory mapped 
memory 311. LSU 405 queues load requests to load a 
register of execution unit 402 from a memory mapped 
device 310 or 311. LSU 405 also queues store requests to 
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save the contents of a register of execution unit 402 to a 
memory mapped device 310 or 311. 
LSU 405 has an input connected to res-bus and also has 

a 64-bit output r? connected to an input of register ?le 312. 
Interconnect 914 connects LSU 405 of microcontroller 400 
to both internal and external memory mapped resources 310 
and 311 via MAUs (not shoWn). 
DMA block 403 has an input connected to the bus res-bus 

to alloW execution unit 402 to program DMA 403. DMA 403 
can load applets into the program memory. 

Interconnect 915 connects task control block 401 of 
microcontroller 400 to resource 305. 

Task control block 401 controls the task execution of 
execution unit 402. Task control block 401 supplies execu 
tion unit 402 With control signals. 

FIG. 6 illustrates messaging betWeen a microcontroller 
and a resource When the resource responds With a suspen 
sion indication in accordance With some embodiments of the 
present invention. When a resource is needed by a task, 
microcontroller 400 issues a resource request 601 to a 
resource 300. Resource 300 may be direct resource 305, 
memory mapped external resource 301, memory mapped 
external memory 302, memory mapped internal memory 
resource 303, or memory mapped internal memory 304. 
Upon receiving resource request 601, resource 300 may 

or may not immediately respond. If resource 300 responds 
Within the execution of the instruction, resource 300 Will 
provide the requests results 603 or may indicate to the task 
that the task should suspend 602. When suspending, 
resource 300 sends suspend indication 602: either a “sus 
pend-and-resume-on-current-instruction" indication or a 
“suspend-and-resume-on-next-instruction" indication. After 
resource 300 determines it can provide the requested 
resource or honor the request, resource 300 may provide a 
resume indication 604 along With results 603. In some 
embodiments, the receipt of the results 603 implies a resume 
indication 604. 

FIG. 7A illustrates an execution unit’s How in executing 
a single program instruction from a single task including 
state transitions for a task in accordance With some embodi 
ments of the present invention. After a task has been 
selected, the task select stage (TS) sets the task state to 
ACTIVE 12, an instruction is fetched (F) then decoded (D). 
Decode 103 determines if the instruction directs the task to 
suspend. Some instructions may include a suspend ?ag to 
invoke a suspend after performance of the instruction. The 
?ag may indicate Whether the suspension of the task should 
occur or not occur. If the instruction directs the task to 
suspend, read (R) stage 104 Will set the task state to 
SUSPEND 13N and set the program counter (PC) (not 
shoWn here) to begin execution on the next instruction. Once 
the resource provides a resume indication 604, the task state 
Will change to READY 11N alloWing execution of the next 
instruction once the task is selected again. 

Alternatively, the instruction may not include a suspend 
?ag or the ?ag is set to a no-suspend state. In such cases, the 
execution of the read stage 104 may invoke a suspension. If 
a request from a previous instruction Went to resource 300 
directing resource 300 to provide result 603 that Would be 
stored in a register of execution unit 402, a ?ag is set for that 
register to indicate that the register is not yet ready for use. 
The ?ag, called a dirty-bit, is set to a dirty state to indicate 
the register contains unWanted or unknoWn data. If the 
instruction being executed includes a read operation of a 
register Whose dirty bit is set, the task enters a SUSPEND 
13C state and the PC remains on the current instruction. At 
a later time When result 603 arrives at microcontroller 400, 
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the dirty-bit is clear to indicate the associated register’s 
value is ready. The task enters the READY 11C state and 
execution of the same instruction occurs again. This time, 
because the dirty-bit is not set, the read operation of the 
register can proceed Without a suspension. 

FIG. 7B illustrates an execution unit’s How in executing 
tWo program instructions from a single task including state 
transitions for the task in accordance With some embodi 
ments of the present invention. Instruction AA may be, for 
example, a LOAD instruction that commands execution unit 
402 to get data from resource 300 and save that data to a 
designated register Within execution unit 402. The instruc 
tion may also include a suspend ?ag that, if set Would 
indicate that after execution of the instruction the task 
should be suspended. 
Once the task is selected, the task state becomes ACTIVE 

12. The instruction is fetched. The instruction is then 
decoded. During decode, execution unit 402 decodes the 
value of the suspend ?ag. The read state issues a resource 
request command. For a LOAD instruction, the read stage 
generates a read request type resource request. LSU 405 sets 
an associated dirty-bit to indicated that the contents of the 
designated register are not yet available. 

After sending the read request to resource 300, execution 
unit 402 checks the suspend ?ag. If the suspend ?ag is set, 
execution unit 402 advances the PC to point to the next 
instruction and sets the task to enter a SUSPEND 13N state. 
When resource 300 provides result 603 or provides 

resume indication 604, the results are stored in the desig 
nated register, the dirty-bit is cleared, and the task enters the 
READY 11N state. 
When the task is selected again for execution, the task 

enters the ACTIVE 12 state and execution of instruction BB 
begins. Assume that instruction BB attempts to use the 
register designated in a previous instruction. For example, 
assume the LOAD instruction above is folloWed by a 
MOVE instruction. Assume also that both the LOAD 
instruction and the MOVE instruction both change the same 
register. If the data is not yet loaded into the designated 
register, the dirty bit Will still be set and any access of that 
designated register Will lead the task to suspend. 

If the task Was suspended by the previous instruction (e. g., 
LOAD instruction With a suspend ?ag set), the task Will be 
suspended before access to the designated register is 
attempted. The designated register Will ?rst be ?lled and the 
dirty-bit Will be cleared before the dirty bit is checked. 
Because the dirty bit is not set, the task does not suspend 
upon execution of the instruction BB. 

Without a suspend ?ag in instruction AA, instruction BB 
Would be executed and the execution Would most likely be 
suspended because the results from instruction AA Would 
most likely not have been sent to and stored in execution unit 
402. Because results 603 have been loaded into the desti 
nation register, instruction BB is executed Without entering 
the SUSPEND 13C state, thus saving the probable re 
execution of instruction BB. 

Alternatively, upon execution of an instruction AA Which 
sends a request to a resource, the resource may provide a 
suspend indication 602. If the suspend indication 602 indi 
cates that the task should suspend and resume on the next 
instruction, then the PC is advanced and the task enters the 
SUSPEND 13N state. If the suspend indication 602 indi 
cates that the task should suspend and resume on the current 
instruction, the PC remains unchanged then the task enters 
the SUSPEND state. 

FIG. 7C illustrates memory locations for a load instruc 
tion. Source data 702 resident or generated by resource 300 










