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(57) ABSTRACT 

Techniques for managing access to resources utilizing call 
information are provided. Resources of like type can be 
pooled into resource groups and customers can then be sold 
a base amount of a resource, to be taken from the appropriate 
resource group, that the customer can then provide to users 
or callers. The server of the resources utiliZes the telephone 
number of the party called and call type in order to identify 
the resource that is requested. If the base amount of the 
requested resource has already been allocated, an over?ow 
amount can be utiliZed to provide additional resources of a 
like type, if they are available. Thus, the resources can be 
ef?ciently managed to alloW a high utilization of the avail 
able resources. 
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MANAGING ACCESS TO RESOURCES AND 
SERVICES UTILIZING CALL 

INFORMATION 

BACKGROUND OF THE INVENTION 

The present invention relates to managing access to 
resources and/or services using customer information. More 
speci?cally, the invention relates to utiliZing customer con 
?gurations that include information on the netWork Wide 
resources that are available for the customer. 

In almost any consumer market, if the cost of buying an 
item is high, it can be pro?table to buy the item and lease it 
to others. We are all very familiar With this concept When We 
move because no one Would think of buying a moving van; 
it makes much more sense to rent one from a rental com 

pany. Although there are many other situations Where it 
makes good business sense to lease equipment, one that is 
becoming increasingly more prevalent is the leasing of 
communications equipment. 

Communications hardWare can be costly for companies to 
purchase, but there are some other factors that make leasing 
even more attractive. As a company groWs (or shrinks), the 
company may require more (or less) bandwidth for com 
munications. For this reason, communications companies 
are increasingly offering solutions that alloW customers to 
scale their bandWidth With their needs. 
As an example, Internet service providers (ISPs) require 

increasingly more equipment as their companies groW. ISPs 
that offer dial up connections Will need increasingly more 
modems as the number of users increases. In addition to the 
cost of buying more equipment is the associated cost (and 
time) of integrating the neW equipment into the existing 
hardWare infrastructure. It is for these and other reasons that 
many ISPs lease these resources from another provider. 
A netWork access server (NAS) is a system that provides 

clients With dial access to a netWork. Continuing With the 
example of an ISP that provides users With dial up connec 
tions to the Internet, a NAS Would typically include a trunk 
card to receive multiple trunk lines from a public sWitched 
telephone netWork (PSTN) and multiple modems. The cost 
of a NAS may make it more cost effective for an ISP to lease 
a certain number of modems of a NAS (or multiple NASs) 
instead of purchasing the NAS. In addition to loWering the 
initial cost, the ISP can increase the number of simultaneous 
connections by leasing more modems. 
As leasing resources becomes more prevalent, What is 

needed are techniques for managing access to resources, 
such as in NASs. It Would also be bene?cial to have 
techniques of dynamically allocating resources so that over 
subscription is possible, but also alloWs more e?icient use of 
the resources. Additionally, it Would be bene?cial to screen 
access attempts so that knoWn unauthorized access attempts 
Will not tie up the resources. 

SUMMARY OF THE INVENTION 

The present invention provides techniques for managing 
access to resources and/or services utiliZing call informa 
tion. Resources of like type are typically pooled into 
resource groups. Customers can then be sold a base amount 

of a resource, to be taken from the appropriate resource 
group, that the customer can then provide to users or callers. 
The server of the resources utiliZes the telephone number of 
the party called and/or call type in order to identify the 
resource that is requested. A customer pro?le can informa 
tion for a customer including base and over?oW amounts for 
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2 
resources. If the base amount of the requested resource has 
already been allocated, an over?oW amount can be utiliZed 
to provide additional resources of a like type, if they are 
available. Thus, the resources can be ef?ciently managed to 
alloW a high utiliZation of the available resources. Some 
speci?c embodiments of the invention are described beloW. 

In one embodiment, the invention provides a computer 
implemented method of managing access to resources. A 
telephone number and/or a call type are received. The 
telephone number is of a party called by a caller requesting 
access to a resource, such as a dialed number information 

service (DNIS) number. It is determined if the telephone 
number and/or call type are speci?ed in a customer pro?le 
as valid for accessing a resource the customer is providing 
to callers. The customer pro?le can include information on 
the resource such as a base amount of the resource that is 
available to the customer to provide to callers and an 
over?oW amount that can be utiliZed to supplement the base 
amount When more is needed as long as resources are 

available. The call type can be utiliZed to identify the 
resource to Which the caller is requesting access if the 
telephone number and/or call type are speci?ed in the 
customer pro?le. 

In another embodiment, the invention provides a netWork 
access server that manages access to resources. A trunk 

receives a telephone number and/ or a call type, Wherein the 
telephone number is of a party called by a caller requesting 
access to a resource. Within the netWork access server, a 

memory stores multiple customer pro?les that specify tele 
phone numbers and/ or call types that are valid for accessing 
a resource. A processor determines if the telephone number 
and/or call type are speci?ed in a customer pro?le as valid 
for accessing a resource the customer is providing to callers. 

In another embodiment, the invention provides a com 
puter implemented method of managing access to services. 
A telephone call from a caller requesting access to a service 
is ansWered. Based on the telephone number and/or call type 
of the call, a customer pro?le is selected. The selected 
customer pro?le is accessed to determine the service to be 
applied to the call. In preferred embodiments, the services 
can be local services, virtual private dial netWork (VPDN) 
tunnels or direct access to remote services. 

Other features and advantages of the invention Will 
become readily apparent upon revieW of the folloWing 
description in association With the accompanying draWings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 shoWs an example of DNIS groups, customer 
pro?les and resources groups. 

FIG. 2 illustrates a How chart of a process of managing 
access to a resource utiliZing a telephone number and call 
type. 

FIG. 3 shoWs an embodiment of a system that includes a 
single NAS that utiliZes customer pro?les (CPs) for man 
aging access to resources, Where the customer pro?les can 
specify valid telephone number and call type pairs. 

FIG. 4 shoWs that call discriminator de?nitions can be 
utiliZed reject calls that are knoW to be invalid requests for 
resources. 

FIG. 5 shoWs a feW examples of hoW call discriminator 
de?nitions can be utiliZed to reject calls. 

FIG. 6 illustrates a How chart of a process of managing 
resources With a single NAS, such as the one shoWn in FIG. 
3. 
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FIG. 7 shows an embodiment of a system that includes 
multiple NASs in communication With a resource pool 
manager server (RPMS) for managing access to resources. 

FIG. 8 shoWs that resource groups can be available on 
each NAS and an RPMS stores customer pro?les that 
provide efficient access to the resources across the NASs. 

FIG. 9 illustrates a How chart of a process of managing 
resources With multiple NASs and an RPMS, such as are 
shoWn in FIG. 8. 

DETAILED DESCRIPTION OF PREFERRED 
EMBODIMENTS 

In the description that folloWs, the present invention Will 
be described in reference to embodiments that manage 
resources available in NASs. More speci?cally, the embodi 
ments Will be described in reference to ISPs or telephone 
companies that are purchasing resources that they Will then 
provide to users. Accordingly, the ISPs or telephone com 
panies are “customers” of the resources Who then sell the 
resources to other users or callers. HoWever, embodiments 
of the invention are not limited to any particular resources, 
architecture or speci?c implementation. Therefore, the 
description of the embodiments that folloWs is for purposes 
of illustration and not limitation. 

FIG. 1 shoWs an example of DNIS groups, customer 
pro?les and resources groups that can be utiliZed With the 
invention. A DNIS number 101 is the telephone number of 
the called party. Conceptually, one can think of DNIS 
number 101 as the number dialed by a caller. HoWever, in 
some instances, the DNIS number provided to a NAS from 
a public sWitched telephone network (PSTN) Will be differ 
ent from the number that Was dialed (e.g., 800 numbers). 
The DNIS number and/or call type information can be 
obtained from the PSTN using primary rate interface (PRI), 
channeliZed Tl trunk service (CTl), channeliZed T3 trunk 
service (CT3), channeliZed El service (CEl), signaling 
system 7 (SS7), and the like. 
One or more DNIS numbers can be pooled together into 

a DNIS group 103. Typically, the DNIS numbers in a DNIS 
group correspond to a particular customer, service offering, 
or both. DNIS group 103 can be identi?ed by an identi?er 
string and description. An optional ?eld in a DNIS group can 
be the lead number, such as 800, that is used for a public 
netWork database lookup to form a plain old telephone 
service (POTS) routable DNIS number. 

Customer pro?les 105 provide information for a particular 
customer. A customer pro?le is a record that identi?es a 
customer con?guration and can include resources that are 
valid for the customer and a base amount (e.g., number of 
sessions) that can be used. Each customer pro?le includes 
Zero or more DNIS group. In each customer pro?le, a call 
type can be associated With a DNIS group. The DNIS group 
and/ or call type pairs in each customer pro?le represent calls 
that can be provided resources for that customer. In a 
preferred embodiment, the call type can be voice, modem, 
fax, digital, V.ll0, or V.l20. 

Resources can be modems, HDLC controllers, integrated 
services digital netWork (ISDN) adapters, V.llO terminal 
adapters (TAs), V.l20 TAs, voice over IP codecs, personal 
handyphone system Internet access forum (PIAFS), and the 
like. Resources of like type are pooled into resource groups 
107. Accordingly, resource groups 107 represent a grouping 
of similar hardWare and/or functionality (or services). A 
resource group can be de?ned using speci?c hardWare ports 
or channel ranges. A customer pro?le can be associated With 
one or more resource groups With the discriminating factor 
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4 
being the call type. Thus, a customer can have one DNIS 
group for many different services. 

Before describing in detail the information that can be 
stored in customer pro?les, it may be bene?cial to describe 
an aspect of the invention that manages access to a resource 
utiliZing a telephone number and call type. FIG. 2 illustrates 
a How chart of a process of managing access to a resource 

that can be implemented in a NAS. At a step 201, a telephone 
number, such as a DNIS number, and call type are received. 
The telephone number is of a party called by a caller 
requesting access to a resource. 

A check is performed at step 203 to determine if the 
telephone number and call type pair are speci?ed in a 
customer pro?le as being valid for accessing a resource that 
the customer is providing to callers. The telephone number 
and call type pairs can be stored in a lookup table or other 
Ways that are knoWn in the art. If the telephone number and 
call type pair is not found at a step 205, the call is rejected 
at a step 207. The call is rejected because there is not 
customer that is providing the requested resource for the 
telephone number and call type pair. Typically, the call is 
rejected by not being ansWered, but the call can also be 
rejected by a busy or channel not available (CNA) signal. 

If the telephone number and call type pair is found in a 
customer pro?le, the call type is utiliZed to identify the 
resource to Which access is requested at a step 209. As Will 
be described in more detail beloW, the requested resource 
may not be available and the call could still be rejected. 
HoWever, let us assume to complete the How chart of FIG. 
2 that the resource is available and the call is accepted. FIG. 
2 is provided to shoW a high level vieW of aspects of the 
invention and as With the other flow charts shoWn, no order 
should necessarily implied to the steps and steps may be 
added deleted and combined as desired. 
A NAS is typically a router that includes, among other 

things, a processor and a memory that execute an operating 
system. Accordingly, embodiments of the invention can be 
computer programs including computer code that are stored 
on a storage medium such as a ?oppy drive, hard drive, 
CD-ROM, random access memory (RAM), read only 
memory (ROM), ?ash memory, or signals embodied on a 
carrier Wave (such as sent over a netWork like the Internet). 
Embodiments of systems that utiliZe the invention can 

include one or more NASs. FIG. 3 shoWs an embodiment of 
a system that includes a single NAS that utiliZes customer 
pro?les (CPs) for managing access to resources. A caller 301 
makes a call to request a resource provided by a customer. 
A NAS 303 receives the call into a trunk 305. The trunk, for 
example, can receive voice lines through a PSTN. NAS 303 
is also shoWn to include resources such as modems 307. 
Additionally, NAS 303 includes CPs 309 that specify valid 
telephone number and call type pairs. 
A router 311 is connected betWeen and facilitates com 

munication betWeen NAS 303 and a Wide area netWork 
(WAN) 313. An Ethernet sWitch and router pair can also be 
utiliZed to communicate betWeen the NAS and WAN. A 
home gateWay 315 is shoWn to represent the customer that 
is providing the resources in NAS 303 in order to obtain data 
and/or services from the customer. FIG. 3 provides one 
typical system that can be utiliZed With the invention and one 
of skill in the art Would realiZe that additional or feWer 
subsystems can be utiliZed Without departing from the spirit 
and scope of the invention. 
A pervasive problem With remote access is providing 

protection from unauthoriZed access to resources. An aspect 
of the invention provides call discriminator de?nitions that 
de?ne telephone number and call type pairs that should be 
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rejected as unauthorized. FIG. 4 shows how call discrimi 
nator de?nitions can be utilized reject calls that are known 
to be invalid requests for resources. 

Within a NAS 401 are call discriminator de?nitions 403. 
Call discriminator de?nitions 403 provide telephone number 
and call type pairs that should be rejected before acquiring 
access to the requested resource. For example, the call can 
be rejected by a no answer call treatment. If a match for the 
received telephone number and call type pair is not found in 
the call discriminator de?nitions 403, customer pro?les 405 
are accessed to attempt to ?nd a match. 

FIG. 5 shows a few examples of how call discriminator 
de?nitions can be utilized to reject calls. DNIS groups 501, 
503 and 505 represent DNIS groups that are de?ned with the 
NAS. As shown, each DNIS group is includes a string 
identi?er (e.g., “dnis123” for DNIS group 501). Each DNIS 
group includes one or more numbers that are members of the 
group, where wild card characters can be utilized to more 
easily represent multiple related numbers. 

Call discriminator de?nitions 507 include tuples of call 
discriminator (CD) names, DNIS groups and call types. The 
CD names identify the de?nition and the DNIS groups and 
call type specify the calls that each de?nition speci?es 
should be rejected. Thus, call discriminator de?nitions 507 
specify the calls that should be rejected, but in some 
embodiments it may be bene?cial to specify calls that should 
not be rejected out of hand. 
As an example, CD name “CD123” speci?es that calls to 

DNIS group 501 (i.e., either 5267000 or 5267001) that are 
of call type “speech” should be rejected. Additionally, a 
DNIS group of “default” can be utilized to specify all DNIS 
numbers. A table 509 represents how call discriminator 
de?nitions 507 can be stored internally in memory. 

Customer pro?les can de?ne the policy for call accep 
tance, resource allocation and resource con?guration. As 
mentioned above, a call can be matched to a customer by 
DNIS group and call type pairs for call acceptance. Addi 
tionally, each customer pro?le can be associated with one or 
more resource groups, with the discriminating factor being 
the call type, that can be allocated to the customer. If a 
customer desires or requires a speci?c con?guration of the 
resources, this information can also be stored in the cus 
tomer pro?le. 

The resource pooling characteristics for a given customer 
and service combination can be de?ned by customer pro 
?les. For example, customer A can have one pro?le that 
speci?es a maximum of 20 resources for ISDN circuit 
switch data (CSD) calls and another pro?le that speci?es 
100 resources for modern calls. Although preferred embodi 
ments can utilize multiple customer pro?les for a customer, 
other embodiments can utilize a single pro?le to store 
information for multiple resources. 
A customer pro?le can de?ne a base amount or size that 

speci?es the number of resources that can be consumed 
before the pro?le enters an over?ow state, where the current 
and/or subsequent calls may or may not be accepted. The 
base amount can be 0 where no calls will be accepted, x 
where x calls will be accepted or de?ned to accept all calls. 
In preferred embodiments, over?ow is con?gurable. How 
ever, if over?ow treatment is not con?gured (or is not 
available) and the number of resources may be consumed 
equals the base amount, then all new calls will be rejected 
until the number of active calls fails below the base amount. 

The over?ow amount can be con?gured in a way similar 
to the base amount. The over?ow amount can be 0 where no 
over?ow calls will be accepted, y where y over?ow calls 
will be accepted or de?ned to accept all over?ow calls. As 
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6 
will be shown in FIG. 8, over?ow calls can utilize available 
resources in another NAS. However, if no resources are 
available for over?ow calls that should be accepted, the 
over?ow calls are rejected. All calls that are accepted in an 
over?ow state can be marked as “over?ow.” In preferred 
embodiments, the base and over?ow amounts are measured 
in sessions, but they could be measured in other ways 
including bandwidth. Counters can be maintained to mea 
sure the base and over?ow amounts currently being used. 
Over?ow is typically used to allow billing at different 

rates based on concurrent calls. The base amount of calls can 
be billed at a ?at rate, for example, and each additional call 
that is accepted for a customer while in an over?ow state (or 
the call is marked “over?ow”) can be billed di?ferently at a 
higher rate. Once a call is marked “over?ow,” preferred 
embodiments maintain this label (and billing rate) for the 
duration of the call even if the customer returns to a 
nonover?ow state. 
A customer pro?le can also include outgoing session 

management information to direct the answered call to the 
appropriate destination. The outgoing session management 
information could direct a call to a local service such as an 
authentication server (e.g., retail dial applications and intra 
net/Internet access). Alternatively, the outgoing session 
management information could specify all the information 
that is required to set up or reject a virtual private dial 
network (V PDN) session with the customer’s home gateway 
(e.g., wholesale dial applications). Thus, if a VPDN pro?le 
is speci?ed and a call is accepted, a VPDN tunnel will be 
established using the information in the VPDN pro?le. The 
outgoing session management information can also specify 
direct access to remote services such as for the wholesale 
dial customer’s authentication, authorization, and account 
ing (AAA) and domain naming system (DNS) server appli 
cations. 
Now that customer pro?les have been described in more 

detail, one embodiment of managing of resources with a 
single NAS will be described. FIG. 6 illustrates a ?ow chart 
of a process of managing resources with a single NAS, such 
as the one shown in FIG. 3. 
At a step 601, a DNIS number and call type are received 

by the NAS. The NAS checks to see if the DNIS number and 
call type have a match in the call discriminator de?nitions at 
a step 603. The call discriminator de?nitions specify DNIS 
number and call type pairs that should be rejected. If there 
is a match in the call discriminator de?nitions, the call 
should be rejected at a step 605, such as by a no answer 
treatment. 

If no match is found in the call discriminator de?nitions, 
it is then determined if there is a customer pro?le that 
speci?es the DNIS number and call type pair at a step 607. 
If a customer pro?le speci?es the DNIS number and call 
type pair, that call should generally be accepted, if a resource 
is available as follows. 
At a step 609, it is determined if the customer is consum 

ing the maximum number of resources speci?ed by the base 
amount in the customer pro?le. If no, and a resource is 
available at a step 611, the call is answered at a step 613. A 
check is made at a step 615 to determine if VPDN infor 
mation is speci?ed in the customer pro?le because if it is, a 
VPDN tunnel is established. Aspects of VPDN tunneling are 
discussed in more detail in application Ser. No. 08/687,973, 
?led Jul. 29, 1996, and entitled “Virtual Dial-Up Protocol for 
Network Communication,” which is hereby incorporated by 
reference. If, instead, a resource is not available at step 611, 
the call is rejected at a step 617, such as by a CNA or busy 
signal. 



US 7,133,510 B1 
7 

Returning to step 609, if the customer has consumed the 
maximum number of connections speci?ed by the base 
amount in the customer pro?le, it is determined if over?ow 
is con?gured in the customer pro?le and whether the over 
?ow amount has been exceeded at a step 619. If over?ow is 
con?gured and the over?ow amount has not been exceeded, 
it is determined if any resources are available at a step 621. 
In resources are available, the call is answered at a step 623 
and a VPDN check is performed at a step 625. 

If resources are not available at step 621, the call is 
rejected at a step 617. Additionally, if over?ow is not 
con?gured or the over?ow amount has been reached at step 
619, the call is rejected at a step 627, such as by a busy 
signal. 

In some circumstances, it is bene?cial to have a customer 
pro?le that does not specify any speci?c DNIS groups, such 
as by using a reserved word “default” meaning all DNIS 
numbers. A customer pro?le that includes all DNIS numbers 
is called a default customer pro?le and it has the potential 
(limited by resources available) to accept all calls of a call 
type in which the DNIS number and call type pair was not 
found in a customer pro?le. Thus, a call type alone can 
specify a resource. 

Returning to FIG. 6, if the DNIS number and call type pair 
are not found in a customer pro?le at step 607, it is 
determined if a default customer pro?le exists that matches 
the call type at a step 629. If a default customer pro?le exists 
that matches the call type, it is determined if a resource is 
available at step 611 and the process continues as described 
above in reference to nondefault customer pro?les. 

If there is not a default customer pro?le that matches the 
call type at step 629, the call is rejected at a step 631, such 
as by no answer or a busy signal. Default customer pro?les 
can be utiliZed to allow a telephone company to mix 
wholesale and retail dial services. Nondefault customer 
pro?les can be utiliZed for the telephone company’s whole 
sale business. The default customer pro?le can be estab 
lished for retail business that will be authorized locally. 
Additionally, default pro?les can be utiliZed to provide 
domain name based VPDN management by specifying the 
domain name and other VPDN information in a default 
customer pro?le. 

The above has described embodiments that utiliZe a single 
NAS, however, embodiments of the invention can also 
include multiple NASs. FIG. 7 shows an embodiment of a 
system that includes multiple NASs in communication with 
a resource pool manager server (RPMS) for managing 
access to resources. A caller 701 makes a call to request a 
resource provided by a customer. One of multiple NASs 703 
receives the call into one of trunks 705. As before, trunks 
705, for example, can receive voice lines through a PSTN. 
NASs 703 are also shown to include resources such as 

modems 707. As described above, the invention can be 
advantageously applied to other resource types. 

Aresource pooling manager server (RPMS) 709 includes 
CPs 711 that specify valid telephone number and call type 
pairs for the resources of NASs 703. A router 713 is 
connected between and facilitates communication between 
NASs 703 and a WAN 715. An Ethernet switch and router 
pair can also be utiliZed to communicate between the NASs 
and WAN. A home gateway 717 is shown to represent the 
customer that is using the resources in NASs 703 in order to 
obtain data and/or services from the provider. FIG. 7 pro 
vides one typical system that can be utiliZed with the 
invention and one of skill in the art would realiZe that 
additional or fewer subsystems can be utiliZed without 
departing from the spirit and scope of the invention. 
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8 
RPMS 709 stores customer pro?les 711 for NASs 703 and 

is in communication with the NASs. In general, the NASs 
support the resource group implementation and the RPMS 
supports the customer pro?les. It should be noted that each 
of the NASs can include a backup customer pro?le (not 
shown) that is a customer pro?le that is to be used to 
establish the call handling policy if the NAS cannot establish 
a connection with RPMS 709. For example, a backup CP can 
specify DNIS numbers that should be answered and the 
resources are allocated based on the DNIS numbers alone 
(i.e., not a DNIS number and call type pair). As will be 
shown in FIG. 8, a default customer pro?le(s) can be stored 
on RPMS 7 09. 

By utiliZing multiple NASs, resources from the NASs can 
be pooled together for more e?icient utilization of the 
resources. FIG. 8 shows that resource groups can be avail 
able on each NAS and the RPMS stores customer pro?les 
that provide e?icient access to the resources across the 
NASs. ANAS 801 is shown to include resource groups 803 
and 805. Similarly, NASs 807 and 809 also include resource 
groups 803 and 805. Resource groups of similar hardware 
and/or functionality (or services) are typically given the 
same name on each NAS as shown. 

An RPMS 811 stores customer pro?les 813 and a default 
customer pro?le 815. The operation of the system shown in 
FIG. 8 is similar to the one described above with a single 
NAS, but it provides an additional bene?t in that resources 
can be shared between or among NASs. In other words, the 
resources that are of like type in all of the NASs can be 
thought of as pooled together. 

FIG. 9 illustrates a ?ow chart of a process of managing 
resources with multiple NASs and an RPMS, such as are 
shown in FIG. 8. At a step 901, a DNIS number and call type 
are received by a NAS and forwarded to the RPMS for 
processing. The RPMS checks to see if the DNIS number 
and call type pair have a match in the call discriminator 
de?nitions at a step 903. The call discriminator de?nitions 
specify DNIS number and call type pairs that should be 
rejected. If there is a match in the call discriminator de? 
nitions, the call should be rejected by the NAS at a step 905. 
Thus, the RPMS instructs the NAS to reject the call, such as 
by a no answer treatment. 

If no match is found in the call discriminator de?nitions, 
the RPMS determines if there is a customer pro?le that 
speci?es the DNIS number and call type pair at a step 907. 
If a customer pro?le speci?es the DNIS number and call 
type pair, that call should generally be accepted, if a resource 
is available as follows. 

At a step 909, the RPMS determines if the customer is 
consuming the maximum number of resources speci?ed by 
the base amount and over?ow amounts in the customer 
pro?le. If no, and a resource is available in the NAS at a step 
911, the call is answered by the NAS at a step 913. A check 
is made at a step 615 to determined if VPDN information is 
speci?ed in the customer pro?le because if it is, a VPDN 
tunnel should established. The NAS inquires if the VPDN 
information to establish a VPDN tunnel is provided in the 
customer pro?le and the RPMS responds with the VPDN 
information if it is available so the NAS can establish the 
VPDN tunnel. If, instead, a resource is not available at step 
911, the call is rejected at step 905 such as by a busy signal 
or CNA. 

Returning to step 909, if the customer has consumed the 
maximum number of connections speci?ed by the base 
amount and over?ow amount in the customer pro?le, the call 
is rejected at step 905. 
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If the DNIS number and call type pair Were not found in 
a customer pro?le at step 907, the RPMS determines if a 
default customer pro?le exists that matches the call type at 
a step 917. If a default customer pro?le exists that matches 
the call type, the process proceeds to step 909 to determine 
if the call can be accepted, otherWise the process continues 
to step 905 to reject the call. 

While the above is a complete description of preferred 
embodiments of the invention, various alternatives, modi? 
cations, and equivalents can be used. It should be evident 
that the invention is equally applicable by making appro 
priate modi?cations to the embodiments described above. 
For example, although the above has described DNIS num 
bers, the invention can also be advantageously applied to 
caller id numbers that represents the caller’s telephone 
number. Therefore, the above description should not be 
taken as limiting the scope of the invention that is de?ned by 
the metes and bounds of the appended claims along With 
their full scope of equivalents. 
What is claimed is: 
1. A computer implemented method of managing access 

to resources, comprising: 
receiving a telephone number and a call type, Wherein the 

telephone number is of a party called by a caller 
requesting access to a resource; 

identifying a customer pro?le from a plurality of customer 
pro?les according to the telephone number and the call 
tyPP; 

utiliZing the call type to identify a resource speci?ed in the 
customer pro?le; and 

determining an amount of the resource speci?ed in the 
customer pro?le that is available for the customer to 
provide to callers, Wherein the amount of the resource 
that is available is based on a base amount of the 
resource speci?ed in the customer pro?le and an over 
?oW amount of the resource speci?ed in the customer 
pro?le to provide to callers if the base amount is being 
used by the customer. 

2. The method of claim 1, further comprising: 
determining if the telephone number and the call type is 

speci?ed as calls that should be rejected; 
and rejecting the call if the telephone number and the call 

type are speci?ed as calls that should be rejected. 
3. The method of claim 1, further comprising determining 

if the telephone number is included in a telephone number 
group in the customer pro?le. 

4. The method of claim 3, Wherein the telephone number 
group is a default group that includes all telephone numbers. 

5. The method of claim 1, Wherein the telephone number 
is a dialed number information service (DNIS) number. 

6. The method of claim 1, Wherein the resource is a 
modem, HDLC controller, integrated services digital net 
Work (ISDN) adapter, V.llO terminal adapter, V.l20 termi 
nal adapter, voice over IP codecs, or PIAFS. 

7. The method of claim 1, Wherein the call type is voice, 
modem, fax, digital, V.ll0, or V.l20. 

8. A netWork access server that manages access to 

resources, comprising: 
a trunk that receives a telephone number and a call type, 

Wherein the telephone number is of a party called by a 
caller requesting access to a resource; 

a memory that stores a plurality of customer pro?les, each 
customer pro?le specifying telephone numbers and call 
types that are valid for accessing at least one resource, 
a base amount of the at least one resource that is 
available for the customer to provide to callers and an 
over?oW amount of the at least one resource that is 
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10 
available for the customer to provide to callers if the 
base amount is being used by the customer; and 

a processor that determines if the telephone number and 
call type are speci?ed in a customer pro?le as valid for 
accessing the resource the caller is requesting from the 
customer associated With the customer pro?le and the 
amount of the resource that is available. 

9. The netWork access server of claim 8, Wherein the 
processor utiliZes the call type to identify the resource to 
Which the caller is requesting access if the telephone number 
and call type are speci?ed in the customer pro?le. 

10. The netWork access server of claim 8, further com 
prising a plurality of resources that are organiZed in resource 
groups. 

11. The netWork access server of claim 8, Wherein the 
processor determines if the telephone number and call type 
are speci?ed as calls that should be rejected; and rejects the 
call if the telephone number and call type are speci?ed as 
calls that should be rejected. 

12. The netWork access server of claim 8, Wherein the 
processor determines if the telephone number is included in 
a telephone number group in the customer pro?le. 

13. The netWork access server of claim 8, Wherein the 
telephone number is a dialed number information service 
(DNIS) number. 

14. The netWork access server of claim 8, Wherein the 
resource is a modem, integrated services digital netWork 
(ISDN) adapter, V.llO terminal adapter, V.l20 terminal 
adapter, voice over IP codecs, or PIAFS. 

15. The netWork access server of claim 8, Wherein the call 
type is voice, modem, fax, digital, V.ll0, or V.l20. 

16. A computer implemented method of managing access 
to resources, comprising: 

receiving a telephone number and call type pair, Wherein 
the telephone number is of a party called by a caller 
requesting access to a resource; 

identifying a customer pro?le from a plurality of customer 
pro?les according to the telephone number and call 
tWe Pair; 

determining if the telephone number and call type pair is 
speci?ed in the customer pro?le as valid for accessing 
a resource the customer is providing to callers, Wherein 
the customer pro?le includes a base amount of the 
resource that is available to the customer to provide to 
callers and an over?oW amount of the resource that is 
available to the customer to provide to callers if the 
base amount is being used by the customer; and 

utiliZing the call type to identify the resource to Which the 
caller is requesting access if the telephone number and 
call type are speci?ed in the customer pro?le. 

17. The method of claim 16, further comprising: 
determining if the telephone number and call type pair is 

speci?ed as calls that should be rejected; 
and rejecting the call if the telephone number and call type 

pair is speci?ed as calls that should be rejected. 
18. The method of claim 16, Wherein determining if the 

telephone number and call type pair is speci?ed in a cus 
tomer pro?le includes determining if the telephone number 
is included in a telephone number group in the customer 
pro?le. 

19. The method of claim 16, Wherein the telephone 
number group is a default group that includes all telephone 
numbers. 

20. The method of claim 16, Wherein the customer pro?le 
speci?es a service to be applied to telephone calls. 
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21. The method of claim 20, wherein the service is a local 
service, virtual private dial network (V PDN) tunnel or direct 
access to a remote service. 

22. A network access server that manages access to 

resources, comprising: 
a trunk that receives a telephone number and call type 

pair, wherein the telephone number is of a party called 
by a caller requesting access to a resource; 

a memory that stores a plurality of customer pro?les, each 
customer pro?le specifying telephone number and call 
type pairs that are valid for accessing at least one 
resource, a base amount of the at least one resource that 
is available to the customer to provide to callers and an 
over?ow amount of the at least one resource that is 
available to the customer to provide to callers if the 
base amount is being used by the customer; and 

a processor that determines if the telephone number and 
call type pair is speci?ed in a customer pro?le as valid 
for accessing a resource the caller is requesting from 
the customer associated with the customer pro?le, 
wherein the processor utiliZes the call type to identify 
the resource to which the caller is requesting access if 
the telephone number and call type are speci?ed in the 
customer pro?le. 

23. The network access server of claim 22, further com 
prising a plurality of resources that are organiZed in resource 
groups. 

24. The network access server of claim 22, wherein the 
processor determines if the telephone number and call type 
pair is speci?ed as calls that should be rejected; and rejects 
the call if the telephone number and call type pair is 
speci?ed as calls that should be rejected. 

25. The network access server of claim 22, wherein 
determining if the telephone number and call type pair is 

12 
speci?ed in a customer pro?le includes determining if the 
telephone number is included in a telephone number group 
in the customer pro?le. 

26. A computer implemented method of managing access 
5 to services, comprising: 

25 

30 

answering a telephone call from a caller requesting access 
to a service; 

selecting a customer pro?le from a plurality of customer 
pro?les based on a telephone number and a call type of 
the telephone call; and 

accessing the selected customer pro?le to determine a 
service to be applied to the telephone call; 

wherein the service is a local service, virtual private dial 
network (VPDN) tunnel or direct access to a remote 
service. 

27. A network access server that manages access to 

services, comprising: 
a trunk that receives a telephone number and a call type, 

wherein the telephone number is of a party called by a 
caller requesting access to a resource; 

a memory that stores a plurality of customer pro?les that 
specify a telephone number and a call type that are 
valid for accessing a service; and 

a processor that answers a telephone call from a caller 
requesting access to a service, selects a customer pro?le 
based on a telephone number and a call type of the 
telephone call, and accesses the customer pro?le to 
determine a service to be applied to the telephone call; 

wherein the service is a local service, virtual private dial 
network (VPDN) tunnel or direct access to a remote 
service. 


