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(57) ABSTRACT 

An identi?cation and authentication scheme maintains con 
trol relationships among identities in order to allow a user to 
dynamically grant or deny permission for a technical support 
representative to access the user’s data, while allowing the 
user to retain ultimate control over access to the data. 
Interactions entered by the representative can be distin 
guished from those entered by the user, while execution 
paths for representative-entered interactions are con?gured 
so that, to an application, the representative-entered trans 
actions appear substantially identical to user-entered trans 
actions. Technical support representatives are thereby able to 
duplicate users’ problems to enable diagnosis and resolution 
of problems without requiring users to reveal their pass 
words or login credentials. 

60 Claims, 5 Drawing Sheets 
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IDENTIFICATION AND AUTHENTICATION 
MANAGEMENT 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 
The present invention is related to identi?cation and 

authentication in computer systems, and more particularly to 
specifying, implementing, and maintaining control relation 
ships among identities in an identi?cation and authentication 
management scheme in order to enable temporary access to 
user data for technical support purposes. 

2. Description of the Background Art 
In computer technical and customer support, it is often 

useful to reproduce a problem that is being experienced by 
a user in order to troubleshoot or resolve the problem. 
Reproducing a user’s problem can be particularly dif?cult 
When the support representative is at a different location than 
the user. For example, the user may call a remote technical 
support center for assistance in diagnosing and resolving a 
problem, and the technical support representative is unable 
to see the user’s screen directly. In an attempt to diagnose the 
problem, the support representative may attempt to duplicate 
the user’s problem on the support representative’s oWn 
machine. 

HoWever, the support representative may require access to 
the user’s oWn data in order to successfully replicate the 
problem. When the user’s data is stored on a remote reposi 
tory such as a server, the support representative may attempt 
to access the user’s stored data and perform various tasks on 
the data in an attempt to replicate, identify, and resolve the 
problem. This approach is particularly common for online 
(e.g., Web-based) applications, as commonly implemented 
by an Application Service Provider (ASP), Where the user 
data is typically located on a central server to Which the 
support representative has access. If the data is passWord 
protected, the user may provide the representative With the 
customer’s login identi?er and passWord, so as to permit the 
representative to access the customer’s data. 

For some applications, such as ?nancial applications or 
accounting applications, the user’s data is sensitive and/or 
con?dential. A user may be reluctant to provide his or her 
login and passWord information to a technical support 
representative; by providing such information, the user 
relinquishes control over the data and exposes the data to 
various security risks. Users may Worry that the represen 
tative may be careless With the data, or that the passWord 
may fall into the Wrong hands, or that the data may be 
misused. In short, once a user has provided his or her login 
and passWord information, security risks are introduced, and 
data integrity is at risk. The user can subsequently change his 
or her passWord, but many users do not make these changes, 
and even if they do, until the change is made, their data is 
at risk. 

Furthermore, in the context of a netWork-based applica 
tion, in order for a support representative to most effectively 
identify a problem With the application, it is desirable for the 
online application to function in the same manner Whether a 
user or a technical support representative is interacting With 
it. In particular, When a representative is manipulating data 
and otherWise interacting With the online application, the 
application should function in the same manner as it does 
When the user performs the same operations. If the behavior 
of the application differs depending on Whether a user or a 
support representative is interacting With it, the support 
representative may not be able to effectively diagnose the 
problem. On the other hand, it may be useful, particularly 
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2 
after the fact, to be able to distinguish betWeen user-entered 
interactions and those entered by the support representative, 
so that the user can determine Which interactions are bona 

?de and Which Were entered merely for diagnostic purposes. 
Conventionally, When the representative interacts With the 
application using the user’s login identi?er and passWord, it 
may not be possible to distinguish the representative’s 
interactions from the user’s interactions. 
The Unix operating system provides a “sudo” command, 

Which alloWs a user to act as a root user or other superuser, 

When authoriZed to do so by the actual root user. HoWever, 
the sudo command has several limitations that render it 
unsuitable for granting access in a customer support envi 
ronment as discussed herein. For example, user activity 
under the sudo command is not tracked separately; thus, it 
cannot easily be determined Which actions Were performed 
by an actual root user and Which Were performed via the 
sudo command. In addition, sudo is relatively in?exible, and 
does not alloW relationships among entities such as users, 
support representatives, or groups, to be established and 
modi?ed as needed. Also, a sudo session applies only to a 
single host or machine, and is not capable of controlling user 
access for a number of machines, services, or applications. 
In addition, sudo generally applies only in connection With 
a root user, and not With other arbitrary users. Finally, sudo 
does not provide suf?cient granularity for use in technical 
support sessions; a user is unable to specify that a support 
representative be permitted to access particular data associ 
ated With the particular user, and to do so in a manner that 
makes it appear (to the application) as though the activity is 
under the direction of the particular user. 
What is needed, therefore, is an identi?cation and authen 

tication management scheme that maintains control relation 
ships among identities in order to alloW a user to dynami 
cally grant or deny permission for a technical support 
representative to access the user’s data, While alloWing the 
user to retain ultimate control over access to the data. What 
is further needed is a scheme that alloWs a user to retain such 
control even When his or her data is stored on a central 
server. 

What is further needed is a scheme that alloWs interac 
tions entered by the representative to be distinguished from 
those entered by the user. 

SUMMARY OF THE INVENTION 

The present invention provides an identi?cation and 
authentication scheme that addresses the above limitations 
by providing identity objects capable of representing the 
identity of human users, groups, companies, automated 
processes, service providers, roles, or the like. The authen 
tication system provides functionality for specifying, creat 
ing, and removing control relationships betWeen identities or 
betWeen identity objects. When an identity relationship 
speci?es that one identity associated With entity A controls 
another identity associated With entity B, the identi?cation 
scheme alloWs B to act in context as A. Thus, a softWare 
application that normally alloWs access to the identity asso 
ciated With entity A can transparently alloW access to the 
identity associated With entity B acting as entity A. From the 
point of vieW of the application, the fact that entity B is 
actually conducting the interaction With the application is 
irrelevant, although in one embodiment this fact is logged 
for future inspection by auditing systems. 

In conjunction With the above-described scheme, a pass 
Word management system alloWs each end user to be the 
only one to ever knoW his or her passWord. Each identity is 
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associated With a password. Thus, a user can alloW a support 
representative to have access to the user’s data Without 
giving the support representative the user’s passWord. In 
addition, the user maintains ultimate control of his or her 
data, and can specify that the representative’s access is 
temporary, and can further request, at any time, that the 
access be terminated. 

The present invention provides a mechanism by Which a 
user can alloW a support representative to access the user’s 
data Without requiring the user to provide his or her personal 
passWord to the support representative. The user grants 
access to a representative, for example by specifying the 
type and duration of access to be granted. The representative 
can be individually identi?ed, or identi?ed as part of a 
group. For example, a generic “technical support” login can 
be enabled, so as to alloW access to any technical support 
representative. The representative is granted access to the 
user’s data, and is treated as the user for purposes of 
interacting With the application and data. In one embodi 
ment, an audit log tracks the actual credentials used to access 
the application and data, so that the representative’s actions 
can be identi?ed and distinguished from those of the user. 
The representative’s access privileges can be set to auto 
matically expire after a speci?ed time period, or after a 
certain number of accesses. The user may also retain the 
ability to terminate (or extend) the representative’s access 
privileges at any time. 

Identities can correspond to individual users or to groups 
of users. The present invention can be generaliZed to provide 
any desired level of access control among identities. Thus, 
a ?rst user (or user group) may grant a second user (or user 
group) any desired level of the ?rst user’s behavior, rights, 
and/or privileges With respect to the ?rst user’s data. 

The present invention provides a mechanism that alloWs 
interactions entered by a support representative to be dis 
tinguished from those entered by the user, even though the 
execution paths for representative-entered interactions are as 
similar as possible to those of user-entered interactions, so 
that to an application the representative-entered transactions 
appear substantially identical to user-entered transactions. 

Accordingly, the present invention alloWs a technical 
support representative to duplicate the user’s problem and 
interact With the user’s data in such a manner that assists in 
diagnosing and resolving the problem, but does not require 
the user to reveal his or her passWord (or other login 
credentials) to the technical support representative. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is an example of a system for practicing the present 
invention according to one embodiment. 

FIG. 2 is an event diagram depicting a method of the 
present invention according to one embodiment. 

FIG. 3 is a block diagram depicting an authentication 
server according to one embodiment of the present inven 
tion. 

FIG. 4 is a screen shot depicting a support representative 
login screen according to one embodiment of the present 
invention. 

FIG. 5 is a screen shot depicting a support status dialog 
box according to one embodiment of the present invention. 

The ?gures depict a preferred embodiment of the present 
invention for purposes of illustration only. One skilled in the 
art Will readily recogniZe from the folloWing discussion that 
alternative embodiments of the structures and methods illus 
trated herein may be employed Without departing from the 
principles of the invention. 
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4 
DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

Referring noW to FIG. 1, there is shoWn an example of a 
system for practicing the present invention according to one 
embodiment. In the example of FIG. 1, the invention is 
implemented in a netWork environment, as a mechanism for 
providing a support representative (“support rep”) With 
limited access to a user’s data for diagnostic purposes. 

User’s computer 102 is a conventional computer, such as 
a personal computer running an operating system and one or 
more softWare applications. The operating system may be, 
for example, Microsoft WindoWsTM, available from 
Microsoft Corporation of Redmond, Wash., or it can be any 
other operating system as is knoWn in the art. SoftWare 
applications may include conventional client-based desktop 
applications, as Well as netWork-based applications having a 
client component and a server component. Computer 102 is 
connected to netWork 101, such as the Internet, using 
Well-knoWn netWork connection schemes. For example, 
computer 102 may be connected via a dial-up modem, cable 
modem, digital subscriber line (DSL), T1, T3, or other 
netWork connection. Computer 102 may communicating via 
netWork 101 to other resources connected to netWork 101, 
using established protocols such as TCP/IP, HTTP, FTP, and 
the like. 

In conventional client-based applications, user data is 
stored locally on user’s computer 102. For example, a 
personal ?nance softWare package such as Quicken®, avail 
able from Intuit, Inc. of Mountain View, Calif., may store 
user data, including transactions, portfolios, and the like, on 
a hard drive (not shoWn) on user’s computer 102, using 
techniques that are Well knoWn in the art. 
By contrast, in netWork-based applications as may be 

provided by an application service provider (ASP), user’s 
computer 102 communicates With netWork resources, such 
as application server 106, to perform the functionality asso 
ciated With the softWare application. An example of a 
netWork-based application is QuickBooks® for the Web, 
available from Intuit Inc. of Mountain VieW, Calif. User data 
111 may be stored on a netWork resource such as data server 
112. Alternatively, some subset of user data may be stored on 
data server 112, While other user data may be stored locally 
at user’s computer 102. In addition, in some implementa 
tions of netWork-based applications, redundant storage of 
user data is performed, so that the user interacts With a local 
version of the data, Which is periodically sent to data server 
112 to update a server-based version of user data 111. 

In one embodiment, data server 112 is implemented 
according to data storage techniques that are Well knoWn in 
the art. User data 111 may be stored on a hard drive, 
according to any knoWn technique for organiZing data. For 
example, user data 111 may be stored in a database such as 
an Oracle database or the like. Application server 106 is 
implemented using techniques that are Well knoWn in the art. 
User’s computer 102 runs a client component, Which may be 
a conventional broWser such as Microsoft Internet Explorer, 
or may be a client-based softWare application component, to 
communicate With application server 106. The user thus 
interacts With user data 111 via the functionality of appli 
cation 109, as accessed over netWork 101 by client softWare 
running at computer 102. 

In general, many users may have access to application 
server 106. In order to ensure that user data 111 is secure and 

only accessible to authorized individuals, authentication 
server 107 provides functionality for authenticating users for 
access to application server 106 and to data stored on data 
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server 112. In particular, authentication server 107 veri?es 
login credentials for users that are attempting access, and 
alloWs or denies access accordingly. Such credentials may 
include user logins, passwords, biometric data, IP address 
veri?cation, and the like, or any combination thereof. In one 
embodiment, access level control module 105 de?nes access 
parameters for users; in response to a user request for access, 
authentication module 104 consults access level control 
module 105 to determine What level of access is appropriate 
for the user making the request. 

The present invention provides a scheme for facilitating 
access to application 109 and to user data 111, in a secure 
manner, by a support representative so as to facilitate 
support functions such as diagnosis and troubleshooting. 
Support representative’s computer 103 is a conventional 
computer, such as a personal computer running an operating 
system and one or more softWare applications. In one 
embodiment, computer 103 runs the same client components 
as does computer 102, for accessing application server 106 
and running application 109 thereon. In another embodi 
ment, computer 103 runs a superset of the client compo 
nents, or an enhanced version of such components, so as to 
enable the support representative to perform diagnostic and 
troubleshooting functions With respect to application 109. 
By running client components that are identical to or related 
to those components being run at computer 102, computer 
103 alloWs a support representative to duplicate the user’s 
experience and application interaction and thereby more 
easily identify and diagnose problems. 

Computer 103 interacts With authentication server 107 
and application server 106 via netWork 101, in a manner 
similar to analogous interactions for computer 102. To the 
extent possible Within the framework of a technical support 
environment, computer’s 103 interactions With server com 
ponents are designed to be substantially identical to those of 
user’s computer 102, so that the support representative can 
better diagnose problems. HoWever, in some embodiments, 

20 

25 

30 

35 

6 
As Will be described in more detail beloW, the support 

representative is granted access to user data 111 in a limited 
fashion, so as to preserve the security and integrity of data 
111. Access may be limited temporally, so that a support 
representative’s access privileges With respect to particular 
user data 111 are temporary. Access may also be limited in 
a functional or operational sense, so that support represen 
tatives are not permitted to perform certain actions that may 
be permitted for actual users (such as deleting data, for 
example). Access level control module 105 de?nes access 
parameters for support representatives, and provides infor 
mation to authentication module 104 to de?ne hoW long 
support representative access is to be made available, What 
type of access is permissible by support representatives, and 
the like. 

In one embodiment, authentication module 104 controls 
support representative access and communicates With appli 
cation 109 in such a manner that, to application 109, it 
appears as though the actual user is performing the interac 
tion, rather than a support representative. Communication 
With application 109 may be performed by an application 
interface 108 that is designed to communicate authentication 
information to application 109, or by other functionality in 
module 104. For example, an agency relationship layer (not 
shoWn) may be provided that acts as an intermediary 
betWeen application 109 and computers 102 and 103, to 
make actions of the support representative appear as though 
they are being performed by the actual user. Agency rela 
tionship layer can function under the direction of authenti 
cation module 104 and access level control module 105. In 
this manner, the support representative is able to “step into 
the shoes” of the user and thereby duplicate the precise 
problem the user is having. Audit log 110 tracks interactions 
With application 109, and in one embodiment keeps track of 
Which interactions Were performed by the actual user and 
Which Were performed by the support representative. 
One example of an data format for audit log 110 is shoWn 

beloW: 

CREATE TABLE PZOWNPZiAUDIT ( 
AUDITiID NUMBER (22, 0) NOT NULL // unique key for this item 
,ACTIONiCODE NUMBER (2, O) // speci?es the nature of the event 
,EVENTiCODE NUMBER (2, 0) NOT NULL // speci?es the nature of the event 
,SERVICEiID NUMBER (22, O) // classi?es the event by specifying the application 
,COMPANYiAUTHiID 
,US ERiAUTHiID 
,AGENTiAUTHiID 

NUMBER (22, 0) 
NUMBER (22, 0) 
NUMBER (22, 0) 

NOT NULL 
NOT NULL 

// part of ?rst user’s ID 
// part of ?rst user’s ID 
// second user’s ID (e.g. support rep) 

,REMOTEiIP VARCHAR2 (16) // IP address of client that performed the action 
,LOCALiIP VARCHAR2 (16) NOT NULL // IP address of server that Was connected to client 
,CREATEiDATE DATE NOT NULL // date created 
,cREATELUsERnD 
,DETAIL 

NUMBER (22, 0) 
VARCHAR2 (1000) 

,DETAILLCLASSLCODE NUMBER (2, 0) 

// user ID of user that created the record 
// ?rrther details on action and event 
// ?rrther details 

NOT NULL 

additional functionality is provided for use by support 
representative that may not be available on user’s computer 
102. 

In one embodiment, computer 103 may be connected to 
authentication server 107 and application server 106 via a 

netWork other than netWork 101. In particular, computer 103 
may be connected via a secure netWork to Which computer 
102 does not have access, such as an internal corporate 
netWork. Such an arrangement may enhance security, and 
may ensure that some functions (such as the ability to sign 
on as another user) are only accessible to computers 103 
connected to the secure netWork. 

55 

60 

65 

In one embodiment, the invention generates and stores an 
entry in audit log 110, according to a format such as that 
shoWn above, for each auditable transaction or event. One 
skilled in the art Will recogniZe that any format may be used 
for audit log 110. 

In one embodiment, authentication server 107 operates to 
control access to more than one application 109 running on 
one or more application servers 106. Similarly, various 
applications 109 may run in connection With different data 
servers 112 and different sources of user data 111. Thus, the 
techniques of the present invention can be extended to apply 
to more than one application 109 and/or more than one user 

data 111 source simultaneously. For example, With a single 
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command, a user may grant a support representative access 
to user data 111 in connection With any number of machines, 
services, applications 109, and data servers 112. By centrally 
coordinating and logging such support representative access, 
the invention can ensure that the access is authorized in 
accordance With the user’s instructions and speci?cations, 
regardless of hoW many applications 109 and data servers 
112 are involved. Access can also be controlled, terminated, 
and managed centrally so as to minimize unauthorized 
access to user data 111. 

Referring noW also to FIG. 3, there is shoWn a block 
diagram depicting an authentication server 107 according to 
one embodiment of the present invention. Identity objects 
301 represent entities such as users, support representatives, 
groups, companies, automated processes, service providers, 
roles, or the like. Each object 301 de?nes characteristics and 
parameters associated With a particular entity; such charac 
teristics and parameters may include, for example, the 
resources the entity is permitted to access, the level of 
authentication to be performed in connection With the entity, 
the types of operations the entity is permitted to perform. In 
one embodiment, objects 301 are de?ned according to 
knoWn techniques of object-oriented softWare program 
ming; objects may therefore be related according to hierar 
chies and object classes, and may inherit properties and 
values from one another. 

Control relationships 302 de?ne any relevant relation 
ships entities have With one another. For example, if one 
entity A controls another entity B, then B can act in context 
as A. SoftWare that alloWs A access can transparently alloW 
B acting as A. To the softWare, it Would appear that A is 
performing the actions. Control relationships 302 are a 
mechanism for storing, updating, changing, and deleting 
relationships among entities. 

In one embodiment, access level control module 105 
provides functionality for maintaining identity objects 301 
and control relationships 302, and for interpreting objects 
301 and relationships 302 in the context of authenticating 
users. Thus, if a support representative attempts to access 
user data While acting as a user, module 105 consults control 
relationships 302 to determine Whether the support repre 
sentative is authorized to act as the user, and module 105 
further consults identity objects 301 to determine Whether, 
even While acting as the user, the support representative is 
authorized to take the action speci?ed. In one embodiment, 
module 105 communicates With module 104, Which pro 
vides instructions to application 109 as to Whether to alloW 
or deny the action. In one embodiment, application interface 
108 performs the actual communication With application 
109. 

PassWord management module 303 is a conventional 
module for managing, storing, and updating user passWords 
in a secure manner. In one embodiment, passWords are 
stored in a secure database in passWord management module 
303. Users can update and modify their passWords according 
to conventional user interface techniques and secure storage 
techniques. 

The architecture depicted in FIG. 3 thus alloWs entities 
such as users, support representatives, and the like to autho 
rize one another to access data, and provides a mechanism 
for maintaining such relationships While providing a secure 
passWord management system. The architecture thus pro 
vides an embodiment for an identi?cation and authentication 
management system as described herein and as set forth in 
the claims. 

Referring noW also to FIG. 2, there is shoWn an event 
diagram depicting a method of the present invention accord 
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8 
ing to one embodiment. The method shoWn assumes that a 
user is running netWork-based softWare application 109 via 
his or her computer 102 over netWork 101, to access and 
interact With user data 111. The user has authenticated 
himself or herself via entry of a login identi?er and pass 
Word, or via some other authentication means. The user 
encounters some problem in attempting to perform a func 
tion on application 109, and contacts 201 a customer support 
center for help. A support representative ansWers the call and 
greets the user. One skilled in the art Will recognize that the 
communication betWeen the user and the support represen 
tative can take place via any communication medium, 
including telephone, e-mail, instant messaging, pager, and 
the like. 

In the course of describing the problem to the support 
representative, the user may Wish to shoW the support 
representative What is going on, in particular With the user’s 
oWn data 111. In order to alloW the support representative to 
duplicate the problem on the support representative’s com 
puter 103, the user activates 202 support representative 
access to user data 111. Depending on the nature of user data 
111 and the authorization level of the user, the user may 
activate access to data relevant to the entire company, or just 
to the particular user, or to some subset of data. In one 
embodiment, the user speci?es Which data or subset of data 
the support representative is authorized to access. 

In one embodiment, the user activates the representative’ s 
access via a command on the user’s computer for granting 
access to a support representative. The command may be 
provided in the context of the client component of the 
application being run, or it may be provided in the context 
of an operating system function such as a Terminate and 
Stay Resident (TSR) program that may be activated in 
response to a prede?ned key combination or menu selection, 
or it may be provided in the context of a technical support 
application or plug-in. In one embodiment, a unique support 
representative ID is associated With the support representa 
tive; the support representative can then provide the support 
representative ID to the user, so that the user can enter the 
support representative ID via a dialog box or entry screen in 
order to grant that particular support representative access to 
user data 111. In another embodiment, the user does not 
specify a particular support representative or enter a support 
representative ID, but rather speci?es that access should be 
granted to all authorized support representatives. In one 
embodiment, the user provides an expiry time or date, or a 
duration, or a maximum number of logins, after Which the 
access granted to the support representative Will expire; 
alternatively such parameters may be prede?ned. One 
skilled in the art Will recognize that many other schemes 
may be used for the user to specify that access to user data 
111 be granted to an individual support representative or to 
a set of authorized support representatives. 
Once the user has activated support representative access, 

access level control module 105 is updated to indicate that 
support representative access has been activated, and to 
indicate the parameters and limitations of the support rep 
resentative access. The support representative logs in 203 to 
application server 106. Authentication module 104 authen 
ticates the support representative’s login credentials to 
verify that the support representative has been granted 
access. 

In one embodiment, support representative logs in 203 by 
providing his or her oWn login ID and passWord. Authenti 
cation module 104 recognizes the support representative’s 
credentials, checks via module 105 that the support repre 
sentative has been granted access to user data 111 for the 
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particular user, and allows the support representative to 
access user data 111. In another embodiment, support rep 
resentative logs in 203 using a special temporary login ID 
and passWord that is only effective for the current support 
session, or some other limited time period or number of 
accesses. In such an embodiment, the temporary login ID 
and passWord may be communicated to the support repre 
sentative in step 202, When the user activates support 
representative access. For example, the temporary creden 
tials may be e-mailed or instant-messaged to the support 
representative. Alternatively, the temporary credentials may 
appear on the user’s screen When the user activates support 
representative access, and the user may then communicate 
the credentials to the support representative. 

In an alternative embodiment, the support representative 
logs in 203 and speci?es Which user’s data he or she is 
attempting to access. A dialog box may then appear on the 
user’s screen, informing the user that the support represen 
tative is seeking access and prompting the user to authoriZe 
or deny the request. If the user authoriZes the request, he or 
she is considered to have activated 202 the support repre 
sentative access and created a temporary login for the 
representative. Thus, in this alternative embodiment, step 
203 takes place before step 202. One skilled in the art Will 
recogniZe that the steps of the described method may be 
rearranged in any order Without departing from the essential 
characteristics of the present invention. 
Once the support representative has logged in 203, he or 

she runs 204 application 109 and interacts With application 
109 in a manner that is substantially identical to the manner 
in Which an ordinary user interacts With application 109, 
including accessing and interacting With user data 111 via 
the interface of application 109. In accordance With the 
support representative’s commands and interactions, appli 
cation 109 accesses 208 user data 111 in the same manner as 

it Would for the actual user. In particular, the support 
representative may attempt to perform certain actions and 
interactions that are similar to those that caused the user to 
experience problems. In this manner, the support represen 
tative seeks to replicate the user’s problems and thereby 
diagnose and resolve them. In one embodiment, While the 
support representative runs 204 application 109, the support 
representative’s commands and interactions are sent to 
application 109 as though they came from the actual user. 
Thus, to application 109, the support representative’s actions 
are, in general, indistinguishable from user actions and 
appear to come from the actual user. In one embodiment, 
support representatives may be prohibited from performing 
certain actions (such as deleting data, or vieWing particularly 
sensitive data); such proscriptions and limitations may be 
predetermined, or may be con?gurable by the user at the 
time support representative access is activated 202. If the 
support representative attempts a prohibited action, such 
action is intercepted by authentication module 104 before 
application 109 effects the action. 

Support representative activity is tracked 205 and stored 
in audit log 110. In one embodiment, audit log 110 stores, for 
each action item, information specifying Whether the action 
Was performed by the actual user or the support represen 
tative. Thus, the user can later consult the audit log to see 
What actions the support representative performed. In one 
embodiment, functionality is provided for undoing those 
actions that Were performed by the support representative, so 
that, once the support representative has completed the 
troubleshooting task, user data 111 can be restored to its 
previous state. In another embodiment, When the support 
representative begins interacting With user data 111, a 
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backup copy of user data 111 is made; subsequently, user 
data 111 can be restored to its previous state using the 
backup copy. 

At some point, the support representative’s temporary 
login expires 206. Expiry can take place When any of the 
folloWing events occur: 

after a predetermined time period has elapsed (eg the 
temporary login may only last 24 hours, or some other 
time period that is preset or selectable by the user); 

after a predetermined number of uses of the temporary 
login (eg the temporary login may expire after three 
uses, or some other number of uses, the number being 
preset or selectable by the user); 

upon explicit command by the user to terminate the 
temporary login; 

upon detection of a security breach or other signi?cant 
event; or 

upon any combination of the above. 
Expiry of the temporary login ensures that, once the 

troubleshooting task has been completed, user data 111 
remains secure. In addition, the use of the temporary login 
as described above alloWs the support representative to 
access user data 111 for diagnostic purposes, Without requir 
ing the user to provide his or her personal login credentials 
and thereby compromise the security of user data 111. 
Finally, audit log 110 alloWs the user to see What transac 
tions the support representative performed. 

In an alternative embodiment, a designated support rep 
resentative account is provided. The support representative 
account is intended for use only by support representatives, 
and can only be accessed via a back-end tech support login 
screen that is available only on support representative’s 
computer 103. The back-end screen may be implemented for 
example, using application 109 With components of authen 
tication server 107 as appropriate for back-end usage. 

In another embodiment, the support representative 
account cannot be accessed from ordinary user’s computers 
102. In an alternative embodiment, the support representa 
tive account may be accessed from any computer, but special 
login credentials are provided only to support representa 
tives, so that ordinary users cannot misuse the support 
representative account. 

In such an embodiment, rather than using a temporary 
login, the support representative uses the designated support 
representative account, Which belongs to the individual 
support representative or to a group of support representa 
tives. In one embodiment, the designated account may also 
be associated With a particular user or a particular company. 
Referring again to FIG. 2, in this embodiment, the support 
rep logs in 203 using the designated support representative 
account and runs 204 the application using the designated 
support representative account. In one embodiment, appli 
cation 109 tracks usage 205 in lieu of authentication server 
106 tracking usage. 

Referring noW to FIG. 4, there is shoWn a screen shot 
depicting a support representative login screen 400 accord 
ing to one embodiment. Screen 400 may be accessible only 
from support representatives’ computers 103 and not from 
regular users’ computers 102. This restricted access may be 
accomplished by requiring passWord authentication before 
screen 400 can be shoWn, or by only alloWing access to 
screen 400 from computers having a designated Internet 
Protocol (IP) address range or physical location, or by 
keeping secret the Uniform Resource Locator (URL) for 
accessing screen 400, or by any other means for restricting 
access. Alternatively, screen 400 may be accessible from any 
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computer, but may be con?gured to only authenticate login 
credentials for support representatives and not for regular 
users. 

Company login ?eld 401 accepts input to specify Which 
user data is to be accessed. In one embodiment, ?eld 401 
accepts an internal identi?er for the company associated 
With the user. In another embodiment, ?eld 401 accepts a 
company login, user identi?er, or any other identi?er to 
specify the user or company. Support representative login 
?eld 402 accepts the support representative’s personal login 
identi?er. Support representative passWord ?eld 403 accepts 
the support representative’s personal passWord, for authen 
tication purposes. Login button 404 initiates login credential 
authentication, and clear button 405 clears ?elds 401, 402, 
and 403. The support representative’s login credentials may 
be authenticated by authentication server 107, or by a 
separate authentication server or module (not shoWn) spe 
ci?cally designated to authenticate support representatives. 
Once the support representative has ?lled ?elds 401, 402, 

and 403 and clicked on login button 404 to initiate authen 
tication, he or she is presented With feedback indicating 
Whether access to user data 111 is granted. In one embodi 
ment, the user is presented With a dialog box indicating that 
a support representative is attempting to access user’s data 
111 and providing options for authorizing or denying the 
request (and for specifying authoriZation parameters such as 
hoW long the authoriZation should last, number of logins 
permitted, and the like). The support representative may be 
provided With appropriate feed-back to indicate the request 
is pending, until the user indicates Whether or not the request 
is authoriZed. Once the user responds, the support represen 
tative may be provided With additional feedback to indicate 
Whether the request Was authorized. 

Alternatively, in another embodiment, the user ?rst autho 
riZes support representative access (and speci?es authoriza 
tion parameters), and then the support representative 
accesses screen 400 to enter login credentials and request 
access to the user’s data. In this embodiment, if the user has 
authoriZed access, the support representative’s request is 
granted immediately. If the user has not authoriZed access, 
the support representative’s request is denied. 
When a user Wishes to grant a support representative 

access to user data 111, the user activates a command that 
alloWs support representatives to access the user’s data 111. 
As described above, the user may activate this command by 
clicking on a button, selecting a menu item, or the like, either 
With or Without prompting. If the support representative has 
requested access via login screen 400, the user may be 
presented With a dialog box or other screen display prompt 
ing the user to indicate Whether access should be authoriZed 
or denied. 

Rather than granting access to a particular support repre 
sentative, such a command grants access to all support 
representatives as a group. Assuming that the support rep 
resentative account credentials are maintained in a secure 

fashion, and/or are only functional When entered at a support 
representative’s computer 103, such a scheme ensures that 
ordinary users cannot misuse the support representative 
account to gain access to other users’ data. 
Once the user has speci?ed that support representative 

access be granted, the support representative can log in using 
the support representative account, and is thereby granted 
access to user data 111. While the support representative 
runs application 109, application 109 is presented With 
interactions as though they came from the actual user. Thus, 
to application 109, the support representative’s actions are, 
in general, indistinguishable from user actions and appear to 
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come from the actual user. In one embodiment, the support 
representative can only use the support representative 
account in connection With a particular user for a limited 
time, or for a limited number of logins, or according to some 
other limiting criterion. Unlike the above-described scheme 
Wherein the temporary login expires, the support represen 
tative account does not expire altogether but becomes unus 
able With respect to a particular user (or company) When the 
terminating event takes place. For example, support repre 
sentative accounts may be rendered unusable With respect to 
a particular user effective at a particular time each day. 
As With the previous embodiment, support representative 

actions are tracked in the audit log 110 With a designation 
that such actions Were performed by a support representative 
rather than by the actual user. 

In one embodiment, a dialog box, icon, or other indicator 
is provided on the user’s computer 102 to shoW Whether the 
support representative’ s access is enabled or disabled, and to 
shoW When the support representative is logged on and 
interacting With the user’s data 111. Referring noW to FIG. 
5, there is shoWn a screen shot depicting a support status 
dialog box 501 according to one embodiment of the present 
invention, overlapping a normal screen 500 as presented by 
application 109. Dialog box 501 informs the user as to the 
status of the support representative’s interactions With the 
user’s data, and provides options for terminating the support 
representative’s access and/or vieWing the actions per 
formed by the support representative. In the example of FIG. 
5, status indicator 502 shoWs that the support representa 
tive’s access is enabled, and company ID indicator 503 
shoWs the company ID under Which the support represen 
tative obtained access. A Disable Service Consultant com 
mand 504 provides an option for immediately terminating 
the support representative’s access. A View Modi?cations 
command 505 provides functionality for vieWing the actions 
performed by the support representative, Which may be 
retrieved from audit log 110. Close button 506 dismissed 
dialog box 501. One skilled in the art Will recogniZe that 
dialog box 501 may contain other commands, status indi 
cators, information, and options for monitoring and control 
ling support representative access. 
The present invention thus provides a scheme Whereby a 

support representative can access user data 111 in order to 
replicate and diagnose problems, Without compromising the 
security of user data 111. Users retain ultimate control over 
their data. Furthermore, While the support representative is 
interacting With application 109, the interactions are made to 
appear as though the actual user is initiated them. Thus, 
application 109 acts substantially the same Way as it Would 
if the actual user Were performing the actions being per 
formed by the support representative. This alloWs the sup 
port representative to more easily diagnose problems, by 
avoiding the introduction of variation in operation that 
Would otherWise take place Without the techniques disclosed 
herein. In addition, the present invention alloWs users to 
grant support representatives access Without requiring users 
to share their personal passWords. 
The present invention provides capability for tracking 

Which actions Were performed by an actual user and Which 
Were performed by a support representative. In addition, the 
present invention is extremely ?exible in alloWing entity 
relationships to be established, modi?ed, and terminated as 
needed. By operating across any number of application 
servers and data servers, the invention is capable of con 
trolling access for any number of machines, services, or 
applications in a centraliZed manner and under the user’s 
direction. Finally, the present invention alloWs a user to 
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permit access to particular data associated With the user, or 
to a company, or any desired subset of data. 

In the above description, for purposes of explanation, 
numerous speci?c details are set forth in order to provide a 
thorough understanding of the invention. It Will be apparent, 
hoWever, to one skilled in the art that the invention can be 
practiced Without these speci?c details. In other instances, 
structures and devices are shoWn in block diagram form in 
order to avoid obscuring the invention. 

Reference in the speci?cation to “one embodiment” or 
“an embodiment” means that a particular feature, structure, 
or characteristic described in connection With the embodi 
ment is included in at least one embodiment of the invention. 
The appearances of the phrase “in one embodiment” in 
various places in the speci?cation are not necessarily all 
referring to the same embodiment. 
Some portions of the detailed description are presented in 

terms of algorithms and symbolic representations of opera 
tions on data bits Within a computer memory. These algo 
rithmic descriptions and representations are the means used 
by those skilled in the data processing arts to most effec 
tively convey the substance of their Work to others skilled in 
the art. An algorithm is here, and generally, conceived to be 
a self-consistent sequence of steps leading to a desired 
result. The steps are those requiring physical manipulations 
of physical quantities. Usually, though not necessarily, these 
quantities take the form of electrical or magnetic signals 
capable of being stored, transferred, combined, compared, 
and otherWise manipulated. It has proven convenient at 
times, principally for reasons of common usage, to refer to 
these signals as bits, values, elements, symbols, characters, 
terms, numbers, or the like. 

It should be borne in mind, hoWever, that all of these and 
similar terms are to be associated With the appropriate 
physical quantities and are merely convenient labels applied 
to these quantities. Unless speci?cally stated otherWise as 
apparent from the discussion, it is appreciated that through 
out the description, discussions utiliZing terms such as 
“processing” or “computing” or “calculating” or “determin 
ing” or “displaying” or the like, refer to the action and 
processes of a computer system, or similar electronic com 
puting device, that manipulates and transforms data repre 
sented as physical (electronic) quantities Within the com 
puter system’s registers and memories into other data 
similarly represented as physical quantities Within the com 
puter system memories or registers or other such informa 
tion storage, transmission or display devices. 

The present invention also relates to an apparatus for 
performing the operations herein. This apparatus may be 
specially constructed for the required purposes, or it may 
comprise a general-purpose computer selectively activated 
or recon?gured by a computer program stored in the com 
puter. Such a computer program may be stored in a computer 
readable storage medium, such as, but is not limited to, any 
type of disk including ?oppy disks, optical disks, CD 
ROMs, and magnetic-optical disks, read-only memories 
(ROMs), random access memories (RAMs), EPROMs, 
EEPROMs, magnetic or optical cards, or any type of media 
suitable for storing electronic instructions, and each coupled 
to a computer system bus. 

The algorithms and displays presented herein are not 
inherently related to any particular computer, netWork of 
computers, or other apparatus. Various general-purpose sys 
tems may be used With programs in accordance With the 
teachings herein, or it may prove convenient to construct 
more specialiZed apparatus to perform the required method 
steps. The required structure for a variety of these systems 
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appears from the description. In addition, the present inven 
tion is not described With reference to any particular pro 
gramming language. It Will be appreciated that a variety of 
programming languages may be used to implement the 
teachings of the invention as described herein. 

Moreover, the present invention claimed beloW is oper 
ating on or Working in conjunction With an information 
system. Such an information system as claimed may be the 
entire Work?oW system as detailed herein in the preferred 
embodiment or only portions of such a system. For example, 
the present invention can operate With an information sys 
tem that need only be a broWser in the simplest sense to 
present and display objects. Thus, the present invention is 
capable of operating With any information system from 
those With minimal functionality to those providing all the 
functionality disclosed herein. 
As Will be understood by those familiar With the art, the 

invention may be embodied in other speci?c forms Without 
departing from the spirit or essential characteristics thereof. 
For example, the particular architectures depicted above are 
merely exemplary of one implementation of the present 
invention. The functional elements and method steps 
described above are provided as illustrative examples of one 
technique for implementing the invention; one skilled in the 
art Will recogniZe that many other implementations are 
possible Without departing from the present invention as 
recited in the claims. LikeWise, the particular capitaliZation 
or naming of the modules, protocols, features, attributes, or 
any other aspect is not mandatory or signi?cant, and the 
mechanisms that implement the invention or its features may 
have different names or formats. In addition, the present 
invention may be implemented as a method, process, user 
interface, computer program product, system, apparatus, or 
any combination thereof. Accordingly, the disclosure of the 
present invention is intended to be illustrative, but not 
limiting, of the scope of the invention, Which is set forth in 
the folloWing claims. 
What is claimed is: 
1. A computer-implemented method for managing tem 

porary access to a ?rst user’s data, comprising: 
receiving, from a ?rst user, a message at an authentication 

server, the ?rst user having an authentication credential 
With respect to a ?rst user’s account used to interact 
With the ?rst user’s data through an application, the 
message that a second user be granted temporary access 
to the ?rst user’s data through the application; 

receiving, from the second user, a request at the authen 
tication server, the request to access the ?rst user’s data 
through the application; and 

responsive to the request from the second user, obtaining 
the ?rst user’s authentication credential from the 
authentication server and granting the second user 
temporary access to the ?rst user’s data through the 
application by providing to the application the ?rst 
user’ s authentication credential, Wherein the ?rst user’ s 
authentication credential is not provided to the second 
user. 

2. The method of claim 1, Wherein granting the second 
user temporary access comprises activating a temporary 
access credential for the second user. 

3. The method of claim 1, Wherein granting the second 
user temporary access comprises creating an entity relation 
ship betWeen an account associated With the second user and 
an account associated With the ?rst user. 

4. The method of claim 3, Wherein the account associated 
With the second user comprises a support representative 
account. 
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5. The method of claim 1, wherein the message identi?es 
the second user and speci?es a level of access for the second 
user, and Wherein granting the second user temporary access 
comprises granting the speci?ed level of access. 

6. The method of claim 1, Wherein the second user 
belongs to a group of users, and the message identi?es the 
group of users to Which the second user belongs. 

7. The method of claim 6, further comprising: 
receiving an identi?er from the second user, identifying 

the second user as belonging to the group of users. 

8. The method of claim 6, further comprising: 
authenticating the second user as belonging to the group 

of users. 

9. The method of claim 6, Wherein the group comprises 
support representatives. 

10. The method of claim 1, further comprising: 
authenticating the second user; 
and Wherein granting the second user temporary access to 

the ?rst user’s data comprises: 
responsive to the request from the second user and 

responsive to the authentication of the second user 
being successful, granting the second user temporary 
access to the ?rst user’s data by providing the ?rst 
user’ s authentication credential. 

11. The method of claim 1, Wherein granting the second 
user temporary access to the ?rst user’s data comprises 
granting the second user a level of access different from a 
level of access available to the ?rst user. 

12. The method of claim 1, Wherein receiving the message 
comprises receiving the message via a netWork. 

13. The method of claim 12, Wherein receiving the request 
comprises receiving the request via the netWork. 

14. The method of claim 12, Wherein receiving the request 
comprises receiving the request via a second netWork. 

15. The method of claim 1, further comprising storing in 
an audit log information describing the second user’s access 
to the ?rst user’s data and identifying the second user in 
connection With the access. 

16. A computer-implemented method for managing levels 
of access to a ?rst user’s data for at least tWo users, 
comprising: 

establishing a control relationship betWeen a ?rst user’s 
authentication credential and a second user’s authenti 
cation credential, the control relationship alloWing the 
?rst user to specify at least one parameter of the second 
user’s level of access to a ?rst user’s data; 

receiving, from a ?rst user, a message at an authentication 
server, the ?rst user having an authentication credential 
With respect to a ?rst user’s account used to interact 
With the ?rst user’s data through an application, the 
message that a second user be granted temporary access 
to the ?rst user’s data through the application; 

receiving, from the second user, a request at the authen 
tication server, the request to access the ?rst user’s data 
through the application; and 

responsive to the request from the second user, granting 
the second user access to the ?rst user’s data through 
the application according to the second user’s level of 
access as speci?ed by the ?rst user, by providing to the 
application the ?rst user’s authentication credential, 
Wherein the ?rst user’s authentication credential is 
obtained from the authentication server and is not 
provided to the second user. 

17. The method of claim 16, Wherein the second user is a 
support representative. 
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18. The method of claim 16, further comprising: 
terminating the second user’s access to the ?rst user’s 

data. 
19. The method of claim 1 or 16, further comprising: 
terminating the second user’s access to the ?rst user’s data 

after a predetermined time period. 
20. The method of claim 19, Wherein the predetermined 

time period is selectable by the ?rst user. 
21. The method of claim 1 or 16, further comprising: 
terminating the second user’s access to the ?rst user’s data 

after the second user has accessed the ?rst user’s data 
a predetermined number of times. 

22. The method of claim 21, Wherein the predetermined 
number of times is selectable by the ?rst user. 

23. The method of claim 1 or 16, further comprising: 
terminating the second user’s access to the ?rst user’s data 

in response to a command received from the ?rst user. 
24. The method of claim 1 or 16, further comprising: 
terminating the second user’s access to the ?rst user’s data 

in response to a predetermined event. 
25. The method of claim 1 or 16, further comprising: 
responsive to granting the second user access, outputting, 

to the ?rst user, noti?cation of the second user’s access 
to the ?rst user’s data. 

26. The method of claim 1 or 16, further comprising: 
responsive to granting the second user access, storing 

information describing the second user’s access to the 
?rst user’s data. 

27. The method of claim 26, Wherein storing information 
comprises storing the information in an audit log. 

28. The method of claim 1 or 16, further comprising: 
storing information describing at least one subsequent 

interaction With the ?rst user’s data. 
29. The method of claim 28, Wherein storing information 

comprises, for each interaction, storing information identi 
fying Which user accesses the ?rst user’s data. 

30. The method of claim 1 or 16, Wherein the access to the 
?rst user’s data by the second user is masked so that an 
application through Which the second user accesses the ?rst 
user’s data is unable to distinguish the access by the second 
user from access by the ?rst user. 

31. The method of claim 16, Wherein the ?rst user’s level 
of access is different from the second user’s level of access. 

32. The method of claim 1 or 16, Wherein the ?rst user’s 
data comprises at least one selected from the group consist 
ing of: 

a data ?le; 
a data ?le stored at a server; and 
data associated With the ?rst user. 
33. The method of claim 1 or 16, Wherein the steps of the 

method are performed by a Web-based application. 
34. A system for granting to a second user access to a ?rst 

user’s data in response to a message from a ?rst user, 
comprising: 

an authenticator communicatively adapted to receive over 
a netWork connection authentication credentials of the 
?rst and second users and adapted to authenticate each 
user from the authentication credentials; 

an access level control module, communicatively coupled 
to the authenticator, for de?ning for each user a level of 
access to a ?rst user’s data; and 

a resource interface, communicatively coupled to the 
access level control module, for granting the second 
user access to the ?rst user’s data through the resource 
interface by providing the ?rst user’s authentication 
credential to the authenticator for authentication, 
Wherein the ?rst user’s authentication credential is 
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obtained from an authentication server and is not 
provided to the second user. 

35. The system of claim 34, Wherein the access level 
control module activates a temporary access credential for 
the second user. 

36. The system of claim 34, Wherein the access level 
control module creates an entity relationship betWeen an 
account associated With the second user and an account 
associated With the ?rst user. 

37. A system for granting to a second user access to a ?rst 
user’s data in response to a message from a ?rst user, 
comprising: 

an access level control module, for establishing a control 
relationship betWeen an authentication credential asso 
ciated With the ?rst user and an authentication creden 
tial associated With the second user, the control rela 
tionship alloWing the ?rst user to control at least one 
parameter of the second user’s level of access; and 

a resource interface, coupled to the access level control 
module, for granting the second user access to the ?rst 
user’s data through the resource interface according to 
the second user’s level of access, by providing the ?rst 
user’s authentication credential to an authenticator, 
Wherein the ?rst user’s authentication credential is 
obtained from an authentication server and is not 
provided to the second user. 

38. The system of claim 34 or 37, Wherein the resource 
interface further terminates the second user’s access to the 
?rst user’s data. 

39. The system of claim 34 or 37, Wherein the resource 
interface further terminates the second user’s access to the 
?rst user’s data after a predetermined time period. 

40. The system of claim 39, Wherein the predetermined 
time period is selectable by the ?rst user. 

41. The system of claim 34 or 37, Wherein the resource 
interface further terminates the second user’s access to the 
?rst user’s data after the second user has accessed the ?rst 
user’s data a predetermined number of times. 

42. The system of claim 41, Wherein the predetermined 
number of times is selectable by the ?rst user. 

43. The system of claim 34 or 37, Wherein the resource 
interface further terminates the second user’s access to the 
?rst user’s data in response to a command received from the 
?rst user. 

44. The system of claim 34 or 37, Wherein the resource 
interface further terminates the second user’s access to the 
?rst user’s data in response to a predetermined event. 

45. The system of claim 34 or 37, further comprising: 
an output device, coupled to the resource interface, for 

outputting, to the ?rst user, noti?cation of the second 
user’s access to the ?rst user’s data. 

46. The system of claim 34 or 37, further comprising: 
a storage device, coupled to the resource interface, for 

storing information describing the second user’s access 
to the ?rst user’s data. 

47. The system of claim 46, Wherein the storage device 
stores information identifying Which user accesses the ?rst 
user’s data. 

48. The system of claim 34 or 37, Wherein the access to 
the ?rst user’s data by the second user is masked so that an 
application through Which the second user accesses the ?rst 
user’s data is unable to distinguish the access by the second 
user from access by the ?rst user. 

49. The system of claim 34 or 37, Wherein the ?rst user’s 
data comprises at least one selected from the group consist 
ing of: 
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a data ?le; 
a data ?le stored at a server; and 
data associated With the ?rst user. 
50. In a client/ server system for granting to a second user 

access to a ?rst user’s data in response to a message from a 
?rst user specifying that the second user be granted access 
to the ?rst user’s data, a server comprising: 

an authenticator, for authenticating each user according to 
authentication credentials; 

an access level control module, coupled to the authenti 
cator, for de?ning a level of access to the ?rst user’s 
data for each user; and 

a resource interface, coupled to the access level control 
module, for granting to a client operated by the second 
user access to the ?rst user’s data through the resource 
interface by providing the ?rst user’s authentication 
credential to the authenticator, Wherein the ?rst user’s 
authentication credential is obtained from an authenti 
cation server and is not provided to the second user. 

51. In a client/ server system for granting to a second user 
access to a ?rst user’s data in response to a message from a 
?rst user specifying that the second user be granted access 
to the ?rst user’s data, a server comprising: 

an access level control module, for establishing a control 
relationship betWeen the ?rst user’s authentication cre 
dential and the second user’s authentication credential, 
the control relationship alloWing the ?rst user to control 
at least one parameter of the second user’s level of 
access; and 

a resource interface, coupled to the access level control 
module, for granting to the client operated by the 
second user access to the ?rst user’s data through the 
resource interface according to the second user’s level 
of access, by providing the ?rst user’s authentication 
credential to an authenticator, Wherein the ?rst user’s 
authentication credential is obtained from an authenti 
cation server and is not provided to the second user. 

52. A computer program product comprising a computer 
usable medium having computer-readable code embodied 
therein for managing temporary access to a ?rst user’s data, 
comprising: 

computer-readable program code con?gured to cause a 
computer to receive a message at an authentication 
server from a ?rst user, the ?rst user having an authen 
tication credential With respect to the ?rst user’s data, 
the message that a second user be granted temporary 
access to the ?rst user’s data; 

computer-readable program code con?gured to cause a 
computer to receive a request at the authentication 
server from the second user, the request to access the 
?rst user’s data; and 

computer-readable program code con?gured to cause a 
computer to, responsive to the request from the second 
user, obtain the ?rst user’s authentication credential and 
grant the second user temporary access to the ?rst 
user’s data by providing the ?rst user’s authentication 
credential to an authenticator, Wherein the ?rst user’s 
authentication credential is obtained from the authen 
tication server and is not provided to the second user. 

53. The computer program product of claim 52, Wherein 
the computer-readable program code con?gured to cause a 
computer to grant the second user access comprises com 
puter-readable program code con?gured to cause a computer 
to activate a temporary access credential for the second user. 

54. The computer program product of claim 52, Wherein 
the computer-readable program code con?gured to cause a 
computer to grant the second user access comprises com 
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puter-readable program code con?gured to cause a computer 
to create an entity relationship betWeen an account associ 
ated With the second user and an account associated With the 
?rst user. 

55. The computer program product of claim 52, further 
comprising: 

computer-readable program code con?gured to cause a 
computer to authenticate the second user; 

and Wherein the computer-readable program code con?g 
ured to cause a computer to grant the second user 
access to the ?rst user’s data comprises: 

computer-readable program code con?gured to cause a 
computer to, responsive to the request from the second 
user and responsive to the authentication of the second 
user being successful, grant the second user access to 
the ?rst user’s data by providing the ?rst user’s authen 
tication credential. 

56. A computer-implemented computer program product 
for managing levels of access to a ?rst user’s data for at least 
tWo users, comprising: 

computer-readable program code con?gured to cause a 
computer to establish a control relationship betWeen a 
?rst user’s authentication credential and a second user’ s 
authentication credential, the control relationship 
alloWing the ?rst user to specify at least one parameter 
of the second user’s level of access to a ?rst user’s data; 

computer-readable program code con?gured to cause a 
computer to receive, from a ?rst user, a message at an 
authentication server, the ?rst user having an authen 
tication credential With respect to a ?rst user’s account 
used to interact With the ?rst user’s data through an 
application, the message that a second user be granted 
temporary access to the ?rst user’s data through the 
application; 

computer-readable program code con?gured to cause a 
computer to receive, from the second user, a request at 
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the authentication server the request to access the ?rst 
user’s data through the application; and 

computer-readable program code con?gured to cause a 
computer to, responsive to the request from the second 
user, grant the second user access to the ?rst user’s data 
through the application according to the second user’s 
level of access as speci?ed by the ?rst user, by pro 
viding to the application the ?rst user’s authentication 
credential, Wherein the ?rst user’s authentication cre 
dential is obtained from the authentication server and is 
not provided to the second user. 

57. The computer program product of claim 52 or 56, 
further comprising: 

computer-readable program code con?gured to cause a 
computer to, responsive to granting the second user 
access, store information describing the second user’s 
access to the ?rst user’s data. 

58. The computer program product of claim 52 or 56, 
further comprising: 

computer-readable program code con?gured to cause a 
computer to store information describing at least one 
subsequent interaction With the ?rst user’s data. 

59. The computer program product of claim 58, Wherein 
the computer-readable program code con?gured to cause a 
computer to store information comprises, computer-readable 
program code con?gured to cause a computer to, for each 
interaction, store information identifying Which user 
accesses the ?rst user’s data. 

60. The computer program product of claim 52 or 56, 
Wherein the access to the ?rst user’s data by the second user 
is masked so that an application through Which the second 
user accesses the ?rst user’s data is unable to distinguish the 
access by the second user from access by the ?rst user. 


