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(57) ABSTRACT 

A framework and method for quality of service (QoS) aware 
resource discovery in mobile ad hoc networks are presented. 
Self-organized discovery agents manage the directory infor 
mation that describes the network resources available for use 
by clients. In one embodiment, hash indexing of available 
resources is utilized. The discovery agents also partition the 
network into domains and collect intra- and inter-domain 
QoS information. This information is used to allow clients to 
select appropriate resource providers. This framework and 
method has low discovery latency and cost in terms of the 
number of packets for each resource discovery query. 
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FIG. 7 
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FRAMEWORK AND METHOD FOR 
QOS-AWARE RESOURCE DISCOVERY IN 

MOBILE AD HOC NETWORKS 

FIELD OF THE INVENTION 

The present invention relates generally to resource dis 
covery techniques, and more particularly to resource dis 
covery and QoS-aWare resource selection techniques in 
mobile, ad hoc netWorks. 

BACKGROUND OF THE INVENTION 

An ad hoc netWork is generally formed by a set of 
Wireless mobile nodes or hosts. Communication betWeen 
tWo netWork nodes that are not in direct radio range takes 
place in a multi-hop fashion, With other nodes acting as 
routers. Ad hoc netWorks can be used in military and rescue 
operations, as Well as in meetings Where people Want to 
share information quickly. 

Recently, the rising popularity of netWork-based applica 
tions among end users and the potential use of ad hoc 
netWorks in civilian life have led to research interests in 
resource sharing in large-scale ad hoc netWorks. With the 
rapid increase of available resources and accessing requests, 
a crucial requirement here is that a resource should be 
located Without excessive overhead and long latency. In 
addition, providing desirable Quality-of-Service (QoS) is an 
important design objective. Speci?cally, When there are 
multiple/replicated providers for the same resource, the best 
one should be selected according to some QoS metrics to 
improve user experience. That is, an e?icient and QoS-aWare 
resource discovery system is needed. 

Most previous Work on resource discovery has focused on 
?xed-infrastructure netWorks, speci?cally, the Internet. 
HoWever, ad hoc netWorks have several distinct features that 
make this more challenging. The most important feature is 
that the topology of an ad hoc netWork changes With time. 
As a result, the design of the routing protocols for ad hoc 
netWorks is quite different from that for the Internet. For 
example, it has been shoWn that, in this case, re-active 
(on-demand) routing protocols are usually more e?icient and 
scalable than traditional pro-active (table-driven) protocols. 
In addition, to be robust in face of topology changes and 
node failures, applications for an ad hoc netWork generally 
prefer distributed and dynamic control mechanisms to cen 
traliZed and static mechanisms. HoWever, the latter has 
proven to be ef?cient for many Internet applications or 
services, such as the Domain Name System (DNS). 

Furthermore, in previous resource discovery systems, the 
QoS to be delivered to a client is seldom considered. Some 
systems propose to use client-based probing techniques after 
discovery. HoWever, probing measures the QoS in a very 
short period. This is not very effective in mobile ad hoc 
netWorks because of the mobility and Wireless channel 
variations. Some discovery standards have been proposed 
for ad hoc netWorks, such as the Service Discovery Protocol 
for Bluetooth. HoWever, they are limited to very small-scale 
networks, and do not consider QoS. 

There exists, therefore, a need in the art for a resource 
discovery system for large-scale mobile ad hoc netWorks 
that provide resource selection on a QoS-aWare basis. 

BRIEF SUMMARY OF THE INVENTION 

The system and method of the present invention presents 
neW and improved design principles for QoS-aWare resource 
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2 
discovery in mobile ad hoc netWorks. First, directory infor 
mation is distributed to only a small set of fault-tolerant 
discovery agents. Most messages for discovery are 
exchanged among these agents to reduce the overhead of 
broadcast and route discovery. Only loW frequency or con 
trolled broadcast is used to distribute some quasi-static or 
local information, such as the addresses or locations of the 
agents. Second, hash indexing is applied to these agents to 
reduce query latency. Finally, QoS information is monitored 
continuously using a distributed mechanism. The key enti 
ties of the frameWork of the present invention are a set of 
self-organiZed Discovery Agents (DAs), Which ef?ciently 
integrate three functionalities that are specially designed for 
mobile nodes: (1) directory information organiZation and 
query; (2) dynamic domain formation; (3) intra- and inter 
domain QoS information monitoring. 

In a mobile ad hoc netWork having a plurality of nodes, 
at least one node of Which being a resource provider, a 
quality of service (QoS) aWare resource discovery method in 
accordance With one embodiment of the present invention 
comprises the steps of generating at least one discovery 
agent from the plurality of nodes, and forming at least one 
dynamic domain Within the ad hoc netWork. Each dynamic 
domain includes at least a subset of the nodes as members 
and one discovery agent. The one discovery agent serves as 
a home discovery agent for its associated dynamic domain. 
The method further includes the steps of registering a 
resource With the home discovery agent of the resource 
provider’s associated dynamic domain, generating a query 
to discover the resource, and discovering the resource. 

In a preferred embodiment of the present invention, the 
method of generating a discovery agent comprises the steps 
of broadcasting, by all eligible nodes, existence information 
including a node address, and electing the node that has the 
smallest node address as an initial discovery agent. Further, 
the method comprises the steps of selecting, by the initial 
discovery agent, a preselected number of nodes to be dis 
covery agents. Each discovery agent is then assigned an 
index. 

In accordance With the present invention, forming a 
dynamic domain Within the ad hoc netWork comprises the 
steps of broadcasting, by a discovery agent, a formation 
announcement containing at least a distance ?eld. The 
receiving nodes compare the distance ?eld to a distance 
from the node’s current home discovery agent. When the 
distance ?eld is less than the distance from the node’s 
current discovery agent, or When the receiving node does not 
have a current home discovery agent, the node sets the 
discovery agent that broadcast the formation announcement 
as the node’s neW home discovery agent. Preferably, the 
node then forWards the formation announcement to the 
node’s neighbors. 

In accordance With the present invention, registration of a 
resource With the home discovery agent of the resource 
provider’s associated dynamic domain comprises the step of 
sending a resource registration request to the resource pro 
vider’s home discovery agent. The registration request pref 
erably includes an attribute a of the resource that is used to 
calculate a hashing index [3 of the resource as [3:H(0t). The 
resource registration request is then distributed to discovery 
agents having an index of [3, 6+1, . . . , [3+K-l for 
registration of the resource. 

To ensure fault tolerance, an embodiment of the method 
of the present invention includes the steps of discovering a 
failed discovery agent and broadcasting a discovery agent 
selection message. The method further comprises the steps 
of receiving responses from non-discovery agent nodes, 
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comparing a distance from each non-discovery agent node 
from which a response was received to the failed discovery 
agent to determine which is closest to the failed discovery 
agent, and selecting the closest of the non-discovery agent 
nodes to be a new discovery agent for the failed discovery 
agent. The new discovery agent then assumes the index i of 
the failed discovery agent, and recovers the failed discovery 
agent’s directory information from at least one discovery 
agent having an index of i-K+l, i-K+2, . . . , i+K-l. 

The method of the present invention further comprising 
the step of collecting, by a resource provider’s home dis 
covery agent, application-level quality of service (QoS) 
information from the resource provider. In an alternate 
embodiment, the method further comprises the step of 
estimating, by each home discovery agent, path quality of 
service (QoS) between nodes in its associated dynamic 
domain and those of another dynamic domain as the path 
latency between itself and the home discovery agent for the 
other dynamic domain. 

The present invention further provides a method of dis 
covering resource information comprising the steps of trans 
mitting, by a node to its home discovery agent, a directory 
query for a resource, and searching, by the node’s home 
discovery agent, for the requested resource directory infor 
mation. When the requested resource directory information 
is not found, the method includes calculating, by the home 
discovery agent, the hashing index of the resource to deter 
mine a quali?ed set of discovery agents that should have the 
requested resource directory information The home discov 
ery agent the forwards the directory query to one of the 
discovery agents in the quali?ed set. The method further 
includes receiving, by the home discovery agent, the 
requested resource directory information, and forwarding 
the requested resource directory information to the node. 
Preferably, the step of forwarding the directory query com 
prises the steps of determining which of the quali?ed set of 
discovery agents is closest to the home discovery agent, 
forwarding the directory query to the closest discovery agent 
in the quali?ed set, and when the closest discovery agent is 
unable to provide the requested resource directory informa 
tion, forwarding the directory query to the next closest 
discovery agent until the information is found. 

In an embodiment of the present invention, the method of 
discovering a resource comprises the steps of transmitting, 
by a node to its home discovery agent a quality of service 
(QoS) query for a resource to be accessed, and searching, by 
the node’s home discovery agent, for the requested resource. 
When the requested resource is not found, the method 
includes the steps of calculating, by the home discovery 
agent, the hashing index of the resource to determine a 
quali?ed set of discovery agents that should have the 
requested resource, and forwarding, by the home discovery 
agent, the QoS query to at least one of the discovery agents 
in the quali?ed set. The method further comprises the steps 
of forwarding, by the at least one discovery agent in the 
quali?ed set, the QoS query to the home discovery agents for 
resource providers having the resource requested, returning, 
by the home discovery agents for resource providers having 
the resource requested, QoS and address information for the 
resource providers in their home domains having the 
resource requested, selecting a resource provider having the 
best QoS, and forwarding the address information of the 
resource provider having the best QoS to the node. 
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4 
BRIEF DESCRIPTION OF THE DRAWINGS 

The accompanying drawings incorporated in and forming 
a part of the speci?cation illustrate several aspects of the 
present invention, and together with the description serve to 
explain the principles of the invention. In the drawings: 

FIG. 1 is a block diagram generally illustrating an exem 
plary computer system on which the present invention 
resides; 

FIG. 2 is a simpli?ed ?ow diagram illustrating a discovery 
agent (DA) generation method in accordance with the teach 
ings of the present invention; 

FIG. 3 is a simpli?ed ?ow diagram illustrating a dynamic 
domain formation method in accordance with the teachings 
of the present invention; 

FIG. 4 is a simpli?ed ?ow diagram illustrating a resource 
registration method in accordance with the teachings of the 
present invention; 

FIG. 5 is a simpli?ed ?ow diagram illustrating a discovery 
agent selection method in accordance with the teachings of 
the present invention; 

FIG. 6 is a simpli?ed ad hoc framework network diagram 
illustrating a directory query method in accordance with the 
teachings of the present invention; 

FIG. 7 is a simpli?ed ad hoc framework network diagram 
illustrating a QoS query method in accordance with the 
teachings of the present invention; 

FIG. 8 is a graphical illustration of a comparison of 
discovery costs per number of replicated providers; and 

FIG. 9 is a graphical illustration of a comparison of 
performance gains per number of discovery agents. 

While the invention will be described in connection with 
certain preferred embodiments, there is no intent to limit it 
to those embodiments. On the contrary, the intent is to cover 
all alternatives, modi?cations and equivalents as included 
within the spirit and scope of the invention as de?ned by the 
appended claims. 

DETAILED DESCRIPTION OF THE 
INVENTION 

Turning to the drawings, wherein like reference numerals 
refer to like elements, the invention is illustrated as being 
implemented in a suitable computing environment. 
Although not required, the invention will be described in the 
general context of computer-executable instructions, such as 
program modules, being executed by a personal computer. 
Generally, program modules include routines, programs, 
objects, components, data structures, etc. that perform par 
ticular tasks or implement particular abstract data types. 
Moreover, those skilled in the art will appreciate that the 
invention may be practiced with other computer system 
con?gurations, including hand-held devices, multi-proces 
sor systems, microprocessor based or programmable con 
sumer electronics, network PCs, minicomputers, mainframe 
computers, and the like. The invention may also be practiced 
in distributed computing environments where tasks are 
performed by remote processing devices that are linked 
through a communications network. In a distributed com 
puting environment, program modules may be located in 
both local and remote memory storage devices. 

FIG. 1 illustrates an example of a suitable computing 
system environment 100 on which the invention may be 
implemented. The computing system environment 100 is 
only one example of a suitable computing environment and 
is not intended to suggest any limitation as to the scope of 
use or functionality of the invention. Neither should the 



US 7,113,796 B2 
5 

computing environment 100 be interpreted as having any 
dependency or requirement relating to any one or combina 
tion of components illustrated in the exemplary operating 
environment 100. 

The invention is operational With numerous other general 
purpose or special purpose computing system environments 
or con?gurations. Examples of Well knoWn computing sys 
tems, environments, and/or con?gurations that may be suit 
able for use With the invention include, but are not limited 
to, personal computers, server computers, hand-held or 
laptop devices, multiprocessor systems, microprocessor 
based systems, set top boxes, programmable consumer elec 
tronics, netWork PCs, minicomputers, mainframe comput 
ers, distributed computing environments that include any of 
the above systems or devices, and the like. 

The invention may be described in the general context of 
computer-executable instructions, such as program modules, 
being executed by a computer. Generally, program modules 
include routines, programs, objects, components, data struc 
tures, etc. that perform particular tasks or implement par 
ticular abstract data types. The invention may also be 
practiced in distributed computing environments Where 
tasks are performed by remote processing devices that are 
linked through a communications netWork. In a distributed 
computing environment, program modules may be located 
in both local and remote computer storage media including 
memory storage devices. 

With reference to FIG. 1, an exemplary system for imple 
menting the invention includes a general purpose computing 
device in the form of a computer 110. Components of 
computer 110 may include, but are not limited to, a pro 
cessing unit 120, a system memory 130, and a system bus 
121 that couples various system components including the 
system memory to the processing unit 120. The system bus 
121 may be any of several types of bus structures including 
a memory bus or memory controller, a peripheral bus, and a 
local bus using any of a variety of bus architectures. By Way 
of example, and not limitation, such architectures include 
Industry Standard Architecture (ISA) bus, Micro Channel 
Architecture (MCA) bus, Enhanced ISA (EISA) bus, Video 
Electronics Standards Associate (V ESA) local bus, and 
Peripheral Component Interconnect (PCI) bus also knoWn as 
MeZZanine bus. 

Computer 110 typically includes a variety of computer 
readable media. Computer readable media can be any avail 
able media that can be accessed by computer 110 and 
includes both volatile and nonvolatile media, removable and 
non-removable media. By Way of example, and not limita 
tion, computer readable media may comprise computer 
storage media and communication media. Computer storage 
media includes both volatile and nonvolatile, removable and 
non-removable media implemented in any method or tech 
nology for storage of information such as computer readable 
instructions, data structures, program modules or other data. 
Computer storage media includes, but is not limited to, 
RAM, ROM, EEPROM, ?ash memory or other memory 
technology, CD-ROM, digital versatile disks (DVD) or other 
optical disk storage, magnetic cassettes, magnetic tape, 
magnetic disk storage or other magnetic storage devices, or 
any other medium Which can be used to store the desired 
information and Which can be accessed by computer 110. 
Communication media typically embodies computer read 
able instructions, data structures, program modules or other 
data in a modulated data signal such as a carrier Wave or 
other transport mechanism and includes any information 
delivery media. The term “modulated data signal” means a 
signal that has one or more of its characteristics set or 
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6 
changed in such a manner as to encode information in the 
signal. By Way of example, and not limitation, communi 
cation media includes Wired media such as a Wired netWork 
or direct-Wired connection, and Wireless media such as 
acoustic, RF, infrared and other Wireless media. Combina 
tions of the any of the above should also be included Within 
the scope of computer readable media. 
The system memory 130 includes computer storage media 

in the form of volatile and/or nonvolatile memory such as 
read only memory (ROM) 131 and random access memory 
(RAM) 132. A basic input/output system 133 (BIOS), con 
taining the basic routines that help to transfer information 
betWeen elements Within computer 110, such as during 
start-up, is typically stored in ROM 131. RAM 132 typically 
contains data and/or program modules that are immediately 
accessible to and/or presently being operated on by process 
ing unit 120. By Way of example, and not limitation, FIG. 1 
illustrates operating system 134, application programs 135, 
other program modules 136, and program data 137. 
The computer 110 may also include other removable/non 

removable, volatile/nonvolatile computer storage media. By 
Way of example only, FIG. 1 illustrates a hard disk drive 141 
that reads from or Writes to non-removable, nonvolatile 
magnetic media, a magnetic disk drive 151 that reads from 
or Writes to a removable, nonvolatile magnetic disk 152, and 
an optical disk drive 155 that reads from or Writes to a 
removable, nonvolatile optical disk 156 such as a CD ROM 
or other optical media. Other removable/non-removable, 
volatile/nonvolatile computer storage media that can be used 
in the exemplary operating environment include, but are not 
limited to, magnetic tape cassettes, ?ash memory cards, 
digital versatile disks, digital video tape, solid state RAM, 
solid state ROM, and the like. The hard disk drive 141 is 
typically connected to the system bus 121 through a non 
removable memory interface such as interface 140, and 
magnetic disk drive 151 and optical disk drive 155 are 
typically connected to the system bus 121 by a removable 
memory interface, such as interface 150. 
The drives and their associated computer storage media 

discussed above and illustrated in FIG. 1, provide storage of 
computer readable instructions, data structures, program 
modules and other data for the computer 110. In FIG. 1, for 
example, hard disk drive 141 is illustrated as storing oper 
ating system 144, application programs 145, other program 
modules 146, and program data 147. Note that these com 
ponents can either be the same as or different from operating 
system 134, application programs 135, other program mod 
ules 136, and program data 137. Operating system 144, 
application programs 145, other program modules 146, and 
program data 147 are given different numbers hereto illus 
trate that, at a minimum, they are different copies. A user 
may enter commands and information into the computer 110 
through input devices such as a keyboard 162 and pointing 
device 161, commonly referred to as a mouse, trackball or 
touch pad. Other input devices (not shoWn) may include a 
microphone, joystick, game pad, satellite dish, scanner, or 
the like. These and other input devices are often connected 
to the processing unit 120 through a user input interface 160 
that is coupled to the system bus, but may be connected by 
other interface and bus structures, such as a parallel port, 
game port or a universal serial bus (U SB). A monitor 191 or 
other type of display device is also connected to the system 
bus 121 via an interface, such as a video interface 190. In 
addition to the monitor, computers may also include other 
peripheral output devices such as speakers 197 and printer 
196, Which may be connected through a output peripheral 
interface 195. 
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The computer 110 may operate in a networked environ 
ment using logical connections to one or more remote 
computers, such as a remote computer 180. The remote 
computer 180 may be another personal computer, a server, 
a router, a network PC, a peer device or other common 
network node, and typically includes many or all of the 
elements described above relative to the personal computer 
110, although only a memory storage device 181 has been 
illustrated in FIG. 1. The logical connections depicted in 
FIG. 1 include a local area network (LAN) 171 and a wide 
area network (WAN) 173, but may also include other 
networks. Such networking environments are commonplace 
in of?ces, enterprise-wide computer networks, intranets and 
the Internet. 
When used in a LAN networking environment, the per 

sonal computer 110 is connected to the LAN 171 through a 
network interface or adapter 170. When used in a WAN 
networking environment, the computer 110 typically 
includes a modem 172 or other means for establishing 
communications over the WAN 173, such as the Internet. 
The modem 172, which may be internal or external, may be 
connected to the system bus 121 via the user input interface 
160, or other appropriate mechanism. In a networked envi 
ronment, program modules depicted relative to the personal 
computer 110, or portions thereof, may be stored in the 
remote memory storage device. By way of example, and not 
limitation, FIG. 1 illustrates remote application programs 
185 as residing on memory device 181. It will be appreciated 
that the network connections shown are exemplary and other 
means of establishing a communications link between the 
computers may be used. 

In the description that follows, the invention will be 
described with reference to acts and symbolic representa 
tions of operations that are performed by one or more 
computer, unless indicated otherwise. As such, it will be 
understood that such acts and operations which are at times 
referred to as being computer-executed, include the manipu 
lation by the processing unit of the computer of electrical 
signals representing data in a structured form. This manipu 
lation transforms the data or maintains it at locations in the 
memory system of the computer, which recon?gures or 
otherwise alters the operation of the computer in a manner 
well understood by those skilled in the art. The data struc 
tures where data is maintained are physical locations of the 
memory that have particular properties de?ned by the format 
of the data. However, while the invention is being described 
in the foregoing context, it is not meant to be limiting as 
those of skill in the art will appreciate that various of the acts 
and operation described hereinafter may also be imple 
mented in hardware. 

The framework of the present invention is, not limited in 
a Windows environment, built on the application layer to 
provide generic and ef?cient tools for QoS-aware resource 
discovery. In this framework, it is preferable that all nodes 
are cooperative and can communicate with each other via 
some single-hop or multi-hop path. Each node can take one 
or more of three roles. The ?rst role is as a client that initiates 
a query for resource discovery and uses resources. There are 
two basic discovery modes implemented by a client. The 
?rst is a browsing mode where a client is looking for all 
resource providers that have the requested resource. The 
second discovery mode is an accessing mode. In this mode 
a client is looking for a resource provider that could provide 
the best quality-of-service for a selected resource. The 
second role that may be assumed by a node is that of a 
resource provider (RP) that provides resources for clients. A 
RP is also responsible for registering the directory informa 
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8 
tion of its resources and advertising its QoS information to 
nodes that have assumed the third role, discovery agents 
(DAs). 
A discovery agent (DA) is a node that performs many of 

the important operations in the framework of the present 
invention. First, DAs collectively maintain directory infor 
mation of the resources provided by the RPs. Preferably, the 
DAs use hash indexing for this directory information. This 
provides fault-tolerance and fast query response. Second, 
DAs dynamically partition the whole network into dynamic 
domains. Each DA maintains a separate domain and acts as 
the home DA of that domain. The home DA monitors the 
QoS information of the RPs in its domain, and responds to 
discovery queries from clients in this domain. Third, all 
registration and query messages are exchanged between 
DAs. These frequently exchanged messages are also used to 
continuously estimate peer path QoS, such as the delay 
between two DA nodes. 

Initially, there are no DA nodes in the ad hoc network. 
They are generated through a bootstrapping process illus 
trated in FIG. 2. First, one node is elected as the initial DA 
using a procedure similar to the cluster head selection in the 
lowest-ID algorithm for ad hoc networks described in A. 
Ephremides, J. E. Wieselthier, and D. J. Baker, “A Design 
Concept for Reliable Mobile Radio Networks with Fre 
quency Hopping Signaling,” in Proceedings of the IEEE, 
Vol. 75, No. 1, pp. 56*73, 1987, the teachings and disclosure 
of which are incorporated herein by reference. That is, once 
the process is begun 200, all eligible nodes broadcast 202 to 
the whole network about their existence to take part in the 
election of the initial DA. The one with the smallest address 
as determined at step 204 will win the election and will be 
designated as the initial DA at step 206. If there are to be a 
number M of DAs generated for the network (the choice of 
M will be discussed hereinbelow), the initial DA will then 
randomly select another M-l nodes to form the set of M 
DAs at step 208. The initial DA will then assign each of 
other M-l DAs a unique index in the set of {2, . . . , M} at 

step 210 (the initial DA reserving the index 1 for itself) 
before ending 212. 

After the DAs are generated, their addresses are periodi 
cally broadcasted to the whole network at a low frequency. 
In addition, each non-DA node tries to ?nd the nearest DA 
as its “home” DA (hDA), and join that DA’s domain. In an 
ad hoc network both DAs and other nodes move over time. 
Hence, the members in a domain change over time. To 
account for this mobility, a dynamic domain formation 
process illustrated in FIG. 3 is periodically performed for 
each DA so that it may update its domain members, i.e. 
dynamically reform its domain with nodes that are close to 
the DA. Here, a non-negative and additive metric is used to 
measure distance, which can be the number of hops or delay 
in practice. Based on the properties of the shortest paths with 
this type of metric, a simple distributed algorithm to form 
dynamic domains is used. 

To form these dynamic domains 214, a DA periodically 
broadcasts a formation announcement to its neighboring 
nodes at step 216, which includes the DA’s index, expiration 
time of the announcement, and a distance ?eld. The distance 
?eld records the distance between the DA and the node that 
receives the announcement. Upon receiving an announce 
ment, a non-DA node ?rst checks the value of the distance 
?eld at step 218. If it is larger than the distance to its current 
home DA at step 220, the node stops forwarding the 
announcement and the process at that node ends 222. 
However, if the distance ?eld is smaller than the distance to 
its current home DA (hDA) at step 220, the node will set this 
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new DA as its home DA at step 224, and forward the 
announcement to all its neighboring nodes at step 226 before 
ending 222. Each of these neighboring nodes will perform 
the same analysis process to determine if they need to 
replace their current home DA with the new DA, i.e. 
dynamically change their domain membership. 

In the framework of the present invention, each resource 
has an attribute that is known to all intended clients in the 
network. To register a resource, the process illustrated in 
FIG. 4 is performed. Once begun 228, the resource provider 
(RP) ?rst issues a registration request to its home DA (hDA) 
at step 230. The request includes the provider’s address, 
attribute, expiration time, and other directory related infor 
mation. A hashing function is used by the hDA at step 232 
to establish an index that will allow the resources to be 
discovered with reduced query latency. That is, if it is 
assumed that the attribute of the resource is a, a hashing 
function H( ) is used to produce an index [3:H(0t) in the set 
of {1,2, . . . , The home DA for this RP will then 

distribute at step 234 that RP’s registration request only to 
those DAs in the group DAB, DAB“, . . . , DAB_K_1. The 
directory information of the resource will, therefore, be 
registered to these DAs at step 236 before this process ends 
at step 238. 

This organiZation scheme has several advantages. First, 
the replicated providers of the same resource always register 
to the same DAs, i.e. the same resource has the same 
attribute and therefore the same hashing index [3. As a result, 
the full list of the directory information for all RPs that 
provide the requested resource may be obtained from any 
one of the DAs in the group DAB, DAB“, . . . , DA|5+K_1, 
where K is the number of replications desired for this 
information (the choice of which is discussed below). Sec 
ond, the directory information of a resource can be quickly 
located by using hash indexing. Note that different resources 
may have the same attribute and their directory information 
will thus be stored in the same DAs. Hence, the system of 
the present invention does not preclude the use of fuZZy 
searches in a DA, such as a wildcard-based search. 
A third advantage of this scheme is that it provides fault 

tolerance if the number of replications, K, is larger than 1. 
That is, suppose the nodes are homogeneous with a failure 
probability p. The number of replications, K, therefore, 
should be set to [log1_PA], where A is the availability 
requirement for the directory information. When a DA is 
found failed by another DA in the discovery query process 
(discussed below), a process to select a new DA (to maintain 
M DAs in the network) and replicate the failed DAs infor 
mation will be undertaken. This process, illustrated in FIG. 
5, is begun 240 by having the DA that discovers the failure 
of a DA broadcast a DA selection message to the network 
242. Non-DA nodes that are willing to take the place of the 
failed DA will respond to this message at step 244. The DA 
that initiated the process will compare the addresses of the 
respondents to that of the failed DA at step 246, and will 
select the one with the minimal last-known distance to the 
failed DA at step 248. If one assumes that the index of the 
failed DA isi, then the directory information that was con 
tained on the now-failed DA, can then be recovered from the 
subset of DAl-_K+l, DAl-_K+2, . . . , DAl-+K_l at step 250 before 
the process ends 252. 
A DA is also responsible for QoS information collection 

and prediction. Note that the requirements of QoS are highly 
application-speci?c. Hence, the framework of the present 
invention provides generic QoS information to different 
applications to achieve a ?exible solution. Speci?cally, the 
?rst type of QoS information is application-level QoS, 
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10 
including the CPU usage and available memory of a RP. A 
RP periodically provides this information to its home DA. 
The second type is path QoS between two nodes. Preferably, 
the path delay (packet latency) between two nodes is con 
sidered, which is one of the most useful path QoS metrics for 
many applications. However, other path metrics, such as 
bandwidth, can also be incorporated into the framework of 
the present invention. In a preferred embodiment of the 
framework of the present invention, the clocks of all DAs 
are synchroniZed by some global time service, such as the 
Universal Time Coordinate (UTC) service provided by the 
Global Position System (GPS), and the messages exchanged 
between DAs carry a timestamp. Thus, DAs can predict their 
peer path delay by an Autoregressive Moving Average 
(ARMA) predictor, which uses the packet latency calculated 
from those frequently-exchanged messages. 

For non-DA nodes, the framework of the present inven 
tion preferably does not directly measure their path QoS by 
exchanging probing message between RP-Client pairs. 
There are several reasons why this is not desired. First, 
probing may trigger high-costroute discovery operations if 
two nodes seldom communicate with each other. Second, the 
time for using a resource is usually much longer than the 
time for probing, and a short time probe may give a different 
estimation compared to the statistical behavior of a path. 
Hence, instead of using probing, the framework uses an 
approximation method. In this approximation method it is 
assumed that the nodes in a dynamic domain are QoS 
similar, and the home DA is used as a representative. The 
path QoS between two non-DA nodes is approximated by 
the path QoS between each of their home DAs. When there 
are enough DAs that move independently, the error of this 
approximation is small. 

In the framework of the present invention, resource dis 
covery is done in two phases. The ?rst phase is for clients 
who are in a browsing mode and who want a full list of RPs 
that have the resource of interest to the client. In this mode, 
a directory query for searching the resource directory infor 
mation in the DA set is generated by a client node 254. Such 
a directory query will be explained with reference to FIG. 6 
wherein the various dynamic domains are illustrated by the 
dashed lines separating each grouping of nodes. Also in this 
FIG. 6, the home DAs for each dynamic domain are illus 
trated in bold, and the various resource providers (RPs) are 
designated with an RP. The client 254 ?rst sends the 
directory query to its home DA (denoted as hDA 258) 
illustrated as line 256. If the hDA 258 has no cached record 
that matches the client’s directory query, the hDA 258 will 
calculate the hashing index of the resource, [3, to decide the 
quali?ed DA set, DAB, DAB“, . . . , DA|5+K_l that should 
have the requested resource. The query is then forward via 
line 260 to the DA 262 that is in the quali?ed DA set and that 
is the nearest to the hDA 258. If this DA 262 fails, the hDA 
258 will try to forward the query to the next nearest DA in 
the quali?ed set, until the query is successful. In this 
browsing mode, a full list of RP candidates (the providers 
that have the requested resource) is returned to the hDA 258 
as illustrated by line 264. The hDA 258 then forwards this 
list to the client 254 that initiated the query illustrated as line 
266. 
The second phase of resource discovery is for clients who 

actually want to access a resource in an accessing mode. In 
this mode when the client 254 requests to access a resource 

(line 246) the hDA 258 performs a QoS query in which it 
compares the QoS provided by all RP candidates 270, 272, 
274, and then selects the best one (274 as illustrated in FIG. 
7). To this end, the hDA 258 preferably queries (line 278) all 
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DAs that are in the quali?ed DA set DAB, DAB“, . . . , 

DAWGl (DA 262 only in FIG. 7). In one embodiment of the 
present invention, a parallel search strategy is used. In this 
strategy the DA 262 that has the directory information for 
the requested resource sends via lines 280 and 282 a QoS 
query to all the home DAs of the candidate RPs using 
multicast, or multiple-unicast if the underlying routing pro 
tocol does not support multicast. The query includes the 
index of hDA 258, the list of the RP candidates 270, 272, and 
274, and the type of QoS of interest. If there are one or more 
RP candidates in a DA’s dynamic domain (DAs 284, 288), 
that or those DAs 284, 288 will respond (illustrated as lines 
286 and 290, respectively) to the hDA 258 by providing the 
addresses of the RP candidates 270, 272, and 274 and the 
corresponding QoS information for each. The QoS of all RP 
candidates 270, 272, and 274 are then compared by hDA 258 
according to the requirement of the client 254, and the result 
(directory information for the RP that best satis?es the QoS) 
is returned via line 292 to the client 254. Finally, the client 
254 accesses the desired resource from the selected RP 274 
using appropriate protocols via line 296. 

To aid in an understanding of the advantages and opera 
tional characteristics of the framework of the present inven 
tion, the following discussion will present an exemplary 
mobile ad hoc system to which the framework of the present 
invention is particularly well suited. However, this exem 
plary system is presented by way of example and not by way 
of limitation. In the exemplary network assume that there 
are, e.g., 200 mobile nodes, whose initial positions are 
chosen from a uniform distribution over an area of 1000 m 

by 1000 m. The mobility model of the exemplary system is 
chosen to be random waypoint, although this model is not 
limiting on the system. The nodes’ moving speeds may be 
assumed to be uniformly chosen from 10 to 72 km/hr as 
these speeds are fairly typical within such a system. The 
IEEE 802.11 protocol is used as the MAC layer protocol 
although other protocols may be used as appropriate. Each 
wireless channel may be assumed to have approximately 2 
Mbps bandwidth and a circular radio range with 250 m 
radius. For routing, this exemplary system to demonstrate 
the framework of the present invention uses the Ad hoc 
On-demand Distance Vector (AODV) protocol. 

To demonstrate aspects of the invention it is assumed in 
this exemplary environment that there are 100 different 
resources that may be requested. The popularity of each 
resource, measured in number of requests per minute, is 
randomly distributed between 1 to 5 requests per minute. For 
each discovery query, the client that initiates the query is 
randomly selected in the network. Each resource is served as 
a CBR stream of 28 Kbps and lasting 30 seconds. In the 
following example, the path QoS of interest is the average 
packet latency, which is relatively easy to estimate and the 
most generally useful. 

For the sake of comparison, a traditional framework, in 
which locating a resource and selecting a provider are 
considered as two separate issues, will also be discussed. 
The resource discovery method used in this traditional 
framework is centraliZed directory-server based. When there 
are replicated providers, a client sends 15 consecutive pack 
ets to each provider to estimate path delay, and selects the 
one with the minimum average delay. 

First, these exemplary systems will be discussed with 
respect to the query latency and cost of the exemplary 
embodiment of the framework of the present invention and 
the traditional framework. The number of replicated provid 
ers, NP for each resource is varied from 1 to 10. However, 
the average query latency is nearly independent of NP in both 
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12 
frameworks, and also independent of M, the number of DAs 
in the exemplary embodiment of the framework of the 
present invention. This is because QoS queries to different 
DAs or probes to different providers are sent simultaneously. 
Table 1 lists the query latency in different phases, including 
during the directory query phase and the QoS query phase. 
It can be seen that, in the exemplary framework of the 
present invention, the average latency for the directory query 
phase is slightly higher than that in the traditional frame 
work. This is because, in the traditional framework, a client 
needs to contact a directory server only, while in exemplary 
framework of the present invention, a client needs to contact 
not only the home DA but also the DA that stores directory 
information as discussed above. 

However, the latency of the QoS query phase in the 
exemplary framework of the present invention is much 
lower than that in the traditional framework. As a result, the 
total latency in the traditional framework is about 2.2 times 
that of the framework of the present invention. This is 
because the QoS query phase in the exemplary embodiment 
of the framework of the present invention involves only 
querying all of the DAs. The latency is thus bounded by the 
time-out factor between the home DA and the furthest DA. 
On the other hand, probing in the traditional framework 
involves not only the transmission of a packet from a client 
to a provider, but also several cycles of this process. 

TABLE I 

Comparison of discoveg latencies. 

Latency (ms) 

Framework Directory Query QoS Query Overall 

Traditional 287 1375 1662 
Exemplary Embodiment of 395 354 749 
the Framework of the 
Instant Invention 

FIG. 8 shows the average cost in terms of the number of 
messages (packets) transmitted in each of the networks for 
each discovery versus the number of replicated providers 
(N P). It may be seen that, in the exemplary embodiment of 
the framework of the present invention, the cost is nearly 
independent of the number of replicated providers. This is 
because the QoS queries are always sent to all the DAs 
regardless of the number of providers. However, this does 
not hold true in the traditional framework because the client 
needs to probe every resource provider. As such, the cost 
increases nearly linearly with the increasing number of 
replicated providers. When there are more than 4 replicated 
providers, the traditional framework incurs much higher cost 
than that of the exemplary embodiment of the present 
invention. Note that in the QoS query phase of the frame 
work of the present invention, it is possible to use a heuristic 
algorithm to avoid querying DAs whose domains do not 
cover any quali?ed provider. 
The QoS-awareness of these two exemplary frameworks 

is now discussed to show the exemplary embodiment of the 
framework of the present invention’s performance gains 
over the traditional framework and over a mobile ad hoc 

framework that is QoS-unaware (the resource provider is 
randomly selected), where the gains are calculated by nor 
maliZing the reduced packet latencies. FIG. 9 shows the 
results with NPIS and the number of DAs is varied from 10 
to 20. As may be seen from FIG. 9, the performance gain of 
the framework of the present invention over the traditional 
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framework increases With the increase of the number of 
DAs. This is because the expected area of a dynamic domain 
decreases When there are more DAs, and hence, in this case, 
it is more accurate to approximate the path QoS betWeen tWo 
nodes using their home DAs as representatives. Speci?cally, 
When enough DAs are deployed, the gain of the framework 
of the present invention is up to 45% compared to the 
QoS-unaWare case, and 15% to that of the traditional frame 
Work. Moreover, the gain tends to saturate When there are 
more than 20 DAs in this exemplary 200-node netWork. 
Hence, from FIGS. 8 and 9, the choice of about 15 DAs in 
a preferred embodiment provides satisfactory performance 
in terms of both discovery cost and accuracy. This number 
is much smaller than the total number of nodes. 

The foregoing description of various embodiments of the 
invention has been presented for purposes of illustration and 
description. It is not intended to be exhaustive or to limit the 
invention to the precise embodiments disclosed. Numerous 
modi?cations or variations are possible in light of the above 
teachings. The embodiments discussed Were chosen and 
described to provide the best illustration of the principles of 
the invention and its practical application to thereby enable 
one of ordinary skill in the art to utiliZe the invention in 
various embodiments and With various modi?cations as are 
suited to the particular use contemplated. All such modi? 
cations and variations are Within the scope of the invention 
as determined by the appended claims When interpreted in 
accordance With the breadth to Which they are fairly, legally, 
and equitably entitled. 
What is claimed is: 
1. In a mobile ad hoc netWork having a plurality of nodes, 

at least one node of Which being a resource provider, a 
quality of service (QoS) aWare resource discovery method, 
comprising the steps of: 

generating at least one discovery agent from the plurality 
of nodes; 

forming at least one dynamic domain Within the ad hoc 
netWork, each dynamic domain including at least a 
subset of the nodes as members thereof and one dis 
covery agent, the one discovery agent serving as a 
home discovery agent for its associated dynamic 
domain; 

registering a resource by the resource provider With the 
home discovery agent of the resource provider’s asso 
ciated dynamic domain; 

generating a query to discover the resource; 
discovering the resource; 
Wherein the step of generating at least one discovery agent 

comprises the steps of: 
broadcasting, by all eligible nodes, existence informa 

tion including a node address; and 
electing the node that has the smallest node address as 

an initial discovery agent; and 
Wherein the QoS aWare resource discovery method further 

comprises the steps of: 
selecting, by the initial discovery agent, M—1 nodes to be 

discovery agents, Where M is a preselected number of 
discovery agents; 

assigning each of the selected nodes an index from the set 

discovering that the initial discovery agent has failed; 
broadcasting a discovery agent selection message; 
receiving responses from non-discovery agent nodes; 
comparing a distance from each non-discovery agent node 

from Which a response Was received to the failed initial 
discovery agent to determine Which is closest to the 
failed initial discovery agent; and 
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14 
selecting the closest of the non-discovery agent nodes to 

be a neW discovery agent for the failed initial discovery 
agent. 

2. In a mobile ad hoc netWork having a plurality of nodes, 
at least one node of Which being a resource provider, a 
quality of service (QoS) aWare resource discovery method, 
comprising the steps of: 

generating at least one discovery agent from the plurality 
of nodes; 

forming at least one dynamic domain Within the ad hoc 
netWork, each dynamic domain including at least a 
subset of the nodes as members thereof and one dis 
covery agent, the one discovery agent serving as a 
home discovery agent for its associated dynamic 
domain; 

registering a resource by the resource provider With the 
home discovery agent of the resource provider’s asso 
ciated dynamic domain; 

generating a query to discover the resource; 
discovering the resource; and 
Wherein the step of registering a resource by the resource 

provider With the home discovery agent of the resource 
provider’s associated dynamic domain comprises the 
steps of: 

sending a resource registration request to the resource 
provider’s home discovery agent, the registration 
request including an attribute 0t of the resource; 

calculating, by the home discovery agent, a hashing index 
[3 ofthe resource as [3:H(0t)in the set {1, 2, . . . M}; and 

distributing the resource registration request to discovery 
agents having an index of [3, [3+1, . . . , [3+K-1 for 
registration of the resource thereby, Where K is a 
predetermined number of replications for the resource 
information. 

3. The method of claim 2, Wherein the nodes are homo 
geneous With a failure probability p, and Wherein K is set to 
|log1_pA|, Where A is a predetermined availability require 
ment for directory information. 

4. In a mobile ad hoc netWork having a plurality of nodes, 
at least one node of Which being a resource provider, a 
quality of service (QoS) aWare resource discovery method, 
comprising the steps of: 

generating at least one discovery agent from the plurality 
of nodes; 

forming at least one dynamic domain Within the ad hoc 
netWork, each dynamic domain including at least a 
subset of the nodes as members thereof and one dis 
covery agent, the one discovery agent serving as a 
home discovery agent for its associated dynamic 
domain; 

registering a resource by the resource provider With the 
home discovery agent of the resource provider’s asso 
ciated dynamic domain; 

generating a query to discover the resource; 
discovering the resource; 
discovering a failed discovery agent; 
broadcasting a discovery agent selection message; 
receiving responses from non-discovery agent nodes; 
comparing a distance from each non-discovery agent node 

from Which a response Was received to the failed 
discovery agent to determine Which is closest to the 
failed discovery agent; and 

selecting the closest of the non-discovery agent nodes to 
be a neW discovery agent for the failed discovery agent. 

5. The method of claim 4, further comprising the steps of: 
assuming, by the neW discovery agent, the index i of the 

failed discovery agent; and 
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recovering the failed discovery agent’s directory infor 
mation from at least one discovery agent having an 
index of i-K+1, i-K+2, . . . , i+K-1. 

6. In a mobile ad hoc netWork having a plurality of nodes, 
at least one node of Which being a resource provider, a 
quality of service (QoS) aWare resource discovery method, 
comprising the steps of: 

generating at least one discovery agent from the plurality 
of nodes; 

forming at least one dynamic domain Within the ad hoc 
network, each dynamic domain including at least a 
subset of the nodes as members thereof and one dis 
covery agent, the one discovery agent serving as a 
home discovery agent for its associated dynamic 
domain; 

registering a resource by the resource provider With the 
home discovery agent of the resource provider’s asso 
ciated dynamic domain; 

generating a query to discover the resource; 
discovering the resource; and 
Wherein the step of discovering the resource comprises 

the steps of: 
transmitting, by a node to its home discovery agent, a 

directory query for a resource; 
searching, by the node’s home discovery agent, for the 

requested resource directory information; 
When the requested resource directory information is not 

found, calculating, by the home discovery agent, the 
hashing index of the resource to determine a quali?ed 
set of discovery agents that should have the requested 
resource directory information; 

forWarding, by the home discovery agent, the directory 
query to one of the discovery agents in the quali?ed set; 

receiving, by the home discovery agent, the requested 
resource directory information; and 

forWarding the requested resource directory information 
to the node. 

7. The method of claim 6, Wherein the step of forWarding 
the directory query comprises the steps of: 

determining Which of the quali?ed set of discovery agents 
is closest to the home discovery agent; 

forWarding the directory query to the closest discovery 
agent in the quali?ed set; and 

When the closest discovery agent is unable to provide the 
requested resource directory information, forWarding 
the directory query to the next closest discovery agent 
until the information is found. 

8. In a mobile ad hoc netWork having a plurality of nodes, 
at least one node of Which being a resource provider, a 
quality of service (QoS) aWare resource discovery method, 
comprising the steps of: 

generating at least one discovery agent from the plurality 
of nodes; 

forming at least one dynamic domain Within the ad hoc 
netWork, each dynamic domain including at least a 
subset of the nodes as members thereof and one dis 
covery agent, the one discovery agent serving as a 
home discovery agent for its associated dynamic 
domain; 

registering a resource by the resource provider With the 
home discovery agent of the resource provider’s asso 
ciated dynamic domain; 

generating a query to discover the resource; 
discovering the resource; and 
Wherein the step of discovering the resource comprises 

the steps of: 
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transmitting, by a node to its home discovery agent, a 

quality of service (QoS) query for a resource to be 
accessed; 

searching, by the node’s home discovery agent, for the 
requested resource; 

When the requested resource is not found, calculating, by 
the home discovery agent, the hashing index of the 
resource to determine a quali?ed set of discovery 
agents that should have the requested resource; 

forWarding, by the home discovery agent, the QoS query 
to at least one of the discovery agents in the quali?ed 
set; 

forWarding, by the at least one discovery agent in the 
quali?ed set, the QoS query to the home discovery 
agents for resource providers having the resource 
requested; 

returning, by the home discovery agents for resource 
providers having the resource requested, QoS and 
address information for the resource providers in their 
home domains having the resource requested; 

selecting a resource provider having the best QoS; and 
forWarding the address information of the resource pro 

vider having the best QoS to the node. 
9. The method of claim 8, Wherein the step of forWarding, 

by the at least one discovery agent in the quali?ed set, the 
QoS query to the home discovery agents for resource 
providers having the resource requested comprises the step 
of multicasting. 

10. The method of claim 8, Wherein the step of forWard 
ing, by the at least one discovery agent in the quali?ed set, 
the QoS query to the home discovery agents for resource 
providers having the resource requested comprises the step 
of multiple-unicasting. 

11. In a mobile ad hoc netWork having a plurality of nodes 
arranged in dynamic domains, each dynamic domain having 
a home discovery agent, at least a subset of the dynamic 
domains having nodes therein providing resources to the 
netWork, a method of registering the resources for discovery 
comprising the steps of: 

receiving a registration request for a resource from a node, 
the resource having an attribute 0t; 

calculating a hash index of the resource as [3:H(0t), Where 
[3 is in the set {1, 2, . . . , M}, M being the number of 
discovery agents; 

forWarding the registration request for the resource to 
discovery agents having an index of [3,[3+1, . . . , 

[3+K-1, Where K is a predetermined number of repli 
cations for the resource registration. 

12. The method of claim 11, Wherein the nodes have a 
failure probability p, and Wherein K is set to |log1_PA|, Where 
A is a predetermined availability requirement for resource 
registration. 

13. In a mobile ad hoc netWork having a plurality of nodes 
arranged into a plurality of dynamic domains, each dynamic 
domain having a home discovery agent having resource 
directory information, a method comprising the steps of: 

discovering a failed discovery agent; 
broadcasting a discovery agent selection message; 
receiving responses from non-discovery agent nodes; 
comparing a distance from each non-discovery agent node 

from Which a response Was received to the failed 
discovery agent to determine Which non-discovery 
agent node is closest to the failed discovery agent; and 

selecting the closest of the non-discovery agent nodes to 
be a neW discovery agent for the failed discovery agent. 
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14. The method of claim 13, further comprising the steps 
of: 

assuming, by the neW discovery agent, the index i of the 
failed discovery agent; and 

recovering the failed discovery agents resource directory 
information from at least one discovery agent having an 
index selected from the group i-K+1, i-K+2, . . . , 

i+K-1. 
15. In a mobile ad hoc netWork having a plurality of nodes 

arranged in dynamic domains, each dynamic domain having 
a home discovery agent, at least a subset of the dynamic 
domains having nodes therein providing resources to the 
network, a method of discovering the nodes providing the 
resource comprises the steps of: 

receiving a directory query for a resource; 
searching for the requested resource directory informa 

tion; 
When the requested resource directory information is not 

found, calculating the hashing index of the resource to 
determine a quali?ed set of discovery agents that 
should have the requested resource directory informa 
tion; 

forWarding the directory query to one of the discovery 
agents in the quali?ed set; 

receiving the requested resource directory information; 
and 

forWarding the requested resource directory information 
to the node. 

16. The method of claim 15, Wherein the step of forWard 
ing the directory query comprises the steps of: 

determining Which of the quali?ed set of discovery agents 
is closest; 
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forWarding the directory query to the closest discovery 

agent in the quali?ed set; and 
When the closest discovery agent is unable to provide the 

requested resource directory information, forWarding 
the directory query to the next closest discovery agent 
until the information is found. 

17. In a mobile ad hoc netWork having a plurality of nodes 
arranged in dynamic domains, each dynamic domain having 
a home discovery agent, at least a subset of the dynamic 
domains having nodes therein providing resources to the 
network, a method of discovering the resource comprises the 
steps of: 

receiving a quality of service (QoS) query for a resource 
to be accessed; 

searching for the requested resource; 
When the requested resource is not found, calculating the 

hashing index of the resource to determine a quali?ed 
set of discovery agents that should have the requested 
resource; 

forWarding the QoS query to at least one of the discovery 
agents in the quali?ed set; 

receiving from the home discovery agents for resource 
providers having the resource requested QoS and 
address information for the resource providers in their 
home domains having the resource requested; 

selecting a resource provider having the best QoS; and 
forWarding the address information of the resource pro 

vider having the best QoS to the node. 


