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COMMUNICATION NODES FOR USE WITH 
A WIRELESS AD-HOC COMMUNICATION 

NETWORK 

This application claims priority from US. Provisional 
Application Ser. No. 60/347,885 ?led Jan. 15, 2002, from 
US. Provisional Application Ser. No. 60/347,886 ?led Jan. 
15, 2002, from US. Provisional Application Ser. No. 
60/347,887 ?led Jan. 15, 2002, from US. Provisional Appli 
cation Ser. No. 60/347,888 ?led Jan. 15, 2002, and from US. 
Provisional Application Ser. No. 60/358,722 ?led Feb. 25, 
2002. 

FIELD OF THE INVENTION 

This invention relates to data communication networks 
and more speci?cally to the area of an ad-hoc data commu 
nication network having ?exible network topology. 

BACKGROUND OF THE INVENTION 

Large-scale communication networks are typically sup 
ported by an infrastructure, which supports communication 
between distant individuals, for example the regular mail 
system, the telephone or electronic message system. In such 
communication networks, when a person dials a number or 
writes an address, the phone call, the letter or the electronic 
mail message is sent through an organiZed structure, which 
eventually allows for tracking the path of the message, until 
it reaches its destination. The construction of such infra 
structure necessitates high capital cost expenditure, long 
term planning and international compatibility between mate 
rials and processors having different origins to be able to 
connect together and provide the expected connections and 
services. 

To provide more latitude to users and to increase the 
communication capabilities between people, cellular tele 
phone networks have been established. When a cellular 
telephone is used, there must exist “towers” or antennas that 
transmit and receive signals from each cellular telephone. 
Current cellular telephone networks typically transmit over 
a long distance to a cellular tower, and cellular phones 
transmit and receive information from the receiver tower, 
which is located, many hundreds of meters away. This 
requires an initial infrastructure investment before cellular 
telephones function adequately with reasonable areas of 
coverage. As a result, powerful transmitters are required 
within the cellular phones, as well as requiring ?nely tuned 
receivers within the cellular phones, in order to be able to 
reliably receive and transmit information over these long 
distances. Analogous situations exist for telephone net 
works, satellite communication networks, and so forth. 
Unfortunately, the infrastructure costs are often non-recov 
erable capital expenses and end up dictating the overall cost 
of a service. Further, changing technologies are more diffi 
cult to implement due to the lag time associated with 
infrastructure costs and infrastructure cost recovery. Incon 
veniently, when a cellular phone is not in the transmission/ 
reception range of a cellular tower, no communication 
service is provided to the cellular phone. In such dead Zones, 
having a cellular phone is useless. Further inconveniently, 
when a cellular tower has reached its capacity in relaying 
communication signals, a request to make another cellular 
telephone call using that tower will not be permitted and will 
remain such as long as another user does not end his 
communication session or leave the area. Of course, to avoid 
such traf?c overload, one option is to build and use another 
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2 
cellular tower. However, it is not a preferred option for 
municipalities or telephone companies because of the non 
pro?table expense incurred. Furthermore, large areas exist 
which are not equipped with cellular tower. This is a major 
inconvenience when someone accustomed to using a cellular 
phone travels from a supported region or suburban area 
toward an unsupported region. 

SUMMARY OF THE INVENTION 

In accordance with a preferred embodiment of the present 
invention, there is provided a monitoring node comprising: 

a transceiver for receiving signals and for transmitting 
signals, the signals transmitted and received via a 
wireless communication medium; 

a transducer in communication with the transceiver for 
sensing data and for providing a signal including data 
relating to the sensed data; and, 

a processor for identifying the received signal as one of 
destined for the monitoring node and other than des 
tined for the monitoring node and for, when the iden 
ti?cation is indicative of the message being destined for 
other than the monitoring node, relaying the received 
signal via the transceiver and, when the identi?cation is 
indicative of the message being destined for the moni 
toring node, providing an indication to a receiving 
party of the received signal, 

wherein the monitoring node communicates with at least 
another monitoring node for forming an ad-hoc net 
work. 

In accordance with another preferred embodiment of the 
present invention, there is provided a network comprising: 

a plurality of communication nodes including at least one 
communication node in wireless transmission range of 
another communication node, the at least one commu 
nication node comprising: 

a transducer for sensing a physical parameter and for 
providing a sensor signal in dependence thereon; 

a receiver receiving a signal from a communication node 
in wireless transmission range; and, 

a transmitter for transmitting a ?rst signal in dependence 
upon the sensor signal to another communication node 
in wireless transmission range and for re-transmitting 
some received signals received from a communication 
node in wireless transmission range to another com 
munication node in wireless transmission range. 

In accordance with another preferred embodiment of the 
present invention, there is provided a method of automating 
meter readings comprising the steps of: 

receiving a meter reading value at a ?rst node; 
processing the meter reading value at the ?rst node to 

append thereto ad-hoc network protocol data; 
transmitting a meter signal from the ?rst node comprising 

the meter reading value with the appended data; 
receiving the meter signal at a second node; 
processing the received meter signal in accordance with 

the ad-hoc network protocol to determine whether the 
same meter signal was received prior at the second 

node; and, 
in dependence upon a result of the determination, per 

forming one of transmitting the received signal and 
other than transmitting the signal. 

In accordance with another preferred embodiment of the 
present invention, there is provided a method of monitoring 
a household comprising the steps of: 
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sensing security data within a household; 
generating a signal including data relating to the sensed 

security data; 
transmitting the signal via a self con?guring dynamic 

network; 
receiving the signal including data relating to the sensed 

security data; 
attaching protocol data to the received signal, the protocol 

for at least identifying a source and a destination of the 
signal in accordance with a use of a wireless ad-hoc 

network; and, 
wirelessly transmitting the signal such that the signal 

propagates from a communication node to another 
communication node. 

In accordance with another preferred embodiment of the 
present invention, there is provided a method of monitoring 
a household comprising the steps of: 

sensing security data within a household; 
generating a signal including data relating to the sensed 

security data; 
transmitting the signal via an ad-hoc network; 
receiving the signal including data relating to the sensed 

security data; 
attaching protocol data to the received signal, the protocol 

for at least identifying a source and a destination of the 
signal in accordance with a use of a wireless ad-hoc 

network; and, 
wirelessly transmitting the signal such that the signal 

propagates from a communication node to another 
communication node. 

In accordance with another preferred embodiment of the 
present invention, there is provided a method of monitoring 
a household comprising the steps of: 

sensing security data within a household; 
generating a signal including data relating to the sensed 

security data; 
attaching protocol data to the generated signal, the pro 

tocol data for at least identifying a source and a 
destination of the signal in accordance with a use of a 
wireless ad-hoc network; and, 

wirelessly transmitting the signal such that the signal 
propagates from a communication node to another 
communication node. 

In accordance with another preferred embodiment of the 
present invention, there is provided a method of monitoring 
a household comprising the steps of: 

receiving a signal via a wireless communication medium, 
the signal including security data having protocol data 
attached thereto; 

identifying the protocol data attached to the received 
signal; and, 

generating signals to be transmitted in accordance with a 
security ad-hoc network protocol. 

In accordance with another preferred embodiment of the 
present invention, there is provided a vehicle network com 
prising: 

a plurality of communication nodes including at least one 
communication node installed in a vehicle in wireless 
transmission range of another communication node, the 
at least one communication node comprising: 
a receiver for receiving a signal having protocol data 

attached therein, the signal received from a commu 
nication node in wireless transmission range; 

a protocol processor for identifying the attached pro 
tocol data and for in accordance with an ad-hoc 
network protocol performing one of re-transmitting 
the received signals received from a communication 
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4 
node in wireless transmission range to another com 
munication node in wireless transmission range and 
other than re-transmitting the received signal; and, 

a transmitter for transmitting the signal to another 
communication node in wireless transmission range; 

wherein the ad-hoc network protocol is in accordance 
with a use of a wireless vehicle ad-hoc network. 

In accordance with another preferred embodiment of the 
present invention, there is provided a parknet comprising: 

a plurality of communication devices for being carried by 
a park’s visitors, the plurality of communication 
devices including at least one communication device in 
wireless transmission range of another communication 
device, the at least one communication device com 
prising: 
a receiver for receiving a signal having protocol data 

attached therein, the signal received from a commu 
nication device in wireless transmission range; 

a protocol processor for identifying the attached pro 
tocol data and for in accordance with an ad-hoc 
protocol performing one of re-transmitting the 
received signals received from a communication 
device in wireless transmission range to another 
communication device in wireless transmission 
range and other than re-transmitting the received 
signal; and, 

a transmitter for transmitting the signal to another 
communication device in wireless transmission 
range; 

wherein the ad-hoc network protocol is in accordance 
with a use of a wireless ad-hoc parknet. 

In accordance with another preferred embodiment of the 
present invention, there is provided a cruisenet comprising: 

a plurality of communication devices for being carried by 
users disembarking from a cruise ship, the plurality of 
communication devices including at least one commu 
nication device in wireless transmission range of 
another communication device, the at least one com 
munication device comprising: 
a receiver for receiving a signal having protocol data 

attached therein, the signal received from a commu 
nication node in wireless transmission range; 

a protocol processor for identifying the attached pro 
tocol data and for in accordance with an ad-hoc 
protocol performing one of re-transmitting the 
received signals received from a communication 
device in wireless transmission range to another 
communication device in wireless transmission 
range and other than re-transmitting the received 
signal; and, 

a transmitter for transmitting the signal to another 
communication device in wireless transmission 
range; 

wherein the ad-hoc network protocol is in accordance 
with a use of a wireless ad-hoc cruisenet. 

In accordance with another preferred embodiment of the 
present invention, there is provided a boatnet comprising: 

a plurality of communication devices including at least 
one communication device in wireless transmission 
range of another communication device, the at least one 
communication device comprising: 
a receiver for receiving a signal having protocol data 

attached therein, the signal received from a commu 
nication node in wireless transmission range; 

a protocol processor for identifying the attached pro 
tocol data and for in accordance with an ad-hoc 
protocol performing one of re-transmitting the 
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received signals received from a communication 
device in Wireless transmission range to another 
communication device in Wireless transmission 
range and other than re-transmitting the received 
signal; and, 

a transmitter for transmitting the signal to another 
communication device in Wireless transmission 
range; 

Wherein the ad-hoc netWork protocol is in accordance 
With a use of a Wireless ad-hoc boatnet. 

In accordance With another preferred embodiment of the 
present invention, there is provided a skinet comprising: 

a plurality of communication devices for being carried by 
users in ski resorts, the plurality of communication 
devices including at least one communication device in 
Wireless transmission range of another communication 
device, the at least one communication device com 
prising: 
a receiver for receiving a signal having protocol data 

attached therein, the signal received from a commu 
nication device in Wireless transmission range; 

a protocol processor for identifying the attached pro 
tocol data and for in accordance With an ad-hoc 
protocol performing one of re-transmitting the 
received signals received from a communication 
device in Wireless transmission range to another 
communication device in Wireless transmission 
range and other than re-transmitting the received 
signal; and, 

a transmitter for transmitting the signal to another 
communication device in Wireless transmission 
range; 

Wherein the ad-hoc netWork protocol is in accordance 
With a use of a Wireless ad-hoc skinet. 

In accordance With another preferred embodiment of the 
present invention, there is provided an ad-hoc netWork 
comprising: 

a ?rst plurality of transceivers and a second plurality of 
transceivers, each transceiver from the ?rst plurality of 
transceivers and from the second plurality of transceiv 
ers comprising: 
a receiver for receiving a signal having protocol data 

attached therein the signal received from a trans 
ceiver in Wireless transmission range, 

a protocol processor for identifying the attached pro 
tocol data and for in accordance With an ad-hoc 
protocol performing one of re-transmitting the 
received signals and other than re-transmitting the 
received signal; and, 

a transmitter for transmitting the signal; 
Wherein the transmission range of each transceiver from 

the ?rst plurality of transceivers is shorter than the 
transmission range of each transceiver from the second 
plurality of transceivers. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Exemplary embodiments of the invention Will noW be 
described in conjunction With the folloWing draWings, in 
Which: 

FIG. 1a is a bloc diagram of a house equipped With a 
Wireless household consumption meter having a communi 
cation system integrated therein for use in an ad-hoc net 
Work; 

FIG. 1b is a simpli?ed bloc diagram of a household 
consumption ad-hoc netWork comprising a plurality of 
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6 
houses in a neighborhood equipped With the Wireless house 
hold consumption meter of FIG. 1a; 

FIG. 2a is a simpli?ed bloc diagram of a household 
consumption ad-hoc netWork When a node disappears from 
the netWork of FIG. 1b; 

FIG. 2b is a simpli?ed bloc diagram of a household 
consumption ad-hoc netWork When a node is added to the 
netWork of FIG. 1b; and, 

FIG. 3 is a How chart diagram of a method of routing 
signals at the household consumption node; 

FIG. 4 is a simpli?ed bloc diagram of a prior art house 
hold security system related to a central security company; 

FIG. 5a is a simpli?ed diagram of a household security 
system; 

FIG. 5b is a simpli?ed bloc diagram of a security item 
from the security system for use With an ad-hoc Wireless 
communication netWork; 

FIG. 50 is a simpli?ed bloc diagram of an alternative 
embodiment of a security item from the security system for 
use With an ad-hoc Wireless communication netWork; 

FIG. 6 is a simpli?ed bloc diagram of a security control 
panel for use With the Wireless security as-hoc netWork 
according to an embodiment of the present invention; 

FIG. 7 is a simpli?ed bloc diagram of a portable security 
communication device for use With the Wireless security 
as-hoc netWork according to an embodiment of the present 
invention; 

FIG. 8 is another form of data being transmitted using 
transceivers Within the netWork according to another 
embodiment of the present invention; 

FIG. 9 is a How chart diagram of a method of propagating 
security data through an ad-hoc network according to an 
embodiment of the present invention; and, 

FIG. 10 is a How chart diagram of a method of propa 
gating security data through an ad-hoc netWork according to 
another embodiment of the present invention; 

FIG. 11 is a schematic diagram of a prior art communi 
cation system used With cars; 

FIG. 12 is a simpli?ed diagram of vehicle communication 
device for use With an ad-hoc Wireless communication 
netWork according to an embodiment of the invention; 

FIGS. 13a, 13b and 130, are simpli?ed diagrams of 
mobile ad-hoc Wireless communication netWork for use With 
a plurality of mobile communication nodes; and, 

FIG. 14 is a simpli?ed mobile ad-hoc netWork according 
to another embodiment. 

DETAILED DESCRIPTION OF THE 
INVENTION 

An ad-hoc netWork is a dynamic collection of possibly 
mobile hosts capable of communicating reliably Without the 
aid of any pre-established infrastructure. The netWork topol 
ogy varies as communication nodes are added, moved and 
removed from the netWork. Ad-hoc netWorks differ from 
traditional netWorks in that the topology of interconnections 
betWeen nodes is inherently dynamic and generally unpre 
dictable. Consequently, ad-hoc netWorks do not rely on a 
centraliZed authority to coordinate routing of messages 
therein. 
The dynamic aspect of an ad-hoc netWork renders the 

con?guration of the netWork ?exible because sometimes 
nodes appear and are added to the netWork or nodes disap 
pear and are removed from the netWork. Advantageously, 
transmitters and receivers used Within a Wireless communi 
cation ad-hoc netWork of the invention are relatively inex 
pensive, because of their short range as Well as limited 
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bandwidth. Advantageously, this allows for a plurality of 
data type to be transmitted within this type of network. 

Unfortunately, even ad-hoc networks have certain mini 
mum requirements. Clearly to communicate between two 
nodes of an ad-hoc network, a network must be formable 
therebetweenitypically in an ad-hoc fashioniat the time 
of the communication. According to embodiments set out 
below, the communication node for use with the ad-hoc 
network comprises a transducer, which generates a signal in 
response to an external signal. This is described using two 
exemplary embodiments of such ad-hoc networks where the 
transducer corresponds to a household consumption meter 
and to a household security monitoring system. Both of 
these embodiments allow for wide area support for an 
ad-hoc network by providing many closely spaced nodes. 

Typically, houses are equipped with water meters to meter 
water consumption for the house. Initially the reading of 
water meters was accomplished by having a water company 
representative enter the house and then record numbers 
indicative of water consumption for the house. Unfortu 
nately, this method is quite obtrusive and requires a member 
of the house to be home in order to allow access to the water 
company representative. In order to minimiZe this obtru 
siveness, water companies have installed a circuit within the 
water meter and coupled to this circuit an external monitor 
panel, where the external monitor panel was placed outside 
of the house. Having the monitor panel outside of the house 
allows for the water company representative to couple a 
monitoring apparatus to the external monitoring panel in 
order to retrieve from the circuit water consumption for the 
house. Although the obtrusiveness has been removed 
through this method, it still involves the costly operation of 
having the water company representative go to each house 
in order to obtain water consumption readings. 

In order for the water company to minimiZe the amount of 
time spent taking meter readings wireless transmitters (Tx) 
have been installed within water meter circuits for use in 
monitoring thereof. A water consumption receiver receives 
the transmitted water meter reading transmitted at a carrier 
frequency and including a water consumption value. Having 
this type of wireless communication provides for a number 
of advantages for the water company. Firstly water readings 
can be taken from a vehicle located a distance from the 
house; this saves time since the water company representa 
tive does not need to leave the vehicle in order to take a 
reading. Secondly, more houses can be monitored in at a 
given time since (a) the representative does not need to leave 
the vehicle and (b) signals on different carrier frequencies 
are usable for different homes. 

Referring to FIG. 1a, a wireless household consumption 
meter having an ad-hoc wireless communication system for 
use with an ad-hoc network according to an embodiment of 
the present invention is shown. The wireless household 
consumption meter (HCM) 32 includes a transmitter 32a 
and a receiver 32b for transceiving wireless signals. The 
HCM also includes a processor 320 in communication with 
the transmitter 32a and the receiver 32b, the processor for 
identifying the wireless signals. Typically, such a HCM 32 
is located outside a house 30. 

Referring to FIG. 1b, a simpli?ed block diagram of a 
household consumption ad-hoc network (HCMN) for a 
plurality of houses in a neighbourhood is shown. Each of the 
houses 30 in the ad-hoc network is equipped with the HCM 
32, as shown in FIG. 1a. Within a typical neighbourhood 
utiliZing HCM there will be a plurality of houses 33*40 
within close proximity of each other, where each of these 
houses has a HCM 32 installed for measuring household 
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8 
consumption thereof. Upon being installed, a HCM periodi 
cally transmits a contact signal to the surrounding HCMs, 
installed in the neighborhood within the transmission range 
of the HCM, indicating its presence. Every node in the 
transmission vicinity of a new node processes the contact 
signal such that when a signal is transmitted from a node to 
another node, the new node is part of the relaying path. 

According to an embodiment of the present invention, as 
shown in FIG. 1b, each of the communication devices 
periodically transmits a contact signal. Thus, a HCM at 
house 38, for example, is aware that the HCMs at houses 39, 
36 and 34 are in its transmission/reception range. Of course, 
the contact signal of houses 36 and 39 is different from the 
contact signal of house 34, which corresponds to the central 
station collecting the household consumption information 
from the nodes belonging to the ad-hoc network. Advanta 
geously, with such an application, each node does not need 
to transmit a contact signal very often. Further advanta 
geously, the central station also transmits contact signals to 
ensure the functionality of the HCM and eventually the 
amount of water, gas or electricity for example consumption 
meters expected to return water, gas or electricity consump 
tion value upon a request. 

Optionally, the central station 34 is vehicle-based belong 
ing to a utility company. A driver of the vehicle drives from 
neighborhood to neighborhood and read the household 
meters via the ad-hoc network. 

Within a community using the HCM network (HCMN), 
distances between Tx/Rxs (transmitters and corresponding 
receivers) are quite small, typically in the order of a few tens 
of meters. This allows for setting up of the HCMN. A HCM 
communication device is used in order to transmit and 
receive messages to other HCM communication devices 
within the HCMN. 

Each HCM communication devices within the HCMN is 
set to read water, gas or electricity consumption and to 
provide a consumption value (HCV) indicative of the house 
hold water, gas or electricity consumption to the HCMN. 
The HCM transmits along the predetermined frequency 
using the predetermined protocol, providing its consumption 
value to other HCM communication devices within the 
HCMN. The HCV from each meter propagates through the 
wireless HCMN from meter to meter until it reaches a 
central station 34. At the central station the value obtained 
from the ?rst meter is noted. 

Each meter within the HCMN is either set by the central 
station or set to provide a reading after an elapsed amount of 
time. Since the value reading from each HCM propagated 
through the HCMN to the central station, the central station 
also communicates with each HCM through a plurality of 
HCMs within the HCMN. The predetermined protocol 
determines which HCM are read from and which are used to 
relay information. 

In another embodiment, the central station 34 is not 
proximate the HCM. Therefore in order to obtain a con 
sumption value from the HCM, the central station uses the 
predetermined protocol and communicates with any meter 
within the HCMN to obtain the consumption value from 
each HCM. 

Having this type of HCMN provides a number of advan 
tages for the companies. First, it reduces the need for having 
to drive around streets contained within at least a portion of 
the HCMN in order to obtain consumption values for the 
plurality of houses within the at least a portion of the 
HCMN, providing a signi?cant cost savings for the compa 
nies. Second, it also allows the companies to take meter 
readings more often; the readings performed automatically 
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through the ad-hoc network. Third, the HCMV is obtainable 
as often as desired at little or no additional cost, Which 
represents an asset if for example a leak of Water or gas is 
suspected in an area or if a HCMV obtained is Way out of 
a normal consumption value, and so forth. 

For example, FIGS. 2a and 2b shoW such evolution of a 
HCMN When a node disappears as in FIG. 2a or is added as 
in FIG. 2b. The simpli?ed HCMN shoWn in FIG. 2a is 
similar to the HCMN as in FIG. 1b With the exception that 
the house 49 is no longer part of the network; the HCM 
attached to house 49 has stopped transmitting a contact 
signal. The fact that house 49 has disappeared from the 
ad-hoc netWork does not affect the transmission and recep 
tion of data of the other communication nodes of the 
netWork. Having such ad-hoc netWork relationship o?fers 
alternate paths for the signals to propagate from a source 
house to a remote destination. 

In the present example, When the HCM of node 48 
transmits a signal indicative of the Water consumption in 
response to a request received from the central station, the 
direct path, from node 48 to node 49 to node 47 and then to 
the central station 34, for propagating such signal is not 
available because node 49 is no longer a functional node of 
the ad-hoc netWork. Therefore, the signal is propagated 
through another path, represented here by nodes 33, 44, 45, 
46 and/or 47 before reaching the central station 34, or 
through any of a plurality of other paths. 

Referring to FIG. 2b, house 50 has recently been built in 
the neighborhood and is equipped With a HCM that is in 
transmission/reception range of the HCM of house 48. 
Therefore, Without installing any costly equipment for con 
necting house 50 to a household consumption netWork, the 
HCM attached to house 50 transmits HCMV to the central 
station 34 and receives requests from the central station 
through the Wireless ad-hoc netWork. 

Referring to FIG. 3, a How chart diagram of a method of 
routing signals at the HCM is shoWn. Every signal received 
by the receiver included in the HCM includes a protocol, 
Which permits routing the signal in accordance With the 
predetermined protocol. Therefore, upon the reception of a 
signal, the protocol is identi?ed using identi?cation steps. 
Upon the indication extracted from the protocol, the signal 
is routed to the meter When the identi?ed protocol indicates 
that the signal is a request to read a household consumption 
to Which the HCM is attached. When the protocol indicates 
that the signal is to be relayed, the signal is routed to the 
transmitter, Which transmits the signal alloWing the signal to 
propagate from one node to another node of the ad-hoc 
netWork. 
Of course, the signals received from the central station are 

not limited to requests to read the meter; the central station 
periodically transmits signals having a protocol indicative of 
a contact signal. Interestingly, such contact signal provides 
information on the functionality of the HCM of the netWork 
When each HCM generates a message identifying itself to be 
propagated back to the station in response to the contact 
signal. Furthermore, a response is indicative of the number 
of consumption meters expected to return consumption 
values upon request. The central station reacts accordingly 
by scheduling the transmission of the request signals for 
each house. 

Optionally, the signal generated in response to a contact 
signal identifying the source of the response includes data 
indicating Whether the HCM is in need of maintenance. 
Of course, standards could be imposed Within the HCMN 

in order to facilitate communicating With other HCMNs. 
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10 
Typically Water meter readings, for example, are per 

formed every feW months and therefore the HCMN Will 
have times When it is not being used, or When traf?c Within 
the HCMN is at a minimum. Conversely, a plurality of 
countries has deregulated the electricity distribution, and the 
users are charged on the current demand and speci?c hours 
basis. The peak consumption period When the demand for 
current and the price of electricity are higher is comprised 
betWeen 7 am and 9 pm. Typically, a utility company is using 
an average price to charge the customers and the HCM are 
monitored such that each costumer is charged in dependence 
upon their oWn averaged consumption. 

According to another embodiment, the communication 
nodes are equipped With transducer for generating security 
signals in response to household security monitoring and the 
data transmitted through the netWork correspond to house 
hold security monitoring data. 

In order to protect their home and family, people often 
keep guard dogs. Others use sophisticated security systems. 
Some security systems merely make a loud noise to deter 
intruders While others place a telephone call to a remote 
location. Presently, houses are typically equipped With secu 
rity systems to monitor household security. In order for the 
security company to minimize the amount of time spent 
taking security readings they are connected via the phone 
lines to each monitored home. Such a system is costly to 
monitor and often far more complex than a residential home 
security Would Warrant. 

Referring to FIG. 4, a simpli?ed bloc diagram of a prior 
art household security system related to a central security 
company is shoWn. In order to monitor a house 10, the house 
is equipped With various household security devices as for 
example main and back doors and bay-WindoW contact 
devices, motion detector devices, smoke detectors, a siren. 
Each of the household security devices is related to a control 
panel generally located close to the main house door to 
facilitate activation and deactivation of the security system 
When leaving or entering the house. Of course, When 
installed, the smoke detector should only be deactivated 
under special circumstances such as maintenance. The house 
10 is related to a security company 12 through telephone 
communication lines; the security company constantly 
monitors the house. When the security system of the house 
is activated and an intruder gains access inside the house, the 
alarm goes olf, Which alerts the security company. The 
security company tries to communicate by phone With the 
oWner of the house in order to ensure that this is not a false 
alarm. Moreover, the company also tries to contact at least 
tWo other persons 13 named as references by the oWner of 
the house. When it becomes evident that the alarm has not 
falsely initiated or that the contacts are not reachable, the 
police station 14 or the ?re department is alerted, and a 
patrol car 16 is sent to the house for further enquiry. Of 
course, depending on the distance the patrol car 16 has to 
travel, the time to reach the house varies, Which may 
increase damage caused by the intruders or by the situation. 
Even though this is not an ideal situation, it is nonetheless 

an excellent protection system for countless houses and 
businesses. HoWever, it is also an expensive system and has 
a monthly charge relating to monitoring thereof. As is 
apparent to a person With skill in the art, typical security 
systems present lots of draWbacks as for example the time 
response before an intervention, the costs associated With 
the Whole installation and the constant monitoring and so 
forth. 

Referring to FIG. 5a, a simpli?ed diagram of a household 
security system for use With an ad-hoc Wireless communi 
















