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(57) ABSTRACT 

A computer system is provided comprising a core operating 
system and a system space having a number of memory 
locations. The core operating system creates a number of 
protection domains to partition the system space. Each of the 
partitions includes a partition operating system and a parti 
tion user application. Each partition operating system pro 
vides resource allocation services to the respective partition 
user application Within the partition. 
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TWO-LEVEL OPERATING SYSTEM 
ARCHITECTURE 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

This application is related to US. application Ser. No. 
10/273,288, entitled HEALTH MONITORING SYSTEM 
FOR A PARTITIONED ARCHITECTURE and US. appli 
cation Ser. No. 10/273,305, entitled INTERPARTITION 
COMMUNICATION, both ?led on even date herewith, and 
the entire disclosures of Which are hereby incorporated by 
reference in their entirety. 

BACKGROUND INFORMATION 

A computing environment comprising, for example, a 
CPU, memory and Input/Output (I/O) devices, typically 
includes an operating system to provide a Way to control the 
allocation of the resources of the environment. Traditional 
multitasking operating systems (e. g., UNIX, Windows) have 
been implemented in computing environments to provide a 
Way to allocate the resources of the computing environment 
among various user programs or applications that may be 
running simultaneously in the computing environment. The 
operating system itself comprises a number of functions 
(executable code) and data structures that may be used to 
implement the resource allocation services of the operating 
system. 

Certain operating systems, called “real-time operating 
systems,” have been developed to provide a more controlled 
environment for the execution of application programs. 
Real-time operating systems are designed to be “determin 
istic” in their behavioriie, responses to events can be 
expected to occur Within a knoWn time of the occurrence of 
the event, Without fail. Determinism is particularly neces 
sary in “mission-critical” and “safety-critical” applications, 
Where the outcome of event responses is essential to proper 
system function. Real-time operating systems are therefore 
implemented to execute as ef?ciently as possible With a 
minimum of overhead. As a result, prior real-time operating 
systems have typically employed relatively simplistic pro 
tection models for system and user processesitypically all 
processes execute in the same space, thus alloWing direct 
access to all system resources by all user tasks (system calls 
can be made directly). This real time operating system 
model provides the fastest execution speed, but is de?cient 
in providing system protection. 

In order to improve system protection, it has been pro 
posed to provide an operating system that implements a 
“protection domain” architecture. VxWorks®AE, marketed 
by Wind River Systems of Alameda, Calif., is an example of 
such a protection domain system. Basically, the protection 
domain system segregates the computing environment into 
a number of “protection domains.” Each protection domain 
is a “container” for system resources, executable code and 
data structures, as Well as for executing tasks and system 
objects (such as semaphores and message queues). Each 
resource and object in the system is “oWned” by exactly one 
protection domain. The protection domain itself is a self 
contained entity, and may be isolated from other system 
resources and objects to prevent tasks executing in the 
protection domain from potentially interfering With 
resources and objects oWned by other protection domains 
(and vice versa). 
The protection domain system of VxWorks®AE also, 

hoWever, provides mechanisms by Which tasks executing in 
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2 
one protection domain may access resources and objects 
contained in a separate protection domain. Each protection 
domain includes a “protection vieW” that de?nes the system 
resources and objects to Which it has access (i.e., the 
resources and objects Which it can “see”). By default, each 
protection domain has a protection vieW that includes only 
the system resources and objects contained Within that 
protection domain. HoWever, a protection domain may 
acquire access to the resources of other protection domains 
by “attaching” to these protection domains. When a ?rst 
protection domain has obtained “unprotected attachment” to 
a second protection domain, the second protection domain is 
added to the protection vieW of the ?rst protection domain. 
Executable code in the ?rst protection domain may use 
“unprotected links” to functions selected in the second 
protection domain, alloWing tasks executing in the ?rst 
protection domain to use the resources and access the 
objects of the second protection domain With a minimum of 
execution overhead. 

Unrestricted access by all tasks executing in one protec 
tion domain to all the resources and objects of another 
protection domain may not be desirable, hoWever, for rea 
sons of system protection and security. The VxWorks®AE 
protection domain system therefore provides a further 
mechanism Whereby individual tasks executing in a ?rst 
protection domain may access resources or objects con 

tained in a second protection domain, but Without adding the 
second protection domain to the protection vieW of the ?rst 
protection domain. This access is achieved by “protected 
attachment” of the ?rst protection domain to the second 
protection domain via a “protected link” betWeen executable 
code in the ?rst protection domain and selected functions in 
the second protection domain. Using the protected link, a 
task running in the ?rst protection domain may, for example, 
make a direct function call to a function existing in the 
second protection domain, Without the need to alter the 
protection vieW of the ?rst protection domain. Tasks in the 
?rst protection domain are prevented from accessing the 
second protection domain except through this protected link, 
thus preventing unauthoriZed accesses of functions and data 
in the second protection domain. Protected linking can be 
achieved Without the need to use different code instructions 
for protected and unprotected accesses (increasing imple 
mentation ?exibility), and Without the need to create sepa 
rate tasks in the protected protection domain to perform the 
desired actions. 

Such a protection domain system alloWs the operating 
system to dynamically allocate system resources among 
processes and ?exibly implements and enforces a protection 
scheme. This protection scheme can be formulated to control 
the impact of poorly Written applications, erroneous or 
disruptive application behavior, or other malfunctioning 
code, on the operating system and other applications running 
in the computer system. The protection domain approach 
accomplishes the protection results in a manner that is 
transparent to application developers, and incurs minimal 
execution overhead. 

While the knoWn protection domain system achieves a 
signi?cant advance in system protection, additional capa 
bilities Would be desirable. For example, in safety-critical 
applications, it Would be desirable to separate user applica 
tions into discrete partitions so that the impact of any 
erroneous or disruptive behavior of a particular user appli 
cation can be contained to the malfunctioning application 
itself. 
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SUMMARY 

According to one exemplary embodiment of the present 
invention, a computer system is provided, comprising a core 
operating system and a system space having a number of 
memory locations. The core operating system partitions the 
system space into a plurality of partitions. Each of the 
partitions includes a partition operating system and a parti 
tion user application. Each partition operating system pro 
vides resource allocation services to the respective partition 
user application Within the partition. Also according to 
another exemplary embodiment of the present invention, the 
core operating system is arranged to schedule the partitions 
such that the partition operating system, partition user appli 
cation pairs are temporally partitioned from each other. 
According to another exemplary embodiment, the schedul 
ing is a time multiplexed scheduling. 

According to another exemplary embodiment of the 
present invention, a computer system is provided, compris 
ing a core operating system and a system space having a 
number of memory locations. The core operating system 
creates a number of protection domains to partition the 
system space. Each of the partitions includes a partition 
operating system and a partition user application. Each 
partition operating system provides resource allocation ser 
vices to the respective partition user application Within the 
partition. Also according to another exemplary embodiment 
of the present invention, the core operating system is 
arranged to schedule the partitions such that the partition 
operating system, partition user application pairs are tem 
porally partitioned from each other. According to another 
exemplary embodiment, the scheduling is a time multi 
plexed scheduling. 
A ?rst method according to an exemplary embodiment of 

the present invention is also provided. The method includes 
implementing a core operating system and providing a 
system space having a number of memory locations. Addi 
tional steps include operating the core operating system to 
partition the system space into a plurality of partitions; and 
implementing a partition operating system, partition user 
application pair in each partition Whereby the partition 
operating system, partition user application pairs of the 
partitions are spatially partitioned from each other. The 
method provides the step of operating each partition oper 
ating system of each pair to provide resource allocation 
services to the respective partition user application Within 
the partition. 
A second method according to an exemplary embodiment 

of the present invention is also provided. The method 
includes implementing a core operating system and provid 
ing a system space having a number of memory locations. 
Additional steps include operating the core operating system 
to create a number of protection domains to partition the 
system space and implementing a partition operating sys 
tem, partition user application pair in each partition Whereby 
the partition operating system, partition user application 
pairs of the partitions are spatially partitioned from each 
other. The method provides the step of operating each 
partition operating system of each pair to provide resource 
allocation services to the respective partition user applica 
tion Within the partition. 

Pursuant to a third method, an additional step is provided 
in the ?rst and/or second methods, Wherein the additional 
steps includes operating the core operating system to sched 
ule the partitions such that the partition operating system, 
partition user application pairs are temporally partitioned 
from each other. 
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4 
In With accordance With further embodiments of the 

present invention, computer readable media are provided, 
having stored thereon, computer executable process steps 
operable to control a computer to implement the embodi 
ments described above. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 shoWs a block diagram of an exemplary computer 
system implementing a tWo-level operating system archi 
tecture according to the present invention. 

FIG. 2 shoWs an exemplary system space of the computer 
system of FIG. 1. 

FIG. 3 shoWs the system space of FIG. 2 arranged into 
partitions according to an exemplary embodiment of the 
tWo-level operating system architecture according to the 
present invention. 

FIG. 4 shoWs a logical block diagram of an exemplary 
protection domain implemented in the system space of FIG. 
3. 

FIG. 5 shoWs an exemplary protection vieW data structure 
from the protection domain of FIG. 4. 

FIG. 6 shoWs a graphical representation of a time-multi 
plexed partition scheduling arrangement according to the 
present invention. 

FIG. 7 illustrates an exemplary system call facility imple 
mented via an abstraction layer. 

FIG. 8 is a ?owchart illustrating the operation of the 
facility of FIG. 7. 

FIG. 9 illustrates an exemplary layout of system space in 
additional detail. 

FIG. 10 shoWs an exemplary data structure to maintain 
partition scheduling data. 

FIG. 11 illustrates an exemplary system implementing the 
scheduling of temporal partitions by the core OS. 

FIG. 12 is a How chart illustrating the operation of the 
system described in FIG. 11. 

FIG. 13 illustrates a pseudo-interrupt system. 
FIG. 14 illustrates an IDE (and its associated tools) 

connected to a target system implementing a core OS and 
three partitions. 

FIG. 15 is a How chart illustrating the handling of an 
exception. 

FIG. 16 illustrates a hypothetical timeline in connection 
With the operation of the system. 

FIG. 17 is a block diagram of a communication system for 
inter-partition message passing according to an exemplary 
embodiment of the present invention. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

Referring noW to the draWings, and initially to FIG. 1, 
there is illustrated in block diagram form, a computer system 
100 comprising a CPU 101, Which is coupled to a physical 
memory system 102 and a number of I/O systems 103. 
Connection of the CPU 101 to the physical memory system 
102 and the number of I/ O systems 103 may be according to 
any of the Well knoWn system architectures (e.g., PCI bus) 
and may include additional systems in order to achieve 
connectivity. I/O systems 103 may comprise any of the Well 
knoWn input or output systems used in electronic devices 
(e.g., key pad, display, pointing device, modem, netWork 
connection). Physical memory system 102 may include 
RAM or other memory storage systems, and read only 
memory and/or other non-volatile storage systems for stor 
age of softWare (an operating system, other applications) to 






















