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the logical interface other indications are used in the VLAN 
tagging. 
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VLAN Forwarding Tab/e Sample Output 
Fara/con?gure/v/anfwd>dispiay v/an fwd table 

V/an Ether [we — 3.3024(0x8700) 

V/an Forwarding Tab/e - 

Interface Name Wan Id 

ethernet0 100-720, 500, 4095 
eth'erneti 1-500, 600, 7000 

VLAN Forwarding Statistics Sample Output 
?ara/con?gure/v/anfwd>display v/an fwd statistics 

Vlan Forwarding Statistics — 

V/an F arwarding — ENABLED 
Wan Ether Type — .33024(0x8100) 

Wan Id: (4097) 
Outgoing Vian Packets: 500 
Incoming V/an Packets: 500 
Drapp ad Man Packets: 0 

V/an Id: (4092) 
Outgoing Vlan Packets: 2000 
Incoming V/an Packets: 2000 
Dropped V/an Packets: 0 

Wan Id: (4093) 
Outgoing Wan Packets: 10 
Incoming Wan Packets: 10 
Dropped Wan Packets: 0 

FIG. 11 
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SYSTEM AND METHOD FOR CONNECTING 
GEOGRAPHICALLY DISTRIBUTED 
VIRTUAL LOCAL AREA NETWORKS 

RELATED APPLICATION 

This application claims priority under 35 U.S.C. § 119(e) 
to US. Provisional Patent Application No. 60/227,862, ?led 
Aug. 24, 2000. 

BACKGROUND OF THE INVENTION 

The present invention relates to Virtual Local Area Net 
works (VLANs). VLANs allow multiple community groups 
to coexist within one bridge. A bridging community is 
identi?ed by its VLAN ID. As described in IEEE 802.1q 
standard, if a system that supports VLANs receives a frame 
from the LAN, the frame will only be admitted to a LAN 
which belongs to the same community. A disadvantage of 
the VLAN standard 802.1q is that it does not support 
interactions over Wide Area Networks (WANs). It is desired 
to have a VLAN supported over a wide area network 
because it would allow the logical grouping of resources 
between a customer premise equipment (CPE) location and 
a point of presence (POP) location. 

For this reason, it is desired to have systems and apparatus 
that support VLANs over wide area networks. 

SUMMARY OF THE INVENTION 

The present invention comprises a unit that allows 
VLANs to extend over wide area networks. In one embodi 
ment, the VLAN frames are bridged and sent to another 
VLAN segment across the WAN. This bridging embodiment 
has a number of disadvantages. First, the bridging adds to 
the overhead of the data transfer over the WAN. Addition 
ally, the use of bridging reduces the ?exibility of the 
transmissions over the WAN. 

In a preferred embodiment, a unit provides VLAN ID 
tagging based on a logical interface at the unit. The logical 
interface can be a physical interface, such as a T1 or Ethernet 
port, multi-link combination of physical connections, such 
as multi-linked Tls, or virtual connections, such as a virtual 
circuit, or an aggregated virtual circuit. Other possible 
logical interfaces include DS3, CT3, and El. VLAN tables 
stored in the unit associate VLAN IDs with logical interfaces 
of the unit. In one embodiment, when data is received at a 
logical interface and the VLAN tagging is enabled, the data 
is tagged with the VLAN ID to send to a VLAN on the other 
side of the LAN interface. Thus, the VLAN ID need not be 
sent over the WAN, reducing the WAN data transfer over 
head. 

Another embodiment of the present invention comprises 
a VLAN tagging unit having multiple logic interfaces. 
Different logical interfaces on the VLAN tagging unit are 
associated with different customer networks. The customer 
networks transmits data to the VLAN tagging unit across a 
WAN. The VLAN tagging unit produces a VLAN ID for 
data associated with a customer network. The production 
depends at least partially on the logical interface of the 
VLAN tagging unit on which the data is received. The 
VLAN tagging unit uses the VLAN ID to produce VLAN 
frames to send to additional networks elements. Data is 
explicitly combined with the VLAN ID only after the VLAN 
tagging unit tags the data with the VLAN ID. 

In another embodiment, the customer networks do include 
a VLAN ID such that data is sent in VLAN frames, 
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2 
including the VLAN ID. In one embodiment, another VLAN 
tagging unit strips the VLAN information from the data 
before sending it to the ?rst VLAN tagging unit across a 
WAN. 

In another embodiment of the present invention the pro 
duction of the VLAN ID further depends upon other infor 
mation such that multiple VLAN IDs can be used for data 
received at the same logical interface. This allows the unit to 
associate ?ows coming to the unit with different VLAN IDs, 
such that the element in the network associate with the unit 
can handle the ?ows differently. 

Another embodiment of the present invention comprises 
a system including a customer network using a ?rst VLAN 
ID. A ?rst VLAN tagging unit is adapted to convert VLAN 
frames into data in a format without a VLAN ID. The data 
in the format without the VLAN ID is sent across the WAN 
to a second VLAN tagging unit. The second VLAN tagging 
unit converts the data in the format without a VLAN ID into 
VLAN frames with a second VLAN ID. The ?rst and second 
VLAN IDs need not be the same. One way to implement 
such a system is to use Internet Protocol (IP) multiplexing 
such that networks elements on the LANs associated with 
the ?rst and second tagging units are given a spoofed 
medium access (MAC) addresses, the spoofed MAC 
addresses corresponding to a WAN interface connection for 
the units. Network elements in the local area networks 
address the units with the spoofed address, the units using 
the spoofed address to determine what WAN interface to 
send the data in the format without the VLAN ID. The 
second VLAN tagging unit receives the data without the 
VLAN ID and adds a VLAN ID to form VLAN frames 
according to the VLAN table in the second VLAN tagging 
unit. 

Another embodiment of the present invention concerns a 
unit associated with customer networks and at least one 
WAN. The customer networks are associated with different 
logical interfaces on the unit. The customer networks need 
not be directly connected to those interfaces. The unit allows 
the transfer of data associated with a VLAN across the 
WAN. The unit maintains a table of VLAN IDs, and 
associated logical interfaces, such that when data associated 
with the VLAN is received, it can be forwarded to each of 
the associated logical interfaces other than the logical inter 
face on which the data is received. This allows the unit to 
transmit the VLAN frames onto the multiple interfaces when 
the VLAN ID is associated with multiple interfaces. 

Another embodiment of the present invention concerns a 
unit associated with customer networks and at least one 
WAN. Different logical interfaces on the unit being associ 
ated with different customer networks. The unit allowing 
transfer of data associated with VLAN across the WAN. The 
unit maintaining a VLAN table of VLAN IDs, logical 
interfaces associated with each VLAN ID, and at least one 
service parameter. Based on the VLAN ID, the unit is 
adapted to use a surface parameter to affect data transferred 
from the unit. The service parameter can be a quality of 
service (QOS) indication, a translation indication, a com 
pression indication, an encapsulation indication, an encryp 
tion indication or another processing indication. 

Still yet another embodiment of the present invention 
concerns a unit associated with at least one WAN. Different 
logical interfaces on the unit being associated with different 
customer networks. The unit allowing transfer of data asso 
ciated with the VLAN across the WAN. The unit maintain 
ing a table of VLAN IDs, and at least one associated quality 
of service indication. Data from the multiple VLANs having 
different VLAN IDS are sent across the same WAN con 
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nection. The quality of service indication determines how 
bandwidth is divided between the VLANs. In one embodi 
ment, the quality of service indication includes a committed 
information rate (CIR) indication, an indication of the e 
burst rate, and policing policy indication. The quality of 
service indications can also be a prioritization indication that 
allows the prioritization of data being sent across the WAN. 

Still yet another embodiment of the present invention 
concerns a unit associated with a customer network and at 
least one WAN. Different logical interfaces on the unit being 
associated with different customer networks. The unit main 
tains a table of VLAN IDs and associated logical interfaces. 
The VLAN table also contains Internet Protocol (IP) 
addresses associated with the different logical interfaces 
such that a network address translation of IP addresses is 
done at least in part due to the logical interface from which 
the data is received. In one embodiment, this translation 
comprises network address translation (NAT). In one 
embodiment, this translation is an IP version 4 to IP version 
6 addresses translation. 

Still yet another of the present invention concerns a 
system in which at least one VLAN ID is a management ID 
that allows the management of network elements, such that 
elements associated with other VLAN IDs cannot access the 
management functions. In one embodiment, connectivity is 
checked using the management VLAN ID. In another 
embodiment, the unit converts non-VLAN ID-based man 
agement instructions to VLAN ID-based management 
instructions. 

Still yet another embodiment of the present invention 
comprises a system in which a VLAN ID table in the unit is 
updated dynamically during the operation of the unit. In one 
embodiment, this dynamic updating is done by examining 
the VLAN IDs of data being transferred through the unit 
along with the logical interfaces of the incoming data. In one 
embodiment, the test messages are broadcast across the 
logical interfaces in order to get responses for this dynamic 
update. In another embodiment, the VLAN ID table is 
dynamically updated by obtaining VLAN ID table informa 
tion from other units in a management function. 

BRIEF DESCRIPTION OF THE DRAWING 
FIGURES 

FIG. 1A is a diagram that illustrates the transfer of bridged 
802.1q VLAN frames over WAN links. 

FIG. 1B is a diagram that illustrates the operation of a unit 
of the present invention in converting the bridged 802.1q 
frames into regular 802.1q frames for the system of FIG. 1A. 

FIG. 2A is a diagram that illustrates a VLAN tagging unit 
which converts bridged Ethernet frames into 802.1q VLAN 
frames. 

FIG. 2B is a diagram that illustrates the operation of the 
tagging unit of FIG. 2A in converting bridged 802.3 frames 
into 802.1q frames. 

FIG. 3A is a diagram that illustrates the transmission of 
forwarded IP frames across WAN links being sent to a 
VLAN tagging unit which converts it to 802.1q VLAN 
frames. 

FIG. 3B is a diagram that illustrates the conversion of 
unbridged stripped frames into 802.1q frames for the system 
of FIG. 3A. 

FIG. 4 is a diagram that illustrates one embodiment of 
how stripped non-bridging frames are transferred over a 
wide area network using IP multiplexing and VLAN ID 
tagging. 
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4 
FIG. 5 is a diagram that illustrates one embodiment of the 

system of the present invention. 
FIG. 6 is a diagram that illustrates a VLAN table for the 

embodiment of FIG. 5. 
FIG. 7 is a VLAN table of one embodiment of the present 

invention. 
FIG. 8 is a diagram that illustrates a VLAN table of 

another embodiment of the present invention. 
FIG. 9 is a diagram that illustrates a VLAN tagging unit 

of one embodiment of the present invention. 
FIG. 10 is a block diagram that illustrates the VLAN 

tagging units of one embodiment of the present invention 
able to implement the VLAN tagging. 

FIG. 11 is a diagram illustrating the output of a VLAN 
forwarding table content request and a VLAN forwarding 
statistics sample output for one embodiment of the present 
invention. 

FIG. 12 is a diagram that illustrates one embodiment of a 
system of the present invention. 

FIG. 13 is a diagram that illustrates another embodiment 
of the system of the present invention. 

FIG. 14 is a diagram that implements still another 
embodiment of the system of the present invention. 

FIGS. 15 and 16 are diagrams that illustrate the ?ow 
based VLAN tagging of one embodiment of one system of 
the present invention. 

FIG. 17 is a diagram that illustrates a system using the 
units of one embodiment of the present invention. 

FIG. 18 is a diagram that illustrates a ?ow control for one 
embodiment for the system of the present invention. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENT 

FIG. 1A is a diagram that illustrates one embodiment of 
the system of the present invention. The system 20 includes 
a number of customer networks 22, 24 and 26. In this 
embodiment, the customer networks are associated with the 
VLAN switches 28, 30 and 32. The VLAN switching 
changes the normal Ethernet frames into 802.1q VLAN 
frames. These 802.1q VLAN frames are sent to the units 34, 
36 and 38. These units append the Point to Point Protocol 
(PPP) header, or other protocol header, and bridge the 
802.1q frames to the unit 40. The unit 40 strips the PPP 
header, or other protocol header and other overhead from the 
frames and sends the stripped 802.1q VLAN frames off to 
other elements, such as the VLAN switch 42. 

FIG. 1B illustrates the stripping operation of the unit 40 
shown in FIG. 1. As shown in FIG. 1B, the unit 50 receives 
a bridge frame, containing within it an 802.1q Ethernet 
frame. The unit 50 strips the 802.1q frame and transmits it 
to additional network elements. Such a bridging operation is 
like the operation described in the request for comments, 
RFC 2878, of the network working group for PPP bridging 
control protocol (BCP) of July 2000. Bridging, as shown in 
FIGS. 1A and 1B, has a number of disadvantages. First, 
bridging adds overhead, in this case the PPP header, and a 
cyclical redundancy check (CRC) ?eld. An additional dis 
advantage is that bridging does not have ?exibility in 
controlling the VLAN ID. Furthermore, as described below, 
?ow-based VLAN ID tagging cannot be done with bridging. 

FIG. 2A illustrates another of the system of the present 
invention. In this embodiment, customer networks 52, 54 
and 56 connect to bridges 58, 60 and 62. The bridges 58, 60 
and 62 transmit bridged Ethernet frames across WAN links 
to the VLAN tagging unit 64. The VLAN tagging unit tags 
the data with the VLAN ID. The tagged data is sent in 802.1 



US 7,088,714 B2 
5 

q VLAN frames to a VLAN switch 66, Which then can send 
the data to the backbone router 68. Note that as shown in 
FIG. 2A, data from the customer netWorks 52, 54 and 56 are 
sent to different logical interfaces at the VLAN tagging unit 
64. By examining the logical interfaces of the incoming 
data, an associated VLAN ID can be inserted in the 802.1q 
VLAN frame. This is shoWn in FIG. 2B. 

In FIG. 2B, a bridged 802.3 frame contains a 802.3 frame 
betWeen the PPP header and a CRC. The tagging unit 70 
examines the logical interface from Which the incoming data 
is received (in this case, logical interface B). The VLAN 
table is checked, and in this case the logical interface B is 
associated With the VLAN ID equal to 20. The output 802.1q 
frame includes additional data as is shoWn by the VLAN 
table, Which includes the VLAN ID:20. According to the 
802.1q speci?cation, the 802.1q frame header is imple 
mented by including an E-Type ?eld 72a and a VLAN ID 
?eld 72b. The E-Type ?eld is set to 0><8100, Which indicates 
VLAN frames. The E-Type for the payload is shifted doWn 
into ?eld 720. Note that the E-Type ?eld 720 matches the 
E-Type ?eld of the bridged 802.3 frame. 

FIG. 3A illustrates customer netWorks 74, 76 and 78. 
They are connected to routers 80, 82 and 84. The router 
sends IP frames according to the Point to Point Protocol to 
the unit 86. The WAN links to the unit 86 are such that the 
netWorks 74, 76 and 78 are associated With different input 
WAN logical interfaces for the unit 86. Using the input WAN 
logical interface, the VLAN tagging unit 86 is adapted to 
produce 802.1q VLAN frames Which can be sent to other 
netWork elements, such as the VLAN sWitch 88 and the 
backbone router 90. FIG. 3B illustrates the operation of 
VLAN tagging for the unit 86 shoWn in FIG. 3A. In this 
embodiment, the tagging unit 92 receives an unbridged 
stripped frame on logical interface B. The 802.1q frame is 
constructed and sent to the other units. The 802.1q frame 
header includes an E-Type ?eld 940 indicating that the type 
is a VLAN type, and a ?eld 94d indicating that the VLAN 
ID is 20. The VLAN ID is associated With the logical 
interface B. The destination medium access control MAC 
address ?eld 94a is a preferred embodiment calculated using 
the destination IP address in the payload 94f A table Within 
the tagging unit 94 is used to determine the destination 
medium access control address that is associated With the 
destination IP address of the IP packet in the payload. The 
source MAC address, in the ?eld 94b, is preferably con 
structed using spoofed source MAC address as described in 
the IP multiplexing method described beloW. 

IP multiplexing is a method for the transparent forWarding 
of IP packets betWeen a LAN and a WAN interface. LAN to 
LAN forWarding is accomplished through a proxy Address 
Request Protocol (ARP) process. A unit maps a unique 
spoofed MAC address to each WAN link and then responds 
With this spoofed MAC address When a device on the LAN 
broadcasts an ARP request for a remote device. These MAC 
addresses serves as tags for forWarding packets received on 
the LAN. IP multiplexing differs from bridging and sWitch 
ing in that it does not ?ood traf?c and does not perform 
address learning. IP multiplexing devices differ from routers 
in that they do not appear as a router hop and they cannot be 
speci?ed as a default router or gateWay on a LAN. IP 
multiplexing is layer 2/ layer 3 fast forWarding technique that 
forWards IP packets to Ethernet LANS and WAN connec 
tions to multiple subscribers Without using routing. IP mul 
tiplexing aggregates Internet protocol traf?c based on IP 
addresses. 

FIG. 4 illustrates the operation of IP multiplexing in one 
embodiment of the present invention. The router 100 broad 

20 

25 

30 

35 

40 

45 

50 

55 

60 

65 

6 
casts an ARP request for router 104. The unit 102 recogniZes 
that the router B is reachable across the WAN interface 1B 
based upon a con?gured IP route. The unit 102 responds 
With the spoofed MAC address Which is mapped to interface 
1B of unit 102. In this case, the spoofed MAC address is 
MAC X. The router 100 then unicasts a ping echo request to 
MAC address MAC X. The unit 102 interprets this request 
to send a PPP frame to unit 103. Unit 103 checks the IP 
payload and transfers the ping request to the router 104. The 
echo reply from router 104 to router 100 is handled in the 
same manner. 

As shoWn in FIG. 4, in one embodiment, a 802.1q frame 
can be sent to the unit 102. The 802.1q frame includes a 
VLAN ID ?eld 106d, Which is set to 10. The destination 
MAC address in ?eld 10611 is set to MAC X. The unit 102 
strips the 802.1q header and sends it over the interface 1B 
corresponding to the spoofed MAC address, MAC X. The 
unit 102 transfers a PPP frame, including the PPP header 
108a, and IP payload 108b, to the unit 103. The unit 103 
constructs an 802.1q frame. The destination MAC address, 
110a, is determined by examining the IP payload and 
checking the correspondence for the IP address of the router 
104 With its MAC address. The source MAC address in ?eld 
11019 is spoofed to MAC Y, corresponding to interface 2A, 
connected to the WAN bundle 105. Note that the VLAN ID 
in ?eld 110d is set to 20 by the VLAN table in the unit 20. 
In effect, the same VLAN has different VLAN IDs in the 
netWork segment on the left of unit 102 and the netWork 
segment on the right of unit 103. 

Looking at FIG. 3A, the different WAN interfaces are 
associated With different spoofed MAC addresses, as Well as 
different VLAN IDs. Incoming data to the unit 86 has the 
spoofed source MAC ?eld 94b corresponding to the LAN 
logical interface on Which the data is received. The unit 86 
converts the spoofed destination MAC into the correct LAN 
interface to transmit the data to router 80, 82 or 84. 

FIG. 5 illustrates one embodiment of the present inven 
tion. In this embodiment, the customer premise equipment 
(CPE), includes customer netWorks 112, 114 and 116. Cus 
tomer netWorks 112, 114 and 116 are connected to VLAN 
sWitches 118, 120 and 122. These VLAN sWitches 118,120 
and 122 are connected to the units 124, 126 and 127. The 
WAN connections are sent to the unit 130. The unit includes 
a logical interface A, logical interface B and logical interface 
C, Which correspond to WAN connections. The unit 130 also 
includes the logical interface D, Which is a LAN netWork 
connection, such as an Ethernet connection to the VLAN 
sWitch 132. The VLAN sWitch 132 can send data to the 
correct customer netWorks 134 or 136, depending upon the 
VLAN ID. 

FIG. 6 illustrates an example of a VLAN table for the 
VLAN tagging unit 130 of FIG. 5. The VLAN table VLAN 
IDs as Well as the associated logical interfaces for the VLAN 
IDs. In this embodiment, the logical interfaces include WAN 
interfaces and LAN interfaces. 

Looking again at FIG. 5, in one embodiment, unit 130 
dynamically constructs the VLAN table. One method of 
doing this is by snooping on transmitted packets having a 
VLAN ID ?eld. Thus as packets are received at a logical 
interface of the unit 130, the VLAN ID of the input data is 
associated With the input logical interface. This method can 
be implemented by using a test broadcast from the VLAN 
130 to determine Which units are connected to the different 
logical interfaces and What the associated VLAN IDs are. A 
number of different algorithms are available to prevent such 
broadcasts from ?ooding the system. 












