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DATA SECURITY DEVICE 

This application is a ?ling under 35 U.S.C 371 based on 
International Application No. PCT/GB02/03274, ?led on 
Jul. 18, 2002, and claims the bene?t of priority from GB 
Application No. 01175306, ?led Jul. 18, 2001; and GB 
Application No. 02079333, ?led Apr. 5, 2002, the contents 
of Which are incorporated herein by reference in their 
entirety for all purposes. 

The present invention is concerned With the security of 
data stored on portable data storage devices, particularly, but 
not exclusively devices such as hand-held organisers or PDA 
devices or mobile telephones, most particularly mobile 
telephones. The invention is also concerned With the security 
of the portable data storage devices themselves. 

In recent years, there has been a Widespread increase in 
the usage of small portable devices for the storage of 
important data such as contact and calendar information. 
Devices have become much more user-friendly, much 
smaller and much more poWerful increasing the number of 
applications for such devices and the usefulness of such 
devices. The increasing portability and poWer of such 
devices has had many bene?ts but has one draWback, 
namely that it is easy to mislay or lose a device containing 
large amounts of useful data. 

The risk of loss or damage has been appreciated and many 
devices are provided With the facility to backup data onto 
another device, such as a desktop or other computer. Often 
this involves making a physical connection using a cable 
although devices With IrDa (infra-red) communication inter 
faces are available. The backup process, hoWever it is 
implemented, normally requires positive intervention on the 
part of the user and can be labourious. As a result, data on 
portable devices may not be backed up very frequently. 
Thus, even a user-of above average diligence in backing up 
the data is liable to lose a signi?cant amount of useful data 
in the event of loss of the device. 

The present invention aims generally to address the 
problem of reducing the risk of loss of data stored in a 
portable data device, particularly a mobile telephone. 

In a ?rst aspect, the invention provides a method of 
safeguarding against loss of data stored in a portable data 
storage device, the method comprising providing user-car 
ried a backup device having memory and a Wireless com 
munication link for communicating With the portable data 
storage device; 

communicating periodically or quasi-continuously over 
the Wireless communication link With the portable data 
storage device to backup data entered into the portable data 
storage device and to check for removal of the portable data 
storage device; 

signalling an alarm to alert a user to loss of the portable 
data storage device if the portable data storage device is out 
of range of communication for a predetermined period. 

In this Way, the backup device contains data (or selected 
data) stored in the portable storage device and so, if the 
device is lost, the backup data can be retrieved. Furthermore, 
if the device is moved out of range, an alarm is sounded so 
that the user is alerted that they have left the portable storage 
device behind. The alarm is preferably provided by the 
backup device, preferably as at least an audible (and/or 
vibrating and/or visible) alarm. HoWever, an alarm may be 
provided additionally or alternatively by the portable data 
storage device. 

Thus, embodiments of the invention may both avoid the 
need for regular manual backup and reduce the risk of loss 
of the device in the ?rst place. The solution provided by the 
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2 
invention effectively reduces both the risk of loss of the 
device and the risk of loss of data even if the device is lost, 
most conveniently using a single communication link to 
achieve both functions. Although detection of the devices 
being out of range may be conveniently achieved by detect 
ing breakdoWn of the communication link, this detection 
may be supplemented or substituted by a further ranging 
function, for example if a more precise speci?cation of range 
is required or if an early Warning of the limits of the range 
being exceeded is desired While a communication link still 
exists. 
An alert procedure, for example the activation of the 

alarm and/or the disabling of the portable data storage 
device, may be initiated When the secondary further-ranging 
communication link comes into use. Hence, initiation of the 
alert procedure may either be an active process, for example 
the alert procedure may be activated on receipt of a signal 
over the secondary further-ranging communication link, or it 
may be a process Which is initiated due to the lack of a 
signal, for example the process may be initiated When the 
communication over the ?rst communication link fails. 
The communication link is preferably a short-range link. 

It Will be appreciated that the effective range need not be 
precisely de?ned and in practice Will vary depending on 
ambient conditions but should be set so that the communi 
cation link breaks doWn at a separation distance betWeen the 
tWo devices consistent With the user having left the data 
storage device behind. Typically, this distance Will be of the 
order of 10 metres but smaller or greater distances may be 
employed depending on the application. The distance may 
be selectable by the user. For example, if the user Wishes to 
be alerted to possible theft of the device in a croWded place 
such as on public transport, a separation distance of the order 
of 1 metre or possibly even less may be appropriate to 
trigger the alert. If a user is Working in a large open-plan 
of?ce space and is happy to leave the data device in the o?ice 
but Wishes to be alerted to having left it behind When he 
leaves the building, a distance of 50 metres or even 100 
metres may be appropriate. 

In addition to operating the backup device at a number of 
different range settings, the backup device may also operate 
at a selected one of a number of different retry rates. That is, 
the backup device may communicate With the portable data 
storage device at predetermined intervals. These intervals 
may be user de?ned or selected. Alternatively, they may be 
correlated to the range settings described above, for example 
the backup device may communicate With the portable data 
storage device a number of times each second if the sepa 
ration distance is required to be less than 1 metre, but only 
at intervals of several seconds if the separation distance may 
be up to 100 metres. A further alternative is for the intervals 
to increase automatically over time if the separation betWeen 
the devices remains constant. For example, the interval may 
be decreased from a second to several seconds if the portable 
data storage device and the backup device are not separated 
by more than a feW metres over a time period of an hour (for 
example, if the oWner of the portable data storage device is 
sitting close to the device at a desk in an of?ce). 

It Will be appreciated then that communication betWeen 
the backup device and the portable data storage device may 
be operated at a selected one of a number of different poWer 
levels. This may help to conserve the poWer for the backup 
device and the portable data storage device in some situa 
tions. For example, When only infrequent communication 
With the portable data storage device is required, When 
communication is required only over a short range, or When 
backup of data across the communication link is not 
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required, the communication link may operate at a loWer 
poWer level. The communication range or frequency of 
communication may be selected automatically or manually, 
hence allowing the automatic selection of the most suitable 
poWer level for the operation of the portable data storage 
device and backup device. For example, the communication 
link may operate initially at a ?rst poWer level, but may 
sWitch to operating at a second poWer level if the portable 
data storage device does not pass out of range of commu 
nication With the backup device throughout a predetermined 
time period. In this example, operating at a loWer poWer 
level may comprise reducing the frequency of communica 
tion betWeen the portable data storage device and the backup 
device, or reducing the range of the communication link. 

Most preferably, the communication link is a Wireless 
radio link and most preferably, the link is a Bluetooth 
(Registered Trade Mark) (or similar) radio link. Bluetooth 
(RTM) operates at approximately 2.4 GHZ and provides 
secure communication betWeen devices up to distances of 
the order of 10 metres, Which is ideal for the present 
application. HoWever, other forms of radio link may be used, 
for example a 415 MHZ loW poWer transceiver link, as used, 
for example, for remote control alarm keys and the like. The 
latter also has the advantage that loW-cost compact trans 
ceivers are readily available. An advantage of using higher 
frequencies is that more compact transceivers can be 
employed Whilst still having relatively ef?cient antenna for 
the radio transceiver. Nevertheless, in vieW of the short 
communication distances required, as Will be appreciated, 
any of a variety of available frequencies may be used. In a 
further embodiment, an alternative Wireless communication 
link, such as an 802.1la or 802.1lb link may be used. 

The Wireless link need not use radio; for example, an 
ultrasonic link may be employed in certain cases. In certain 
cases, a contact based link may be employed, for example 
based on transmission of data by coupling to a user’s body. 

Preferably, at least one unique identi?er of the portable 
data storage device may be transferred over the Wireless 
communication link to the backup device. This unique 
identi?er may be an IMEI number, if the portable data 
storage device is a mobile telephone, or, more preferably, the 
unique identi?er may be a Bluetooth (RTM) serial number. 
Each Bluetooth (RTM) chip has a unique Bluetooth (RTM) 
serial number, Which it dif?cult to alter. Hence the Bluetooth 
(RTM) serial number may be used as a reliable and unique 
‘tag’ for the portable data storage device. 

According to a related and highly preferable feature, the 
data transferred to the backup device may include at least 
one of: a unique identi?er of the portable data storage 
device, a unique identi?er of a subscriber module associated 
With the portable data storage device and user pro?le data for 
the portable data storage device. 

Preferably, the portable data storage device is a mobile 
telephone and the unique identi?er of the portable data 
storage device is the International Mobile Equipment Iden 
tity (IMEI) number of the mobile telephone. Further pref 
erably, the unique identi?er of a subscriber module associ 
ated With the portable data storage device is an identi?er of 
the Subscriber Identity Module (SIM). 

Backing up an identi?er of the portable data storage 
device to the backup device may alloW a lost or stolen 
portable data storage device to be uniquely identi?ed With 
out a user actively discovering and storing the identi?er. For 
example, the IMEI number of a mobile telephone may be 
transferred to the backup device so that the IMEI number 
may be transferred to the operator of the mobile telecom 
munications netWork if the mobile telephone is lost or 
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4 
stolen. This may alloW the operator to prevent use of the lost 
or stolen mobile handset that corresponds to that IMEI 
number immediately. 

According to one embodiment, a user Whose portable data 
storage device or mobile telephone has been lost or stolen 
may present the backup device, onto Which the unique 
identi?er, for example the IMEI number, has been stored to 
an authorised controller, for example the mobile telephone 
netWork operator or the police. The authorised controller 
may doWnload the information stored in the backup device 
and may, for example, use the IMEI number to block use of 
the mobile telephone handset or to track the handset. The 
user may transfer the data from the backup device to the 
mobile telephone netWork operator at an easily accessible 
location, for example at a retail outlet connected to the 
mobile telephone netWork operator. The retail outlet prefer 
ably has a central control device Which can read data stored 
on each backup device. In this Way, the IMEI number can be 
easily and quickly transferred to the netWork operator With 
out the portable data storage device user having to actively 
discover and retain the IMEI number. 

Further data may also be transferred to the backup device, 
for example, the SIM identi?er of a mobile telephone may 
be stored in the backup device and the mobile telephone 
operator may use the data to prevent use of a lost or stolen 
mobile telephone or SIM card. 

Having data such as the IMEI number and SIM identi?er 
easily available may increase security for users of the mobile 
telephone netWork and may prevent the use of lost or stolen 
mobile telephones. 

According to a further, highly preferably feature, the 
portable data storage device is a mobile telephone and the 
user pro?le data for the portable data storage device includes 
at least one of: data stored in the mobile telephone handset, 
call settings, telephone settings, security settings, call divert 
settings, display settings, tone settings, message settings, 
call register settings, available prepaid credit and intemet 
access settings. 
The user pro?le data may include, for example the PIN 

code used to access the portable data storage device and the 
settings of the portable data storage device, such as ring-tone 
settings or keypad tone settings. The type of user pro?le data 
that is stored on the backup device Will depend on the type 
of portable data storage device. According to a preferable 
embodiment, it is possible for the user pro?le data stored on 
the backup device to be doWnloaded onto a neW portable 
data storage device. This may be useful, for example, if a 
user loses the portable data storage device or has it stolen, 
or if the user purchases a neW portable data storage device. 
In these situations, the user pro?le information stored in the 
backup device may be uploaded to the neW portable data 
storage device, so that the neW portable data storage device 
can be set up very quickly to operate in essentially the same 
Way as the lost, stolen or old portable data storage device. 
This may alloW the user to start using the portable data 
storage device as quickly as possible Without having to reset 
all of the settings and user-preferences manually. 
The data may be uploaded from the backup device to the 

neW portable data storage device by the user but is prefer 
ably uploaded by the vendor of the neW portable data storage 
device. This may be done in conjunction With the vendor 
obtaining information on behalf of the netWork, such as 
obtaining the IMEI number of the lost or stolen mobile 
telephone, as described above. 

Preferably, the method includes receiving a user input to 
cancel an alert or to disable the alarm. The user input may 
be provided prior to the alarm being activated or after the 
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alarm has been activated. This enables a user to keep the 
backup device With them and not be constantly alerted to 
having (deliberately) left their data storage device else 
Where. 

In order to avoid further unnecessary triggering of the 
alarm, signalling of the alarm may be suspended if the 
Wireless communication link is being used by the portable 
data storage device. Preferably, the backup device has the 
capability to detect Whether the Wireless communiction link 
is being used by the portable data storage device. For 
example, if the Wireless communication link is being used 
by the portable data storage device to communicate With a 
further device, for example a computer, it may not be 
possible for the portable data storage device to maintain its 
periodic communication With the backup device. In order to 
avoid an alert being triggered in this situation, hoWever, the 
backup device may detect the use of the Bluetooth (RTM) 
link by the portable data storage device and suspend trig 
gering of the alarm. 

Instead of, or in addition to the alarm being signalled, an 
alert procedure may be initiated by the portable data storage 
device if the portable data storage device is out of range of 
communication With the backup device for a predetermined 
period. This alert procedure may comprise any of the 
procedures outlined beloW. A preferable alert procedure, 
hoWever, may involve the at least partial disabling of the 
portable data storage device. For example, as described in 
more detail beloW, the keypad of a mobile telephone may be 
disabled, or a signal may be sent to a netWork, for example 
the mobile telecommunications netWork, to prevent the use 
of that portable data storage device over the netWork. 

In a most preferred application, the data storage device is 
con?gured so as to be at least partially inoperable in the 
absence of communication With the backup device. The data 
storage device may be con?gured so as to become partially 
or completely disabled if communication from the backup 
device has not been received Within a predetermined time 
period. The partial or total disabling of the device may be 
over-rideable by a user, either by disarming the disabling 
feature in advance of the portable data storage device going 
out of range or by entry of an appropriate passWord or pin 
number into the data storage device. Disablement may be 
temporary so that functionality of the device is resumed 
When communication is re-established. This may enable a 
user to leave a mobile telephone Which is inoperable unless 
the user, With the backup device, is Within range. Partial 
disablement may, particularly in the case of a mobile tele 
phone, include access to only certain functions. For 
example, if a mobile telephone is out of range of the backup 
device, use may be restricted to dialling a number to report 
the phone as lost or to receive delivery of the user informa 
tion for returning the phone or to provide a code or passWord 
to a central control centre to re-enable the portable data 
storage device. 

Further alert procedures Which may be initiated at the 
portable data storage device are described in more detail 
beloW, but they may include: alerting a separate netWork (for 
example a mobile telecommunications netWork) Which may 
alloW the portable data storage device to be disabled 
remotely, displaying a message (Which may include details 
of hoW to return the portable data storage device) to indicate 
that the portable data storage device has been lost or stolen, 
or passing data to a separate netWork (for example, the 
mobile telecommunications netWork). In the last case, the 
data may include, for example, location information, or a 
unique identi?er of the portable data storage device. 
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6 
The data in the portable data storage device may be 

backed up to the backup device periodically or in response 
to the entering of neW data into the portable data storage 
device. Data stored in the backup device may be backed up 
to a further device for increased security, and may be 
accessible by the further device. For example, data stored in 
the portable data storage device may be backed up to a 
computer and may be vieWed on that computer. HoWever, 
access may be restricted to only a portion of the data. 
To increase security, it may be necessary to register the 

backup device With the portable data storage device before 
use. This may help to ensure that data is only transferred out 
of the portable data storage device to a recognised backup 
device. 

According to a further preferred feature, the backup 
device may communicate With a separate netWork. This may 
alloW the backup device to signal to a remote station in the 
netWork, for example a mobile telecommunications net 
Work, if the portable data storage device is out of range of 
communication. The backup device may transmit a unique 
identi?er of the portable data storage device to the netWork, 
Which may use the identi?er for example to disable the 
portable data storage device remotely, or to locate the 
portable data storage device. 

According to a further aspect, there is provided a method 
of operating a portable data storage device, the method 
comprising communicating periodically or quasi-continu 
ously With a backup device over a Wireless communication 
link to back up data stored Within the portable data storage 
device. Preferably, an alert procedure may be triggered When 
the backup device is out of range of communication With the 
portable data storage device. The alert procedure triggered 
may comprise one of the alert procedures outlined above and 
may comprise triggering an audible, visual or vibrating 
alarm on the portable data storage device itself. Preferably, 
the alert procedure comprises diabling at least one function 
of the portable data storage device. The alert procedure may 
also comprise communicating a unique identi?er of the 
portable data storage device to a netWork, Which may be a 
mobile telecommunications netWork. The alert procedure 
may be triggered if the portable data storage device is out of 
range of communication With the backup device or may be 
triggered upon receipt of a signal over a Wireless commu 
nication link operating Within a second range When the 
portable data storage device has passed out a ?rst range of 
communication With the backup device. 

According to a further aspect, there is herein provided a 
method of operating a backup device, the method compris 
ing periodically communicating With a portable data storage 
device over a Wireless communication link to backup data 
stored in the portable data storage device; and triggering an 
alert procedure When the portable data storage device is out 
of range. 

Preferred features of the operation of the backup device 
may be the same as those outlined above. According to a 
highly preferable feature, hoWever, it may be necessary to 
pre-register the portable data storage device With the backup 
device before the tWo devices may be paired and before 
communication can be initiated. This may reduce the risk of 
unauthorised portable data storage devices communicating 
With the backup device and doWnloading data from the 
backup device. A plurality of portable data storage devices 
may be pre-registered and paired With the backup device. 
The backup device may be placed into an ‘authorisation’ 
mode of operation in order to alloW registration and pairing. 
An alert proceude may be triggered in the event that an 
unauthorised device attempts to pair With the backup device. 
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A convenient Way both of securing data and preventing 
unauthorised access to a mobile telephone (or similar 
device) may be to have a SIM card (or equivalent data 
storage device) for the mobile telephone provided in the 
backup device. In that Way, When the backup device and 
mobile telephone are separated, the telephone is unusable 
and furthermore, the data in the SIM card is inherently 
secured. This may also enable the backup device to be used 
With devices such as “disposable” mobile telephones. These 
features may be provided independently. A further aspect 
provides a mobile telephone having a (short range) Wireless 
link to a remote device containing SIM card data for the 
mobile telephone. 
As used herein, the term mobile telephone is intended to 

encompass devices Which are capable of text or data or 
graphic or video communication as Well as or instead of 

voice communication, Where the context so requires. 
It has been appreciated by the inventors that the require 

ment for the backup device to have memory and a commu 
nication device may in fact be satis?ed by another portable 
data storage device, such as a PDA. Thus, it is possible to 
implement the backup device as an application for another 
portable data communication device, such as a PDA. 

In a development, it is possible for tWo (or more) portable 
data storage devices to be used to perform mutual backup 
and security functions for each other. It is greatly preferred, 
hoWever, if the backup device is not a fully functional data 
storage device but has limited or no user input and output 
functions. Surprisingly, therefore, it is advantageous for the 
device to be provided With little functionality. Pursuant to 
the invention it has been appreciated that the backup device 
must be compact if it is to be carried With the user, Which 
limits the user input and output interfaces Which can usefully 
be provided. Furthermore, if the device has limited func 
tionality, it is less likely that the user Will use (and therefore 
possibly lose) the backup device itself. In preferred imple 
mentations, the backup device is compact and provided as a 
device Which may be readily carried With the user, such as 
a credit-card siZed device, a Watch or Watch insert, a 
key-ring or a clip-on device Which can securely clip to a user 
or to an article of clothing. The backup device may have 
means for attaching securely but preferably removably (op 
tionally permanently) to a person or to an article of clothing, 
such as a Wrist strap, a clip, a belt clip, a pin or safety pin, 
a VelcroTM fastener, a tie clip, a self-adhesive pad or any 
other suitable fastening. 

According to a further aspect, there is also provided a 
method of safeguarding against the separation of a central 
portable data storage device and at least one tagging device, 
the method comprising: 

providing at least one Wireless communication link for 
communicating betWeen the central portable data storage 
device and the or each tagging device; 

communicating periodically betWeen the or each tagging 
device and the central portable data storage device over the 
or each Wireless communication link; 

initiating an alert procedure if the or each tagging device 
is out of range of communication With the central portable 
data storage device. 

The central portable data storage device, or control unit, 
may be operated, for example, by an adult, Who may provide 
a tagging to device to one or more children, or to a pet. The 
alert procedure may comprise displaying an identi?er of the 
tagging device that is out of range, for example, a photo 
graph of the holder of the tagging device. Further details of 
the users of the tagging devices may be stored either on the 
central portable data storage device or on the tagging units 
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8 
themselves. These details may include, for example identi 
?cation details, medical records or selected medical details, 
or ‘pet passport’ details. The medical details stored may 
include, for example details of a past medical history, such 
as past heart attacks, or details speci?c to the user of the 
tagging device, for example if the user has diabetes or an 
allergy to a particular drug or food. 
The backup device can, using current technology, be 

made very compact as it need only include a communication 
device, such as a Bluetooth (RTM) chip (Which may be 
smaller than a postage stamp), some (?ash) memory, limited 
processing poWer and a poWer source. All of these functions 
can readily be integrated into a small device, so small in fact 
that the backup device itself may be easy to misplace, Which 
is Why it is desirable for it to be securely attachable to 
clothing or integrated into another form of housing Which 
the user is likely to use. 

Preferably, the backup device is integrated into a housing 
Which has functionality other than as a data storage device, 
for example as a key-ring, a credit-card, a Watch or the like, 
as noted above. 

There is also herein provided a method of securing a 
mobile telecommunications device comprising communi 
cating betWeen the device and a backup device to record a 
unique identi?er of the mobile telecommunications device, 
preferably the IMEI number and/or the SIM card identi?er, 
preferably automatically on initiation of backup of data to 
the backup device. 
The invention extends to apparatus embodying the inven 

tion, to a computer program or computer program product or 
signal embodying the method, to a data storage device 
con?gured to operate With such a backup device. 
An embodiment of the invention Will noW be described by 

Way of example only With reference to the accompanying 
draWings in Which: 

FIG. 1 shoWs a system in accordance With a ?rst embodi 

ment; 
FIG. 2 shoWs a system in accordance With a second 

embodiment; 
FIG. 3 shoWs a system in accordance With a third embodi 

ment; 
FIGS. 4a and 4b shoW tWo halves of a circuit diagram 

according to Which one embodiment of the backup device 
may be implemented. 

Referring to FIG. 1, a portable data storage device 10, in 
this embodiment in the form of a mobile telephone, includes 
a short-range Wireless communication interface 12, in this 
embodiment in the form of a Bluetooth (RTM) transceiver 
chip. Although the transceiver is shoWn visible at the base of 
the device, typically it may be integrated Within the device, 
or provided as an additional component integrated With a 
battery for the device or Within the battery housing. The 
device 10 stores contact details and optionally appointments 
or other data Within the body of the device or on a SIM card 
provided With the device and a processor Within the device 
10 communicates With the communication interface. 
A backup device 20 has a short-range Wireless commu 

nication interface 22, in this embodiment in the form of a 
Bluetooth (RTM) transceiver chip. An internal or external 
antenna may be provided, optionally on a circuit board. The 
backup device includes backup data storage 24, for example 
FLASH memory. The amount of memory may be as little as 
1 Kb, for example to backup only key data but Will typically 
be at least 64 Kbytes. Often considerably more memory, for 
example of the order of 1 Mb to 10 Mb and sometimes as 
much as 128 Mb or even more may be provided, depending 
on the capacity of the device 10. A processor 26 controls the 
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operation of the backup device, speci?cally controlling 
communication via the interface 22 and storage of data, and 
also receives a user input 28 and controls an alarm device 30, 
for example a pieZo electric sounder. A battery (not shoWn) 
is also provided Within the housing (although the device may 
in some cases be poWered by the transmissions from the 
portable data storage device). The alarm device may include 
a visible alert or a vibrating alert device. The user input 28 
is preferably a simple input device, for example a single 
input button or a feW buttons. A useful minimum function to 
implement With the user input device is cancelling of an 
alarm; other functions may be implemented by controlling 
the device via the communication interface. HoWever, a 
more complex user interface may be provided, for example 
a voice recognition interface. The user interface may be 
omitted entirely; in such a case the alarm is preferably 
arranged to silence automatically after a predetermined time. 

The backup device is provided in a convenient housing, 
here in the form of a key fob having a key ring 32 attached 
so that the device can conveniently be carried and is unlikely 
to be lost. 

The device 20 may be attachable to or Woven into an 
article of clothing. Alternatively or additionally, the device 
20 may be integrated With or arranged to communicate With 
an item of “smart” clothing, that is clothing With some 
processing and memory function built in and optionally 
some human interface. The device may be provided as an 
application for an article of “smart” clothing. 

In operation, softWare, for example stored Within the main 
body of the portable data storage device 10, in the commu 
nication interface or on the SIM card, causes the processor 
of the portable data storage device to communicate With the 
communication interface to operate a data synchronisation 
algorithm over the interface With the backup device 20. Data 
synchronisation algorithms are Well-knoWn; in the present 
case a simpli?ed, predominantly one-Way, synchronisation 
algorithm may be employed as the data Will not be changed 
by the backup device. Thus synchronisation may simply 
comprise updating the backup device With the contents of 
the portable data storage device at intervals, unless a 
“restore” sequence is invoked. 
A single backup device may be employed to backup data, 

or detect loss, of more than one portable data storage device 
10, for example a mobile telephone and a PDA may both be 
backed up to the same backup device. Furthermore, in such 
a case the data backed up may be independently stored or 
mutual synchronisation betWeen all such devices may be 
performed for some or all of the data. For example, a PDA 
may back up contact, appointment and memo data and a 
mobile phone may back up only telephone number data; the 
telephone number data may be synchronised betWeen the 
devices, or may be stored independently on the backup 
device. 

The backup device may include other functionality, for 
example it may communicate With another netWork, for 
example a netWork for communicating positional informa 
tion such as Geo Fencing application netWork. In such a 
case, the backup device may provide some of the function 
ality Which might otherWise (or additionally) be provided by 
the portable data storage device. In particular, a user’s 
position may be communicated using the backup device 
alone, for example if the portable data storage device is 
switched off. 

The backup device may also be used in conjunction With 
a telemetry or telematics application, for example in Which 
information is gathered by the device using the communi 
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10 
cation interface from other devices Which pass into com 
munication and is communicated to a central server. 
The backup device may include yet other functionality, 

for example it may act as a key to a lock or alarm (for 
example for a vehicle, Workplace or residence, other com 
puting device or other resource); this may be achieved 
ef?ciently by making use of the communication interface. 
The device may include other “smartcar ” functionality, 
optionally over the communication interface. 

Referring to FIG. 2, an alternative embodiment provides 
the functionality of the backup device in a further portable 
data storage device 40, such as a handheld organiser. The 
further device 40 has a further communication interface 42, 
such as a Bluetooth (RTM) interface and has a touch screen 
for user input and output. The device 40 also includes a 
sounder, a processor and storage for data and for at least one 
application program, not shoWn. An application is doWn 
loaded to the portable data storage device 40 to communi 
cate With the portable data storage device 10 and to provide 
a data synchronisation function. If the communication link 
is broken, an alert is sounded, preferably on both devices 10, 
40. Furthermore, in the absence of a communication link, 
preferably at least one function of at least one device is 
inhibited or the device is sWitched into a “lost” mode 
displaying oWner contact data. 
The further portable data storage device 40 may alloW 

input of data into the ?rst portable data storage device 10. 
Data may be input into the further portable data storage 
device 40, for example using a keyboard, voice recognition 
softWare, or a handWriting recognition interface, for subse 
quent transfer into the ?rst portable data storage device 10. 

In one embodiment, the portable data storage device 10, 
40, such as either of those shoWn in FIG. 1 or FIG. 2, may 
contain data such as the medical or dental records of the 
oWner of the portable data storage device. 

The folloWing pseudo code explains the normal operation of 
the system: 

Portable Data Storage Device 10 
Every [period, eg 1 second]:i 
Attempt communication With backup device 20 
If successful, transmit update information if required 
If unsuccessful activate PDS Alert procedurezi 

Backup Device 20 
Every [period, eg 1 second]:i 
Attempt communication With PDS device 10 
If successful, receive update information if required 
If unsuccessful, sound alarm for period or until cancelled 

A typical PDSAlert procedure for the Device 10 may 
comprisezi 

Sound alarm for set period 
Display “lost” 
Disable calls except to designated retrieval number 

In addition, procedures are providedzi 
(1) To register the backup and portable data storage devices 

With each other 
(2) To transfer data from the backup device to the portable 

data storage device or to a replacement portable data 
storage device folloWing loss of data. 
Further alert procedures that may also be triggered by the 

separation of the portable data storage device 10 and the 
backup device 20 include those outlined beloW. 
The portable data storage device 10 may alert a netWork 

to Which it is connected. For example, a mobile telephone 
may send a Short Message Service (SMS) message to a 
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controller within the mobile telephone network. This may 
allow the mobile telephone to be disabled by the network. A 
user may then be required to contact the network operator 
before use of the mobile telephone may be facilitated. 
Alternatively, an SMS message may be sent to the owner of 
the portable data storage device. 

In an alterative alert procedure, the portable data storage 
device 10, in this case a mobile telephone, may connect to 
a central network control centre. This may occur automati 
cally when the alert procedure is triggered, or the mobile 
telephone handset may enter an operational mode wherein a 
user is required to telephone a central network control centre 
before the handset may be used again. The central network 
control centre may require information, such as a code or a 
password, before the alert procedure may be exited and 
before further use of the handset is permitted. 

According to a further alert procedure, the portable data 
storage device 10 may display a message, which may 
include text or graphics, to indicate that the device has been 
lost or stolen. This message may include, for example, 
details of how to return the portable data storage device 10 
to its owner, or an identi?er by which the police may identify 
the owner of the device. Apassword or code may be required 
to exit the alert procedure mode and remove the displayed 
message. 
A further alert procedure may cause the portable data 

storage device 10 to emit an audible tone (in addition to or 
instead of the tone produced by the backup device 20). If the 
portable data storage device is a mobile telephone handset, 
then the audible tone may be a ring tone, which may be a 
speci?c ring tone to indicate that the handset has been lost 
or stolen. As for the previous alert procedure, a code or 
password may be required to stop the emission of the audible 
tone. 

In a ?nal alert procedure, the portable data storage device 
10 may pass data to a network when the alert procedure is 
triggered. The network may be a control network over which 
the data may be passed to a central control centre. The data 
passed to the network may include, for example, location 
information for the portable data storage device 10 (which 
may be implemented if the portable data storage device 10 
has Global Positioning System (GPS) capabilities). The data 
may also incorporate information about the owner of the 
portable data storage device, which may, for example, allow 
the owner to be informed of the loss of the device and 
reunited with the device if it is subsequently located. Fur 
ther, the data may comprise a unique identi?er, of the 
portable data storage device, for example the Bluetooth 
(RTM) serial number of the portable data storage device. 
The alert procedures outlined above may be implemented 

individually, or a combination of the alert procedures may be 
used to increase security and the likelihood of the portable 
data storage device being returned to its owner after loss or 
theft. Each of the alert procedures may be implemented only 
after an initial delay and a number of alert procedures may 
each be implemented after a different initial delay. For 
example, an audible or visible alarm could operate at the 
backup device 20 immediately after initiation of the alert 
procedure, and the portable data storage device 10 could 
implement a further procedure, for example telephoning a 
central network control centre, after a preset delay period, 
for example an hour, if the alert procedure has not been 
aborted during this period. 

It may be noted that any of the embodiments outlined 
above may be implemented in a two-way, symmetrical mode 
of operation. For example, the portable data storage device 
may also alert the user if the backup device is lost or stolen. 
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12 
Furthermore, the backup and communication procedures 

between the portable data storage device 10, 40 and the 
backup device 20 outlined above may be initiated automati 
cally when the devices come into range of each other. 
Alternatively, the procedures may be initiated at the request 
of the user, or only when the portable data storage device is 
put into a particular mode of operation. 

It may also be noted that the backup device may provide 
output means, for example a screen or means for outputting 
data to a further device such as a computer, on which the 
data backed up from the portable data storage device may be 
displayed. This may allow the data to be accessed even when 
the portable data storage device itself is unavailable. For 
example, backed up address book data may be accessed on 
the backup device when the portable data storage device is 
unavailable, for example if the portable data storage device 
has been lost or is being used to make a telephone call. 
A further embodiment will now be described with refer 

ence to FIG. 3 in which a plurality of tagging units 54, 56, 
58 may be provided to communicate with a central control 
unit 50. The central control unit 50 may comprise the same 
functionality as each of the tagging units 54, 56, 58, but, in 
a preferred embodiment, the central control unit 50 com 
prises additional functionality, as described below. 

In this embodiment, the central control unit 50 commu 
nicates periodically with the tagging units 54, 56, 58, as 
described above for FIG. 1. The central control unit 50 
further comprises display means 52, for example a screen, 
via which the owner of the central control unit 50 may obtain 
information. This information may comprise, for example, 
the time at which each of the tagging units 54, 56, 58 was 
last contacted by the central control unit 50, or the distance 
between the central control unit 50 and each of the tagging 
units 54, 56, 58. 

According to one embodiment, the central control unit 50 
of FIG. 3 may be used by a parent or adult to monitor the 
movements of children, each of whom have been given a 
tagging unit 54, 56, 58. The central control unit 50 may 
implement an alert procedure, such as one of the procedures 
outlined above if the tagging device 54 belonging to a 
particular child moves beyond a prede?ned range. Different 
ranges may be set for different tagging devices and an alert 
procedure may involve noti?cation of both the central 
control unit 50 operator (the parent) and the tagging device 
holder (the child). The alert procedure may comprise, for 
example, the central control unit 50 displaying a picture of 
the child who holds the tagging unit 54 that has moved out 
of range. This picture may then be used by the parent, for 
example to aid security guards or the police in identifying 
the child more easily. The alert procedure may also comprise 
an audible warning being emitted by the tagging device 54 
to aid retrieval of the child. 

In one embodiment, the central control unit 50 may be the 
mobile telephone handset belonging to the parent. 

FIGS. 4a and 4b illustrate two halves of a circuit layout 
of the backup device according to one embodiment of the 
present invention. This layout is shown by way of example 
only and modi?cations may be provided or alternative or 
additional components may be substituted for those shown. 

With reference to FIG. 4a, in this embodiment, a dry cell 
or rechargeable battery 60 may be used to provide the power 
supply. An on/olf switch 62, shown here as a slider switch, 
may be provided. In this embodiment, maximum width 
tracks are used for all battery connections outside the psu 
room to maximise the ground plane for all psu components 
and the battery. RF style tracking (max width and short) may 
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be provided (part of psu room). Further, a sWitchmode 
regulator 76 may ensure that the BlueCore supply is main 
tained at 3.0 +—0.l Volts. 

The circuit of FIG. 4a continues in FIG. 4b, With points 
68 and 70 connecting to points 72 and 74 respectively. 
Paired outputs 76 may each source 4ma. In this embodiment, 
a Mitsumi WML-C06NH integrated circuit 78 is used as an 
integrated Bluetooth (RTM) transceiver and microprocessor 
running a stored program to implement the software, but 
other devices may also be suitable and may provide the same 
or similar functionality. An antenna 80, a push button 82, a 
sounder 84 (in this case a PieZo Sounder) and a 9-Way 
header 86 may also be provided. 

The above description is provided by Way of example 
only and modi?cations of detail may be provided. 

The invention claimed is: 
1. Amethod of safeguarding against loss of data stored in 

a primary portable data storage device, the method com 
prising providing a user-carried secondary backup device 
having memory and a Wireless communication link for 
communicating With the primary portable data storage 
device; 

communicating periodically or quasi-continuously 
betWeen the secondary backup device and the primary 
portable data storage device over the Wireless commu 
nication link so as to automatically backup data entered 
into the portable data storage device and so as to check 
for removal of the primary portable data storage device; 

signalling an alarm to alert a user to loss of the primary 
portable data storage device in the absence of commu 
nication betWeen the primary portable data storage 
device and the backup device for a predetermined 
period. 

2. A method according to claim 1 Wherein said Wireless 
communication link is a Bluetooth (RTM) link. 

3. A method according to claim 1 Wherein signalling of 
the alarm is suspended if the Wireless communication link is 
being used by the portable data storage device. 

4. A method according to claim 1 Wherein an alarm is 
signalled in the event of interruption of communication 
betWeen the portable data storage device and the backup 
device of at least one second. 

5. A method according to claim 1 further comprising 
receiving a user input to disable the alarm. 

6. A method according to claim 1 further comprising 
triggering an alert procedure on the portable data storage 
device if the portable data storage device is out of range of 
communication With the backup device for a predetermined 
period. 

7. A method according to claim 1 further comprising 
inhibiting operation of the portable data storage device in the 
absence of communication With the backup device. 

8. A method according to claim 1 Wherein data is backed 
up in response to entering of neW data into the portable data 
storage device. 

20 

25 

30 

35 

40 

45 

50 

14 
9. A method according to claim 1 Wherein data stored in 

the backup device is accessible by another data storage 
device via a machine interface. 

10. A method according to claim 1 further comprising 
registering the backup device With the portable data storage 
device. 

11. A method according to claim 1 further comprising 
communicating betWeen the backup device and a netWork 
Wherein the netWork is a telecommunications netWork and 
Wherein the backup device signals to a remote station in the 
telecommunications netWork if the portable data storage 
device is out of range of communication. 

12. A method according to claim 1 Wherein communicat 
ing betWeen the backup device and the portable data storage 
device over the Wireless communication link operates at a 
selected one of a plurality of poWer levels. 

13. A method according to claim 12 Wherein communi 
cation initially operates at a ?rst poWer level but sWitches to 
operating at a second poWer level if the portable data storage 
device does not pass out of range of communication With the 
backup device throughout a predetermined time period, 
Wherein the second poWer level is loWer than the ?rst poWer 
level. 

14. A method according to claim 1 further comprising 
communicating at least one unique identi?er of the portable 
data storage device over the Wireless communication link to 
the backup device Wherein the at least one unique identi?er 
comprises at least one of: 

the International Mobile Equipment Identity number 
(IMEI) of the portable data storage device; 

the Bluetooth (RTM) serial number of the Bluetooth 
(RTM) chip Within the portable data storage device. 

15. A method of safeguarding against loss of data stored 
in a portable data storage device, the method comprising 
providing a user-carried backup device having memory and 
a Wireless communication link for communicating With the 
portable data storage device; 

communicating periodically or quasi-continuously 
betWeen the backup device and the portable data stor 
age device over the Wireless communication link at a 
selected one of a plurality of poWer levels to backup 
data entered into the portable data storage device and to 
check for removal of the portable data storage device; 
signalling an alarm to alert a user to loss of the portable 
data storage device in the absence of communication 
betWeen the portable data storage device and the 
backup device for a predetermined period; 

Wherein communication initially operates at a ?rst poWer 
level but sWitches to operating at a second poWer level 
if the portable data storage device does not pass out of 
range of communication With the backup device 
throughout a predetermined time period, Wherein the 
second poWer level is loWer than the ?rst poWer level. 

* * * * * 


