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(57) ABSTRACT 

This invention provides a more effective method for capac 
ity planning and traf?c engineering of packet networks that 
connect Virtual Private Network (V PN) sites. A distributed 
architecture ef?ciently computes traf?c matrixes that show 
the number of bytes and/or packets exchanged among pro 
vider edge (PE) routers and/or service nodes. Each PE router 
in a service node is exports ?ow records to a Flow Record 
Processor (FRP) in the same location. The FRPs use these 
records in conjunction with con?guration data extracted 
from the PE routers to compute partial traf?c matrixes. The 
partial traf?c matrixes are uploaded to a Matrix Generator to 
create a total traf?c matrix. The total traf?c matrix is 
essential input for capacity planning or traf?c engineering 
tools. 
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TRAFFIC MATRIX COMPUTATION FOR A 
BACKBONE NETWORK SUPPORTING 

VIRTUAL PRIVATE NETWORKS 

TECHNICAL FIELD 

The present invention relates to capacity planning for 
backbone networks that support virtual private networks. 
Speci?cally, it de?nes a system and method to compute 
traf?c matrixes for these networks. The matrixes report the 
number of bytes and packets that are exchanged among 
provider edge routers and/or service nodes. This data is 
essential input for capacity planning and traf?c engineering 
tools. 

BACKGROUND OF THE INVENTION 

A Virtual Private Network (V PN) provides secure con 
nectivity among distributed customer sites. VPNs can be 
implemented by using Border Gateway (BGP) and MPLS 
(Multiprotocol Label Switching) technologies. The of?cial 
document on this topic is RFC 2547, BGP/MPLS VPNs, by 
Rosen and Rekhter at http://www.ietf.org and is incorpo 
rated by reference. MPLS and VPN Architectures, by Pepel 
njak and Guichard, Cisco Press 2001 is also a valuable 
source of information and is also incorporated by reference. 
It provides a practical guide to understanding, designing, 
and deploying MPLS and MPLS-enabled VPNs. 
Abackbone network connects a plurality of customer sites 

that comprise a plurality of VPNs. Each site has one or more 
customer edge (CE) routers that connect to one or more 
provider edge (PE) routers in the backbone network. The PE 
routers in the backbone may be directly connected. Alter 
natively, the PE routers may be connected via provider (P) 
routers. The PE and P routers are located in service nodes 
that are geographically distributed. 

Capacity planning and traf?c engineering for backbone 
networks is required to provide adequate quality-of-service. 
A variety of software tools in the current art can be used for 
this purpose. One vendor that provides such tools is the 
Wide Area Network Design Laboratory. A description of 
their products is available at http://www.wandl.com. A sec 
ond vendor is Optimum Network Performance. See http:// 
www.opnet.com for more information about their products. 
Other vendors also offer products in this area. 

These products require input that describes the traf?c 
demands on a backbone network. This data can be provided 
as a matrix that shows the number of bytes and packets 
transmitted between PE routers. It is necessary to report this 
data separately for each type-of-service. Atraf?c matrix is a 
three dimensional matrix T[x][y][Z] where x is the index of 
an ingress PE router, y is the index of an egress PE router, 
and Z is the type-of-service (TOS). The values of x and y 
range from 0 to the number of PE routers-l. The value of Z 
ranges from 0 to the number of types of service-l. 

Alternatively, a capacity planning or traffic engineering 
tool may require a traf?c matrix that characterizes the 
number of bytes and packets transmitted between service 
nodes. A traf?c matrix is a three dimensional matrix T[x] 
[y] [Z] where x is the index of an ingress service node, y is 
the index of an egress service node, and Z is the type-of 
service (TOS). The values of x and y range from 0 to the 
number of service nodes-l. The value of Z ranges from 0 to 
the number of types of service-l. 
A variety of protocols are used to route packets in the 

backbone network. These protocols are de?ned in speci? 
cations at http://www.ietf.org. For example, the Open Short 

20 

25 

30 

35 

40 

45 

50 

55 

60 

65 

2 
est Path First (OSPF) protocol is used to route within an 
autonomous system as described in RFC 2328, OSPF Ver 
sion 2, by J. Moy. The Border Gateway Protocol is used to 
route among autonomous systems as described in RFC 
1771, A Border Gateway Protocol, by Y. Rekhter and T. Li. 
The Border Gateway Protocol is also described in RFC 
1772, Application of the Border Gateway Protocol in the 
Internet, by Y. Rekhter and P. Gross. The Multi-Protocol 
Label Switching (MPLS) technology is described in RFC 
3031 Multiprotocol Label Switching Architecture by Rosen, 
et. al. Many books describe these protocols as well. For 
example, Computer Networks, Third Edition, by A. Tanen 
baum, Prentice-Hall, 1996 is an excellent reference text. 
Routing in the Internet, by Christian Huitema, Prentice Hall, 
1995 is also valuable. BGP4 Inter-Domain Routing in the 
Internet, by John Stewart III, Addison-Wesley, 1999 
describes BGP-4. See MPLS: Technology and Applications, 
by Davie and Rekhter, Morgan Kafmann, 2000 for a dis 
cussion of that protocol. 
PE routers in the current art can be con?gured to generate 

records that provide summary information about packet 
?ows. A ?ow is a sequence of packets from a source to a 
destination. A PE router identi?es a ?ow by examining the 
packets that enter its interfaces. Packets having identical 
values for source address/port, destination address/port, pro 
tocol, type-of-service, and input interface address are con 
sidered to be part of the same ?ow. 
Flow records contain multiple items (eg source address/ 

port, destination address/port, protocol, type-of-service, 
input interface address). In addition, a PE router counts the 
number of bytes and packets that comprise this ?ow and 
includes these values in the flow record. Flow records 
provide raw data about packet ?ows through a network. A 
PE router is con?gured to transmit ?ow records to a speci?c 
address and port. This occurs when the ?ow completes. It 
may also occur multiple times during a ?ow. 

Cisco is a network equipment vendor that provides ?ow 
record generation. This feature on their products is called 
NetFlow. Each Version 5 NetFlow record contains source IP 
address, destination IP address, source TCP or UDP port, 
destination TCP or UDP port, next hop router IP address, 
incoming interface address or index, outgoing interface 
address or index, packet count, byte count, start of ?ow 
timestamp, end of ?ow timestamp, IP protocol, type-of 
service, TCP ?ags, source autonomous system, destination 
autonomous system, source subnet, and destination subnet. 
Other formats are also available. See http://www.cisco.com 
for a detailed description of this feature. 

It is a di?icult task to generate traf?c matrixes. Traf?c 
volumes through a backbone network are substantial. Flow 
records may total several megabytes. CentraliZed architec 
tures that upload these records to one machine for process 
ing are not satisfactory. The time to upload and process the 
records is substantial. 

Therefore, a need exists for a distributed architecture in 
which records may be processed in each service node. This 
will signi?cantly reduce the time to generate a matrix. It will 
also allow matrixes to be generated more frequently. More 
frequent generation of matrixes provides a more accurate 
view of the backbone network tra?ic. 

SUMMARY OF THE INVENTION 

Limitations of the prior art are overcome and a technical 
advance is achieved by the present invention. The present 
invention provides a system and method to generate traf?c 
matrixes for backbone networks that support virtual private 
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networks (V PNs). These backbone networks provide high 
speed connectivity among a plurality of customer sites for a 
plurality of VPNs. 

Provider edge (PE) routers are con?gured to generate 
records for incoming ?ows on external interfaces. These are 
the interfaces connected to customer edge (CE) routers. 

Flow records are transmitted to a Flow Record Processor 
(FRP) in the same service node as the PE routers. The FRPs 
use these ?ow records in conjunction with con?guration data 
extracted from the PE routers to compute partial tra?ic 
matrixes. Each partial tra?ic matrix indicates how packet 
?ows are distributed from each of the PE routers that are 
located in a service node. 

The partial tra?ic matrixes are uploaded to a Matrix 
Generator (MG) to create total tra?ic matrixes. A total tra?ic 
matrix is calculated by adding the partial tra?ic matrixes that 
are received from the FRPs. 
A second embodiment of this invention generates tra?ic 

matrixes by using sampled ?ow records. Non-sampled ?ow 
records require a PE router to examine every packet that 
passes through the device. This can impose a signi?cant 
processing overhead on the device. To minimize this over 
head, a sampling technique can be used. Every M-th packet 
is analyZed and ?ows are identi?ed from sampled packets. 

Athird embodiment of this invention automatically deter 
mines the measurement interval for which a tra?ic matrix 
should be generated. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The above-summarized invention will be more fully 
understood upon consideration of the following detailed 
description and the attached drawings wherein: 

FIG. 1 shows an illustrative backbone network that con 
nects several VPN sites. 

FIGS. 2A and 2B illustrate the routing and forwarding 
processes for part of the backbone network. 

FIG. 3 shows the format of the Route Distinguisher Table. 
FIG. 4 shows the format of the Border Gateway Protocol 

Table. 
FIG. 5 shows how MPLS transports packets across the 

backbone network. 
FIG. 6 is a ?owchart for packet labeling by a PE router. 
FIG. 7 is a ?owchart for packet forwarding by a P router. 
FIG. 8 shows the format of a Label Forwarding Table on 

a P router. 

FIG. 9 shows Flow Record Processors and a Matrix 
Generator in the backbone network. 

FIG. 10 is a block diagram of the Matrix Generator. 
FIG. 11 is a ?owchart for the Matrix Generator. 
FIG. 12 is a block diagram of the Flow Record Processor. 
FIG. 13 shows the format of an ingress record. 
FIGS. 14A*14D are ?owcharts for the Flow Record 

Processor. 
FIG. 15 shows the format of a total PE router to PE router 

tra?ic matrix. 
FIG. 16 shows the format of a total service node to service 

node tra?ic matrix. 

DETAILED DESCRIPTION 

FIGS. 1*8 outline the current art. FIGS. 9*16 illustrate the 
present invention. Those skilled in the art will discern 
alternative system and method embodiments within the 
spirit of the present invention, and within the scope of the 
attached claims, from consideration of the present inventive 
teachings. 
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4 
FIG. 1 shows an illustrative backbone network 100 in the 

current art. This network provides connectivity among sev 
eral customer sites that comprise two virtual private net 
works. VPN A consists of two customer sites 154 and 160. 
VPN B consists of two customer sites 156 and 158. 

The backbone network 100 contains provider (P) routers 
102, 104, 106, and 108. It also contains provider edge (PE) 
routers 130, 132, 134, and 136. The function of the P routers 
is to provide connectivity among the PE routers. The func 
tion of the PE routers is to provide access to the backbone 
network for customer sites. 

Each of the routers is interconnected by links. For 
example, PE router 130 connects to P router 102 via link 
122. P router 102 connects to P router 108 via link 120. 

Customer edge (CE) routers 146, 148, 150, and 152 are 
situated at the customer sites 154, 156, 158, and 160, 
respectively. Each CE router connects to a PE router. For 
example, CE router 146 connects to PE router 130 via link 
138. 

More complex topologies are also permitted. A CE router 
may connect to multiple PE routers. A PE router may 
connect to multiple CE routers. PE routers may directly 
connect to each other. 

Packet tra?ic is transported between customer sites for a 
speci?c VPN via Multiprotocol Label Switching (MPLS) 
tunnels. Each MPLS tunnel begins at one PE router and ends 
at a different PE router. For example, packet tra?ic is 
transported from customer site 154 to customer site 160 via 
an MPLS tunnel that starts on PE router 130 and ends on PE 
router 136. 

Packet tra?ic is typically transported only between cus 
tomer sites that are in the same VPN. For example, packets 
from VPN A are not transported to VPN B. However, more 
complex topologies are also permitted. Several VPNs may 
be combined to form an extranet. An extranet permits 
communication among sites in different VPNs. 

FIGS. 2Ai2B illustrate the routing and forwarding pro 
cesses for a subset of the backbone network 100. CE router 
146 executes a routing process 202 that communicates IPV4 
routes to a peer routing process 206 on PE router 130. 

Customer VPNs may use overlapping addresses. RFC 
1918, Address Allocation for Private Internets, by Rekhter, 
et. al. at http://www.ictf.org de?nes portions of the IPV4 
address space that are reserved for private use. 

Therefore, routing process 206 must translate each IPV4 
route that is received from CE router 146. Data from the 
Route Distinguisher Table 208 is used to convert an IPV4 
route to a VPN-IPV4 route. (The Route Distinguisher Table 
208 is described later in this document.) The VPN-IPV4 
routes are given to the BGP process 214. 

The BGP process 214 assigns an MPLS label to each 
VPN-IPV4 route. This data is stored in the BGP table 218. 
The labeled VPN-IPV4 routes 220 are exchanged with a 
peer BGP process 252 on PE router 136 (FIG. 2B). The BGP 
processes on the PE routers exchange labeled VPN-IPV4 
routes. In this manner, the routes generated by each cus 
tomer site of a VPN are exchanged with all other sites in that 
same VPN. 

P routers do not store any VPN routes. VPN routes are 
stored only on PE routers. This is important because it 
provides an architecture that scales to large numbers of 
VPNs. 

The routers in the backbone network execute routing 
processes to exchange Internet Protocol Version 4 (IPV4) 
routes. These routes are required to transport packets across 
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the backbone network. For example, PE router 130 executes 
a routing process 222 that peers with routing process 226 on 
P router 102. 

The routers in the backbone network execute MPLS 
processes to exchanges label bindings across the backbone 
network. MPLS tunnels start and end at PE routers. For 
example, packets from CE router 146 can be transported to 
CE router 152 via an MPLS tunnel across the backbone. 

The routers in the backbone network execute forwarding 
processes to transport labeled packets from a source PE 
router to a destination PE router. For example, PE router 130 
executes a forwarding process 240 that receives unlabeled 
packets on link 238 from CE router 146. It converts these 
unlabeled packets to labeled packets that are transmitted to 
the forwarding process 244 on P router 102. The forwarding 
process 240 also receives labeled packets on link 242 from 
P router 102. It converts these labeled packets to unlabeled 
packets that are transmitted to CE router 146. 

The P routers in the backbone have no knowledge of VPN 
routes. Their only function is to provide connectivity for PE 
routers. For example, P router 102 executes routing process 
226 to exchange IPV4 routes with its neighboring routers. 
An MPLS process 234 exchanges label bindings with its 
neighboring routers. A forwarding process 244 uses these 
label bindings to transport packets through the backbone. 

FIG. 3 shows the format of a Route Distinguisher (RD) 
Table 208. Each record in the table contains an input 
interface address 302 and a route distinguisher 304. A route 
distinguisher is a 64-bit number assigned by a network 
provider to uniquely identify a VPN. It is used to convert 
IPV4 addresses to VPN-IPV4 addresses. The format of a 
route distinguisher is <number1>:<number2>where num 
ber1 is a four byte quantity and number2 is a four byte 
quantity. The sample record shown in FIG. 3 has an input 
interface address equal to 10.1.1.1 and a route distinguisher 
equal to 89:17. 
A PE router uses the RD Table to translate IPV4 routes 

that are received from CE routers to which it is directly 
connected. Assume that PE router 130 receives an IPV4 
routing update from CE router 146 via link 138 (see FIG. 1). 
The RD Table is searched to ?nd a record with an incoming 
interface address 302 that matches the address of link 138. 
The route distinguisher 304 is read from that record. Each 
IPV4 address in the routing update is translated to a VPN 
lP4 address by using the route distinguisher as a pre?x. 

The RD Table on each PE router is con?gured so the 
non-unique IPV4 addresses from each VPN are converted to 
unique VPN-IPV4 addresses. The unique VPN-IPV4 
addresses are exchanged among the PE routers by the BGP 
processes that execute on those routers. 

FIG. 4 shows the format of a BGP Table 218. Each record 
in the table contains a VPN-IPV4 address 402 and a BGP 
next hop address 404. Entries are created in the BGP Table 
when: (a) routes are received from customer sites and (b) 
routes are received from BGP peers. 
Assume that CE router 146 transmits an IPV4 route to PE 

router 130 (see FIG. 1). The destination address is translated 
to a VPN-IPV4 address by using the RD Table 208. The 
translated route is then stored in BGP Table 218. The BGP 
next hop is the loopback address of the PE router 130. The 
BGP process 214 exchanges this information with the BGP 
process that executes on each PE router. For example, BGP 
process 214 exchanges labeled VPN-IPV4 routes with BGP 
process 252. 
Assume that CE router 152 transmits an IPV4 route to PE 

router 136. The destination address is translated to a VPN 
lPV4 address by using the RD Table 264. The translated 
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6 
route is then stored in BGP Table 256. The BGP next hop is 
the loopback address of the PE router 136. The BGP process 
252 exchanges this information with the BGP process that 
executes on each PE router. For example, BGP process 252 
exchanges labeled VPN-IPV4 routes with BGP process 214. 
The BGP next hop address is always the loopback address 

of the PE router that created the VPN-IPV4 route. This fact 
is critical for the operation of the present invention. It 
enables the egress PE router for a ?ow to be ef?ciently 
determined from information on the ingress PE router. 
The sample record shown in FIG. 4 has a VPN-IPV4 

address of 89:17:10.5.5.5 and a BGP next hop address of 
20.0.0.1. The VPN-IPV4 address contains a route distin 
guisher of 89:17 and an IPV4 address of 10.5.5.5. The BGP 
next hop address is the IPV4 loopback address of the egress 
PE router. 

FIG. 5 shows how MPLS is used to transport packets 
across the backbone network 100. A CE router transmits an 
unlabeled packet to a PE router. The PE router assigns labels 
to these packets. The labels are numbers that are used by the 
P routers to forward the packets across the backbone net 
work. The egress PE router removes the labels from the 
packet. The packet is then forwarded to the destination CE 
router. 

Various protocols in the current art are used to distribute 
label assignments among P and PE routers. The Label 
Distribution Protocol (LDP) is an example of such a proto 
col. More information about this and other alternatives can 
be found at http://www.ietf.org. 

In some circumstances, several labels may be assigned to 
a packet. These labels are organiZed in a stack. A label is 
pushed to the top of the stack or pulled from the top of the 
stack. Further discussion of label stacks can also be found at 
http://wwe.ietf.org. 

In FIG. 5, CE router 146 transmits an unlabeled packet 
502 to PE router 130. PE router 130 uses the information 
from BGP process 214 and MPLS process 230 (FIG. 2A) to 
assign labels to this packet. A two level label stack is used. 
The bottom label indicates the target PE router 136. This is 
shown on the diagram as LX. The top label indicates the next 
hop P router 102. This is shown on the diagram as LA. The 
packet 504 is then transmitted to P router 102. 

router 102 receives this packet 504. It swaps the top label 
on the stack. The value LA is replaced by the value LB. The 
packet 506 is then transmitted to P router 108. 
P router 108 receives this packet 506. It swaps the top 

label on the stack. The value LB is replaced by the value LC. 
The packet 508 is then transmitted to PE router 136. 
PE router 136 receives this packet 508. It pops the top 

label on the stack. lt pops the bottom label on this stack. The 
bottom label indicates the destination CE router 152 for the 
packet. The unlabeled packet 510 is then transmitted to CE 
router 152. 

This two level label stack makes it unnecessary to store 
VPN-IPV4 routes on P routers. This design is essential to 
achieve a scalable system. 

FIG. 6 is a ?owchart for packet labeling by a PE router. 
Execution starts at step 600. At step 602, an unlabeled packet 
is received from a CE router. At step 604, the input interface 
address is mapped to a route distinguisher. The mapping is 
accomplished by searching the Router Distinguisher Table 
208 for a record with a matching input interface address. At 
step 606, the IPV4 destination address is translated to a 
VPN-IPV4 address. The route distinguisher is pre?xed to the 
IPV4 destination address of the packet to create the VPN 
lPV4 address. At step 608, the VPN-IPV4 address is mapped 
to a label. The label is determined from the VPN-IPV4 










