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PACKET ROUTING APPARATUS AND A 
METHOD OF COMMUNICATING A PACKET 

BACKGROUND OF THE INVENTION 

The present invention relates to a packet routing apparatus 
and a method of communicating a packet, and in particular 
to a packet routing apparatus and a method of communicat 
ing a packet Which performs protection switching (line) at a 
time of failure occurrence in a netWork layer or a loWer layer 
in a packet routing apparatus employing a redundancy or 
protection sWitching. 

In recent years, communication apparatuses provided 
With not only a system required for a normal operation but 
also a backup system to alloW backup of various commu 
nications, so-called “redundancy (for example, doubled con 
?guration)”, are spreading Widely for failure measure in 
various communication systems. In the communication sys 
tem provided With the redundancy, for example, a plurality 
of processors, ?le devices or the like (Which respectively 
serve as Workings and protections) are provided, thereby 
alloWing sWitching in 1+1 or 1:n manner at a time of failure 
occurrence. 

In an IP netWork constituted With a plurality of IP packet 
routing apparatuses, a route failure is detected using a 
routing protocol for exchanging route information pieces. As 
the routing protocol used in this IP netWork, for example, 
there are ROUTING INFORMATION PROTOCOL (RIP), 
OPEN SIIORTEST PATII FIRST (OSPF) or the like. In a 
failure detection according to OSPE, for example, commu 
nications are periodically performed betWeen IP packet 
routing apparatuses using a Hello packet for con?rming 
connection of the IP packet routing apparatuses. A reliability 
of a route is veri?ed by a communication or conduction test 
betWeen the IP packet routing apparatuses. Incidentally, 
information about connection betWeen the IP packet routing 
apparatuses is stored, for example, in a routing table in a 
processor. 

Also, the routing protocol used in the IP netWork per 
forms, for example, route selection, communication betWeen 
IP packet routing apparatuses, update of a routing table, 
When a route failure is detected. Incidentally, a sWitching 
time from a Working route to a protection route for failure 
recovery requires several tens seconds to several minutes. 
On the other hand, in a public netWork, a failure detection 

is carried out by a SYNCHRONOUS DIGITAL HERAR 
CHY (SDH: SONET in northern America) system pre 
scribed in INTERNATIONAL TELECOMMUNICATION 
UNION TELECOMMUNICATION STANDARDIZATION 
SECTOR (ITU-T) RECOMMENDATION G.707 (refer to 
9.2.2 SOH BYTES DESCRIPTION OF RECOMMENDA 
TION G.707). This SDH system is constituted With, for 
example, SDH transport systems. A packet Where a frame 
multiplexed With a user signal, called VIRTUAL CON 
TAINER (VC), is attached With a header, so-called a section 
overhead, is used for transmission betWeen respective SDH 
transport systems. 
Mapped on the section overhead is information for per 

forming sWitching at a time of failure. In the SDH system, 
sWitching betWeen the Working line and the protection line 
is performed at a time of failure on the basis of the mapped 
information. This sWitching system is called “AUTOMTIC 
RPOTECTION SWITCHING (APS) system and prescribed 
in BELLCORE GR-253-CORE, ITU-T G.782. 

According to the APS system, a transmission netWork 
With a high reliability and a high maintenance can be 
con?gured so that a high reliability required for a public 
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2 
netWork can be achieved. Also, in the APS system, a 
sWitching sequence including an external device is de?ned, 
and a sWitching time from a Working line to a protection line 
for failure recovery is Within 50 ms. 

Also, recently, a high speed IP packet routing apparatus 
has been introduced even in the public netWork. This is 
because data system traf?c ?oWing on a netWork is rapidly 
increasing due to a rapid spreading of computers and shift 
ing from a netWork con?guration mainly comprising audio 
or sound system traf?cs through conventional public 
sWitches to a netWork con?guration mainly comprising data 
system traf?c through high speed IP packet routing appara 
tuses becomes signi?cant. 

In a netWork Where the IP packet routing apparatus has 
been introduced into the public netWork, the IP packet 
routing apparatus and the above-mentioned SDH transport 
system are ordinarily used in a mixed manner. Also, there is 
an approach Which realiZes the SDH system With an IP 
packet routing apparatus provided With a SDH interface 
Without using a SDH transport system. Such a netWork 
obtained by the combination of the IP packet routing appa 
ratus and the SDH system is called “IP OVER SDH (SO 
NET) system (refer to IEEE COMMUNICATION MAGA 
ZINE, MAY 1998, P1364142). 

In a failure detection performed by this IP OVER SDH 
system, sWitching from a Working line to a protection line 
can rapidly be performed by the APS sWitching system at a 
time of failure occurrence in a physical layer such as a line 
failure, a failure of a physical layer processing section in the 
IP packet routing apparatus or the like. Incidentally, at this 
time, since a high speed sWitching at the physical layer is not 
detected at an ordinary network layer, a routing protocol 
operating in a netWork layer is not actuated. 

Also, at a time of failure occurrence in the netWork layer 
due to a failure of a netWork layer processing section in the 
IP packet routing apparatus or the like, since it is impossible 
to recover the failure by such a sWitching in the physical 
layer, the routing protocol is activated to perform sWitching 
in the netWork layer. That is, the failure recovery in the 
netWork of the IP OVER SDH (SONET) system comprises 
a recovery performed by the APS of the physical layer and 
a recovery performed by the routing protocol of the netWork 
layer. 

In a netWork in Which a high reliability is required, such 
as a public netWork, it is desirable that all failures including 
a line failure, a node failure, and the like can be recovered 
rapidly With a high reliability. For this reason, When such a 
failure as a failure in the netWork layer can not be recovered 
by only the recovery of the APS, a high speed and high 
reliable sWitching approach is inevitable in a case that a 
sWitching is performed in the netWork layer. 

There have been proposed several approaches Where a 
sWitching in the netWork layer is realiZed in a netWork Where 
a high reliability is required, such as a public netWork or the 
like. As one of these approaches, for example, there is a 
technique described in Japanese Patent Application Laid 
Open (JP-A) No. 10-13449 publication. 

In JP-A 10-13449, such a technique is employed that the 
status change of K1, K2 bytes serving as the APS byte are 
monitored and, When a status change of the APS byte occurs 
due to a failure, a routing protocol of a netWork layer is 
actuated to update a routing table and perform a line 
sWitching. 

Also, as another approach, for example, there is an 
approach Where a sWitching from a Working line to a 
protection line is performed Without actuating a routing 
protocol and Without updating a routing table. For example, 
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there are an approach Where a Working con?guration and a 
protection con?guration serving as con?gurations for trans 
mission/reception of a packet are prepared in each commu 
nication or routing apparatus, and a packet is copied by a 
softWare processing and packets are transmitted in a multi 
cast manner from both the Working con?guration and the 
protection con?guration so that a con?guration for receiving 
a packet in only an apparatus on a reception side is sWitched 
from the Working con?guration to the protection con?gu 
ration at a time of failure occurrence, and another approach 
Where a transmission destination (address) for performing 
transmission by a Working con?guration and a transmission 
destination for performing transmission by a protection 
con?guration are stored in a routing table, and packets are 
transmitted from both the Working and protection con?gu 
rations according to an address retrieval so that only an 
apparatus on a reception side is sWitched from the Working 
con?guration to the protection con?guration at a time of 
failure occurrence like the former approach. 

SUMMARY OF THE INVENTION 

In the art disclosed in JP-A 10-13449, hoWever, it is 
considered that, since the routing table is updated at a time 
of sWitching, it is dif?cult to recover a failure in a short time. 

Also, in the above-mentioned approach Where updating of 
a routing table according to a routing protocol is not per 
formed, it is considered that, in a case that a packet pro 
cessed in a software manner is transmitted in a multicasting 
manner from both the Working con?guration and protection 
con?guration and only a reception side apparatus is sWitched 
from the Working con?guration to the protection con?gu 
ration at a time of failure occurrence, it is dif?cult to perform 
a sWitching in a short time due to an interposition of a 
softWare. 

Furthermore, in the above-mentioned approach Where 
updating of a routing table according to a routing protocol is 
not performed, it is considered that, in a case that tWo 
transmission destinations according to a Working con?gu 
ration and a protection con?guration are stored in a routing 
table, a buffer amount for storing destinations is doubled as 
compared to an ordinary bulfer amount, so that mounting or 
packaging and cost reduction Will be made di?icult. Further, 
it is considered that a vast time may be required for Writing 
in a routing table at an initialiZation time. 

In vieW of the above, an object of the present invention is 
to provide a packet routing apparatus and a method of 
communicating a packet Where rapid and high reliable 
failure detection and protection sWitching are performed at 
a time of failure occurrence in a netWork layer in a packet 
routing apparatus having a protection or redundancy. 
A packet routing apparatus according to the present 

invention is provided With a plurality of communication 
ports including at least one Working communication port 
Which performs transmission/reception of a packet to a 
netWork and at least one protection communication port 
Which performs transmission/reception of the same packet 
as the packet Which is transmitted/received to the netWork 
by the Working communication port. The plurality of com 
munication ports are respectively connected to a plurality of 
relay processing sections. The plurality of relay processing 
sections include at least one Working relay processing sec 
tion connected to at least one Working communication port 
and at least one protection relay processing section con 
nected to at least one a protection communication port. Each 
relay processing section transmits a packet transferred from 
anther relay processing section to a communication port 
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4 
connected thereto and the received packet is transmitted 
from the another relay processing section to another relay 
processing section according to destination information 
included in the packet transferred. The plurality of relay 
processing sections are connected to a packet sWitch section. 
The packet sWitch section receives a packet from any one of 
the relay processing sections and transmits the packet to 
another relay processing section according to destination 
information included in the packet. Furthermore, each of the 
plurality of relay processing sections is provided With a 
con?guration information storage section Which stores infor 
mation about Whether it is a Working relay processing 
section or a protection relay processing section correspond 
ing to the Working relay processing section. The packet 
sWitch section refers to its oWn con?guration information 
storage section and When a relay processing section to be 
transferred With a packet is a Working replay processing 
section, it transfers the packet to the relay processing section 
of the transfer destination and a protection relay processing 
section corresponding to the relay processing section. 

Also, the packet routing apparatus is provided With a 
plurality of interface sections each being connected to some 
of a plurality of relay processing sections and at least one of 
a plurality of communication ports. The plurality of interface 
sections includes a least one Working interface section Which 
is connected to a Working relay processing section and a 
Working communication port and at least one of protection 
interface section Which is connected to a protection relay 
processing section and a protection communication port. 
The protection interface section transmits a packet received 
from a connected relay processing section to a connected 
protection communication port, but it does not receive a 
packet transmitted from a connected communication port. 
When a Working interface section detects a failure, the 
Working interface section stops reception of a packet. On the 
other hand, the protection interface section starts reception 
of a packet transmitted from the connected protection com 
munication port to transmit the received packet to a con 
nected protection relay processing section. 

With the above con?guration, When protection sWitching 
is performed in the netWork layer, sWitching is performed 
from the Working line to the protection line Without updating 
the routing table. More speci?cally, on the transmission side, 
only one transmission destination stored in the routing table 
is used in both the Working line and the protection line, and 
a packet identical to the packet to be transmitted to the 
Working line is copied through a hardWare processing but 
not a softWare processing to be transmitted to the protection 
line. On the other hand, a high speed protection sWitching is 
performed on the reception side only by performing close/ 
open processing of the Working line/protection line. Inci 
dentally, at this time, in the close/open processing, a double 
reception of a packet or the like can be prevented by 
performing processings With a time difference Within a 
maximum alloWable range of a phase difference betWeen the 
Working line and the protection line. 

Thereby, the protection sWitching can be performed in a 
short time Without updating the routing table. Also, on the 
transmission side, since only one transmission destination 
stored in the routing table is used in the Working line/ 
protection line, a spare or protection bulfer amount is not 
required. 

Furthermore, even When IPv6 to Which attention is paid as 
the next generation IP protocol instead of the IPv4 becomes 
standard and the IP address set in the routing table is 
extended from 32 bits to 128 bites, the protection sWitching 
can be performed Without updating the routing table accord 
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ing to the protection switching apparatus and method. Also, 
since only one transmission destination stored in the routing 
table is used in both the Working line and the protection line, 
high speed switching and buffer amount reduction can be 
achieved. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a schematic con?guration diagram of a netWork 
including an IP packet routing apparatus; 

FIG. 2 is a diagram shoWing a con?guration and a packet 
transmitting operation of an IP packet routing apparatus 1; 

FIG. 3 is a diagram shoWing a con?guration of a routing 
table 22; 

FIG. 4 is a diagram shoWing a con?guration of an APS 
register 23; 

FIG. 5 is a diagram shoWing port combinations of Work 
ing NIF and protection NIF; 

FIG. 6 a diagram shoWing a packet reception operation of 
the IP packet routing apparatus 1; 

FIG. 7 is a diagram shoWing a line sWitching operation of 
the IP packet routing apparatus 1; 

FIG. 8 is a diagram shoWing a control sequence in the IP 
packet routing apparatus 1 performed When a hardWare 
failure is detected in an IP packet routing apparatus 2; 

FIG. 9 is a diagram shoWing a control sequence in the IP 
packet routing apparatus 1 performed When a hardWare 
failure is detected in its oWn apparatus; 

FIG. 10 is a diagram shoWing a control sequence per 
formed When a line failure is detected by the IP packet 
routing apparatus 1 itself. 

DETAILED DESCRIPTION OF THE 
EMBODIMENTS 

Embodiments of the present invention Will be explained 
beloW With reference to the draWings. 

FIG. 1 is a schematic con?guration diagram of a netWork 
including an IP packet routing apparatus according to an 
embodiment of the present invention. 
AnetWork 100 is provided With, for example, an IP packet 

routing apparatus 1 and another IP packet routing apparatus 
2 connected to the IP packet routing apparatus 1. The IP 
packet routing apparatus 1 and the IP packet routing appa 
ratus 2 are connected to each other via an optical netWork 
(line). Incidentally, here, the netWork 100 comprises the IP 
packet routing apparatuses 1 and 2, but it may include a 
suitable number of IP packet routing apparatuses. 
The IP packet routing apparatus 1 is provided With, for 

example, SDH netWork interface modules (NIFs) 10-1, 10-2 
to 10-10, routing processor modules (RP) 20-1, 20-2 to 
20-10, a cross bus sWitch (CSW) 30 and a routing manager 
module (RM) 40. Also, the IP packet routing apparatus 2 is 
provided With, for example, NIFs 50-1, 50-2 to 50-10, Which 
are connected to the NIFs 10-1, 10-2 to 10-10 included in the 
IP packet routing apparatus 1. Incidentally, the IP packet 
routing apparatus 2 has the same con?guration as that of the 
IP packet routing apparatus 1, and therefore illustration and 
explanation thereof Will be omitted except for con?gurations 
of the NIE 50-1, 50-2 to 50-10 for convenience of explana 
tion. 

Here, for convenience of explanation, assuming that the 
RP20-1 and the NIF10-1 con?gure a Working line and the 
RP20-2 and the NIF10-2 con?gure a protection line, a 
sequence of operations regarding input/output of a SDH 
frame Will be explained schematically. 
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6 
First, a case that a SDH frame output from the NIE 50-10 

in the IP packet routing apparatus 2 is input into the IP 
packet routing apparatus 1 via the NIE 10-10 and it is output 
from the Working line 10-1/protection line NIF10-2 Will be 
explained. The NIF 10-10 performs layers 1 and 2 process 
ings on the received SDH frame to extract an IP packet. The 
NIF 10-10 passes the extracted IP packet to the RP 20-10. 
The RP 20-10 performs a layer 3 processing such as a 

routing processing, forWarding processing or the like on the 
IP packet. Also, the RP 20-10 outputs an IP packet to the 
CSW 30 addressing toWards the Working RP 20-1 according 
to a destination address included in the IP packet. The CSW 
30 transmits the input IP packet to the Working RP 20-1 and 
the protection RP 20-2. Also, the Working RP 20-1 and the 
protection RP 20-2 transmit the IP packets received from the 
RP 20-10 to the Working NIF 10-2 and the protection NIF 
10-2 Which are positioned on the output side, respectively. 
The Working NIF 10-1 and the protection NIF 10-2 creates 
SDH frames from the IP packets to output them to the optical 
netWork (line) In this case, the SDH frames are transmitted 
to both a line connected to the Working NIF and a line 
connected to the protection NIF. 

Next, a case that the SDH frames output from the NIFs 
50-1 and 50-2 in the IP packet routing apparatus 2 are input 
into the Working NIF 10-1/protection NIF 10-2 and they are 
output from the NIE 10-10 Will be explained. Both the 
Working NIF 10-1 and the protection NIF 10-2 receive the 
SDH frames, but a line open processing is performed in the 
NIE 10-1 and a line close processing is performed in the NIE 
10-2, respectively. For this reason, the protection NIF 10-2 
With the closed line does not delivers an IP packet to the 
protection RP 20-2. Incidentally, the open processing and 
close processing of a line Will be explained beloW in detail. 
The Working NIF 10-1 With an open line receives a SDH 

frame to perform layer 1 and 2 processings on the frame and 
extract an IP packet. The NIF 10-1 passes the extracted IP 
packet to the RP 20-1. The RP 20-1 performs a layer 3 
processing such as a routing processing, a forWarding pro 
cessing or the like on the IP packet. Also, the RP 20-1 
transmits the IP packet to the RP 20-10 via the CSW 30 
according to a destination IP address included in the IP 
packet. The RP 20-10 transmits the IP packet received from 
the RP 20-1 to the NIE 10-10 Which serves as an output. The 
NIF 10-10 creates a SDH frame from the IP packet to output 
the SDH frame to a line. 
On the other hand, When a failure occurs in a Working 

line, a close processing of a line in the NIE 10-1 and an open 
processing of a line in the NIE 10-2 are respectively per 
formed. Thereby, the IP packet is received in the NIE 10-2 
With the open line and it is passed to the RP 20-2 from the 
NIE 10-2. Like the above, the IP packet is sent to the NIE 
10-10 via the RP 21-10 and it is output as a SDH frame from 
the NIF 10-10. 

FIG. 2 is a diagram shoWing a con?guration and a packet 
transmission operation of the IP packet routing apparatus 1. 
Incidentally, for convenience of explanation, not only a 
transmissions side function of a SDH frame When a netWork 
layer sWitching is performed but also the NIE 10-10 and RP 
20-10 Which serve as reception side in the IP packet routing 
apparatus 1 Will be explained. 
The IP packet routing apparatus 1 is provided With, for 

example, a reception side RP 20-10, a reception side NIF 
10-10, a CSW 30, a RM 40, RP#0 20-1, a NIF#0 10-1, RP#1 
20-2 and a NIF#1 10-2. 
The NIF#0 10-1 includes, for example, a buffer LSI 12-1 

having a buffer function, a PHY LSI 11-1 having a line 
terminating function, and OEs 13-1 to 16-1 Which are optical 
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modules having a photo-electric converting function. Like 
the above, the NIF#1 10-2 includes, for example, a bulfer 
LSI 12-1, a PHY LSI 11-2 and OEs 13-2 to 16-2. Also, the 
Working NIF#0 10-1 are provided With a plurality of ports 
corresponding to the OEs 13-1 to 16-1, respectively, and the 
protection NIF#1 10-2 is provided With a plurality of ports 
corresponding to the OEs 13-2 to 16-2, respectively. The 
respective ports in each of the Working NIF#0 10-1 and the 
protection NIF#1 10-2 are respectively allocated With serial 
port numbers such as a Port 0, a Port 1, a Port 2, a Port 3 and 
so on. Then, the ports having the same number among the 
ports in the Working NIF#0 10-1 and the protection NIF#1 
10-2 are combined to con?gure a Working port and a 
protection port. The combination of the Working port and the 
protection port Will be explained in detail. In FIG. 2, the IP 
packet routing apparatus 2 transmits identical SDH frames 
from a Working port Which is a Port 2 of the Working NIF#0 
10-1 and a protection port Which is a Port 2 of the protection 
NIF#1 10-2 corresponding thereto. Incidentally, not only the 
NIF#0 10-1 and the NIF#1 10-2 but also all NIFs including 
the reception side NIF 10-10 are provided With the same 
con?guration as the above-mentioned NIF#0 10-1. 

Also, the CSW 30 is provided With, for example, a 
protection sWitching control register (APS register) 23. 

Incidentally, sWitching of lines at a time of failure occur 
rence is performed at confounding points betWeen the RP#0 
20-1 and the NIF#0 10-1, the RP#1 20-2 and the NIF#1 
10-2, and the CSW 30. That is, the sWitching is performed 
at connection points betWeen the CSW 30 and the respective 
the RP#0 20-1 and RP#1 20-2. It becomes possible to 
recover a line failure, an apparatus failure in a RP or a NIP 
or the like by performing switching at such connection 
points. 

The reception side RP 20-10 is provided With a storage 
section. This storage section stores, for example, a routing 
table 22 therein. Stored in this routing table 22 are an output 
RP number and an output port number corresponding to a 
destination IP address included in the IP packet extracted 
from the SDH frame, for example. 

FIG. 3 is a diagram shoWing a con?guration of the routing 
table 22. 

Stored in the routing table 22 are a destination IP address 
“192. 168.11 ”, and a RP number “#0” and a port number 
“Port 2” corresponding to this destination IP address, for 
example. 

Incidentally, not only the reception side RP 20-10 but also 
all the NIFs are provided With storage sections, and the 
respective storage sections store similar routing tables, 
respectively. 

Next, the APS register 23 Will be explained. 
In order to alloW the APS register 23 to perform sWitching 

of lines, it is set by the RM 40 that the RP#0 20-1 and the 
RP#1 20-2 are lines (APS lines) Which have been made 
redundant to each other, for example, at a line initializing 
time. Incidentally, the setting of the APS register 23 may be 
directly performed externally by a maintenance person 
instead of the RM 40. Also, in this embodiment, the APS 
register 23 is provided inside the CSW 30, but it may be 
provided outside it. 

FIG. 4 is a diagram shoWing a con?guration of the APS 
register 23. 

The APS register 23 is constituted With RP number sets 
“#0/1”, “#2/3”, “#4/5”, “#6/7”, and “#8/9”, and information 
pieces “0 or 1” indicating presence/absence of a redundant 
line (APS line) corresponding to each RP number set. 
Speci?cally, in the APS register 23, When the information 
piece indicating presence/absence of the APS line corre 
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8 
sponding to the RP number set “#0/ 1” is set to “APS 
presence: 1”, the RP#0 20-1 and the RP#1 20-2 correspond 
ing to the RP number set “#0/ 1” become lines redundant to 
each other (APS lines) so that the RP#0 20-1 becomes a 
Working APS line and the RP#1 20-2 becomes a protection 
APS line. On the other hand, When the information piece 
indicating presence/absence of anAPS line corresponding to 
the RP number set “#0/ 1” is set to “APS absence: 0”, the 
RP#0 20-1 and the RP#1 20-2 become lines independent of 
each other. 

Here, When the information piece indicating presence/ 
absence of an APS line corresponding to the RP number set 
“#0/ 1” in the APS register 23 is set to “APS presence: 1” and 
the RP number “#0” corresponding to the destination IP 
address “19216811” is stored in the routing table 22, the 
IP packet addressed to the RP#0 20-1 is also transmitted to 
the RP#1 20-2 by the CSW 30. 

That is, When any RP number set in the APS register 23 
is set to “APS presence”, the CSW 30 copies the IP packet 
through a hardWare processing to transmit the IP packets to 
both the Working line and the production line by storing only 
a younger number side (for example, the RP number “#0” of 
the RP set ”#0/1”) in the routing table Without considering 
Which RP (for example, the RP#0 20-1 or the RP#1 20-2) 
corresponding to the RP number set is the Working line. 
Also, even When a sWitching has been performed from the 
Working line to the protection line, packet transfer is per 
formed to both the lines so that it is unnecessary to change 
the RP number Which has been stored in the routing table 22. 

Thereby, When packets are transferred to the Working line 
and the protection line, only one transmission destination (a 
younger number of the RP number set) stored in the routing 
table 22 is used, so that an extra or protection bulfer amount 
is not required. Also, since it is unnecessary to rewrite the 
routing table 22 at a time of sWitching from the Working line 
to the protection line, a high speed sWitching can be carried 
out. Incidentally, as the only one transmission destination to 
be stored in the routing table 22, a proper setting may be 
carried out such that another other than the younger number 
of the RP number set is stored. 

FIG. 5 is a diagram shoWing port combinations of Work 
ing NIP-protection NIF. 
The Working NIF and the protection NIF included in the 

IP packet routing apparatus 1 are provided With many ports, 
as described above. For example, the Working NIF#0 10-1 is 
provided With many ports corresponding to the OEs 13-1 to 
16-1, respectively, and similarly the protection NIF#1 10-2 
is provided With many ports corresponding to the OEs 13-2 
to 16-2, respectively. 

In the example shoWn in FIG. 5, each of the Working NIF 
(Slot 0) and the protection NIF (Slot 1) is provided With 8 
ports. 

In the Working NIF and the protection NIF, ports having 
the same port number are combined to con?gure the Work 
ing ports and the protection ports. For example, in FIG. 5, 
the Working ports (Port 0 to Port 7) included in the Working 
NIF (Slot 0) 3 and the protection ports (Port 0 to Port 7) 
included in the protection NIF (Slot 1) 4 constitutes Working 
-protection Port combination 0 (Ports 0) to Working-protec 
tion Port combination 7 (Ports 7) for respective ports having 
the same port number. Accordingly, at a time of line sWitch 
ing, a sWitching is performed from each Working port in the 
Working NIF to a protection port having the same port 
number as the Working port according to the Working 
protection Port combinations. 

Thus, even When there are many ports in the NIF, neces 
sity for an extra design is removed by causing a plurality of 
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pairs of ports having the same numbers to correspond to 
each other, thereby allowing switching between the working 
line and the protection line. 

In FIG. 5, the working NIF 3 and the protection NIF 4 are 
NIFs adjacent to each other and respective ports in these 
NIFs are combined, but such a con?guration can be 
employed that the working NIF 4 and the protection NIF 4 
are not adjacent to each other and NIFs arranged to be far 
from each other are combined to form a pair of working and 
protection. 

FIG. 6 is a diagram showing an operation for a frame 
reception of the IP packet routing apparatus 1. Here, a 
function for a frame reception in the IP packet routing 
apparatus 1 will be explained. 

Incidentally, FIG. 6 shows only the CSW 30, the RM 40, 
the RP#0 20-1, the NIF#0 10-1, the RP#1 20-2, and the 
NIF#1 10-2 of the IP packet routing apparatus 1 shown in 
FIG. 2. Also, the RP#0 20-1 is provided with a control 
processor 21-1, and the RP#1 20-2 is provided with a control 
processor 21-2. 

The Port 2 of the working NIF#0 10-1 and the Port 2 of 
the protection NIF#1 10-2 corresponding thereto in the IP 
packet routing apparatus 1 are input with identical SDH 
frames sent from the IP packet routing apparatus 2 via a 
network. 

The control processor 21-1 of the working RP#0 20-1 
noti?es the status of the working PPP line to the control 
processor 21-2 of the RP#1 20-2 through a packet commu 
nication 100-1 in advance, so that the status of the PPP lines 
in the working and the protection are put in the same status. 
Also, the control processor 21-2 of the RP#1 20-2 puts itself 
in a status waiting for an interruption signal 100-2 generated 
due to a change of the Kl/K2 byte status from the PHY LSI 
11-2. Incidentally, when the PHY LSI 11-2 detects the 
Kl/K2 byte status received at each port and it detects a 
change of the status, it transmits the interruption signal 
100-2 to the control processor 21-2. Furthermore, the control 
processor 21-1 of the working NIF#0 10-1 transmits a line 
open processing signal (command) 100-3 to the buffer LSI 
12-1 to put the buffer LSI 12-1 in an open state. Also, the 
control processor 21-2 of the protection NIF#1 10-2 trans 
mits a line close processing signal (command) 100-4 to the 
buffer LIS 12-2 to put the buffer LSI 12-2 in a close state. 

FIG. 7 is a diagram showing an operation for a line 
switching in the IP packet routing apparatus 1. 

Here, a function of the IP packet routing apparatus 1 when 
a line switching in a network layer is performed will be 
explained. 
As described above, ?rst, the control processor 21-2 of the 

protection RP#1 20-2 is put in the state of waiting for an 
interruption signal 100-2 due to a change of the Kl/K2 byte 
status from the PHY LSI 11-2. In this state, when the change 
of the Kl/K2 byte status is detected by the PHY LSI 11-2, 
an interruption signal 100-2 is transmitted from the PHY LSI 
11-2 and it is detected by the control processor 21-2. Then, 
the control processor 21-2 sends a switching instruction 
100-5 to the control processor 21-1 of the working RP#0 
20-1 through a packet communication. The control proces 
sor 21-1 of the protection RP#1 20-1 transmits a line close 
processing signal 100-6 to the buffer LSI 12-1 of the 
working NIF#0 10-1 to put the buffer LSI 12-1 in a close 
state. Also, the control processor 21-2 of the protection 
RP#1 20-2 transmits a line open processing signal 100-7 to 
the buffer LSI 12-2 of the protection NIF#1 10-2 to put the 
buffer LSI 12-2 in an open state. Thus, a line switching is 
completed. 
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In the line switching in this embodiment, the close pro 

cessing of the buffer LSI 12-1 of the working NIF#0 10-1 
and the open processing of the buffer LSI 12-2 of the 
protection NIF#0 10-2 are performed with a time difference 
within a maximum allowable range of the phase difference 
between the working line and the protection line. That is, it 
is not that a switching is performed by a selector or the like 
instantaneously at a time of switching but that the close 
processing of the working bulfer LSI 12-1 is ?rst performed 
and then the open processing of the protection bulfer LSI 
12-2 is performed after a certain time elapses. 

Thereby, it becomes possible to prevent double reception 
of the frame in the IP packet routing apparatus 1. Inciden 
tally, there is a problem that a frame disappearance occurs at 
a time of switching from a working to a protection, passing 
of a received frame occurs, or the like, but such a problem 
can be overcome by processing of a layer 3 or a higher layer. 

Next, an operation (control sequence) performed when a 
failure is detected in the network 100 including the IP packet 
routing apparatuses 1 and 2 will be explained. 

FIG. 8 is a diagram showing a control sequence in the IP 
packet routing apparatus 1 which is performed when a 
failure is detected in the IP packet routing apparatus 2. 
The Port 0 corresponding to OE 13-1 of the working 

NIF#0 10-1 and the Port 0 corresponding to the OE 13-2 of 
the protection NIF#0 10-2 in the IP packet routing apparatus 
1 are input with identical SDH frames sent from the IP 
packet routing apparatus 2 via a network. 
When a LOS failure is detected in the IP packet routing 

apparatus 2, the IP packet routing apparatus 2 transmits a 
signal indicating a signal failure SF using Kl bytes. The 
PHY LSI 11-2 in the protection NIF#1 10-2 of the IP packet 
routing apparatus 2 receives the signal and detects the signal 
failure SF from the K1 bytes in the signal. Then, the PHY 
LSI 11-2 in the protection NIF#1 10-2 transmits an APS 
interruption signal 100-8 to the control processor 21-2 in the 
protection RP#1 20-2. 
The control processor 21-2 which has received the APS 

interruption signal 100-8 transmits an APS switching 
instruction signal 100-9 to the RM 40 and the control 
processor 21-1 in the working RP#1 20-1. 
When the APS switching instruction signal 100-9 is 

received, the control processor 21-1 of the working RP#1 
20-1 transmits a line close processing signal 100-10 to the 
buffer LSI 12-1 of the working NIF#0 10-1. Thereafter, the 
control processor 21-2 of the protection RP#1 20-2 transmits 
a line open processing signal 100-11 to the buffer LSI 12-2 
of the protection NIF#1 10-2 after a certain time elapses. 
Thus, a line switching is performed. 

Next, the control processor 21-2 of the protection RP#1 
20-2 noti?es a line switching completion signal 100-12 to 
the PHY LSI 11-2. When the PHY LSI 11-2 receives the line 
switching completion signal 100-12, it transmits a signal 
indicating a reverse request R to the IP packet routing 
apparatus 2 using the K1 bytes. 

Incidentally, a series of the above operations from a 
failure detection in the IP packet routing apparatus 2 to a 
switching operation completion are completed within 50 ms. 

FIG. 9 is a diagram showing a control sequence in the IP 
packet routing apparatus 1 performed when a hardware 
failure is detected in the IP packet routing apparatus 1. 

In the IP packet routing apparatus 1, an information piece 
indicating presence/absence of anAPS line corresponding to 
a RP number set “#0/1” in the APS register in the CSW 30 
is set to “APS presence” in advance. For this reason, when 
the CSW 30 of the IP packet routing apparatus 1 receives an 
IP packet addressing to the RP#0 20-1, it copies it through 
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a hardware processing to transfer the IP packet and the 
copied IP packet to the RP#0 20-1 and the RP#1 20-2. The 
RP#0 20-1 and the RP#l 20-2 transfer the received IP 
packets to the NIF#0 10-1 and the NIF#1 10-2, respectively. 
The NIF#0 10-1 generates a SDH frame to transmit it from 
the Port 0 via the buffer LSI 12-1, the PHY LSI 11-1 and the 
OE 13-1. Like the above, the NIF#1 10-2 creates a SDH 
frame to transmit it from the Port 0 via the buffer LSI 12-2, 
the PHY LSI 11-2 and the OE 13-2. 
As one example, here, it is assumed that a hardware 

failure has occurred at the PHY LSI 11-1 of the working 
NIF#0 10-1 in the IP packet routing apparatus 1. First, the 
PHY LSI 11-1 detects a failure, and it transmits an inter 
ruption signal 100-13 to the control processor 21-1 of the 
working RP#0 20-1. The control processor 21-1 which has 
received the interruption signal 100-13 judges that an APS 
switching is allowable and it transmits an APS switching 
instruction signal 100-14 to the RM 40 and the control 
processor 21-2 of the protection RP#l 20-2. Thereafter, the 
control processor 21-1 transmits a line close processing 
signal 100-15 to the buffer LSI 12-1 of the working NIF#0 
10-1. 
The control processor 21-2 of the protection RP#1 20-2 

which has received the APS switching instruction signal 
100-14 transmits a line open processing signal 100-16 to the 
buffer LSI 12-2 of the protection NIF#1 10-2. Thereby, a 
close processing of the working line connected to the PHY 
LSI 11-1 where the failure has occurred and the open 
processing of the protection line are completed. 

Also, the control processor 21-2 noti?es a line switching 
request signal 100-24 to the PHY LSI 11-2. When the PHY 
LSI 11-2 receives the line switching request signal 100-24, 
it transmits a signal indicating a signal failure SF to the IP 
packet routing apparatus 2 using Kl bytes. 

After a line switching has been performed in the IP packet 
routing apparatus 2, the IP packet routing apparatus 2 
transmits a signal indicating Reverse Request RR to the IP 
packet routing apparatus 1 using Kl bytes. Incidentally, in 
this case, a series of control sequences for a line switching 
performed in the IP packet routing apparatus 2 is the same 
as the control sequences which have been explained with 
reference to FIG. 8 and explanation thereof will be omitted. 

The PHY LSI 11-2 in the protection NIF#1 10-2 of the IP 
packet routing apparatus 1 receives a signal from the IP 
packet routing apparatus 2 and it detects Reverse Request 
RR from the K1 bytes in the signal. Then, the PHY LSI 11 -2 
transmits an APS interruption 100-17 to the control proces 
sor 21-2 of the protection RP#1 20-2. 

Incidentally, a series of the above operations from a 
failure detection in the IP packet routing apparatus 1 to a 
switching operation completion are completed within 50 ms. 

FIG. 10 is a diagram showing a control sequence per 
formed when the IP packet routing apparatus 1 itself detects 
a line failure. 

Like the explanation with reference to FIG. 9, in the IP 
packet routing apparatus 1, the information piece indicating 
presence/absence of an APS line corresponding to the RP 
number set “#O/l” in the APS register in the CSW 30 is set 
in “APS presence” in advance. For this reason, when the 
CSW 30 of the IP packet routing apparatus 1 receives an IP 
packet addressing to the RP#0 20-1, it copies the IP packet 
to transfer the IP packets to the RP#0 20-1 and the RP#1 
20-2. 
As one example, here, it is assumed that a line failure is 

detected in the working NIF#0 10-1. First, the PHY LSI 11-1 
of the working NIF#0 10-1 detects the line failure and it 
transmits an interruption signal 100-18 to the control pro 
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cessor 21-1 of the working RP#0 20-1. The control proces 
sor 21-1 which has received the interruption signal 100-18 
judges that an APS switching is allowable, and it transmits 
an APS switching instruction signal 100-19 to the RM 40 
and the control processor 21-2 of the protection RP#l 20-2. 
Thereafter, the control processor 21-1 transmits a line close 
processing signal 100-20 to the buffer LSI 12-1 of the 
working NIF#0 10-1. 

The control processor 21-2 of the protection RP#1 20-2 
which has received the APS switching instruction signal 
100-19 transmits a line open processing signal 100-21 to the 
buffer LSI 12-2 of the protection NIF#1 10-2. Thereby, a 
close processing of the working line where the failure has 
occurred and an open processing of the protection line are 
completed. 

Also, the control processor 21-2 noti?es a line switching 
request signal 100-22 to the PHY LSI 11-2. When the PHY 
LSI 11-2 receives the line switching request signal 100-22, 
it transmits a signal indicating a signal failure SF to the IP 
packet routing apparatus 2 using Kl bytes. 

After the line switching has been performed in the IP 
packet routing apparatus 2, the IP packet routing apparatus 
2 transmits a signal indicating Reverse Request RR to the IP 
packet routing apparatus 1 using Kl bytes. Incidentally, a 
series of control sequence for line switching performed in 
the IP packet routing apparatus 2 is similar to the control 
sequence which has been explained with reference to FIG. 
8, and explanation thereof will be omitted. 
The PHY LSI 11-2 in the protection NIF#1 10-2 of the IP 

packet routing apparatus 1 receives a signal from the IP 
packet routing apparatus 2 and it detects Reverse Request 
RR form the K1 byte in the signal. Then, the PHY LSI 11-2 
transmits an APS interruption signal 100-23 to the control 
processor 21-2 of the protection RP#l 20-2. 

Incidentally, the above series of operations from a failure 
detection in the IP packet routing apparatus 1 to a switching 
operation completion are completed within 50 ms. 

Thus, the IP packet routing apparatuses 1 and 2 according 
to this embodiment allows a line switching in a short time 
without updating the routing table 22. Also, in the above 
mentioned embodiment, since only one transmission address 
which has been stored in the routing table 22 is used for 
transferring a packet to the working RP and the protection 
RP, an extra buffer amount is not required. Furthermore, 
according to the above embodiment, since rewriting of the 
routing table 22 is not required at a time of switching, a high 
speed switching can be performed. 
What is claimed is: 
1. A packet routing apparatus which performs transmis 

sion/reception of a packet to a network, comprising: 
a plurality of communication ports including at least one 

working communication port which performs transmis 
sion/reception of a packet for a network and at least one 
protection communication port which performs trans 
mission/reception of a packet identical to the packet 
which is subjected to transmission/reception by the 
working communication port for the network; 

a plurality of relay processing sections each being con 
nected to at least one communication port of the 
plurality of communication ports, the plurality of relay 
processing sections including at least one working relay 
processing section connected to the at least one work 
ing communication port and at least one protection 
relay processing section connected to the at least one 
protection communication port, each relay processing 
section transmitting a packet transferred from another 
relay processing section to a connected communication 
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port, and the relay processing section transmitting the 
received packet to another relay processing section 
according to destination information included in the 
received packet from the connected communication 
Port; 

a con?guration information storage section Which stores 
therein information indicating Whether each of the 
plurality of relay processing sections is a Working relay 
processing section or a protection relay processing 
section corresponding to one of the Working relay 
processing section; and 

a packet sWitch section Which is connected to the plurality 
of relay processing sections and Which receives a 
packet transmitted from any relay processing section to 
transfer the packet to another relay processing section 
according to destination information included in the 
packet, Wherein, Where the packet sWitch section ref 
erences to the con?guration information storage section 
and ?nds that a transfer destination of the packet is a 
Working relay processing section, the packet sWitch 
section transfers the packet to the relay processing 
section of the transfer destination and a protection relay 
processing section corresponding to the relay process 
ing section of the transfer destination. 

2. A packet routing apparatus according to claim 1, 
Wherein 

each of the plurality of relay processing sections is 
provided With a storage section Which stores route 
information including a plurality of destination 
addresses and information indicating a relay processing 
section corresponding to each destination address, and 
When the relay processing section receives a packet 
from the communication port, the relay processing 
section references to the route information to identify 
another relay processing section corresponding to a 
destination address included in the packet and transmit 
the packet to the packet sWitch section; and 

in a case that the packet sWitch section receives the 
packet, Where the packet sWitch section references to 
the information stored in the con?guration information 
storage section and ?nds that the identi?ed relay pro 
cessing section is a Working relay processing section, 
the packet sWitch section transmits the packet to the 
identi?ed relay processing section and a protection 
relay processing section corresponding to the identi?ed 
relay processing section. 

3. A packet routing apparatus according to claim 1, 
Wherein 

the relay processing section of the transfer destination and 
the protection relay processing section receives the 
packets transferred from the packet sWitch section and 
transmit the received packets to a Working communi 
cation port and a protection communication port Which 
are respectively connected to thereto, and the Working 
communication port and the protection communication 
port transmit the packets to netWorks Which are respec 
tively connected thereto. 

4. A packet routing apparatus according to claim 1, 
Wherein 

each of the plurality of relay processing sections is 
connected With at least tWo communication ports of the 
plurality of communication ports, and each of at least 
tWo Working communication ports connected to the 
Working relay processing section respectively corre 
spond to each of at least tWo protection communication 
ports a one-to-one manner. 
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5. Apacket routing apparatus according to claim 1, further 

comprising: 
a plurality of interface sections Which are each connected 

to one relay processing section of the plurality of relay 
processing sections and at least one communication 
port of the plurality of communication ports, Wherein 
each interface section transmits a packet received from 
the connected communication port to the connected 
relay processing section and transmits a packet 
received from the connected relay processing section to 
the connected communication port. 

6. A packet routing apparatus according to claim 5, 
Wherein 

each of the plurality of interface sections further includes: 
a buffer Which temporarily stores a packet received from 

the connected communication port or the connected 
relay processing section; and 

a failure detection section Which detects a failure, 
Wherein, When the failure detection section of the inter 

face section detects a failure, the buffer of the interface 
section stops reception of the packet. 

7. A packet routing apparatus according to claim 5, 
Wherein 

the plurality of interface sections includes at least one 
Working interface section connected to the Working 
relay processing section and the Working communica 
tion port and at least one protection interface section 
connected to the protection relay processing section 
and the protection communication port; and 

the protection interface section transmits a packet 
received from the connected relay processing section to 
the connected communication port and does not receive 
a packet transmitted from the connected communica 
tion port. 

8. A packet routing apparatus according to claim 7, 
Wherein 

the Working interface section and the protection interface 
section each further comprise: 

a buffer Which temporarily stores a packet received from 
the connected communication port and the connected 
relay processing section; and 

a failure detection section Which detects a failure, Wherein 
in a case that the failure detection section of the Working 

interface section detects a failure, the buffer of the 
Working interface section stops reception of the packet, 
and the buffer of the protection interface section starts 
reception of a packet transmitted from the connected 
protection communication port and transmits the 
received packet to the connected protection relay pro 
cessing section. 

9. A packet routing apparatus according to claim 8, 
Wherein 

the Working relay processing section and the protection 
relay processing section each further include a control 
section; 

When the failure detection section of the Working interface 
section detects a failure, the failure detection section 
thereof noti?es the failure to the control section of the 
Working relay processing section; 

the control section of the Working relay processing section 
instructs the control section of the protection relay 
processing section to perform sWitching according to 
noti?cation from the failure detection section and 
instructs the buffer of the Working interface section to 
stop reception of a packet; and 
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the control section of the protection relay processing 
section instructs the buffer of the protection interface 
section to start reception of a packet according to the 
switching instruction. 

10. A packet routing apparatus according to claim 9, 
wherein 

an instruction to the buffer of the protection interface 
section from the control section of the protection relay 
processing section is generated after a predetermined 
time from an instruction to the buffer of the working 
interface section from the control section of the work 
ing relay processing section. 

11. A method of communicating a packet in a packet 
routing apparatus comprising 

a plurality of communication ports including at least one 
working communication port which performs transmis 
sion/reception of a packet for a network and at least one 
protection communication port which performs trans 
mission/reception of a packet identical to the packet 
which is subjected to transmission/reception by the 
working communication port for the network, 

a plurality of relay processing sections, each being con 
nected to at least one communication port of the 
plurality of communication ports, including at least one 
working relay processing section connected to the at 
least one working communication port and at least one 
protection relay processing section connected to the at 
least one protection communication port, and 

a packet switch section which is connected to the plurality 
of relay processing sections and which receives a 
packet transmitted from one of the relay processing 
section to transfer the packet to another relay process 
ing section according to destination information 
included in the packet, the method comprising the steps 
of: 

storing information indicating whether each of the plu 
rality of relay processing sections is a working relay 
processing section or a protection relay processing 
section corresponding to any working relay processing 
section; 

when any communication port receives a packet from the 
network, transmitting the packet to a relay processing 
section connected to the communication port; 

identifying in the relay processing section a relay pro 
cessing section to transfer the packet according to 
destination information included in the packet and 
transmitting the packet to the packet switch section; 

judging in the packet switch section whether or not the 
identi?ed relay processing section is the working relay 
processing section according to the stored information 
and, when identi?ed relay processing section is the 
working relay processing section, transferring the 
packet to the working relay processing section and the 
protection relay processing section; 

transmitting the packet from the working relay processing 
section and the protection relay processing section to 
the working communication port and the protection 
communication port, respectively; and 

transmitting the packets from the working communication 
port and the protection communication port to the 
network. 
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12. A method of communicating a packet according to 

claim 11, further comprising the steps of: 
receiving identical packets in the working communication 

port and the protection communication port from the 
network, respectively; 

transferring the packet received in the working relay 
processing section to the packet switch section; and 

not transmitting the packet received in the protection relay 
processing section to the packet switch section. 

13. A method of communicating a packet according to 
claim 12, further comprising the steps of: 

detecting a failure by the working relay processing sec 
tion; 

instructing switching from the working relay processing 
section to the protection relay processing section; 

stopping transmission of the packet received in the work 
ing relay processing section to the packet switch sec 
tion; and 

starting transmission of the packet received in the pro 
tection relay processing section to the packet switch 
section. 

14. A method of communicating a packet according to 
claim 13, wherein the step of starting transmission of the 
packet received in the protection relay processing section is 
performed after a predetermined time from the step of 
stopping transmission of the packet received in the working 
relay processing section. 

15. A packet routing apparatus which is connected to 
another packet routing apparatus via a ?rst transmission 
lines and a second transmission line and which performs 
switching between the ?rst and second transmission lines, 
comprising: 

?rst and second input/output interfaces which are con 
nected to said ?rst and second transmission lines, 
respectively; 

a routing table which stores routing processor (RP) num 
bers and port numbers which are allocated to said ?rst 
and second input/output interfaces so as to correspond 
to destination addresses; 

a protection switching control register which stores pres 
ence/absence of protection switching so as to corre 
spond to the RP numbers; 

a routing processor which references to the routing table 
on the basis of a destination address included in a 
packet input from the input/output interface to obtain 
the RP number and the port number, thereby determin 
ing an input/output interface applied for outputting a 
packet; and 

a switch section which references to the protection 
switching control register on the basis of the RP num 
ber and the port number obtained from the routing table 
and which, when the protection switching is present, 
transfers an input packet to a port of said ?rst input/ 
output interface determined by the routing processor 
and a port of said second input/output interface corre 
sponding to said ?rst input/ output interface. 


