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(57) ABSTRACT 

Akey management module is utilized to improve ef?ciency 
in cryptographic systems. The key management module may 
monitor ?le usage and recommend (and/or implement) key 
pair changes. In particular, the key management module may 
be con?gured to periodically examine (or analyZe) perfor 
mance parameters (e.g., number of times Written, number of 
times read, etc.) associated With a user’s ?les. A netWork 
monitor module may be con?gured to gather and maintain 
records of the associated performance parameters. The key 
management module may be further con?gured to compare 
the performance parameters of a given ?le With a table of 
key level ranges. The table of key lengths may be con?gured 
to provide a listing of multiple key lengths, each key length 
corresponding to an activity level of a performance param 
eter, e.g., relative read/Write access frequency. The key 
management module may recommend changing the relative 
length of the read and Write keys based on the comparison 
of the performance parameters With the table of key level 
ranges. 

29 Claims, 6 Drawing Sheets 
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SYSTEM FOR ENCRYPTED FILE STORAGE 
OPTIMIZATION VIA DIFFERENTIATED 

KEY LENGTHS 

RELATED APPLICATIONS 

The following commonly assigned applications, ?led 
concurrently, may contain some common disclosure and 
may relate to the present invention. Thus, the following 
applications are hereby incorporated by reference: 
US. patent application Ser. No. 09/984,927 entitled 

“SYSTEM FOR ENABLING LAZY-REVOCATION 
THROUGH RECURSIVE KEY GENERATION” 
US. patent application Ser. No. 09/984,928 entitled 

“SYSTEM FOR OPTIMIZED KEY MANAGEMENT 
WITH FILE GROUPS” 
US. patent application Ser. No. 09/984,926 entitled 

“SYSTEM FOR ENSURING DATA PRIVACY AND 
USER DIFFERENTIATION IN A DISTRIBUTED FILE 
SYSTEM” 

FIELD OF THE INVENTION 

This invention relates generally to cryptographic ?le 
storage systems. In particular, the invention relates to opti 
miZing ef?ciency in a cryptographic ?le storage system 
based on differentiated key lengths. 

DESCRIPTION OF THE RELATED ART 

Advances in computer and netWork technology have 
made computer networks an affordable option for busi 
nesses, academia, governments, etc. As computer netWorks 
proliferate, users ?nd they may easily share and/or eXchange 
information (data, ?les, messages, etc.) among themselves. 
Although users Would prefer to have an open and free 
environment, there are malicious users (e.g., hackers) that 
may use the information contained in the computer netWorks 
for mischief or Worse. 

In order to deter malicious users, some conventional ?le 
systems have utiliZed cryptographic systems to provide a 
measure of protection. For instance, one conventional ?le 
system utiliZes a symmetric encryption algorithm to encode 
the ?les stored on the ?le system. The symmetric encryption 
algorithm generates a key used to encode the ?les to be 
stored, and the same key is used to decode the encrypted 
?les. 

Although cryptographic systems are effective in provid 
ing security, the computational load of encrypting and/or 
decrypting information on a system may be heavy. As a 
result, users Who require repeated access to a ?le may be 
forced to Wait a lengthy period of time before the users can 
access the ?le. This may lead to frustration and a lack of 
ef?ciency for a user. Moreover, devoting system resources to 
implement the cryptographic systems may lead to sloWer 
response times for non-cryptographic users of the system 
resources. 

SUMMARY OF THE INVENTION 

In accordance With the principles of the present invention, 
one aspect of the invention pertains to a method of improv 
ing storage system ef?ciency. The method includes compar 
ing a plurality of performance parameters of a ?le With a 
respective plurality of predetermined values. The method 
also includes modifying a ?rst key of the ?le in response to 
a performance parameter of the plurality of performance 
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2 
parameters not matching a respective predetermined value, 
Whereby the ?rst key is utiliZed in a security procedure for 
the ?le. 

Another aspect of the present invention relates to a 
method of improving ef?ciency in a cryptographic system. 
The method includes comparing a plurality of performance 
parameters of a ?le With a respective plurality of predeter 
mined values and altering a length of a ?rst key in response 
to one performance factor of the plurality of performance 
parameters of the ?le not matching a respective one of 
predetermined value. The method also includes altering a 
length of a second key in response to the alteration of the 
?rst key, Where the ?rst key and the second key are utiliZed 
in a security procedure for the ?le. 

Yet another aspect of the present invention pertains to a 
method of improving ef?ciency in a cryptographic system. 
The method includes comparing a plurality of performance 
parameters of a ?le With a respective range of plurality of 
predetermined values and altering a length of a ?rst key in 
response to one performance factor of the plurality of 
performance parameters of the ?le falling outside a respec 
tive range of one predetermined value. The method also 
includes altering a length of a second key in response to the 
alteration of the ?rst key, Where the ?rst key and the second 
key are utiliZed in a security procedure for the ?le. 

Yet another aspect of the present invention relates to a 
system for improving storage system ef?ciency. The system 
includes a ?le system, a netWork monitor module, and a key 
management module. The ?le system is con?gured to pro 
vide access to a plurality of ?les. The netWork monitoring 
module is con?gured to monitor a plurality of performance 
factors on the ?le system. The key management module is 
con?gured to compare the plurality of performance factors 
With a respective plurality of predetermined values and is 
also con?gured to modify a ?rst key of a ?le stored on the 
?le system in response to one performance factor of the 
plurality of performance factors not equaling a respective 
one predetermined value, Whereby the ?rst key is utiliZed in 
a security procedure for the ?le on the ?le system. 

Yet another aspect of the present invention relates to a 
system for improving storage system ef?ciency. The system 
includes a ?le system, a netWork monitor module, and a key 
management module. The ?le system is con?gured to pro 
vide access to a plurality of ?les. The netWork monitoring 
module is con?gured to monitor a plurality of performance 
factors of the plurality of ?les. The key management module 
is con?gured to compare the plurality of performance factors 
With a respective plurality of predetermined values and is 
also con?gured to alter a length of a ?rst key in response to 
the one performance factor of said plurality of performance 
factors not matching a respective one predetermined value. 
The key management module is further con?gured to alter a 
length of a second key in response to the alteration of the 
?rst key, Where the ?rst key and the second key are utiliZed 
in a security procedure for the ?le stored on the ?le system. 

Yet another aspect of the present invention relates to a 
system for improving storage system ef?ciency. The system 
includes a ?le system, a netWork monitor module, and a key 
management module. The ?le system is con?gured to pro 
vide access to a plurality of ?les. The netWork monitoring 
module is con?gured to monitor a plurality of performance 
factors of the plurality of ?les. The key management module 
is con?gured to compare said plurality of performance 
factors With a respective range of plurality of predetermined 
values and is also con?gured to alter a length of a ?rst key 
in response to the one performance factor of the plurality of 
performance factors falling outside a respective range of one 
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predetermined value. The key management module is fur 
ther con?gured to alter a length of a second key in response 
to the alteration of the ?rst key, Where the ?rst key and the 
second key are utilized in a security procedure for the ?le 
stored on the ?le system. 

Additional aspects and novel features of the invention Will 
be set forth in part in the description Which folloWs and in 
part Will become apparent to those skilled in the art upon 
examination of the folloWing or may be learned by the 
practice of the invention. The aspects of the present inven 
tion may be realiZed and attained by means of instrumen 
talities and combinations particularly pointed in the 
appended claims. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Various features and aspects of the present invention can 
be more fully appreciated as the same become better under 
stood With reference to the folloWing detailed description of 
the present invention When considered in connection With 
the accompanying draWings, in Which: 

FIG. 1 illustrates a block diagram of a computer system 
utiliZing a key management module in accordance With an 
exemplary embodiment of the present invention; 

FIG. 2 illustrates a block diagram of a key management 
module shoWn in FIG. 1 in accordance With an exemplary 
embodiment of the present invention; 

FIG. 3 illustrates a block diagram of a computing platform 
con?gured to executed a key management module in accor 
dance With an exemplary embodiment of the present inven 
tion; 

FIG. 4 illustrates a ?ow diagram for a ?rst operational 
mode of the key management module shoWn in FIG. 1 in 
accordance With an exemplary embodiment of the present 
invention; 

FIG. 5 illustrates a How diagram for a second operational 
mode of the key management module shoWn in FIG. 1 in 
accordance With an exemplary embodiment of the present 
invention; and 

FIG. 6 illustrates a How diagram for an alternative second 
operational mode of the key management module shoWn in 
FIG. 1 in accordance With an exemplary embodiment of the 
present invention. 

DETAILED DESCRIPTION OF A PREFERRED 
EMBODIMENT 

For simplicity and illustrative purposes, the principles of 
the present invention are described by referring mainly to an 
exemplary embodiment of a key management module in a 
cryptographic ?le storage system. HoWever, one of ordinary 
skill in the art Would readily recogniZe that the same 
principles are equally applicable to, and can be implemented 
in, many types of cryptographic system, and that any such 
variation does not depart from the true spirit and scope of the 
present invention. Moreover, in the folloWing detailed 
description, references are made to the accompanying draW 
ings, Which illustrate speci?c embodiments in Which the 
present invention may be practiced. Electrical, mechanical, 
logical and structural changes may be made to the embodi 
ments Without departing from the spirit and scope of the 
present invention. The folloWing detailed description is, 
therefore, not to be taken in a limiting sense and the scope 
of the present invention is de?ned by the appended claims 
and their equivalents. 

In accordance With the principles of the present invention, 
a key management module is utiliZed to improve the ef? 
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4 
ciency of a storage system. In one aspect, the key manage 
ment module may be con?gured to assign an asymmetric 
key pair, a read key and a Write key, to a ?le based on 
anticipated usage of the ?le. The Write key may be con?g 
ured to encrypt the ?le and the read key may be con?gured 
to decrypt the ?le. In particular, the key management module 
may determine from a user the time-criticality of a ?le in 
response to the creation of the ?le. If the key management 
module determines that the ?le is time critical, the key 
management may be con?gured to assign a shorter length 
Write key as compared to the read key. OtherWise, the key 
management module may be con?gured to estimate (or 
predict) an access pattern for the created ?le based on the ?le 
type (e.g., Word processing, log, etc.). Thus, if the created 
?le is anticipated to be read-mostly, the key management 
module may be con?gured to assign a relatively shorter 
length read key (or longer length Write key). If the created 
?le is estimated to be Write-often, the key management 
module may be con?gured to assign a relative shorter length 
Write key (or longer length read key). 

In another aspect, the key management module may 
monitor ?le usage and recommend (and/or implement) key 
pair changes. In particular, the key management module may 
be con?gured to periodically examine (or analyZe) perfor 
mance parameters (e.g., number of times Written, number of 
times read, etc.) associated With a user’s ?les. A netWork 
monitor module may be con?gured to gather and maintain 
records of the associated performance parameters. The key 
management module may be further con?gured to compare 
the performance parameters of a given ?le With a table of 
key level ranges. The table of key lengths may be con?gured 
to provide a listing of multiple key lengths, each key length 
corresponding to an activity level of a performance param 
eter, e.g., relative read/Write access frequency. The key 
management module may recommend changing the siZe of 
a read or Write key based on the comparison of the perfor 
mance parameters With the table of key level ranges. Alter 
natively, the key management module may implement 
changing the siZe of a read key and the complementary Write 
key based on the comparison of the performance parameters 
With the table of key level ranges. Accordingly, the key 
management module may improve the efficiency of a com 
puter system by reducing the computational load associated 
With encrypting and/or decrypting a ?le based on the usage 
of the ?le. 

FIG. 1 illustrates a block diagram of a computer system 
100 utiliZing an exemplary key management module 140 in 
accordance With an embodiment of the present invention. As 
shoWn in FIG. 1, the computer system 100 includes user 
stations 110, a netWork 120, and a shared ?le system 130. 
The user stations 110 may be con?gured to provide access 

to computer softWare applications and/or data. The com 
puter softWare applications and/or data may be located in a 
central location (e.g., a server) or located Within the user 
stations 110. The user stations 110 may be implemented With 
a laptop, a personal computer, a Workstation, a portable 
Wireless device, and other similar electronic devices. 

The user stations 110 may be further con?gured to inter 
face With the netWork 120 through respective netWork 
interfaces of the user stations 110. The netWork 120 may be 
con?gured to provide a communication channel betWeen the 
user stations 110 as Well as to the shared ?le system 130. The 
netWork 120 may be implemented as a local area netWork, 
a Wide area netWork or other similar netWork architecture. 

Further, the netWork 120 may be con?gured to provide 
communication services utiliZing netWork protocols such as 
Ethernet, TCP/IP, token ring, X. 25, etc. 
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The shared ?le system 130 may also be con?gured to 
interface to the network 120 through a netWork interface 
(not shoWn). The shared ?le system 130 may provide storage 
and access to ?les created by users of the computer system 
100. The shared ?le system 130 may be implemented as a 
single disk, a JBOD system, a RAID system or other similar 
disk storage architecture. 

The key management module 140 of the user stations 110 
may be con?gured to provide security services to the user 
station. In particular, the key management module 140 may 
provide a security procedure for an asymmetric key pair, a 
read key and a Write key, for each ?le created by the user, 
Which is disclosed in the co-pending application entitled 
“SYSTEM FOR ENCRYPTED FILE STORAGE USING 
ASYMMETRIC KEYS TO DIFFERENTIATE READERS 
AND WRITERS” Ser. No. 09/984,926 and is hereby incor 
porated by reference. 
An asymmetric key pair has a complementary property 

that the read key may only be used to decrypt a ?le that has 
been encrypted With the Write key. Moreover, each key of the 
asymmetric key pair may have a minimum length to ensure 
a minimum level of security for the ?le. In a likeWise 
fashion, each key may have a maXimum length to ensure a 
maXimum level of security as de?ned by the user. As a result 
of the complementary property, varying the siZe of one key 
affects the siZe of the other key in a complementary fashion, 
i.e., reduction in the siZe of the ?rst key, increases the siZe 
of the second key of the asymmetric key pair and vice versa. 

Returning to FIG. 1, the key management module 140 
may be also con?gured to increase the ef?ciency of the 
shared ?le system 130 by analyZing the performance param 
eters (e.g., read/Write frequency) associated With the ?les of 
a user. In particular, the key management module 140 may 
compare the performance parameters With a table of key 
level range. The key level range table provides a listing of 
siZes of asymmetric key pairs, each listing corresponding to 
a performance level of a performance parameter (e.g., read 
frequency). The key management module 140 may also be 
con?gured to recommend (or implement) changes to the 
relative siZes of the asymmetric key pair associated With 
each ?le based on the comparison of the performance 
parameters and the key level range table. 

The key management module 140 may be further con?g 
ured to assign a length to each of the keys in the asymmetric 
key pair based on anticipated usage and/or ?le type of a 
created ?le. In particular, the key management module 140 
may determine from a user Whether the created ?le is time 
critical. If the created ?le is time critical, the key manage 
ment module may assign a relative shorter length Write key 
and a relatively longer length read key for the asymmetric 
key pair assigned to the created ?le. Thus, the computational 
load of implementing future changes to the ?le is reduced, 
thereby increasing ef?ciency of the storage system. 

OtherWise, if the created ?le is not time critical, the key 
management module may estimate an access pattern based 
on the ?le type of the created ?le. In particular, if the ?le type 
is a ?le that is accessed as a read-often ?le, a relatively 
longer length Write key With a relatively shorter length read 
key is assigned as the asymmetric key pair for the created 
?le. OtherWise, if the ?le type is a ?le that is accessed as a 
Write-often ?le, a relatively shorter length Write key With a 
relatively longer read key is assigned as the asymmetric key 
pair for the created ?le. Thus, by assigning relative key 
lengths based on the access pattern of a ?le, the computation 
load of future access may be reduced in the encrypting/ 
decrypting of the ?le, thereby increasing ef?ciency of the 
shared ?le system and reducing Wait times for the user. 
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6 
The computer system 100 also includes an optional key 

distribution center 150. The key distribution center 150 may 
be con?gured to provide secure storage of the keys used in 
the computer system 100. The key distribution center 150 
may also provide authentication services for the crypto 
graphic users of the computers system 100 in order to 
transfer keys among the cryptographic users. 

FIG. 2 illustrates an exemplary block diagram of a key 
management module 140 shoWn in FIG. 1 in accordance 
With an embodiment of the present invention. As shoWn in 
FIG. 2, the key management module 140 includes an inter 
face 205, a key manager module 210, a monitor module 215, 
a memory module 220, an encryption module 225, a key 
generation module 230 and a decryption module 235. 
Although, for illustrative purposes only, FIG. 2 illustrates 
the architecture of the key management module 140 With the 
above-mentioned components, it should be readily apparent 
to those of ordinary skill in the art that FIG. 2 represents a 
generaliZed schematic illustration of the key management 
module 140 and that other components may be added or 
eXisting components may be removed Without departing 
from the spirit or scope of the present invention. Moreover, 
since FIG. 2 illustrates an embodiment of the architecture of 
the key management module 140, the architecture of the key 
management module 140 may be implemented as hardWare, 
softWare, and/or embodiments and are Well Within the scope 
and spirit of the present invention. 
The interface 205 of the key management module 140 

may be con?gured to provide a communication conduit 
betWeen the user station 110 and the key management 
module 140. The interface 205 may be implemented as a 
software interface through an application program interface 
(API) of an operating system of the user station 110, an 
interprocess programming communication (IPC), a function 
call or other similar communication conduit. The interface 
205, in certain embodiments, may also be implemented as a 
hardWare interface such as a RS-232, a universal serial bus 
port or other similar hardWare interface. 

The interface 205 may provide communication services to 
the key manager module 210. The key manager module 210 
may be con?gured to provide optimiZation services of the 
key lengths for the key management module 140 as 
described above and further elaborated beloW. 
The key manager module 210 may also be con?gured to 

interface With the monitor module 215. The monitor module 
215 may be con?gured to monitor (or to access) perfor 
mance parameters (or statistics, factors, etc.) associated With 
the ?les of a user stored on the shared ?le system 130. The 
performance parameters may be read frequency, Write fre 
quency, overall access rate, the granularity of access (request 
siZe), request locality, etc. The monitor module 215 may 
compile the performance parameters and store the compiled 
performance parameters in the memory module 220. In 
certain contemplated embodiments, the monitor module 215 
may be con?gured to communicate With a central netWork 
monitoring module (e.g., a server, a ?le server, etc.) and 
retrieve the performance parameters in response to a request 
from the key manager module 210. 
The memory module 220 may be con?gured to provide 

storage services for the key management module 140. The 
memory module 220 may store the compiled performance 
parameters from the monitor module 215 as Well as storing 
a table of key level siZes for the key manager module 210. 
The memory module 220, in certain embodiments, may also 
provide storage of the asymmetric key pairs of a user. 

The key manager module 210 may be con?gured to 
interface With the encryption module 225. The encryption 
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module 225 may be con?gured to encrypt ?les With a Write 
key of the asymmetric key pair generated by the key 
generation module 230. The key manager module 210 may 
provide a Write key and a ?le (or a pointer to a ?le) and in 
return the encryption module 225 encrypts the ?le for 
storage on the shared ?le system 130 (shoWn in FIG. 1). 

The key generation module 230 may be con?gured to 
generate an asymmetric key pair for a ?le in response to a 
seed value provided by a user of the user station 110. The 
asymmetric key pair may be generated using an asymmetric 
cryptographic algorithm such as the RSA algorithm, El 
Gamal, or Cramer-Shoup. The key generation module 230 
may be further con?gured to modify the length of each key 
in the asymmetric key pair. The asymmetric pair (d and e) is 
calculated from tWo large primes (p and q) via the modulus 
(N) as folloWs: 

When changing the relative key lengths of e and d, the key 
generation module can re-calculate the modulus, and then 
choose a larger or smaller e as desired. 

The decryption module 235 may be con?gured to decrypt 
a ?le With the respective read key of the assigned asymmet 
ric key pair generated by the key generation module 230. 
The key manager module 210 may provide a read key and 
a pointer to a ?le and the decryption module 230 may 
provide a decrypted ?le in return for use on a respective user 
station 110. 

FIG. 3 illustrates an exemplary block diagram of a com 
puting platform 300 con?gured to execute a key manage 
ment module in accordance With an embodiment of the 
present invention. The functions of the key management 
module 140 may be implemented in program code and 
executed by the computer platform 300. The key manage 
ment module 140 may be implemented in computer lan 
guages such as PASCAL, C, C++, JAVA, etc. 
As shoWn in FIG. 3, the computer system 300 includes 

one or more processors, such as processor 302 that provides 
an execution platform for the user differentiation module 
115. Commands and data from the processor 302 are com 
municated over a communication bus 304. The computer 
system 300 also includes a main memory 306, preferably 
Random Access Memory (RAM), Where the softWare for the 
key management module 140 may be executed during 
runtime, and a secondary memory 308. The secondary 
memory 308 includes, for example, a hard disk drive 310 
and/or a removable storage drive 312, representing a ?oppy 
diskette drive, a magnetic tape drive, a compact disk drive, 
etc., Where a copy of softWare for the key management 
module 140 may be stored. The removable storage drive 312 
reads from and/or Writes to a removable storage unit 314 in 
a Well-knoWn manner. A user interfaces the user differen 

tiation module 115 With a keyboard 316, a mouse 318, and 
a display 320. The display adaptor 322 interfaces With the 
communication bus 304 to receive display data from the 
processor 302 and converts the display data into display 
commands for the display 320. 

FIG. 4 illustrates an exemplary ?oW diagram for a ?rst 
operational mode of the key management module 140 
shoWn in FIGS. 1 and 2 in accordance With an embodiment 
of the present invention. Although, for illustrative purposes 
only, FIG. 4 illustrates a How diagram for a ?rst operational 
mode With the folloWing steps, it should be readily apparent 
to those of ordinary skill in the art that FIG. 4 represents a 
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8 
generaliZed illustration of an embodiment of the key man 
agement module 140 and that other steps may be added or 
existing steps may be removed or modi?ed Without depart 
ing from the spirit or scope of the present invention. 
As shoWn in FIG. 4, in step 405, the key manager module 

210 may be con?gured to be in an idle state. The key 
manager module 210 may be con?gured to detect that a user 
created a ?le, e.g., utiliZing the user station 110, in step 410. 
The key manager module 210 may also be con?gured to 
query the user Whether the ?le is time-critical in step 415. 

In step 420, the key manager module 210 receives a 
determination Whether the ?le is time critical. If the ?le is 
time critical, the key manager module 210 may be con?g 
ured to notify the key generation module 225 to generate a 
relatively shorter length Write key With a complementary 
read key being of relatively longer length, in step 425. The 
key manager module 210 may be further con?gured to 
display the relatively short Write key and the relatively 
longer read key as an asymmetric key pair for the created 
?le. Subsequently, the key manager module 210 may return 
to an idle state of step 405. 

OtherWise, in step 430, the key manager module 210 may 
be con?gured to determine the type of ?le that a user created 
in step 410. For example, the key manager module 210 may 
examine the ?le extension of the created ?le and determine 
the type of ?le by searching a listing con?gured to index a 
plurality of ?le extensions With respective ?le types. Once 
the ?le type has been determined, the key manager module 
210 may access a database, table, listing or similar infor 
mation stored in the memory module 220. The database may 
list the access frequency and What type of access for a given 
?le type based on previous usage of the ?les stored on the 
shared ?le system 130. An example of such a table is given 
by Table I: 

TABLE I 

File type Write key length 

log ?les short 
backup ?les short 
database ?les medium 
executables long 

con?guration ?les long 
video ?le long 

In step 435, the key manager module 210 may be con 
?gured to determine Whether the ?le type is a read mostly 
type of ?le. If the ?le is a read mostly type, the key manager 
module 210 may be con?gured to notify the key generation 
module 225 to generate a relatively longer length Write key 
With a complementary read key being of relatively shorter 
length, in step 440. The key manager module 210 may be 
further con?gured to display the relatively long Write key 
and the relatively shorter read key as an asymmetric key pair 
for the created ?le and the key manager module 210 may 
return to the idle state of step 405. 

OtherWise, in step 445, the key manager module 210 may 
be con?gured to determine Whether the ?le type is a Write 
often. If the ?le is Write-often, the key manager module 210 
may be con?gured to notify the key generation module 225 
to generate a relatively shorter length Write key With a 
complementary read key being of relatively longer length, in 
step 450. The key manager module 210 may be further 
con?gured to display the relatively short Write key and the 
relatively longer read key as an asymmetric key pair for the 
created ?le and the key manager module 210 may subse 
quently return to the idle state of step 405. 



US 7,003,116 B2 

Otherwise, in step 455, the key manager module 210 may 
be con?gured to notify the key generation module 225 to 
generate a default siZed read and Write key for the created 
?le, the default siZe may be user de?ned. The key manager 
module 210 may be further con?gured to display the default 
siZed keys as an asymmetric key pair for the created ?le and 
the key manager module 210 may return to the idle state of 
step 405. 

FIG. 5 illustrates a How diagram for a second operational 
mode of the key management module shoWn in FIGS. 1 and 
2 in accordance With an eXemplary embodiment of the 
present invention. Although, for illustrative purposes only, 
FIG. 5 illustrates a How diagram for a second operational 
mode With the folloWing steps, it should be readily apparent 
to those of ordinary skill in the art that FIG. 5 represents a 
generaliZed illustration of an embodiment of the key man 
agement module 140 and that other steps may be added or 
eXisting steps may be removed or modi?ed Without depart 
ing from the spirit or scope of the present invention. 
As shoWn in FIG. 5, in step 505, the key manager module 

210 may be con?gured to be in an idle state. In step 510, the 
key manager module 210 may be con?gured to invoke an 
optimiZation function by initiating a revieW of the perfor 
mance parameters associated With ?les stored on the shared 
?le system 130. For eXample, the second operational mode 
may be initiated by a ‘cron’ program or the second opera 
tional mode may be implemented as a daemon. 

In step 515, the key manager module 210 may notify the 
monitor module 215 to initiate a query for the performance 
parameters associated With the ?les of a user stored on the 
shared ?le system 130. In particular, the monitor module 215 
may be con?gured to monitor and compile performance 
parameters (e.g., read/Write frequency) on the ?les stored on 
the shared ?le system 130. The monitor module 215 may be 
con?gured to forWard the performance parameters to the key 
manager module 210. Alternatively, the monitor module 215 
may be con?gured to query the shared ?le system 130 for the 
performance parameters associated With the user’s ?les and 
forWard the performance parameters to the key manager 
module 210. 

In step 520, for each ?le, the key manager module 210 
may be con?gured to performance parameters to a table of 
key length levels, Which is stored in the memory module 
220. The key length levels table may be con?gured to 
provide a listing of siZes of asymmetric key pair, each listing 
corresponding to a level of a performance parameter (e.g., 
read/Write access frequency). An eXample of such a table is 
given by Table II: 

TABLE II 

Read/Write frequency Read key length Write key length 

loWest 128 bits 896 bits 
average 512 bits 512 bits 
highest 896 bits 128 bits 

There is a loWer limit to the length of each key to ensure 
proper security, but Within this range, any key length may be 
chosen, as long as the combined length sums to the total 
desired key length. 

In step 525, the key manager module 210 may be con 
?gured to determine if the access for the given ?le has been 
historically been more read-accesses. If the ?le has been 
read-frequently, the key manager module 210 may be con 
?gured to prompt the user to generate a larger length Write 
key and thus a shorter length read key, in step 530. The user 
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10 
may then invoke the key generation module 230 to generate 
the appropriate siZed keys for the given ?le. Subsequently, 
the key manager module 210 may be con?gured to return to 
the idle state of step 505. 

OtherWise, in step 535, the key manager module 210 
maybe con?gured to determine if the access for the given ?le 
has been historically been more Write-accesses. If the ?le has 
been Write-often frequently, the key manager module 210 
may be con?gured to prompt the user to generate a short 
length Write key and thus a longer length read key, in step 
540. The user may then invoke the key generation module 
230 to generate the appropriate siZed keys for the given ?le. 
Subsequently, the key manager module 210 may be con?g 
ured to return to the idle state of step 505. 

OtherWise, in step 545, if the ?les are not either read 
frequently or Write-often frequently, the key manager mod 
ule 210 may be con?gured not to modify the length of the 
keys. Subsequently, the key manager module 210 may return 
to an idle state. 

FIG. 6 illustrates a How diagram for an alternative second 
operational mode of the key management module shoWn in 
FIGS. 1 and 2 in accordance With an eXemplary embodiment 
of the present invention. Although, for illustrative purposes 
only, FIG. 6 illustrates a How diagram for an alternative 
second operational mode With the folloWing steps, it should 
be readily apparent to those of ordinary skill in the art that 
FIG. 6 represents a generaliZed illustration of an embodi 
ment of the key management module 140 and that other 
steps may be added or eXisting steps may be removed or 
modi?ed Without departing from the spirit or scope of the 
present invention. 
As shown in FIG. 6, in step 605, the key manager module 

210 may be con?gured to be in an idle state. In step 610, the 
key manager module 210 may be con?gured to invoke an 
optimiZation function by initiate a revieW of the perfor 
mance parameters associated With ?les stored on the shared 
?le system 130. For eXample, the alternative second opera 
tional mode may be initiated by a ‘cron’ program or the 
second operational mode may be implemented as a daemon. 

In step 615, the key manager module 210 may notify the 
monitor module 215 to initiate a query for the performance 
parameters associated With the ?les of a user stored on the 
shared ?le system 130. In particular, the monitor module 215 
may be con?gured to monitor and compile performance 
parameters (e.g., read/Write frequency) on the ?les stored on 
the shared ?le system 130. The monitor module 215 may be 
con?gured to forWard the performance parameters to the key 
manager module 210. Alternatively, the monitor module 215 
may be con?gured to query the shared ?le system 130 for the 
performance parameters associated With the user’s ?les and 
forWard the performance parameters to the key manager 
module 210. 

In step 620, for each ?le, the key manager module 210 
may be con?gured to compare the performance parameters 
to a table of key length levels, Which may be stored in the 
memory module 220. The key length levels table may be 
con?gured to provide a listing of siZes of asymmetric key 
pair, each listing corresponding to a level of a performance 
parameter (e.g., read frequency). 

In step 625, the key manager module 210 may be con 
?gured to determine Whether the access for the given ?le has 
been historically been more read-accesses. If the ?le has 
been read-frequently, the key manager module 210 may be 
con?gured to initiate the key generation module 230 to 
generate a larger length Write key and thus a shorter length 
read key, in step 630. In step 635, the key manager module 
210 may be further con?gured to apply the neW asymmetric 
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key pair to the ?les. The asymmetric key pair is then 
forwarded to the key distribution center 150 for further 
processing. Subsequently, the key manager module 210 may 
be con?gured to return to the idle state of step 605. 

In step 640, the key manager module 210 may be con 
?gured to determine Whether the access for the given ?le has 
been historically been more Write accesses. If the ?le has 
been Write frequently, the key manager module 210 may be 
con?gured to initiate the key generation module 230 to 
generate a shorter length Write key and thus a longer length 
read key, in step 645. In step 650, the key manager module 
210 may be further con?gured to apply the neW asymmetric 
key pair to the ?les. The asymmetric key pair is then 
forWarded to the key distribution center 150 for further 
processing. Subsequently, the key manager module 210 may 
be con?gured to return to the idle state of step 605. 

OtherWise, in step 655, if the ?les are not either read 
frequently or Write-often frequently, the key manager mod 
ule 210 may be con?gured not to modify the length of the 
keys. Subsequently, the key manager module 210 may return 
to the idle state of step 605. 

Certain embodiments of the present invention may be 
performed as a computer program. The computer program 
may exist in a variety of forms both active and inactive. For 
example, the computer program can exist as softWare pro 
gram(s) comprised of program instructions in source code, 
object code, executable code or other formats; ?rmWare 
program(s); or hardWare description language (HDL) ?les. 
Any of the above can be embodied on a computer readable 
medium, Which include storage devices and signals, in 
compressed or uncompressed form. Exemplary computer 
readable storage devices include conventional computer 
system RAM (random access memory), ROM (read-only 
memory), EPROM (erasable, programmable ROM), 
EEPROM (electrically erasable, programmable ROM), and 
magnetic or optical disks or tapes. Exemplary computer 
readable signals, Whether modulated using a carrier or not, 
are signals that a computer system hosting or running the 
present invention can be con?gured to access, including 
signals doWnloaded through the Internet or other netWorks. 
Concrete examples of the foregoing include distribution of 
executable softWare program(s) of the computer program on 
a CD ROM or via Internet doWnload. In a sense, the Internet 
itself, as an abstract entity, is a computer readable medium. 
The same is true of computer netWorks in general. 

While the invention has been described With reference to 
the exemplary embodiments thereof, those skilled in the art 
Will be able to make various modi?cations to the described 
embodiments of the invention Without departing from the 
true spirit and scope of the invention. The terms and 
descriptions used herein are set forth by Way of illustration 
only and are not meant as limitations. In particular, although 
the method of the present invention has been described by 
examples, the steps of the method may be performed in a 
different order than illustrated or simultaneously. Those 
skilled in the art Will recogniZe that these and other varia 
tions are possible Within the spirit and scope of the invention 
as de?ned in the folloWing claims and their equivalents. 

What is claimed is: 
1. A method for improving storage system ef?ciency, 

comprising: 
comparing a plurality of performance parameters of a ?le 

With a respective plurality of predetermined values; and 
modifying a ?rst key of said ?le in response to one 

performance parameter of said plurality of performance 
parameters not matching a respective one predeter 
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12 
mined value, Wherein said ?rst key is utiliZed in a 
security procedure for said ?le. 

2. The method according to claim 1, further comprising: 
utiliZing said ?rst key of a larger length than a predeter 

mined key length in said security procedure for said ?le 
in response to said one performance parameter exceed 
ing said predetermined value. 

3. The method according to claim 1, further comprising: 
utiliZing said ?rst key of a larger length than a predeter 

mined key length in said security procedure for said ?le 
in response to said one performance parameter falling 
beloW said predetermined value. 

4. The method according to claim 1 further comprising: 
utiliZing said ?rst key of a shorter length than a prede 

termined key length in said security procedure for said 
?le in response to said one performance parameter 
falling beloW said respective predetermined value. 

5. The method according to claim 1, further comprising: 
utiliZing said ?rst key of a shorter length than a undeter 

mined key length in said security procedure for said ?le 
in response to said one performance parameter exceed 
ing said respective predetermined value. 

6. The method according to claim 1, further comprising 
modifying a second key complementary to the ?rst key in 

response to said modi?cation of said ?rst key, Wherein 
said complementary second key is utiliZed in said 
security procedure of said ?le. 

7. The method according to claim 1, Wherein said modi 
?cation of said ?rst key is an increase in a length of said ?rst 
key. 

8. The method according to claim 7, further comprising: 
decreasing a length of a second key by a complementary 

amount of said increase of said length of said ?rst key. 
9. The method according to claim 1, Wherein said modi 

?cation of said ?rst key is a decrease in a length of said ?rst 
key. 

10. The method according to claim 9, further comprising: 
increasing a length of a second key by a complementary 

amount of said decrease of said length of said ?rst key. 
11. A method for improving ef?ciency in a cryptographic 

system, comprising: 
comparing a plurality of performance parameters of a ?le 

With a respective plurality of predetermined values; 
altering a length of a ?rst key in response to one perfor 
mance factor of said plurality of performance param 
eters of said tile not matching a respective one of 
predetermined value; and 

altering a length of a second key in response to said 
alteration of said ?rst key, Wherein said ?rst key and 
said second key are utiliZed in a security procedure for 
said ?le. 

12. The method according to claim 11, Wherein said 
alteration of said length of ?rst key is an increase in length 
and said alteration of length of said second key is a decrease 
in length. 

13. The method according to claim 11, Wherein said 
alteration of said length of ?rst key is a decrease in length 
and said alteration of length of said second key is an increase 
in length. 

14. A method for improving ef?ciency in a cryptographic 
system, comprising: 

comparing a plurality of performance parameters of a ?le 
With a respective range of plurality of predetermined 
values; 

altering a length of a ?rst key in response to one perfor 
mance factor of said plurality of performance param 
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eters of said ?le falling outside a respective range of 
one predetermined value; and 

altering a length of a second key in response to said 
alteration of said ?rst key, Wherein said ?rst key and 
said second key are utiliZed in a security procedure for 
said ?le. 

15. A system for improving storage system ef?ciency, 
comprising: 

a ?le system con?gured to provide access to a plurality of 

a netWork monitoring module con?gured to monitor a 
plurality of performance factors on said ?le system; and 

a key management module, Wherein said key manage 
ment module is con?gured to compare said plurality of 
performance factors With a respective plurality of pre 
determined values, and is also con?gured to modify a 
?rst key of a ?le stored on said ?le system in response 
to one performance factor of said plurality of perfor 
mance factors not equaling a respective one predeter 
mined value, Wherein said ?rst key is utiliZed in a 
security procedure for said ?le on said ?le system. 

16. The system according to claim 15, Wherein said key 
management node is further con?gured to re-encrypt said 
?le With said ?rst key of a larger length than a predetermined 
key length in response to said one performance factor 
exceeding said respective one predetermined value. 

17. The system according to claim 15, Wherein said key 
management node is further con?gured to re-encrypt said 
?le With said ?rst key of a larger length than a predetermined 
key length in response to said one performance factor falling 
beloW said respective predetermined value. 

18. The system according to claim 15, wherein said key 
management node is further con?gured to re-encrypt said 
?le With said ?rst key of a smaller length than a predeter 
mined key length in response to said one performance factor 
exceeding said respective predetermined value. 

19. The system according to claim 15, Wherein said key 
management node is further con?gured to re-encrypt said 
?le With said ?rst key of a smaller length than a predeter 
mined key length in response to said one performance factor 
falling beloW said respective predetermined value. 

20. The system according to claim 15, Wherein said key 
management node is further con?gured to modify a second 
key complementary to the ?rst key in response to said 
modi?cation of said ?rst key. 

21. The system according to claim 15, Wherein said 
modi?cation of said ?rst key is an increase in a length of said 
?rst key. 

22. The system according to claim 21, Wherein key 
management node is further con?gured to decrease a length 
of a second key by an amount of said increase of said ?rst 
key. 

23. The system according to claim 15, Wherein said 
modi?cation of said ?rst key is a decrease in a length of said 
?rst key. 

24. The system according to claim 23, Wherein said key 
management node is further con?gured to increase a length 
of a second key by an amount of said decrease of said ?rst 
key. 

14 
25. The system according to claim 15, further comprising: 
a user station; and 
a netWork con?gured to a communication channel 

betWeen said ?le system and said user station, Wherein 
5 said user station comprises: 

at least one processor; and 

a memory coupled to said at least one processor, Wherein 
said key management module and netWork monitoring 
module reside on said memory and are executed by said 
at least one processor. 

26. A system for improving storage system ef?ciency, 
comprising: 

a ?le system con?gured to provide access to a plurality of 
?les; 

a netWork monitoring module con?gured to monitor a 
plurality of performance factors of said plurality of 
?les; and 

a key management module, Wherein said key manage 
ment module is con?gured to complete said plurality of 
performance factors With a respective plurality of pre 
determined values, is also con?gured to alter a length 
of a ?rst key in response to said one performance factor 
of said plurality of performance factors not matching a 
respective one predetermined value, and is further 
con?gured to alter a length of a second key in response 
to said alteration of said ?rst key, Wherein said ?rst key 
end said second key are utiliZed in a security procedure 
for said ?le stored on said ?le system. 

27. The method according to claim 26, Wherein said 
alteration of said length of ?rst key is an increase in length 
and said alteration of length of said second key is a decrease 
in length. 

28. The method according to claim 26, Wherein said 
alteration of said length of ?rst key is a decrease in length 
and said alteration of length of said second key is an increase 
in length. 

29. A system for improving storage system ef?ciency, 
comprising: 

a ?le system con?gured to provide access to a plurality of 

a netWork monitoring module con?gured to monitor a 
plurality of performance factors of said plurality of 
?les; and 

a key management module Wherein said key management 
module is con?gured to compare said plurality of 
performance factors With a respective range of plurality 
of predetermined values, is also con?gured to alter a 
length of a ?rst key in response to said one performance 
factor of said plurality of performance factors falling 
outside a respective range of one predetermined value, 
and is further con?gured to alter a length of a second 
key in response to said alteration of said ?rst key, 
Wherein said ?rst key and said second key are utiliZed 
in a security procedure for said ?le stored on said ?le 
system. 
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