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DYNAMIC INTRUSION DETECTION FOR 
COMPUTER SYSTEMS 

FILED OF THE INVENTION 

The present invention applies generally to the ?eld of 
computer security, and more particularly to an improved 
method of operating an intrusion detection system that 
protects a computer system from intrusions by vandals such 
as hackers. 

BACKGROUND 

Computer-based activities are noW subject to electronic 
vandalism. A vandal, Who is sometimes called a hacker in 
this context, may attempt to intrude upon a computer system 
in order to steal information in an act of industrial espionage, 
or to impede the operation of the computer by implanting a 
virus or by ?ooding the computer With bogus information, or 
to alter records to the detriment or the bene?t of another 
party’s interests or reputation. 

Computers are often protected against hackers’ intrusions 
by intrusion detection systems. An intrusion detection sys 
tem monitors the activities on netWorks for particular events 
or patterns of events generally knoWn as signatures. A 
signature is a set of events and transition functions that 
de?ne a sequence of actions that constitute misuse or 
unauthoriZed use of the computer. For example, a misuse 
engine that relies upon signature monitoring is described in 
detail in US. Pat. No. 5,557,742. 
More speci?cally, a signature may include a signature 

event such as stating occurrence of a particular pattern of 
bits, for example the pattern of bits that identi?es logon 
passWord failure. Associated With a signature event there 
may be a signature event counter for counting the number of 
times the signature event occurs. Associated With the sig 
nature event and the signature event counter there may be a 
signature threshold that differentiates betWeen attempted 
intrusions and uneventful occurrences of the signature event. 
For example, the signature event may be required to occur 
J times in K minutes before an intrusion is suspected. Thus, 
the signature event “logon-passWord failure” may be judged 
to be suggestive of an intrusion When the signature event 
occurs more than ?ve times in tWenty minutes. 

When the intrusion detection system observes activity that 
is suggestive of an intrusion, a system administrator may 
attempt to minimiZe the damage done by the intruder. For 
example, the occurrence of more than ?ve logon-passWord 
failures for a given computer account over a tWenty-minute 
interval of time may be a sign that an unauthoriZed party is 
attempting to gain access to that account by guessing 
passWords. To block this attempt at unauthoriZed access, the 
system administrator may lock the account under attack, or 
cause the account to be locked, and block the netWork access 
from the unauthoriZed party to the targeted account on the 
particular computer system. 

Although today’s intrusion detection systems provide a 
useful degree of protection, their effectiveness is limited by 
the static nature of the signature events and signature 
thresholds at their disposal, and the lack of state-transition 
knoWledge that constitutes historical context. Once a signa 
ture event associated With an intrusion has been de?ned and 
a signature threshold set, broader circumstances and histori 
cal knoWledge surrounding any attempted intrusion are not 
taken into account. As a result, the effectiveness of the 
intrusion detection system is signi?cantly limited. This is 
unfortunate, because hackers’ intrusions may have serious 
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2 
commercial or social consequences. Thus there is a need to 
improve intrusion detection systems so that they may use the 
best available information, taking into account historical 
knoWledge and other circumstances that surround evidence 
of attempted intrusions, in order to provide the best attain 
able protection against intruding vandals. 

SUMMARY 

The present invention improves the operation of an intru 
sion detection system by taking into account historical 
knoWledge and broader circumstances, such as global 
knoWledge available to the intrusion detection system, that 
surround evidence of an attempted or suspected intrusion. 

In the description that folloWs, the concept of a signature 
mentioned above is enlarged here to encompass a base 
intrusion set. A base intrusion set may include a signature 
event, a signature event counter, a signature threshold, an 
action to be taken When a count of occurrences of the 
signature event crosses the signature threshold, Which action 
is called here a base action, and a Weight associated With the 
base action. An exemplary base intrusion set might include 
the signature event “occurrence of passWord failure,” a 
signature event counter for the signature event, a signature 
threshold “?ve passWord failures in one minute,” a base 
action “alert administrator,” and a Weight “moderate,” Which 
the administrator might use to interpret the urgency of the 
alert. 

According to the present invention, an action set may be 
associated With each base intrusion set. The action set may 
include an action counter, an action threshold, and an action 
variable. Whenever the base action of a base intrusion set is 
invoked, the value of the action counter of the associated 
action set is altered, for example incremented or decre 
mented. In the case of the exemplary base intrusion set 
introduced above regarding logon-passWord failure, the 
associated action counter might be increased by one each 
time an alert is sent to the administrator. 

Within an action set, an action threshold may be associ 
ated With each action counter. Whenever the value of an 
action counter is changed, the neW value of the action 
counter may be compared With the associated action thresh 
old. If the neW value of the action counter has reached the 
action threshold, the state of an action variable associated 
With the action counter and action threshold may be altered. 
In the case of the exemplary base intrusion set regarding 
logon-passWord failure, the action threshold might be the 
occurrence of tWenty alerts in one hour, and the associated 
action variable might be binary. Upon the occurrence of the 
tWentieth alert before the expiration of the one-hour period, 
the state of the binary action variable might be changed from 
Zero to one. 

An intrusion detection system according to the present 
invention may include a plurality of base intrusion sets, and 
consequently a plurality of action sets and action variables. 
Whenever the value of any one of the action variables is 
changed, the neW value of that action variable is passed to 
an analysis engine comprising a set of rules. The analysis 
engine analyZes the incoming action variable according the 
set of rules, either in isolation or together With one or more 
other action variables associated With one or more other base 
intrusion sets. According to the outcome of the analysis, the 
analysis engine may command a change to any of the base 
intrusion sets or a change to any of the action sets. 

In the example above, When the binary variable associated 
With passWord failure changed from Zero to one, the binary 
variable associated With passWord failure Would be passed to 
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the analysis engine. The analysis engine might contain the 
rule “set the signature threshold to ten occurrences of 
password failure in sixty seconds, effective for the next 30 
minutes.” 

The foregoing illustrates analysis of an action variable in 
isolation. The analysis engine may also include rules that 
operate on more than one action variable. For example, the 
analysis engine might include the rule: 

“evaluate the Boolean expression S=(V1 and V2)XOR 
(V3); if S=1 set the action threshold for passWord 
failure to three passWord-failure alerts in sixty seconds, 
effective for the next 20 minutes,” 

Where V1 is the binary action variable associated With the 
logon-passWord failure base intrusion set, and V2 and V3 are 
binary action variables associated With other base intrusion 
sets. 

Thus, by automatically altering base intrusion sets and 
action sets, responsive to current events or past events, the 
present invention improves the operation of an intrusion 
detection system by enabling the intrusion detection system 
to adapt to broader circumstances and global state knoWl 
edge that surround potential intrusions. These and other 
aspects of the invention Will be more fully appreciated When 
considered in the light of the folloWing detailed description 
and draWings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 shoWs an environment suitable for use of the 
present invention. 

FIG. 2 shoWs aspects of the structure of an intrusion 
detection system according to the present invention. 

FIG. 3 shoWs an illustrative structure of a collection of 
base intrusion sets available to the intrusion detection sys 
tem of FIG. 2. 

FIG. 4 shoWs an illustrative structure of a collection of 
action sets available to the intrusion detection system of 
FIG. 2. 

FIG. 5 shoWs an illustrative structure of a set of rules for 
an analysis engine used by the intrusion detection system of 
FIG. 2. 

FIG. 6 shoWs aspects of the operation of the intrusion 
detection system of FIG. 2 according to the present inven 
tion. 

DETAILED DESCRIPTION 

The present invention improves the operation of an intru 
sion detection system by enabling the intrusion detection 
system to alter base intrusion sets and action sets, and 
thereby to adapt to broader circumstances such as machine 
state that accompany evidence that is suggestive of an 
intrusion. 

FIG. 1 shoWs an exemplary environment that is suitable 
for use of the present invention. In FIG. 1, a protected device 
100 such as a computer, a server, a Workstation, or other 
similar device is connected to the Internet 110 or other 
communication netWork. Messages How to the protected 
device 100 from sources local to the protected device 100, 
or from other sources (not shoWn) also connected to the 
Internet 110 or other communication netWork. Some of these 
messages may be emissaries of an attempt to intrude upon 
the protected device 100, such as an attempt to steal infor 
mation held by the protected device 100, or to alter infor 
mation held by the protected device 100, or to impede the 
protected device 100 by implanting a virus or by ?lling the 
protected device 100 With bogus messages, or otherWise to 
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4 
gain entry into the protected device 100 or to impede the 
operation of the protected device 100. FIG. 1 also shoWs an 
intrusion detection system 200, the purpose of Which is to 
guard against such intrusions. 

Although the protected device 100 is connected to a 
communication netWork such as the Internet 110 in FIG. 1 
for purposes of illustration, netWork connection is not a 
necessary condition of the present invention. 

FIG. 2 shoWs aspects of the structure of an intrusion 
detection system 200 according to the present invention. As 
shoWn in FIG. 2, the inventive intrusion detection system 
200 includes logic 250 Which may be a programmable 
processor and Which oversees the operation of the intrusion 
detection system 200, base intrusion sets 300 (described 
more fully beloW), action sets 400 (described more fully 
beloW), and an analysis engine 500 that includes analysis 
rules (described more fully beloW). The particular structure 
of FIG. 2 is shoWn for clarity rather than limitation, and the 
invention encompasses other related structures as Well as the 
particular structure of FIG. 2. For example, although FIG. 2 
shoWs the intrusion sets 300, the action sets 400, and the 
analysis engine 500 as separate and internal to the intrusion 
detection system 200, any of these may be external to the 
intrusion detection system 200, for example incorporated 
instead into an external database. Also, the intrusion sets 
300, the action sets 400, and the analysis engine 500 may be 
paired or combined into a single structure, and the resultants 
or resultant may be either internal or external to the intrusion 
detection system 200. Also, the analysis engine 500 may 
incorporated into the logic 250, and so forth. 

FIG. 3 illustrates an exemplary structure of the base 
intrusion sets 300, Wherein four individual base intrusion 
sets 301 through 304 are shoWn. The number four is selected 
here only for purposes of illustration; the present invention 
encompasses numbers of individual base intrusion sets both 
greater than four and less than four as Well as equal to four. 
As shoWn in FIG. 3, the individual base intrusion sets 301 
through 304 may include intrusion set identi?ers 301A 
through 304A, signature events 301B through 304B, signa 
ture event counters 301C through 304C, signature thresholds 
301D through 304D, base actions 301E through 304E, and 
Weights 301F through 304F. Thus, each base intrusion set 
makes an association among an intrusion set identi?er, a 
signature event, a signature event counter, a signature 
threshold, a base action, and a Weight. 

Within the individual base intrusion sets 301 through 304 
of FIG. 3, the intrusion set identi?ers 301A through 304A 
may include alphanumeric tags, such that no tWo of the 
individual intrusion sets 301 through 304 have intrusion set 
identi?ers 301A through 304A With equal alphanumeric 
values. 

Within the individual base intrusion sets 301 through 304 
of FIG. 3, the signature events 301B through 304B may 
include bit patterns or other identi?ers associated With 
attempted intrusions. For example, one of the signature 
events 301B through 304B might be a bit pattern associated 
With the event “logon-passWord failure.” Another of the 
signature events 301B through 304B might be a bit pattern 
associated With the event “arrival of a message from source 
ID aaa.bbb.ccc.ddd,” Where the speci?ed source ID is 
knoWn to have been used in the past by a hacker. 

Within the individual base intrusion sets 301 through 304 
of FIG. 3, the signature event counters 301C through 304C 
keep count of the numbers of occurrences of the associated 
signature events 301B through 304B. With each occurrence 
of a signature event, the value of the associated signature 
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event counter may be increased by one; this method of 
operation is not a necessary condition of the present 
invention, hoWever, and a signature event counter may be 
incremented or decremented by any amount in response to 
the occurrence of an associated signature event. 

Within the individual intrusion base sets 301 through 304 
of FIG. 3, the signature thresholds 301D through 304D may 
include decision-level information, frequency-of-occurrence 
stipulations, count-reset instructions associated With a 
signature, and so forth. Decision-level information may be a 
numerical value, for example “ten or more occurrences of 
the signature event.” Frequency-of-occurrence stipulations 
may be temporal, for example “in sixty minutes or less.” 
Reset instructions may be instructions for re-setting the 
associated signature event counter, for example “reset asso 
ciated signature event counter upon ten occurrences” or 
“reset associated signature event counter every sixteen min 
utes.” 

Within the individual intrusion sets 301 through 304 of 
FIG. 3, the base actions 301E through 304E may include 
instructions either in natural language that is suitable for use 
by a system administrator or in data processing language 
that is suitable for use by an automated netWork manage 
ment system. Examples of such instructions may be “send a 
message to lock-out user account WSM-3 of the targeted 
system,” or “send red alert to system administrator,” or 
“record event in logbook,” and so forth. 

Within the individual base intrusion sets 301 through 304 
of FIG. 3, the Weights 301F through 304F may include 
numerical or other indicators of the importance of the 
suspected intrusion. For example, suspected intrusions 
might be classi?ed according to a three part scheme—those 
of loW importance and therefore loW numerical Weight, 
Which might give rise to a “blue alert” that might be 
recorded in a logbook Without further action; those of 
moderate importance and therefore mid-range numerical 
Weight, Which might give rise to a “yelloW alert” that might 
be sent to a netWork administrator; and those of high 
importance and therefore high numerical Weight, Which 
might give rise to a “red alert” that results in a page of a chief 
security of?cer. 

FIG. 4 illustrates an exemplary structure of the action sets 
400, Wherein four individual action sets 401 through 404 are 
shoWn. The number four is selected here only for purposes 
of illustration; the present invention encompasses numbers 
of individual action sets both greater than four and less than 
four as Well as equal to four. As shoWn in FIG. 4, the 
individual action sets 401 through 404 may include action 
set identi?ers 401A through 404A, action counters 401B 
through 404B, action thresholds 401C through 404C, and 
action variables 401D through 404D. Thus, each action set 
makes an association among an action set identi?er, an 
action counter, an action threshold, and an action variable. 

Within the individual action sets 401 through 404 of FIG. 
4, the action set identi?ers 401A through 404A may include 
alphanumeric tags, such that no tWo of the individual action 
sets 401 through 404 have action set identi?ers 401A 
through 404A With equal alphanumeric values. The action 
sets 401 through 404 may use the same alphanumeric tags as 
the associated base intrusion sets 301 through 304, thereby 
to pair or to associate action sets and base intrusion sets by 
the use of common set identi?ers. 

Within the individual action sets 401 through 404 of FIG. 
4, action counters 401B through 404B keep count of the 
number of times an associated base action 301E through 
304E is taken or invoked. For example, if base intrusion set 
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6 
302 and action set 402 are associated, then action counter 
402B is changed every time base action 302E is taken. 

Within the individual action sets 401 through 404 of FIG. 
4, the action thresholds 401C through 404C may include 
decision-level information, frequency-of-occurrence 
stipulations, counter-reset instructions for the action 
counters 401B through 404B, and so forth. Decision-level 
information may be a numerical value, for example “ten or 
more occurrences.” Frequency-of-occurrence stipulations 
may be temporal, for example “in sixty minutes or less.” 
Reset instructions may be instructions for re-setting an 
action counter 401B through 404B, for example “reset 
action counter When it reaches the value ten” or “reset action 
counter every sixteen minutes.” 

Within the individual action sets 401 through 404 of FIG. 
4, the action variables 401D through 404D may be binary 
variables, although they a not necessarily so limited, and 
may be representations of integers or ?oating point numbers 
or M-ary or fuZZy logical states. The values of the action 
variables 401D through 404D may be changed in response 
to comparisons of the action counters 401B through 404B to 
the action thresholds 401C through 404C, or to explicit or 
implicit instructions from the analysis engine 500. For 
example, Whenever the value of the action counter 401B 
changes, the value of the action counter 401B may be 
compared With the action threshold 401C, and the action 
variable 401D changed from binary Zero to binary one When 
the value of the action counter 401B reaches or crosses the 
action threshold 401 C. 

FIG. 5 illustrates an exemplary structure of a set of rules 
included in the analysis engine 500, Wherein three individual 
rules 501 through 503 are shoWn. The number three is 
chosen here for illustration, and the invention may accom 
modate more than three or feWer than three individual rules 
as Well as exactly three. As shoWn in FIG. 5, the individual 
rules 501 through 503 may include rule identi?ers 501A 
through 503A, validity conditions 501B through 503B under 
Which provisions of the rules are operative, and provisions 
501C through 503C, Which are alterations to be imposed 
upon the base intrusion sets 300 or the action sets 400 
subject to the satisfaction or the logical truth (or falsity) of 
the validity conditions 501B through 503B. 

Within the individual rules 501 through 503 of FIG. 5, the 
rule identi?ers 501A through 503A may be alphanumeric 
tags associated With the rules, for example to provide 
convenience When editing the rules. 

Within the individual rules 501 through 503 of FIG. 5, the 
validity conditions 501B through 503B may include math 
ematical or logical functions or other expressions. For the 
validity conditions 501B through 503B, variables may be 
the action variables 401D through 404D, Which may be 
Boolean variables, M-ary logical variables, real numbers, 
and so forth. The rules 501 through 503 may be evaluated 
each time one or more of the action variables 401D through 
404D changes value. If the validity conditions 501B through 
503B of one or more of the rules 501 through 503 are 
satis?ed, provisions 501C through 503C, Which are 
described beloW, associated With the satis?ed rules are 
invoked. For example, the analysis engine 500 might include 
a rule 501 With the folloWing elements: a validity condition 
501B of S=(V1 and V2)XOR(V3) satis?ed by S=1; and a 
provision 501C to “set the action threshold 402C for pass 
Word failure to three passWord-failure alerts in sixty 
seconds, effective for the next 20 minutes;” Where V1 is the 
binary action variable 402D associated With the passWord 
failure base intrusion set 302, and V2 and V3 are binary 
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action variables 401D and 403D associated With other base 
intrusion sets 301 and 303. 

Within the individual rules 501 through 503 of FIG. 5, the 
provisions 501C through 503C may be alterations to be 
imposed upon the base intrusion sets 300 and the action sets 
400. Alterations may be imposed upon the signature events 
301B through 304B, the signature event counters 301C 
through 304C, the signature thresholds 301D through 304D, 
the base actions 301E through 304E, or the Weights 301F 
through 304F of the individual base intrusion sets 301 
through 304; or imposed upon the action counters 401B 
through 404B, or the action thresholds 401C through 404C, 
or the action variables 401D through 404D of the individual 
action sets 401 through 404. For example, one of the 
provisions 501C through 503C might be “set the signature 
event of base intrusion set number 3 to bit pattern hexadeci 
mal AE30B4,” or “set the decision value of the signature 
threshold of base intrusion set number 4 to ?ve occurrences 
of the signature event,” or “set the action threshold of action 
set number 1 to ten occurrences,” and so forth. 

FIG. 6 shoWs aspects of the operation of the logic 250 of 
the intrusion detection system 200 according to the present 
invention. The intrusion detection system 200 monitors 
system activity involving the protected device 100, and 
aWaits the occurrence of a signature event (step 600). When 
a signature event is not present, the intrusion detection 
system 200 continues to aWait the arrival of a signature event 
(step 600). 

OtherWise (i.e., a signature event is present), the value of 
associated signature event counter of the set of signature 
event counters 301C through 304C is updated accordingly, 
for example increased by one (step 605). The value of the 
signature event counter is then compared With the associated 
signature threshold of the set of signature thresholds 301D 
through 304D (step 610). If the value of the signature event 
counter does not meet (or cross) the associated signature 
threshold, the intrusion detection system 200 continues to 
aWait the arrival of a signature event (step 600). 

OtherWise (i.e., the value of the signature event counter 
meets (or crosses) the signature threshold, and an intrusion 
has therefore been detected), the associated base action of 
the set of base actions 301E through 304E is taken (step 
615). For example, the base action that is invoked may be to 
send an alert to a system administrator. The associated action 
counter of the set of action counters 401B through 404B is 
updated accordingly, for example increased in value by one 
(step 620). The value of the associated action counter is then 
compared With the associated action threshold of the set of 
action thresholds 401C through 404C (step 625). If the 
updated value of the action counter does not meet (or cross) 
the associated action threshold, the intrusion detection sys 
tem 200 returns to aWait arrival of a signature event (step 

600). 
OtherWise (i.e., the value of the updated action counter 

meets (or crosses) the associated action threshold), the 
associated action variable of the set of action variables 401D 
through 404D is updated (step 630). For example, When the 
value of the action counter meets (or crosses) the value of 
the associated action threshold, the value of the associated 
action variable may be set to binary one. 

The analysis engine 500 then checks the validity condi 
tions 501B through 503B of the rules 501 through 503 using 
the values of the action variables 401D through 404D (step 
635). For each of the validity conditions 501B through 503B 
that is satis?ed, the associated provision of the set of 
provisions 501C through 503C is invoked (step 640), which 
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may change elements of the base intrusion sets 300 or the 
action sets 400. The intrusion detection system 200 then 
returns to aWait the arrival of a signature event (step 600). 
Form the foregoing description, those skilled in the art 

Will appreciate that the present invention improves the 
performance of an intrusion detection system by enabling 
the intrusion detection system to use the best available 
information, in particular by enabling the intrusion detection 
system to modify its oWn intrusion sets and action sets in 
response to system state and historical information. The 
foregoing description is illustrative rather than limiting, 
hoWever, and the scope of the present invention is limited 
only by the folloWing claims. 
We claim: 
1. A method of operating an intrusion detection system, 

the method comprising the steps of: 
taking a base action in response to detecting an intrusion; 
updating an action counter in response to taking the base 

action; 
comparing the value of the action counter to an action 

threshold; 
updating an action variable When the value of the action 

counter meets the action threshold; 
checking a validity condition for satisfaction dependent 

upon the action variable; and 
invoking a provision associated With the validity condi 

tion When the validity condition is satis?ed. 
2. The method of claim 1, Wherein the provision changes 

an element of a base intrusion set. 
3. The method of claim 1, Wherein the provision changes 

an element of an action set. 
4. The method of claim 3, Wherein the element of the 

action set is an action counter. 
5. The method of claim 3, Wherein the element of the 

action set is an action threshold. 
6. The method of claim 3, Wherein the element of the 

action set is an action variable. 
7. The method of claim 1, Wherein the action variable is 

selected from the group consisting of a binary variable, an 
integer variable, a ?oating point variable, a fuZZy logical 
variable, and a M-ary variable. 

8. The method of claim 1, Wherein the validity condition 
includes a mathematical expression or a logical expression. 

9. The method of claim 1, Wherein said checking step 
comprises checking the validity condition for satisfaction 
dependent upon the section variable and upon at least one 
other action variable. 

10. The method of claim 1, further comprising a plurality 
of rules, Wherein a rule of the plurality of rules comprises the 
validity condition. 

11. A method of operating an intrusion detection system, 
the method comprising the steps of; 

taking a base action in response to detecting an intrusion; 
updating an action counter in response to taking the base 

action; 
comparing the value of the action counter to an action 

threshold; 
updating an action variable When the value of the action 

counter meets the action threshold; 
checking a validity condition for satisfaction dependent 

upon the action variable; and 
invoking a provision associated With the validity condi 

tion When the validity condition is satis?ed, Wherein 
the provision changes an element of a base intrusion 
set, and Wherein the element of the base intrusion set is 
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selected form the group consisting of a signature event, 
a signature event counter, a signature threshold, a base 
action, and a Weight. 

12. A method of operating an intrusion detection system, 
the method comprising the steps of: 

detecting a signature event; 
updating a signature event counter responsive to detecting 

the signature event; 
comparing the value of the signature event counter to a 

signature threshold; 
updating an action counter When the value of the signature 

event counter meets the signature threshold; 
comparing the value of the action counter to an action 

threshold; 
updating an action variable When the value of the action 

counter meets the action threshold; 

checking a validity condition for satisfaction dependent 
upon the action variable; and 

invoking a provision associated With the validity condi 
tion When the validity condition is satis?ed. 

1O 
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13. The method of claim 12, Wherein the provision 

changes an element of a base intrusion set. 
14. The method of claim 13, Wherein the element of the 

base intrusion set is a signature event. 
15. The method of claim 13, Wherein the element of the 

base intrusion set is a signature event counter. 
16. The method of claim 13, Wherein the element of the 

base intrusion set is a signature threshold. 
17. The method of claim 13, Wherein the element of the 

base intrusion set is a base action. 
18. The method of claim 13, Wherein the element of the 

base intrusion set is a Weight. 
19. The method of claim 13, Wherein the provision 

changes an element of an action set. 
20. The method of claim 19, Wherein the element of the 

action set is an action counter. 
21. The method of claim 19, Wherein the element of the 

action set is an action threshold. 
22. The method of claim 19, Wherein the element of the 

action set is an action variable. 
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