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LOCK-FREE CACHE MANAGEMENT 

TECHNICAL FIELD 

This invention relates generally to caches to reduce the 
need for multiple read/Write operations. In particular, it 
enables a network stack to efficiently cache netWork 
addresses and corresponding type information in a multi 
tasking computing environment. 

BACKGROUND OF THE INVENTION 

The phenomenal groWth of netWork-based electronic 
commerce is dependent on the ef?cient eXchange of infor 
mation betWeen various parts of a netWork. Use of Widely 
accepted protocols to eXchange information makes the task 
of application developers simpler While the developers con 
stantly improve operating systems and services to support 
the protocols in use. The groWth of electronic commerce is 
further aided by improved hardWare making possible larger 
netWork bandWidths approaching the memory bandWidth 
available on a typical desktop Workstation. Consequently, 
ef?cient handling of packets is assuming increasing impor 
tance for fully utiliZing the netWork bandWidth. 

Efficient handling of packets requires that incoming pack 
ets be classi?ed to determine hoW each one is to be prefer 
ably processed. This classi?cation re?ects a type informa 
tion associated With packets for identifying the How or path 
to Which the packet belongs. Moreover, in vieW of the large 
number of packets handled in a netWork and the comparable 
netWork and CPU/memory bandWidths, it is preferable to 
minimiZe the memory access operations undertaken While 
classifying or processing a packet. This aim becomes even 
more signi?cant in vieW of the fact that memory access 
operations are much sloWer than processor speeds resulting 
in the processor idling While a memory access operation is 
being completed. Therefore, improved implementations for 
the protocols specifying packet structure should re?ect the 
aforementioned considerations. 

Packets typically conform to a handful of protocols. These 
protocols offer naming schemes for nodes and interfaces in 
the netWork, error-free delivery of packets, encryption and 
authentication of packets and the like. Some of the common 
protocols are described hereinafter along With neW devel 
opments to expand the protocols to meet anticipated needs 
in the near future. 

The backbone of the biggest netWork, the Internet is the 
TCP/IP suite of protocols comprising the Transport Control 
Protocol (TCP) and the Interface Protocol (IP) suite of 
modules providing various services in the netWork. IP 
provides a mechanism for addressing packets to netWork 
nodes While TCP, operating at a higher level in the netWork 
stack, ensures error free delivery of packets. In addition, the 
Universal Datagram Protocol (UDP), included in the TCP/IP 
package, enables sending and receiving data-packets With 
out the overhead of guarantee of service required by TCP 
alone. 

The IP protocol version 4 assigns a 32-bit address to a 
machine on a netWork. Revisions to IP version 4 to meet the 
needs of a larger netWork resulted in IP version 6 speci? 
cation (hereinafter “IPv6”) that provides 128-bit addresses 
for interfaces and sets of interfaces. Further details on IPv6 
are available in the RFC 2373 document that is herein 
incorporated by reference in its entirety. 

NetWork addresses enable the netWork stack to receive 
packets targeted to a speci?c address and forWard or deliver 
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2 
the packet accordingly. NetWork addresses have additional 
properties such as the “type” information corresponding to 
a particular netWork address and its processing. Such type 
information includes details such as Whether the packet is 
local, broadcast, multicast, remote, remote broadcast, 
remote multicast, subnet broadcast and the like. The precise 
de?nition of the type is implementation speci?c so that 
different netWork stack vendors employ different type de? 
nitions. 

Storing the type information With its corresponding IP 
version 4 compliant 32-bit netWork address requires more 
than one machine Word on a 32-bit machine. Since a 
netWork address uses at least one machine Word of 32-bits 
for IP version 4 and higher, the type information has to be 
stored in another machine Word. Type information requires 
only a feW bits—typically less than four bits of a machine 
Word—but is assigned at least one machine Word due to the 
addressing convention used in modem computers. The tWo 
machine Words encoding the address and its corresponding 
type should be read as one atomic unit so that intervening 
Write operations do not result in subtle errors due to mis 
matches betWeen the netWork address and its corresponding 
type. 
As discussed hereinafter, the various choices for netWork 

address formats are relevant to the manner in Which com 
puting environments store, recall and use addresses along 
With their associated type information. Computers have a 
smallest unit of memory termed a machine Word that can be 
directly addressed. The contents of a machine Word are 
interpreted in a conteXt dependent manner. Thus, Whether a 
particular machine Word represents an address pointing to 
another machine Word or a netWork node’s address or an 

integer depends on the particular conteXt. 
Computer operations, such as a read or Write from a 

memory location, are performed on a machine Word rather 
than a single bit. In a 32-bit machine the smallest unit that 
can be directly addressed is a 32-bits machine Word. A read 
operation on such a 32-bit Word results in all 32 bits being 
copied to the processor’s register in one operation. In other 
Words, the read operation is an atomic operation. 

Reading tWo machine Words requires eXecution of tWo 
read operations. It is possible that folloWing the ?rst read 
operation, but before the second read operation by a ?rst 
thread, another thread, process or processor may overWrite 
the memory contents to be read during the second read. This 
problem becomes more acute in multiprocessor systems. 

The problem is not limited to multiprocessor systems and 
includes multitasking systems. For instance, in multitasking 
computing systems, the operating system allocates limited 
time slices to each thread on a processor. If the time slice 
allocated to the ?rst thread expires after the ?rst read but 
before the second read operation then the neXt thread 
eXecutes several instructions in its time slice. These instruc 
tions can include modi?cations to the location to be read in 
the second read operation by the ?rst thread unless the ?rst 
thread requests the operating system to prevent such access 
by “locking” the memory. Implementing locks does not 
scale Well With increasing number of processors in a com 
puting environment resulting in a signi?cant overhead. 

If the tWo read operations by the ?rst thread are close 
together then the probability of an intervening Write opera 
tion at the location to be read by the second read operation 
is small and the second read operation is called a “volatile” 
read. The volatile read operation can be made more certain 
by placing a “lock” on the memory location to be read by the 
second read operation to prevent any other thread from 
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accessing the memory location. However, the overhead for 
implementing such a lock adversely affects performance. 
As mentioned earlier, reading information from a memory 

location remote from the processor chip is signi?cantly 
sloWer than the speed of modem processors. Thus, reading 
tWo machine Words in a back to back manner may result in 
the processor idling for a feW cycles in the intervening 
period betWeen the read operations for machine Words 
retrieved separately from the remote memory. On the other 
hand, not storing the type information in a cache requires 
deducing the type information When needed With several 
read operations that add to the overhead. In vieW of the large 
number of netWork addresses handled by the netWork stack 
small ef?ciencies, such as using a cache to get the type 
information corresponding to an address of interest, at the 
level of a single netWork address result in signi?cant sav 
ings. 

It should be noted that the term cache is used to denote a 
variety of stores. There are fast hardWare cache memories 
such as the L1 cache and the L2 cache, both associated With 
the processor and termed CPU caches. These caches repre 
sent eXpensive and fast memories that help bridge the gap 
betWeen the processor and the basic system memory. In 
contrast to the CPU caches there are caches implemented as 
data structures to provide frequently used information With 
out the need to repeat lengthy computations. Type informa 
tion is an eXample of information that can be deduced from 
the conteXt and the netWork address and may be cached. 
Accordingly, further improvements in managing a cache of 
addresses and corresponding type information are needed to 
make the caching of type information more effective. 

SUMMARY OF THE INVENTION 

The invention described herein facilitates managing a 
cache for netWork addresses and their corresponding type 
information Without using locks. A netWork stack routine 
either looks-up or deduces the type information correspond 
ing to a netWork address of interest. The invention provides 
a method for recovery of the type information corresponding 
to an address With more reliability than using volatile reads 
to recover information from tWo or more machine Words. 

The invention, thus, enables caching the type information 
for rapid lookup of data elements Wherein each data element 
requires more bits than those available in one machine Word. 

A data element comprises a main part that occupies at 
least one machine Word and a type information. The type 
information corresponds to the main part and is encoded in 
m bits. In an embodiment of the invention the main part of 
a data element is a netWork address such as an IP version 4 
compliant 32-bit address in a 32-bit machine Word. The total 
cache space for storing data elements is divided into n 
regions Where n corresponds to the number of distinct type 
information encoded in m bits. 

A region and an offset for identifying a machine Word in 
the region are computed from the main part of the data 
element. NeXt, a modi?ed data element is actually stored in 
the machine Word so identi?ed. The modi?ed data element 
includes m-bits of the main part replaced by m-bits repre 
senting the type information. 
Upon encountering a ?rst netWork address, a netWork 

stack ?rst determines Whether the ?rst netWork address has 
been cached in order to recover the type information from 
the cache. The netWork stack reads m-bits from the ?rst 
netWork address to determine a ?rst region. NeXt, the 
netWork stack computes a ?rst offset from a hash of the ?rst 
netWork address. If the machine Word stored at the ?rst 
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offset in the ?rst region corresponds to the netWork address, 
the netWork stack obtains the m-bits corresponding to the 
type information from the machine Word in the cache. 

Thus, only one machine Word is used for storage While the 
knoWledge of the main part of a data element alloWs 
computation of an address for a location in the cache for 
retrieving the associated type information from a stored 
modi?ed data element. In some embodiments of the inven 
tion more than one machine Word is used to store a netWork 
address and type details in a cache. HoWever, although the 
type information is more reliable than that obtained using 
volatile read operations, it is not immune to rare failures due 
to more than one machine Word storing a data element in the 
cache. 

The invention includes a method of identifying an 
attribute of an address by identifying a region of the cache 
and an offset Within the region from information contained 
in the address and deriving an attribute of the address from 
the identi?ed group of one or more machine Words. The 
method includes comparing the address to the identi?ed 
group of one or more machine Words to determine Whether 
the group of one or more machine Words matches the 
address. Furthermore, the attribute of the address can be the 
type information of the address and the group of machine 
Words consists of one machine Word. 

The method further includes matching the address to the 
group of one or more machine Words and reading, in 
response to a successful match, a speci?ed set of bits from 
the group of one or more machine Words to get the type 
information of the address. Preferably, a region in the cache 
has a prime number of group of one or more machine Words 
to enable better computation of a hash of a set of bits in the 
address such that the hash result does not eXceed a maXimum 
offset for the region. More generally, determining the offset 
comprises calculating a pseudo-random number from a set 
of bits in the address. 

And, updating the cache includes obtaining, in response to 
an unsuccessful match betWeen the address and the group of 
one or more machine Words, the type information of the 
address using a sloW method. This step is folloWed by 
updating of the group of one or more machine Words With 
the address and the type information of the address such that 
a match betWeen the group of one or more machine Words, 
folloWing updating, and the address is successful. 

Additional features and advantages of the invention Will 
be made apparent from the folloWing detailed description of 
illustrative embodiments, Which proceeds With reference to 
the accompanying ?gures. 

BRIEF DESCRIPTION OF THE DRAWINGS 

While the appended claims set forth the features of the 
present invention With particularity, the invention, together 
With its objects and advantages, may be best understood 
from the folloWing detailed description taken in conjunction 
With the accompanying draWings of Which: 

FIG. 1 is a block diagram generally illustrating an eXem 
plary computer system on Which the present invention 
resides; 

FIG. 2 is an illustration of the general computing envi 
ronment With more than one processor and a common 
netWork card in Which an embodiment of the invention 

functions; 
FIG. 3 illustrates the layered design based on the Open 

Systems Interconnection (OSI) model for netWorking soft 
Ware; 
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FIG. 4 is illustrates three of the many embodiments for 
machine Words in a cache containing type and address 
information in accordance With the invention; 

FIG. 5 is schematic representation of a cache With a 
plurality of cache-regions in accordance With an embodi 
ment of the invention; 

FIG. 6 is a How diagram summarizing steps for identify 
ing a machine Word in a cache constructed in accordance 
With an embodiment of the invention; 

FIG. 7 is a block diagram schematically illustrating the 
organiZation of a cache in memory in accordance With an 
embodiment of the invention; 

FIG. 8 is a block diagram schematically illustrating the 
different kinds of memory in relation to a processor for 
implementing a cache in accordance With an embodiment of 
the invention; 

FIG. 9 is How diagram summariZing steps for obtaining 
the type information corresponding to a netWork address 
and, alternatively, if such information is not cached, to 
update the cache in accordance With an embodiment of the 
invention; 

FIG. 10 is How diagram summariZing steps for obtaining 
the type information corresponding to a netWork address 
and, alternatively, if such information is not cached, to 
update the cache in accordance With an embodiment of the 
invention suited for computing environments using 32-bit 
machine Words; and 

FIG. 11 is a How diagram summariZing steps for obtaining 
the type information corresponding to a 128-bit address 
stored in a cache on a 64-bit machine. 

DETAILED DESCRIPTION OF THE 
INVENTION 

The invention enables implementing a data structure for a 
cache such that the cache can be read to get a type infor 
mation associated With an address. In an embodiment of the 
invention each address occupies one machine Word although 
this is not a threshold requirement for practicing the inven 
tion. Reading the cache does not use locks although the type 
information and the address together require more bits than 
are available in one machine Word. A data structure imple 
mented in accordance With the invention enables reading a 
cache to get a type information corresponding to an address 
of interest such that a machine Word read from the cache 
includes at least a part of an address for comparison With the 
address of interest. 
Embodiments in accordance With the invention enable 

accessing a ?rst machine Word in the cache directly Without 
Walking along a list or table. For instance, an embodiment 
enables retrieval of the type information associated With a 
netWork address by using the netWork address to calculate 
the location of the ?rst machine Word in the cache. The type 
information is then readily obtained from the ?rst machine 
Word in the cache. These and additional details are further 
described hereinafter. 

Turning to the draWings, Wherein like reference numerals 
refer to like elements, the invention is illustrated as being 
implemented in a suitable computing environment. 
Although not required, the invention Will be described in the 
general context of computer-executable instructions, such as 
program modules, being executed in a computing environ 
ment. Generally, program modules include routines, 
programs, objects, components, data structures, etc. that 
perform particular tasks or implement particular abstract 
data types. Moreover, those skilled in the art Will appreciate 
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6 
that the invention may be practiced With other computer 
system con?gurations, including hand-held devices, multi 
processor systems, microprocessor based or programmable 
consumer electronics, netWork PCs, minicomputers, main 
frame computers, and the like. The invention may also be 
practiced in distributed computing environments Where 
tasks are performed by remote processing devices that are 
linked through a communications netWork. In a distributed 
computing environment, program modules may be located 
in both local and remote memory storage devices. 

FIG. 1 illustrates an example of a suitable computing 
system environment 100 on Which the invention may be 
implemented. The computing system environment 100 is 
only one example of a suitable computing environment and 
is not intended to suggest any limitation as to the scope of 
use or functionality of the invention. Neither should the 
computing environment 100 be interpreted as having any 
dependency or requirement relating to any one or combina 
tion of components illustrated in the exemplary operating 
environment 100. 

The invention is operational With numerous other general 
purpose or special-purpose computing system environments 
or con?gurations. Examples of Well-knoWn computing 
systems, environments, and con?gurations that may be 
suitable for use With the invention include, but are not 
limited to, personal computers, server computers, hand-held 
or laptop devices, multiprocessor systems, microprocessor 
based systems, set top boxes, programmable consumer 
electronics, netWork PCs, minicomputers, mainframe 
computers, and distributed computing environments that 
include any of the above systems or devices. 

The invention may be described in the general context of 
computer-executable instructions, such as program modules, 
being executed by a computer. Generally, program modules 
include routines, programs, objects, components, data 
structures, etc., that perform particular tasks or implement 
particular abstract data types. The invention may also be 
practiced in distributed computing environments Where 
tasks are performed by remote processing devices that are 
linked through a communications netWork. In a distributed 
computing environment, program modules may be located 
in both local and remote computer storage media including 
memory storage devices. 
With reference to FIG. 1, an exemplary system for imple 

menting the invention includes a general-purpose computing 
device in the form of a computer 110. Components of the 
computer 110 may include, but are not limited to, a pro 
cessing unit 120, a system memory 130, and a system bus 
121 that couples various system components including the 
system memory to the processing unit 120. The system bus 
121 may be any of several types of bus structures including 
a memory bus or memory controller, a peripheral bus, and a 
local bus using any of a variety of bus architectures. By Way 
of example, and not limitation, such architectures include 
Industry Standard Architecture (ISA) bus, Micro Channel 
Architecture (MCA) bus, Enhanced ISA (EISA) bus, Video 
Electronics Standards Association (VESA) local bus, and 
Peripheral Component Interconnect (PCI) bus, also knoWn 
as MeZZanine bus. 

The computer 110 typically includes a variety of 
computer-readable media. Computer-readable media can be 
any available media that can be accessed by the computer 
110 and include both volatile and nonvolatile media, remov 
able and non-removable media. By Way of example, and not 
limitation, computer-readable media may include computer 
storage media and communications media. Computer stor 
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age media includes both volatile and nonvolatile, removable 
and non-removable media implemented in any method or 
technology for storage of information such as computer 
readable instructions, data structures, program modules, or 
other data. Computer storage media include, but are not 
limited to, random-access memory (RAM), read-only 
memory (ROM), EEPROM, ?ash memory, or other memory 
technology, CD-ROM, digital versatile disks (DVD), or 
other optical disk storage, magnetic cassettes, magnetic tape, 
magnetic disk storage, or other magnetic storage devices, or 
any other medium Which can be used to store the desired 
information and Which can accessed by the computer 110. 
Communications media typically embody computer 
readable instructions, data structures, program modules, or 
other data in a modulated data signal such as a carrier Wave 
or other transport mechanism and include any information 
delivery media. The term “modulated data signal” means a 
signal that has one or more of its characteristics set or 
changed in such a manner as to encode information in the 
signal. By Way of example, and not limitation, communi 
cations media include Wired netWorks and Wireless media 
such as acoustic, RF, and infrared media. Combinations of 
the any of the above should also be included Within the 
scope of computer-readable media. 

The system memory 130 includes computer storage media 
in the form of volatile and nonvolatile memory such as ROM 
131 and RAM 132. Abasic input/output system (BIOS) 133, 
containing the basic routines that help to transfer informa 
tion betWeen elements Within the computer 110, such as 
during start-up, is typically stored in ROM 131. RAM 132 
typically contains data and program modules that are imme 
diately accessible to or presently being operated on by 
processing unit 120. By Way of example, and not limitation, 
FIG. 1 illustrates an operating system 134, application 
programs 135, other program modules 136, and program 
data 137. Often, the operating system 134 offers services to 
applications programs 135 by Way of one or more applica 
tion programming interfaces (APIs) (not shoWn). Because 
the operating system 134 incorporates these services, devel 
opers of applications programs 135 need not redevelop code 
to use the services. Examples of APIs provided by operating 
systems such as Microsoft’s “WINDOWS” are Well knoWn 
in the art. 

The computer 110 may also include other removable/non 
removable, volatile/nonvolatile computer storage media. By 
Way of example only, FIG. 1 illustrates a hard disk interface 
140 that reads from and Writes to non-removable, nonvola 
tile magnetic media, a magnetic disk drive 151, Which may 
be internal or external, that reads from and Writes to a 
removable, nonvolatile magnetic disk 152, and an optical 
disk drive 155 that reads from and Writes to a removable, 
nonvolatile optical disk 156 such as a CD ROM. Other 
removable/non-removable, volatile/nonvolatile computer 
storage media that can be used in the exemplary operating 
environment include, but are not limited to, magnetic tape 
cassettes, ?ash memory cards, DVDs, digital video tape, 
solid state RAM, and solid state ROM. The hard disk drive 
141, Which may be internal or external, is typically con 
nected to the system bus 121 through a non-removable 
memory interface such as interface 140, and magnetic disk 
drive 151 and optical disk drive 155 are typically connected 
to the system bus 121 by a removable memory interface, 
such as interface 150. 

The drives and their associated computer storage media 
discussed above and illustrated in FIG. 1 provide storage of 
computer-readable instructions, data structures, program 
modules, and other data for the computer 110. In FIG. 1, for 
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example, hard disk drive 141 is illustrated as storing an 
operating system 144, application programs 145, other pro 
gram modules 146, and program data 147. Note that these 
components can either be the same as or different from the 
operating system 134, application programs 135, other pro 
gram modules 136, and program data 137. The operating 
system 144, application programs 145, other program mod 
ules 146, and program data 147 are given different numbers 
here to illustrate that they may be different copies. A user 
may enter commands and information into the computer 110 
through input devices such as a keyboard 162 and pointing 
device 161, commonly referred to as a mouse, trackball, or 
touch pad. Other input devices (not shoWn) may include a 
microphone, joystick, game pad, satellite dish, and scanner. 
These and other input devices are often connected to the 
processing unit 120 through a user input interface 160 that 
is coupled to the system bus, but may be connected by other 
interface and bus structures, such as a parallel port, game 
port, or a universal serial bus (USB). A monitor 191 or other 
type of display device is also connected to the system bus 
121 via an interface, such as a video interface 190. In 
addition to the monitor, computers may also include other 
peripheral output devices such as speakers 197 and printer 
196, Which may be connected through an output peripheral 
interface 195. 
The computer 110 may operate in a netWorked environ 

ment using logical links to one or more remote computers, 
such as a remote computer 180. The remote computer 180 
may be a personal computer, a server, a router, a netWork 
PC, a peer device, or other common netWork node, and 
typically includes many or all of the elements described 
above relative to the computer 110, although only a memory 
storage device 181 has been illustrated in FIG. 1. The logical 
links depicted in FIG. 1 include a local area netWork (LAN) 
171 and a Wide area netWork 173, but may also 
include other netWorks. Such netWorking environments are 
commonplace in offices, enterprise-Wide computer 
netWorks, intranets, and the Internet. 
When used in a LAN netWorking environment, the com 

puter 110 is connected to the LAN 171 through a netWork 
interface or adapter 170. When used in a WAN netWorking 
environment, the computer 110 typically includes a modem 
172 or other means for establishing communications over 
the WAN 173, such as the Internet. The modem 172, Which 
may be internal or external, may be connected to the system 
bus 121 via the user-input interface 160, or via another 
appropriate mechanism. In a netWorked environment, pro 
gram modules depicted relative to the computer 110, or 
portions thereof, may be stored in a remote memory storage 
device. By Way of example, and not limitation, FIG. 1 
illustrates remote application programs 185 as residing on 
memory device 181, Which may be internal or external to the 
remote computer 180. It Will be appreciated that the netWork 
links shoWn are exemplary and other means of establishing 
a communications link betWeen the computers may be used. 

In the description that folloWs, the invention Will be 
described With reference to acts and symbolic representa 
tions of operations that are performed by one or more 
computers, unless indicated otherWise. As such, it Will be 
understood that such acts and operations, Which are at times 
referred to as being computer-executed, include the manipu 
lation by the processing unit of the computer of electrical 
signals representing data in a structured form. This manipu 
lation transforms the data or maintains them at locations in 
the memory system of the computer, Which recon?gure or 
otherWise alters the operation of the computer in a manner 
understood by those skilled in the art. The data structures 
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Where data are maintained are physical locations of the 
memory that have particular properties de?ned by the format 
of the data. HoWever, While the invention is being described 
in the foregoing context, it is not meant to be limiting as 
those of skill in the art Will appreciate that various of the acts 
and operations described hereinafter may also be imple 
mented in hardWare. 
AnetWork stack handles data packets sent to a netWork or 

received from a netWork. FIG. 2 illustrates a netWork stack 
200 in a computing environment With processors 205 and 
210 having access to a common netWork card 215. The 
netWork card 215, similar to the netWork card 170 of FIG. 
1, uses the netWork stack 200 having a netWork interface 220 
to receive and send data packets. The netWork interface 220 
uses a data structure represented as a linked list to store 
netWork addresses and their associated detail. These details 
are implementation speci?c and are inferred. To avoid 
repeatedly processing an address the details are stored in the 
linked list. 
An exemplary linked list comprises link element 225 

connected to link element 230 that is connected to link 
element 235. Each of the link elements 225—235 includes 
information about a particular address such as the type 
information. Determining type information from the linked 
list requires several read operations for Walking along the 
linked list. To circumvent this potential bottleneck, the 
netWork stack 200 maintains a cache 240 to facilitate faster 
access to the type information Without accessing the linked 
list. The cache 240 stores the netWork addresses encountered 
by the netWork stack along With the type information 
corresponding to each of the stored netWork addresses in a 
data structure for quick reference. Thus, inferring type 
information for an address using the linked list, tables or 
rules used by the computing system constitutes the “sloW 
path” compared to accessing the cache 240. 

FIG. 3 illustrates a layered design in accordance With the 
Open Systems Interconnection (OSI) model. This model 
serves as a familiar design reference for communications 
betWeen different systems. At the bottom is the physical 
layer 300, above Which lies the data link layer 305. The 
Internet Protocol (IP) layer 310 corresponds to the netWork 
layer 315 of the OSI model, Which is also the third layer in 
the OSI model. The IP layer 310 provides uniform address 
naming and routing functions. The routing functions alloW 
forWarding of IP packets, called IP datagrams to the neXt 
destination identi?ed by the IP address. Thus, a data packet 
to be sent over the netWork moves doWn the stack While a 
data packet received from the netWork, and addressed to the 
set of interfaces served by the stack, moves up the stack. The 
IP address is typically a 32-bit number, although, as noted 
previously, IPv6 enables 128-bit addresses. It should be 
noted that there are alternative speci?cations other than IP 
that maybe implemented in the netWork layer. Accordingly, 
the description of IP based netWork stacks is not intended to 
be limiting on the scope of the invention as Would be readily 
apparent to those of ordinary skill in the art. 

The TCP 320 and UDP 325 functionalities provided above 
the IP layer correspond to the fourth OSI transport layer 330. 
TCP 320 provides for a speci?c encapsulation strategy for 
sending data to enable error correction and acknoWledgment 
of received datagrams. TCP 320 and UDP 325 utiliZe IP 
compliant addresses for receiving and sending packets. 
Above the transport layer 330 lie the session layer 335, the 
presentation layer 340 and the application layer 345. 
Notably, the IP layer 310 includes access to a cache 350 for 
rapid look up of addresses and their associated type infor 
mation for further handling of IP packets. 
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FIG. 4 illustrates a possible embodiment for a cache data 

structure providing access to netWork addresses and the 
corresponding type information. This data structure is 
advantageously implemented in memory similar to RAM 
132 of FIG. 1. It should be noted that a cache in accordance 
With the invention is also implemented using the high-speed 
memory provided in association With a microprocessor. This 
memory is also termed cache memory and commonly 
referred to as the L1 or the L2 cache. Presently available 
processor chips do not have a lot of memory in their L1 and 
L2 caches, although future generations of processor chips 
may provide suf?cient memory. 

Determining Whether a particular address is present in the 
cache implemented as a table typically requires scanning 
entries in the table. Each of these read operations requires at 
least one read operation. Reading tWo machine Words to 
obtain information, e.g., an address stored in tWo machine 
Words, is susceptible to the possibility that one of the 
machine Words may change in the time interval betWeen the 
tWo read operations. HoWever, to protect against the possi 
bility of such a change, a thread locks the table While 
accessing it. Failure to lock the table can result in errors that 
are not easily reproduced, and, consequently, are dif?cult to 
correct. 

A read operation folloWing another read operation is a 
volatile read operation because the probability of the second 
read operation being compromised by an intervening Write 
operation is small. While a volatile read is adequate for 
many applications it is not acceptable in all circumstances. 
For instance, incorrect type information associated With a 
netWork address due to failure of a volatile read can result 
in targeting data packets to unintended targets. On the other 
hand, preventing errors due to volatile read operations 
requires locking the relevant memory area and expenditure 
of additional overhead While rendering the cache inacces 
sible for the duration of the lock to other threads. 

In an eXemplary embodiment of the invention a roW in a 
table can be addressed directly using a mapping strategy 
rather than Walking along the table. A directly identi?ed roW 
entry is compared to a part of a netWork address. If the tWo 
have identical bits as is required for a match then the neXt 
entry in the roW is compared to another part of the netWork 
address. If another match is found then the possibility of an 
intervening Write operation betWeen the tWo read operations 
from the roW is reduced to beloW that of a volatile read 
operation. For instance, if a ?rst match requires that thirty 
least signi?cant bits of a 64-bit address are required to be 
identical to the thirty most signi?cant bits in the ?rst roW 
entry then the remaining tWo bits in the ?rst roW entry are 
available for encoding type information. Additional, con? 
dence in the type designation is acquired by requiring that all 
thirty-tWo bits of the second roW entry be identical to the 
thirty-tWo most signi?cant bits of the address for a second 
match. The remaining tWo netWork address bits not used in 
the ?rst or second match are used to locate the roW resulting 
in the veri?cation of all 64-bits of the netWork address. 

It is possible that an intervening Write operation may have 
taken place betWeen the read operations on the tWo roW 
entries. HoWever, such a Write operation must have replaced 
the second roW entry With a matching entry because any 
other entry Would result in the second match failing. Then, 
the intervening Write operation results in harmless error so 
long as the ?rst roW element is read prior to the second roW 
element. On the other hand, if the intervening Write opera 
tion replaces a non-matching second entry With a matching 
operation, then a false match results. HoWever, the likeli 
hood of such a false positive is much smaller than a volatile 
read due to the detection of most intervening Write opera 
tions. 
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This approach can be generalized for applicability to 
128-bit addresses stored on 64-bit machines, and even 32-bit 
machines as discussed hereinafter. The extension of this 
approach to roWs having more than tWo elements results in 
type information With less than absolute reliability because 
more than tWo read operations are used to read all the 
elements in a roW Without using locks. HoWever, storing the 
type information in a machine Word by itself is far less 
reliable because it offers no protection against intervening 
Write operations. Thus, storing a 128-bit address on a 32-bit 
machine requires at least four machine Words in a roW. The 
?rst read and match operation identi?es a type information 
While the subsequent read and match operations verify that 
the type information corresponds to the entire netWork 
address. 

FIG. 4 illustrates some possible Ways for including type 
information in a netWork address containing machine Word 
by replacing a feW bits in the machine Word. A machine 
Word 400 containing a netWork address is transformed into 
machine Word 405 With type information 410 in the most 
signi?cant three bits of the machine Word 405 and the 
netWork address information in the tWenty-nine bits 415. In 
addition, the dashed box 420 shoWs the three most signi? 
cant bits from the netWork address that are replaced by the 
type information 410 in the machine Word 405. In an 
embodiment of the invention, the three bits 420 are used to 
calculate a region index for determining a cache segment or 
region in a cache. 

In an alternative exemplary embodiment, the three least 
signi?cant bits represent the type information in a machine 
Word 425. In the machine Word 425, type information 410 
occupies the last three bits. The network address information 
encoded by the three least signi?cant bits from the netWork 
address is shoWn alongside in the three bits 430. Similarly, 
in another exemplary embodiment the type information is 
placed in the most signi?cant three bits While removing the 
least signi?cant three bits from the netWork address as 
depicted in a machine Word 435. It should be noted that 
storing type information in non-contiguous bits in a machine 
Word is also Within the intended scope of the invention. 

FIG. 5 shoWs a cache 500 having a plurality of regions 
505—540. The regions 505—540 correspond to the three bits 
removed from the netWork address. Dashed box 430 of FIG. 
4 helps calculate a region index to identify a region in the 
cache 500. As an example region index 545 having the value 
“000” in binary notation labels region 505. FIG. 5 also 
shoWs the remaining regions 510 through 540 With a pos 
sible allocation of their respective region indices. Moreover, 
FIG. 5 should not be interpreted to exclude alternative 
mappings from a netWork address to the region index from 
the intended scope of the invention. In addition, FIG. 5 
shoWs the structure of a possible region in a cache. 
Speci?cally, region 505 comprises machine Words 550 
through 580 for a total of seven machine Words. Of course, 
in general, the number of machine Words in a region need 
not be seven, or even a prime number. Type information and 
at least a part of the netWork address are stored in a machine 
Word in a region. For instance, the machine Word 565 has a 
type information associated With a partial netWork address 
as is shoWn by the arroW leading to the box 585. 

FIG. 6 is a ?oWchart summariZing steps for implementing 
a cache in accordance With one of the embodiments of the 
invention. During step 600 a region of memory is organiZed 
into a data structure for implementing a cache. The cache 
data structure has a plurality of regions, each region includ 
ing one or more groups of machine Words. Each group of 
machine Words has at least one machine Word. Each region 
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or cache segment is associated With ‘M’ bits from a netWork 
address. The particular ‘M’ bits used to identify a cache 
segment are not necessarily contiguous. They are preferably 
?xed in each implementation. For instance, in a particular 
implementation the ?rst three bits from a netWork address 
are used to locate a cache segment in a cache. 

An example of such a cache is provided in FIG. 7. In FIG. 
7 a memory 700 has a sub-region used as a cache 705. 
Within the cache 705 there is at least one region 710 that has 
at least tWo machine Words 715. FIG. 8 further illustrates the 
various kinds of memories in a typical computing system. A 
local hard drive 800 provides relatively sloW access to a 
large amount of data. Random Access Memory (RAM) 805 
on fast chips provides faster memory access than the drive 
800, but sloWer than central processing unit (“CPU”) asso 
ciated CPU cache memory 810 available on or very close to 
the chip housing the processor. CPU cache memory 810 is 
a memory bank bridging the main memory and the CPU. It 
is faster than main memory transfers data and instructions in 
blocks using a look-ahead algorithm. CPU cache memory 
includes a level one (L1) cache that is bridged to the main 
memory using a level tWo (L2) cache) and possibly addi 
tional levels of caching. HoWever, the L1 and L2 caches are 
distinct from the cache data structure taught by the invention 
although it is implementable in L1 or L2 caches along With 
other physical or virtual memories. 
Even faster memory is provided in the processor registers 

815. The computing speed of modem processors is almost a 
magnitude of order faster than the access time for RAM 805. 
Consequently, a tradeoff is possible betWeen computational 
time and access time for retrieving data from non-CPU 
cache memory. Faster but scarce memory can then store 
frequently used data using computational strategies to 
reduce the physical memory requirements by calculating 
addresses. Computational strategies also reduce the number 
of memory access operations for retrieving or storing a unit 
of data. 

In accordance With the invention, a plurality of cache 
segments, also termed regions, form the cache With each 
cache segment having an identi?er. The identi?er for a cache 
segment corresponds to an offset relative to the address of 
the cache in memory. A cache structure in accordance With 
the invention is implemented in real or virtual memory. In 
the case of virtual memory the operating system maps 
virtual memory addresses into actual physical memory loca 
tions. 

During step 600, ‘M’ bits from the netWork address are 
mapped into the identi?ers for the cache segments in an 
‘onto’ mapping. Several possible netWork addresses map to 
the same cache segment since there are many more netWork 
addresses than there are cache segments. FIG. 5 provides an 
example of such a mapping. A cache segment 505 has a 
cache identi?er ‘000’ (in binary notation). Any netWork 
address having these 3-bits as its three most signi?cant bits 
is mapped into the cache segment 505. In a 32-bit netWork 
addressing scheme there are 229 possible netWork addresses 
With the ?rst three bits as ‘000.’ 

During step 605 the netWork address is mapped into an 
offset Within a cache segment, Which has several machine 
Words. Moreover, given a netWork address, a particular 
machine Word is determined as a corresponding location in 
the cache. Determining the offset from the netWork address 
itself eliminates the need to Walk a table, and consequently 
perform several read operations. Each step in Walking doWn 
a table requires a read operation folloWed by testing to 
determine Whether the read operation retrieved the correct 
element of the table. 
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Preferably, the mapping of network addresses to offsets in 
a cache segment should allow even usage of all acceptable 
offsets. Network addresses actually stored in a cache re?ect 
user preferences and, consequently, vary from one user to 
another user. Consequently, several embodiments of the 
invention employ a randomiZed mapping of network 
addresses into the possible offsets. An example of such a 
mapping is generating a pseudo-random number in the range 
of the number of addresses in a cache segment. An embodi 
ment of the invention uses a hash function 

Offset=(1103515245*NetworkiAddress+12345) % RegionSiZe 

where RegionSiZe is the number of machine words in the 
cache segment and the operation “%” represents a modulo 
operation. Many pseudo-random generators employ modulo 
operations for generating pseudo-random numbers including 
those similar to this hash function. Each cache segment has 
a RegionSiZe of 31 addresses such that each address corre 
sponds to a machine word or a group of machine words. Of 
course, any other number can be used as the RegionSiZe 
although prime numbers, such as 31, evenly use the 
addresses in a region for randomly chosen network 
addresses. 

Given a network address, during step 610, a machine 
word in a cache segment is identi?ed by determining the 
cache segment and an offset within the cache segment 
corresponding to the network address. It should be noted that 
the offset locates one machine word, as described herein, or 
a block of machine words as described hereinafter. For 
instance, the two contiguous machine words in a row of a 
table are referenced by an offset to locate the ?rst machine 
word in the row. The second machine word is shifted by one 
memory location relative to the ?rst machine word and need 
not be addressed independently. 

During step 615 a type information associated with the 
network address is read and used to generate a data packet 
addressed to one or more addresses. If the type information 
indicates that outgoing data packets should be sent to a 
plurality of addresses, e.g., a broadcast type then several 
data packets are generated with the appropriate addresses 
using a routing table. Other examples of type information 
usage include determining whether a response should be 
sent to an Internet control message protocol (“ICMP”) 
message or whether a local local address resolution protocol 
(“ARP”) table should be consulted while processing ARP 
packets. 

FIG. 9, which should not be construed to limit the 
variations on the steps, summariZes another sequence of 
steps for determining whether a particular network address 
has its corresponding type information in a cache or requires 
updating the cache to enter such information. During step 
900 “M” contiguous bits from the network address deter 
mine a Region Index. During step 905 a randomiZing 
function generates an offset corresponding to the network 
address. Notably, the randomiZing function is not limited to 
the hashing function nor are the “M” bits required to be 
contiguous. 

Following step 905 control passes to decision block 910. 
During step 910 “N” bits from the network address are 
compared to “N” bits in a machine word stored at the offset 
of step 905 in the region identi?ed by the Region Index of 
step 900. If the compared bits match control passes to step 
915 wherein “O” bits of the machine word identi?ed in step 
910 provide the type information corresponding to the 
network address. It is intended that the type information 
could be represented by as few as one bit or even more than 
three bits. Binary representation of type information of a 
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network address requires signi?cantly fewer bits than the 
number of bits used to represent the network address itself. 
For instance, representing addresses as broadcast addresses 
or as speci?c for a particular target node requires only two 
type categories, i.e., remote or local. Following step 915 the 
method terminates. On the other hand, if the bits compared 
during step 910 do not match, then control passes to step 
920. 

It should be noted that in another embodiment in accor 
dance with the invention a machine word having the type 
information for a network address also has at least some of 
although not all of the remaining bits of the machine word 
matching the bits in the network address. Consequently, in 
an atomic read operation from the word there is an assurance 
that the type information read corresponds to the intended 
network address with a high probability even if all of the bits 
in the network address are not compared with the bits read 
from the machine word. If suf?cient number of bits corre 
sponding to the network address is included there is a 
certainty that the type information corresponds to the net 
work address in question. 

During step 920 the type information is determined using 
the slow path. Following step 920, during step 925, if a 
condition precedent for updating the cache information is 
satis?ed control passes to step 930. Otherwise the procedure 
terminates. During step 930 “0” bits of the network address 
are replaced by type information corresponding to the net 
work address to generate a modi?ed network address. Next, 
during step 935, the modi?ed network address replaces the 
information in the machine word identi?ed by the machine 
word stored at the offset of step 905 in the region identi?ed 
by the Region Index of step 900. Following step 935 the 
procedure terminates. 

FIG. 10, which should not be construed to limit the 
variations on the steps, illustrates a set of steps for repre 
senting and caching type information within a 32-bit 
machine word by replacing the last three relatively variant 
bits with the type information. In an embodiment of the 
invention, the type information for IP version 4 compliant 
network addresses is stored as a TypeCode that, in binary 
format, uses 3-bits to represent the address types as 

000=Local 
001=Broadcast 
010=Multicast 
011=Remote 

100=Remote broadcast 
101=Remote multicast 
110=Subnet broadcast 
During step 1000 a computing environment receives a 

data packet with an IP compliant network address. The three 
least signi?cant bits of the network address determine a 
RegionIndex that corresponds to a region in a cache during 
step 1005, which is more speci?c than step 900 of FIG. 9. 
During step 1010, a hash of the network address generates 
an offset within the region. A module in the network stack 
right shifts the network address occupying a machine word 
of 32-bits by three bits during step 1015 so that the least 
signi?cant twenty nine bits of the shifted network address 
correspond to the twenty-nine most signi?cant bits of the 
original network address. 

During step 1020 if the twenty nine least signi?cant bits 
of the machine word, identi?ed using the offset from step 
1010 in the region of step 1005, are the same as the 
twenty-nine least signi?cant bits of the shifted network 
address of step 1015, control passes to step 1025. During 
step 1025 the three most signi?cant bits from the machine 








