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Attribute Access Code Description 

Name CG MM back-end name, “MM” by default. 

Subagent Pro?le Name CG File name of the associated subagent pro?le. 

FIG. 1 1 

Attribute AccessCode Description 

Name CG Name of subagent. In one embodiment, it is the key to 

resolving actual connection information such as host 

name, port number, and transport protocol. 

Connection CG Connection status. Possible values may include 

State CONNECTED, DISCONNECTED, CONNECT 

INPROGRESS, DISCONNECT IN PROGRESS, and 

BROKEN. 

User ID CGS User name used to obtain the access token for COSP 

mount operation. 

Polling Time CGS Timer in seconds to poll the subagent and try to 

establish connection with the subagent. 

Included KM CG Vector of strings giving the list of included KM 

Packages packages. 
Excluded CG Vector of strings giving the list of excluded KM 

KM packages. 

Packages 
Effective KM CG Vector of strings giving the list of effective KM 

Packages packages. 

FIG. 13 
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packages 
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Editing Top-level Object in KM IDE “KM_ModifyEvent” Event Target in 

Menu Command 
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ENTERPRISE MANAGEMENT SYSTEM AND 
METHOD WHICH INCLUDES A COMMON 
ENTERPRISE-WIDE NAMESPACE AND 
PROTOTYPE-BASED HIERARCHICAL 

INHERITANCE 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 

The present invention relates to computer software, and 
more particularly to agent-based management of a distrib 
uted or enterprise computer system. 

2. Description of the Related Art 
The data processing resources of business organizations 

are increasingly taking the form of a distributed computing 
environment in Which data and processing are dispersed 
over a netWork comprising many interconnected, 
heterogeneous, geographically remote computers. Such a 
computing environment is commonly referred to as an 
enterprise computing environment, or simply an enterprise. 
As used herein, an “enterprise” refers to a netWork com 
prising one or more computer systems. Managers of an 
enterprise often employ softWare packages knoWn as enter 
prise management systems to monitor, analyZe, and manage 
the resources of the enterprise. For example, an enterprise 
management system might include a softWare agent on an 
individual computer system for the monitoring of particular 
resources such as CPU usage or disk access. As used herein, 
an “agent,” “agent application,” or “softWare agent” is a 
computer program that is con?gured to monitor and/or 
manage the hardWare and/or softWare resources of one or 
more computer systems. US. Pat. No. 5,655,081 discloses 
one example of an agent-based enterprise management 
system. 

With data Widely distributed over the many individual 
computer systems that comprise the enterprise, it is advan 
tageous for the data to be organiZed and accessible through 
out the enterprise. For example, in monitoring individual 
computer systems, softWare agents may generate and store 
data related to the monitoring. This data is often referred to 
as metric data. Metrics may include, for example, measure 
ments relating to CPU usage, netWork usage, or memory 
usage. Other agents or applications on the same or other 
computer systems may desire to access this metric data. For 
example, a console application may desire to access the 
metrics from individual, monitored computer systems in 
order to graph or analyZe potential bottlenecks in a netWork 
Which links together the computer systems. 
An enterprise-Wide namespace is one Way to make data 

available throughout an enterprise. A namespace provides 
ef?cient referencing and retrieval of information. The term 
“namespace” generally refers to a set of names in Which all 
names are unique. As used herein, a “namespace” may refer 
to a memory, or a plurality of memories Which are coupled 
to one another, Whose contents are uniquely addressable. 
“Uniquely addressable” refers to the property that items in 
a namespace have unique names such that any item in the 
namespace has a name different from the names of all other 
items in the namespace. 

The internet is one example of a namespace. The internet 
comprises many individual computer systems Which are 
linked together through an addressing system Which guar 
antees that every server name is different from every other 
server name. The internet achieves the property of unique 
addressability through the use of a hierarchical name struc 
ture. For example, the top level of the hierarchy includes a 
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2 
limited number of high-level domain suf?xes such as 
“.com”, “.edu”, and “.org”. Within a high-level suf?x such 
as “.com” are many domains such as, for example, “bmc 
.com”. The domain administrator of “bmc.com” has the 
ability to designate loWer levels of the hierarchy, such as 
division names, subdivision names, site names, server 
names, and so on. For example, the unique name of an 
individual server may take a form such as “computer.sit 
e.division.bmc.com” or “computer.site.subdivision.divi 
sion.bmc.com”. This hierarchy helps ensure that each server 
has a unique name Within the namespace. 

A namespace is typically a logical organiZation and not a 
physical one. The namespace of the internet, for instance, is 
not related to physical interconnections. For instance, 
“server1.bmc.com” and “server2.bmc.com” could be physi 
cally located in the same room, in different countries, or 
anyWhere in betWeen. In other Words, a namespace may be 
thought of as a plurality of distinct physical memories Which 
are organiZed as a single, and possibly distributed, logical 
memory. 
A directory service is another Way of making data avail 

able throughout an enterprise. Typically, a directory service 
is a netWork service that identi?es all resources on a netWork 
and makes them accessible to users and applications. 
Resources often include e-mail addresses, computers, and 
peripheral devices such as printers. Ideally, the directory 
service should make the physical netWork topology and 
protocols transparent so that a user on a netWork can access 

any resource Without knoWing Where or hoW it is physically 
connected. A directory service is similar to a database in that 
it contains entries. 

Adirectory service may be implemented in many different 
Ways. For example, different implementations may alloW 
different kinds of information to be stored in the directory. 
Often, entries may contain descriptive information relating 
to attributes of the resources. Different implementations may 
also place different requirements on hoW that information 
can be referenced, queried, updated, and protected from 
unauthoriZed access. Some directory services are local: they 
provide data only Within a restricted context. For example, 
the “?nger” service Which returns information on user 
accounts may be operable only on a particular netWork or 
machine. Other services are global: they provide data Within 
a much broader context such as the entire internet. Global 
services such as those found on the internet are usually 
distributed. In other Words, the data they contain is spread 
across many machines, all of Which cooperate to provide the 
directory service. Typically, a global directory service 
de?nes a namespace Which gives the same vieW of the data 
regardless of the location of the requesting machine or 
softWare relative to the data itself. 

The LightWeight Directory Access Protocol (LDAP) is 
one example of a directory service. LDAP is both an 
information model and a protocol for querying and manipu 
lating the information. The LDAP directory service model is 
based on entries. An entry is a collection of attributes having 
an unambiguous or unique name and often relating to 
information such as e-mail addresses and public encryption 
keys. LDAP’s overall data and namespace model is essen 
tially that of the more complex X.500 standard, and LDAP 
is also a set of protocols for accessing X.500 information 
directories. The X.500 standard de?nes basic object classes 
and a global, hierarchical directory structure. X.500 may be 
used to de?ne a directory Web in much the same Way that the 
Hypertext Transport Protocol (HTTP) and Hypertext 
Markup Language (HTML) standards are used to de?ne and 
implement the World Wide Web. Anyone With an X.500 or 
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LDAP client may peruse the global directory just as they 
may use a Web browser to peruse the global Web. 
Fundamentally, therefore, LDAP is a method for accessing 
information from a variety of directories, as long as vendors 
have implemented LDAP support in their directories. 
HoWever, LDAP does not provide advanced features such as 
associations or the inheritance of attribute values and chil 
dren from another entry in the namespace. 

Another approach toWards organizing information in an 
enterprise is taken by the Web-Based Enterprise Manage 
ment (WBEM) initiative, managed by the Desktop Manage 
ment Task Force (DMTF). The WBEM initiative is intended 
to prescribe enterprise management standards. One WBEM 
standard, the Common Information Model (CIM), is a 
platform-independent, object-oriented information model 
Which alloWs for the interchange of management informa 
tion betWeen management systems and applications. CIM 
offers a single data-description mechanism for enterprise 
data sources from multiple vendors and frameworks. CIM 
provides a Meta Schema and a Schema. The CIM Meta 
Schema is a formal de?nition of the information model: it 
de?nes the terms used to express the model and the usage 
and semantics of the terms. The CIM Meta Schema also 
supports associations as types of classes. The CIM Schema 
provides the actual model descriptions. In other Words, the 
CIM Schema supplies a set of classes With properties and 
associations that provide a conceptual frameWork for orga 
niZing the available information about a managed environ 
ment in an enterprise. Nevertheless, the Common Informa 
tion Model merely provides the basic functionality to alloW 
products from different vendors to exchange management 
data With one another; vendors must usually provide eXten 
sions to CIM in order to support product development. 
Furthermore, CIM does not specify hoW to implement its 
data description model in an enterprise-Wide namespace. 

For the foregoing reasons, there is a need for a system and 
method for an improved namespace and object description 
system for enterprise management. 

SUMMARY OF THE INVENTION 

The present invention provides various embodiments of a 
system and method for an improved namespace for an 
enterprise management system. In one embodiment, the 
system and method are used in a distributed computing 
environment, i.e., an enterprise. The enterprise comprises a 
plurality of computer systems, or nodes, Which are inter 
connected through a netWork. At least one of the computer 
systems is a monitor computer system from Which a user 
may monitor the nodes of the enterprise. At least one of the 
computer systems is an agent computer system. An agent 
computer system includes agent softWare that permits the 
collection of data relating to one or more metrics, i.e., 
measurements of system resources on the agent computer 
system. The agent softWare may comprise an agent appli 
cation Which is con?gurable to monitor the softWare and 
hardWare of a computer system. The agent softWare may 
comprise one or more knoWledge modules Which are con 
?gurable to monitor or capture data from one or more of the 
computer systems and/or their subsystems. 

In one embodiment, a hierarchical namespace may be 
provided or created. The namespace comprises a logical 
arrangement of the objects, stored hierarchically. Aplurality 
of objects may be added to the namespace, Wherein the 
objects relate to softWare and hardWare of the one or more 
computer systems. The plurality of objects may be distrib 
uted across the one or more netWorked computer systems of 
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4 
the enterprise. The plurality of objects may be shared With 
a plurality of the one or more computer systems. 
Consequently, data and/or events may be shared With the one 
or more computer systems. The namespace and its objects 
(e.g., data and events) may be shared With the one or more 
computer systems of the enterprise by alloWing the com 
puter systems to mount both local and remote objects. 

In one embodiment, at least one of the objects is a 
prototype and at least one of the objects is an instance. The 
instance inherits from the prototype traits such as attribute 
values and/or child objects. 

In one embodiment, one or more events in the hierarchical 
namespace may published. Each event may comprises an 
operation performed on one or more of a plurality of objects 
stored in the hierarchical namespace. One or more of the 
published events may be subscribed to. In subscribing to one 
or more of the published events, a criterion may be 
designated, and the published events Which match the cri 
terion may be subscribed to. In subscribing to one or more 
of the published events, a branch of the hierarchical 
namespace may be designated, and the published events 
Which occur Within the designated branch may be subscribed 
to. 

In one embodiment, an association may be designated, 
Wherein the association speci?es a relationship betWeen tWo 
or more of the objects. Each association may comprise an 
association object, Wherein each association object com 
prises tWo or more attributes, Wherein the tWo or more 
attributes comprise pathnames of the tWo or more objects 
Whose relationship is speci?ed in the association. 

In one embodiment, one or more schemas may be 
designated, Wherein each schema is a template Which speci 
?es one or more valid traits for a type of object. Each of the 
plurality of objects may folloW at least one of the one or 
more schemas. Each object may include an identi?er Which 
indicates a type of the object, Wherein the type of the object 
indicates one of the one or more schemas to be folloWed by 
the object. The schemas may be con?gured to support 
dynamic type checking of operations performed on the 
objects. 
An application programming interface for managing the 

enterprise may be provided. In various embodiments, the 
application programming interface may enable applications 
such as agent applications to perform a variety of functions. 
The application programming interface may enable a ?rst 
application to share a plurality of objects stored in a hier 
archical namespace With a plurality of other applications. 
The application programming interface may enable the ?rst 
application to designate a prototype, Wherein the prototype 
is one of the plurality of objects. The application program 
ming interface may enable the ?rst application to designate 
an instance, Wherein the instance is one of the plurality of 
objects, and Wherein the instance inherits traits from the 
prototype. The application programming interface may 
enable the ?rst application to publish one or more events, 
Wherein each event comprises an operation performed on 
one or more of the plurality of objects. The application 
programming interface may enable the ?rst application to 
subscribe to one or more of the published events. The 
application programming interface may enable the ?rst 
application to designate an association, Wherein the asso 
ciation speci?es a relationship betWeen tWo or more of the 
objects. The application programming interface may enable 
the ?rst application to designate one or more schemas, 
Wherein each schema is a template Which speci?es one or 
more valid traits for a type of object. 
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In various embodiments, the improved namespace for 
enterprise management may include the use of mid-level 
managers for scalability and ?exibility. In one embodiment, 
a plurality of agents may be mounted, Wherein the agents are 
con?gurable to gather a ?rst set of information relating to a 
plurality of managed computer systems. The gathered infor 
mation may comprise, for example, events and status infor 
mation. The ?rst set of gathered information may be 
received from the plurality of agents, pooled in a ?rst 
mid-level manager namespace of a ?rst mid-level manager, 
and presented in the ?rst mid-level manager namespace to a 
management console. The ?rst set of gathered information 
may be ?ltered by the ?rst mid-level manager prior to 
presenting the ?rst set of gathered information in the ?rst 
mid-level manager namespace to the management console. 
The ?rst set of information gathered by the agents may 
comprises individual events generated from the managed 
computer systems. Composite events, each comprising a 
plurality of the individual events, may be generated and 
presented in the ?rst mid-level manager namespace to the 
management console. Correlated events, each comprising a 
correlation among a plurality of the individual events, may 
be generated and presented in the ?rst mid-level manager 
namespace to the management console. 

In one embodiment, additional mid-level managers may 
be used in multiple, hierarchical tiers. Presenting the ?rst set 
of gathered information in the ?rst mid-level manager 
namespace to the management console may comprise pre 
senting the ?rst set of gathered information in the ?rst 
mid-level manager namespace to a higher-level mid-level 
manager, pooling the ?rst set of gathered information in a 
higher-level mid-level manager namespace, and presenting 
the ?rst set of gathered information in the higher-level 
mid-level manager namespace to the management console. 

In one embodiment, additional mid-level managers may 
be used in the same tier as the ?rst mid-level manager. A 
second set of gathered information may be gathered by and 
received from the plurality of agents. The second set of 
gathered information may be pooled in a second mid-level 
manager namespace of a second mid-level manager and 
presented in the second mid-level manager namespace to a 
management console. The ?rst set and second set of gath 
ered information may be received by the higher-level mid 
level manager from the ?rst mid-level manager and second 
mid-level manager, pooled in the higher-level mid-level 
manager namespace, and presenting the ?rst set of gathered 
information in the higher-level mid-level manager 
namespace to the management console. The ?rst mid-level 
manager namespace and the second mid-level manager 
namespace may comprise con?guration information for the 
plurality of agents, such that the con?guration information is 
stored and maintained in a distributed fashion. 

BRIEF DESCRIPTION OF THE DRAWINGS 

A better understanding of the present invention can be 
obtained When the folloWing detailed description of several 
embodiments is considered in conjunction With the folloW 
ing draWings, in Which: 

FIG. 1 illustrates a computer system Which is suitable for 
implementing an improved enterprise management system 
and method according to one embodiment; 

FIG. 2 further illustrates a computer system Which is 
suitable for implementing an improved enterprise manage 
ment system and method according to one embodiment; 

FIG. 3 illustrates an enterprise computing environment 
Which is suitable for implementing an improved enterprise 
management system and method according to one embodi 
ment; 
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6 
FIG. 4 is a block diagram Which illustrates an overvieW of 

the improved enterprise management system and method 
according to one embodiment; 

FIG. 5 is a block diagram Which illustrates an overvieW of 
an agent according to one embodiment; 

FIG. 6 illustrates a hierarchical organiZation of informa 
tion in the namespace according to one embodiment; 

FIG. 7 illustrates dynamic inheritance of attributes, 
values, and/or children in the namespace according to one 
embodiment; 

FIG. 8 illustrates schemas in the namespace according to 
one embodiment; 

FIG. 9 illustrates an example of an enterprise-Wide 
namespace according to one embodiment; 

FIG. 10 illustrates an enterprise management system 
including mid-level manager agents according to one 
embodiment; 

FIG. 11 is a table illustrating attributes and values for a 
mid-level manager object according to one embodiment; 

FIG. 12 is a table illustrating ?elds and values for a 
subagent pro?le according to one embodiment; 

FIG. 13 is a table illustrating attributes and values for a 
mid-level manager proxy object according to one embodi 
ment; 

FIG. 14 is a table illustrating package management by 
mid-level manager proxy objects according to one embodi 
ment; 

FIG. 15 is a table illustrating events used by the mid-level 
manager back-end according to one embodiment; 

FIG. 16 is a table illustrating KM object synchroniZation 
in KM development according to one embodiment. 

While the invention is susceptible to various modi?ca 
tions and alternative forms, speci?c embodiments thereof 
are shoWn by Way of example in the draWings and Will 
herein be described in detail. It should be understood, 
hoWever, that the draWings and detailed description thereto 
are not intended to limit the invention to the particular form 
disclosed, but on the contrary, the intention is to cover all 
modi?cations, equivalents, and alternatives falling Within 
the spirit and scope of the present invention as de?ned by the 
appended claims. 

DETAILED DESCRIPTION OF SEVERAL 
EMBODIMENTS 

FIG. 1—A Typical Computer System 
FIG. 1 illustrates a typical, general-purpose computer 

system 100 Which is suitable for implementing an improved 
enterprise management system and method according to one 
embodiment. The computer system 100 typically comprises 
components such as computing hardWare 102, a display 
device such as a monitor 104, an alphanumeric input device 
such as a keyboard 106, and optionally an input device such 
as a mouse 108. The computer system 100 is operable to 
execute computer programs Which may be stored on disks 
110 or in computing hardWare 102. In one embodiment, the 
disks 110 comprise an installation medium. In various 
embodiments, the computer system 100 may comprise a 
desktop computer, a laptop computer, a palmtop computer, 
a netWork computer, a personal digital assistant (PDA), an 
embedded device, a smart phone, or any other suitable 
computing device. 
FIG. 2—Computing HardWare of a Typical Computer Sys 
tem 

FIG. 2 is a block diagram illustrating the computing 
hardWare 102 of a typical, general-purpose computer system 
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100 Which is suitable for implementing an improved enter 
prise management system and method according to one 
embodiment. The computing hardWare 102 includes at least 
one central processing unit (CPU) or other processor(s) 122. 
The CPU 122 is con?gured to execute program instructions 
Which implement the improved enterprise management sys 
tem and method as described herein. The CPU 122 is 
preferably coupled to a memory medium 124. 
As used herein, the term “memory medium” includes a 

non-volatile medium, e. g., a magnetic medium, hard disk, or 
optical storage; a volatile medium, such as computer system 
memory, e.g., random access memory (RAM) such as 
DRAM, SDRAM, SRAM, EDO RAM, Rambus RAM, etc.; 
or an installation medium, such as CD-ROM, ?oppy disks, 
or a removable disk, on Which computer programs are stored 
for loading into the computer system. The term “memory 
medium” may also include other types of memory and is 
used synonymously With “memory.” The memory medium 
124 may therefore store program instructions and/or data 
Which implement the improved enterprise management sys 
tem and method described herein. Furthermore, the memory 
medium 124 may be utiliZed to install the program instruc 
tions and/or data. In a further embodiment, the memory 
medium 124 may be comprised in a second computer system 
Which is coupled to the computer system 100 through a 
netWork 128. In this instance, the second computer system 
may operate to provide the program instructions stored in 
the memory medium 124 through the netWork 128 to the 
computer system 100 for execution. 

The CPU 122 may also be coupled through an input/ 
output bus 120 to one or more input/output devices that may 
include, but are not limited to, a display device such as a 
monitor 104, a pointing device such as a mouse 108, a 
keyboard 106, a track ball, a microphone, a touch-sensitive 
display, a magnetic or paper tape reader, a tablet, a stylus, a 
voice recogniZer, a handWriting recogniZer, a printer, a 
plotter, a scanner, and any other devices for input and/or 
output. The computer system 100 may acquire program 
instructions and/or data for implementing the improved 
enterprise management system and method as described 
herein through the input/output bus 120. 

The CPU 122 may include a netWork interface device 128 
for coupling to a netWork. The netWork may be representa 
tive of various types of possible netWorks: for example, a 
local area netWork (LAN), Wide area netWork (WAN), or the 
Internet. The improved enterprise management system and 
method as described herein may therefore be implemented 
on a plurality of heterogeneous or homogeneous netWorked 
computer systems such as computer system 100 through one 
or more netWorks. Each computer system 100 may acquire 
program instructions and/or data for implementing the 
improved enterprise management system and method as 
described herein over the netWork. 
FIG. 3—A Typical Enterprise Computing Environment 

FIG. 3 illustrates an enterprise computing environment 
200 according to one embodiment. An enterprise 200 com 
prises a plurality of computer systems such as computer 
system 100 Which are interconnected through one or more 
netWorks. Although one particular embodiment is shoWn in 
FIG. 3, the enterprise 200 may comprise a variety of 
heterogeneous computer systems and netWorks Which are 
interconnected in a variety of Ways and Which run a variety 
of softWare applications. 

One or more local area netWorks (LANs) 204 may be 
included in the enterprise 200. ALAN 204 is a netWork that 
spans a relatively small area. Typically, a LAN 204 is 
con?ned to a single building or group of buildings. Each 
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node (i.e., individual computer system or device) on a LAN 
204 preferably has its oWn CPU With Which it executes 
computer programs, and often each node is also able to 
access data and devices anyWhere on the LAN 204. The 
LAN 204 thus alloWs many users to share devices (e.g., 
printers) as Well as data stored on ?le servers. The LAN 204 
may be characteriZed by any of a variety of types of 
topology (i.e., the geometric arrangement of devices on the 
netWork), of protocols (i.e., the rules and encoding speci? 
cations for sending data, and Whether the netWork uses a 
peer-to-peer or client/server architecture), and of media 
(e.g., tWisted-pair Wire, coaxial cables, ?ber optic cables, 
radio Waves). FIG. 3 illustrates an enterprise 200 including 
one LAN 204. HoWever, the enterprise 200 may include a 
plurality of LANs 204 Which are coupled to one another 
through a Wide area netWork 202. AWAN 202 is a 
netWork that spans a relatively large geographical area. 

Each LAN 204 comprises a plurality of interconnected 
computer systems or at least one computer system and at 
least one other device. Computer systems and devices Which 
may be interconnected through the LAN 204 may include, 
for example, one or more of a Workstation 210a, a personal 
computer 212a, a laptop or notebook computer system 214, 
a server computer system 216, or a netWork printer 218. An 
example LAN 204 illustrated in FIG. 3 comprises one of 
each of these computer systems 210a, 212a, 214, and 216 
and one printer 218. Each of the computer systems 210a, 
212a, 214, and 216 is preferably an example of the typical 
computer system 100 as illustrated in FIGS. 1 and 2. The 
LAN 204 may be coupled to other computer systems and/or 
other devices and/or other LANs 204 through a WAN 202. 
A mainframe computer system 220 may optionally be 

coupled to the enterprise 200. As shoWn in FIG. 3, the 
mainframe 220 is coupled to the enterprise 200 through the 
WAN 202, but alternatively the mainframe 220 may be 
coupled to the enterprise 200 through a LAN 204. As shoWn 
in FIG. 3, the mainframe 220 is coupled to a storage device 
or ?le server 224 and mainframe terminals 222a, 222b, and 
222c. The mainframe terminals 222a, 222b, and 222c access 
data stored in the storage device or ?le server 224 coupled 
to or comprised in the mainframe computer system 220. 
The enterprise 200 may also comprise one or more 

computer systems Which are connected to the enterprise 200 
through the WAN 202: as illustrated, a Workstation 210b and 
a personal computer 212b. In other Words, the enterprise 200 
may optionally include one or more computer systems 
Which are not coupled to the enterprise 200 through a LAN 
204. For example, the enterprise 200 may include computer 
systems Which are geographically remote and connected to 
the enterprise 200 through the Internet. 
When the computer programs 110 are executed on one or 

more computer systems such as computer system 100, an 
enterprise management system may be operable to monitor, 
analyze, and/or manage the computer programs, processes, 
and resources of the enterprise 200. Typically, each com 
puter system 100 in the enterprise 200 executes or runs a 
plurality of softWare applications or processes. Each soft 
Ware application or process consumes a portion of the 
resources of a computer system and/or netWork: for 
example, CPU time, system memory such as RAM, non 
volatile memory such as a hard disk, netWork bandWidth, 
and input/output (U0). The enterprise management system 
and method of one embodiment permits users to monitor, 
analyze, and manage resource usage on heterogeneous com 
puter systems 100 across the enterprise 200. 
US. Pat. No. 5,655,081, titled “System for Monitoring 

and Managing Computer Resources and Applications 
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Across a Distributed Environment Using an Intelligent 
Autonomous Agent Architecture,” Which discloses an enter 
prise management system and method, is hereby incorpo 
rated by reference as though fully and completely set forth 
herein. 
FIG. 4—OvervieW of the Enterprise Management System 

FIG. 4 illustrates an overvieW of softWare components 
that may comprise the enterprise management system. In 
one embodiment, a management console 330, a deployment 
server 304, a console proXy 320, and agents 306a—306c may 
reside on different computer systems, respectively. In other 
embodiments, various combinations of the management 
console 330, the deployment server 304, the console proXy 
320, and the agents 306a—306c may reside on the same 
computer system. 

In one embodiment, the improved enterprise management 
system provides the sharing of data and events, both runtime 
and stored, across the enterprise. Data and events may 
comprise objects. As used herein, an object is a self 
contained entity that contains data and/or procedures to 
manipulate the data. Objects may be stored in a volatile 
memory and/or a nonvolatile memory. The objects are 
typically related to the monitoring and analysis activities of 
the enterprise management system, and therefore the objects 
may relate to the softWare and/or hardWare of one or more 
computer systems in the enterprise. A common object sys 
tem (COS) may provide a common infrastructure for man 
aging and sharing these objects across multiple agents. As 
used herein, “sharing objects” may include making objects 
accessible to one or more applications and/or computer 
systems and/or sending objects to one or more applications 
and/or computer systems. 
Acommon object system protocol (COSP) may provide a 

communications protocol betWeen objects in the enterprise. 
In one embodiment, a common message layer (CML) pro 
vides a common communication interface for components. 
CML may support standards such as TCP/IP, SNA, FTP, and 
DCOM. The deployment server 304 may use CML and/or 
the LightWeight Directory Access Protocol (LDAP) to com 
municate With the management console 330, the console 
proXy 320, and the agents 306a, 306b, and 306c. 
A management console 330 is a softWare program that 

alloWs a user to monitor and/or manage individual computer 
systems in the enterprise 200. In one embodiment, the 
management console 330 is implemented in accordance With 
an industry-standard frameWork for management consoles 
such as the Microsoft Management Console (MMC) frame 
Work. MMC does not itself provide any management behav 
ior. Rather, MMC provides a common environment or 
frameWork for snap-ins. As used herein, a “snap-in” is a 
module that provides management functionality. MMC has 
the ability to host any number of different snap-ins. Multiple 
snap-ins can be combined to build a custom management 
tool. Snap-ins alloW a system administrator to eXtend and 
customiZe the console to meet speci?c management objec 
tives. MMC provides the architecture for component inte 
gration and alloWs independently developed snap-ins to 
eXtend one another. MMC also provides programmatic 
interfaces. The MMC programmatic interfaces permit the 
snap-ins to integrate With the console. In other Words, 
snap-ins are created by developers in accordance With the 
programmatic interfaces speci?ed by MMC. The interfaces 
do not dictate hoW the snap-ins perform tasks, but rather 
hoW the snap-ins interact With the console. 

In one embodiment, the management console is further 
implemented using a superset of MMC such as the BMC 
Management Console (BMCMC), also referred to as the 
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10 
BMC Integrated Console or BMC Integration Console 
(BMCIC). In one embodiment, BMCMC is an eXpansion of 
MMC: in other Words, BMCMC implements all the inter 
faces of MMC, plus additional interfaces or other elements 
for additional functionality. Therefore, snap-ins developed 
for MMC Will typically function With BMCMC in much the 
same Way that they function With MMC. In other 
embodiments, the management console is implemented 
using any other suitable standard. 
As shoWn in FIG. 4, in one embodiment the management 

console 330 may include several snap-ins: a knoWledge 
module IDE snap-in 332, an administrative snap-in 
334, an event manager snap-in 336, and optionally other 
snap-ins 338. The KM IDE snap-in 332 may be used for 
building neW KMs and modifying eXisting KMs. The admin 
istrative snap-in 334 may be used to de?ne user groups, user 
roles, and user rights and also to deploy KMs and other 
con?guration ?les needed by agents and consoles. The event 
manager snap-in 336 may receive and display events based 
on user-de?ned ?lters and may support operations such as 
event acknowledgement. The event manager snap-in 336 
may also support root cause and impact analysis. The other 
snap-ins 338 may include snap-ins such as a production 
snap-in for monitoring runtime objects and a correlation 
snap-in for de?ning the relationship of objects for correla 
tion purposes. The snap-ins shoWn in FIG. 4 are shoWn for 
purposes of illustration and example: in various 
embodiments, the management console 330 may include 
different combinations of snap-ins, including snap-ins 
shoWn in FIG. 4 and snap-ins not shoWn in FIG. 4. 

In various embodiments, the management console 330 
may provide several functions. The console 330 may pro 
vide information relating to monitoring and may alert the 
user When critical conditions de?ned by a KM are met. The 
console 330 may alloW an authoriZed user to broWse and 
investigate objects that represent the monitored environ 
ment. The console 330 may alloW an authoriZed user to issue 
and run application-management commands. The console 
330 may alloW an authoriZed user to broWse events and 
historical data. The console 330 may provide a program 
mable environment for an authoriZed user to automate 
day-to-day tasks such as generating reports and performing 
particular system investigations. The console 330 may pro 
vide an infrastructure for running knoWledge modules that 
are con?gured to create prede?ned vieWs. 
As used herein, an “agent,” “agent application,” or “soft 

Ware agent” is a computer program that is con?gured to 
monitor and/or manage the hardWare and/or softWare 
resources of one or more computer systems. As illustrated in 

the eXample of FIG. 4, agents 306a, 306b, and 306c may 
have various combinations of several knoWledge modules: 
netWork KM 308, system KM 310, Oracle KM 312, and 
SAP KM 314. As used herein, a “knoWledge module” 
(“KM”) is a softWare component that is con?gured to 
monitor a particular system or subsystem of a computer 
system, netWork, or other resource. A KM may generate an 
alarm at the console 330 When a user-de?ned condition is 
met. NetWork KM 308 may monitor netWork activity. Sys 
tem KM 310 many monitor an operating system and/or 
system hardWare. Oracle KM 312 may monitor an Oracle 
relational database management system (RDBMS). SAP 
KM 314 may monitor an SAP R/3 system. KnoWledge 
modules 308, 310, 312, and 314 are shoWn for eXemplary 
purposes only, and in various embodiments other knoWledge 
modules may be employed in an agent. 

In one embodiment, a deployment server 304 may pro 
vide centraliZed deployment of softWare packages across the 
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enterprise. The deployment server 304 may maintain prod 
uct con?guration data, provide the locations of products in 
the enterprise 200, maintains installation and deployment 
logs, and store security policies. In one embodiment, the 
deployment server 304 may provide data models based on a 
generic directory service such as the Lightweight Directory 
Access Protocol (LDAP). 

In one embodiment, the management console 330 may 
access agent information through a console proxy 320. The 
console 330 may go through a console application program 
ming interface (API) to send and receive objects and other 
data to and from the console proxy 320. The console API 
may be a Common Object Model (COM) API, a Common 
Object System (COS) API, or any other suitable API. In one 
embodiment, the console proxy 320 is an agent. Therefore, 
the console proxy 320 may have the ability to load, interpret, 
and execute knoWledge modules. 
FIG. 5—OvervieW of an Agent in the Enterprise Manage 
ment System 

FIG. 5 further illustrates some of the components that may 
be included an agent 306a according to one embodiment. 
The agent 306a may maintain an agent namespace 350. The 
term “namespace” generally refers to a set of names in 
Which all names are unique. As used herein, a “namespace” 
may refer to a memory, or a plurality of memories Which are 
coupled to one another, Whose contents are uniquely addres 
sable. “Uniquely addressable” refers to the property that 
items in a namespace have unique names such that any item 
in the namespace has a name different from the names of all 
other items in the namespace. The agent namespace 350 may 
comprise a memory or a portion of memory that is managed 
by the agent application 306a. The agent namespace 350 
may contain objects or other units of data that relate to 
enterprise monitoring. 

The agent namespace 350 may be one branch of a 
hierarchical, enterprise-Wide namespace. The enterprise 
Wide namespace may comprise a plurality of agent 
namespaces as Well as namespaces of other components 
such as console proxies. Each individual namespace may 
store a plurality of objects or other units of data and may 
comprise a branch of a larger, enterprise-Wide namespace. 
The agent or other component that manages a namespace 
may act as a server to other parts of the enterprise With 
respect to the objects in the namespace. The enterprise-Wide 
namespace may employ a simple hierarchical information 
model in Which the objects are arranged hierarchically. In 
one embodiment, each object in the hierarchy may include 
a name, a type, and Zero or more attributes. 

In one embodiment, the enterprise-Wide namespace may 
be thought of as a logical arrangement of underlying data 
rather than the physical implementation of that data. For 
example, an attribute of an object may obtain its value by 
calling a function, by reading a memory address, or by 
accessing a ?le. Similarly, a branch of the namespace may 
not correspond to actual objects in memory but may merely 
be a logical vieW of data that exists in another form 
altogether or on disk. 

In one embodiment, furthermore, the namespace de?nes 
an extension to the classical directory-style information 
model in Which a ?rst object (called an instance) dynami 
cally inherits attribute values and children from a second 
object (called a prototype). This prototype-instance relation 
ship is discussed in greater detail beloW. Other kinds of 
relationships may be modeled using associations. Associa 
tions are discussed in greater detail beloW. 

The features and functionality of the agents may be 
implemented by individual components. In various 
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embodiments, components may be developed using any 
suitable method, such as, for example, the Common Object 
Model (COM), the Distributed Common Object Model 
(DCOM), JavaBeans, or the Common Object System 
(COS). The components cooperate using a common mecha 
nism: the namespace. The namespace may include an appli 
cation programming interface (API) that alloWs components 
to publish and retrieve information, both locally and 
remotely. Components may communicate With one another 
using the API. The API is referred to herein as the 
namespace front-end, and the components are referred to 
herein as back-ends. 
As used herein, a “back-end” is a softWare component that 

de?nes a branch of a namespace. In one embodiment, the 
namespace of a particular server, such as an agent 306a, may 
be comprised of one or more back-ends. A back-end can be 
a module running in the address space of the agent, or it can 
be a separate process outside of the agent Which communi 
cates With the agent via a communications or data transfer 
protocol such as the common object system protocol 
(COSP). Aback-end, either local or remote, may use the API 
front-end of the namespace to publish information to and 
retrieve information from the namespace. 

FIG. 5 illustrates several back-ends in an agent 306a. The 
back-ends in FIG. 5 are shoWn for purposes of example; in 
other con?gurations, an agent may have other combinations 
of back-ends. AKM back-end 360 may maintain knoWledge 
modules that run in this particular agent 306a. The KM 
back-end 360 may load the knoWledge modules into the 
namespace and schedules discovery processes With the 
scheduler 362 and the PSL VM 356, a virtual machine (VM) 
for executing scripts. By loading a KM into the namespace, 
the KM back-end 360 may make the data and/or objects 
associated With the KM available to other agents and com 
ponents in the enterprise. As illustrated in FIG. 5, another 
agent 306b and an external back-end 352 may access the 
agent namespace 350. 

Other agents and components may access the KM data 
and/or objects in the KM branch of the agent namespace 
306a through a communications or data transfer protocol 
such as, for example, the common object system protocol 
(COSP) or the industry-standard common object model 
(COM). In one embodiment, for example, the other agent 
306b and the external back-end 352 publish or subscribe to 
data in the agent-namespace 350 through the common object 
system protocol. The KM objects and data may be organiZed 
in a hierarchy Within a KM branch of the namespace of the 
particular agent 306a. The KM branch of the namespace of 
the agent 306a may, in turn, be part of a larger hierarchy 
Within the agent namespace 350, Which may be part of a 
broader, enterprise-Wide hierarchical namespace. The KM 
back-end 360 may create the top-level application instance 
in the namespace as a result of a discovery process. The KM 
back-end 360 may also be responsible for loading KM 
con?guration data. 

In the same Way as the KM back-end 360, other back-ends 
may manage branches of the agent namespace 350 and 
populate their branches With relevant data and/or objects 
Which may be made available to other softWare components 
in the enterprise. A runtime back-end 358 may process KM 
instance data, perform discovery and monitoring, and run 
recovery actions. The runtime back-end 358 may be respon 
sible for launching discovery processes for nested applica 
tion instances. The runtime back-end 358 may also maintain 
results of KM interpretation and KM runtime objects. 
An event manager back-end 364 may manage events 

generated by knoWledge modules running in this particular 




















