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(57) ABSTRACT 

The present invention provides methods, systems, and com 
puter program instructions for providing location 
independent packet routing and secure access in a Wireless 
netWorking environment (such as that encountered Within a 
building), enabling client devices to travel seamlessly Within 
the environment. Each client device uses a constant address. 
An address translation process that is transparent to the 
client and server is automatically performed as the device 
roams through the environment, enabling ef?cient client 
migration from one supporting access point to another. The 
secure access techniques provide user-centric authentication 
and alloW policy-driven packet ?ltering, While taking advan 
tage of encryption capabilities that are built in to the 
hardWare at each endpoint. 
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PROVIDING SECURE NETWORK ACCESS 
FOR SHORT-RANGE WIRELESS 

COMPUTING DEVICES 

CROSS-REFERENCE TO RELATED 
APPLICATION 

The present invention is a divisional of commonly 
assigned US. Pat. No. 6,691,227 (Ser. No. 09/657,745, ?led 
Sep. 8, 2000), which is hereby incorporated herein by 
reference. The present invention is related to commonly 
assigned US. Pat. No. 6,633,761 (Ser. No. 09/637,742, ?led 
Aug. 11, 2000), entitled “Enabling Seamless User Mobility 
in a Short-Range Wireless Networking Environment”, 
which is hereby incorporated herein by reference. 

FIELD OF THE INVENTION 

The present invention relates to computer networks, and 
more particularly to methods, systems, and computer pro 
gram instructions for routing packets and providing secure 
network access for short-range wireless computing devices. 

BACKGROUND OF THE INVENTION 

In recent years, various short-range wireless network 
communications technologies, notably IEEE 802.11 and 
Bluetooth, have emerged to enable portable devices (such as 
laptops, cellular phones, personal digital assistants or PDAs, 
etc.) to communicate both with each other and with wide 
area networking environments. (IEEE 802.11 is a standard 
of the Institute for Electrical and Electronics Engineers, 
which was approved in 1997 for wireless Local Area 
Network, or LAN, signaling and protocols. 802.11 addresses 
frequency hopping spread spectrum radio, direct sequence 
spread spectrum radio, and infrared light transmissions. 
Bluetooth is a speci?cation for short-range wireless connec 
tivity that is aimed at unifying telecommunications and 
computing. More information on these speci?cations can be 
found on the Internet at www.ieee.org and 
www.bluetooth.com, respectively.) 

The problem of host mobility within this environment is 
well known in the prior art, and several solutions have been 
de?ned to address the problem. Among these are Mobile IP 
(Internet Protocol), an end-to-end TCP (Transmission Con 
trol Protocol) re-mapping approach, and the HAWAII 
(Handoff-Aware Wireless Access Internet Infrastructure) 
system. Each of these solutions, along with a brief summary 
of their limitations or disadvantages in terms of location 
independent packet routing and secure access, will now be 
described. 

In the Mobile IP environment, each device is assigned to 
a static, global IP address. The device is also assigned to a 
?Xed Home Agent (HA) on its home network. When the 
device roams, the following steps occur: (1) the device 
locates a Foreign Agent (FA) host on the remote network and 
establishes communication with it, and provides the FA with 
the identity of the HA; (2) the FA initiates a handshake with 
the HA; (3) packets destined for the client are received by 
the HA, which then tunnels them to the FA, which then 
forwards them to the device; (4) packets generated by the 
client are intercepted by the FA, which then tunnels them to 
the HA, which then forwards them to the intended destina 
tion. However, optimiZations have been made to Mobile IP 
to allow the FA to transmit packets directly to the intended 
destination instead of sending them via the HA. 

Mobile IP has a number of disadvantages and limitations, 
however. The “IP-inside-IP” tunneling requires that addi 
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2 
tional header material is added to the packet, and it also 
requires the recalculation of at least a new IP header 
checksum (for the additional IP header material). These 
operations require eXtra memory accesses at the HA and/or 
FA. On some operating systems, the checksum calculation 
may not be incremental (and therefore may require access 
ing every byte in the IP header). On some operating systems, 
adding header material requires that the entire packet be 
copied to a new buffer, requiring access to every byte in the 
packet. Packet tunneling between the HA and FA also 
increases the packet siZe. This in turn increases bandwidth 
consumption and may require additional fragmentation and 
re-assembly of the original IP packets (essentially introduc 
ing new packet loss conditions). Tunneling can therefore 
cause performance degradation. Furthermore, the tunneling 
between the HA and FA introduces a routing inef?ciency, 
since all inbound packets must be routed between the two 
hosts, even when the packet source and destination are 
physically located on nearby networks. 

Mobile IP also places burdens and restrictions on the 
client device. The client must install additional software to 
enable discovering the FA. A particular client is limited to 
communicating with only one FA at a time. This means that 
there is no provision for dividing the load among multiple 
FAs. If the FA fails, then all state information about the client 
is lost, and the client must re-establish all of its network 
connectivity. Furthermore, all clients must be assigned to a 
publicly routable (global) IP address. In today’s Internet, 
such addresses are severely limited, so this represents a 
dif?cult limitation, particularly for large organiZations with 
many mobile workers. 
An end-to-end TCP re-mapping solution proposed by 

Alex Snoeren and Hari Balakrishnan is detailed in their 
paper, “An End-to-End Approach to Host Mobility,” Pro 
ceedings of MobiCom 2000, August 2000. Recognizing the 
limitations of Mobile IP, these authors suggest that seamless 
mobility can be achieved by adding additional mechanisms 
to TCP, allowing an established connection to be “re 
mapped” to a client’s new IP address. In this way, as the 
client roams, it is free to obtain a new IP address and 
consequently re-map all of its open connections. In this 
solution, the TCP/IP connection operates directly between 
the roaming device (with its dynamic IP address) and the 
server. Whenever the device roams and obtains a new IP 

address, messages are sent over the TCP/IP link to notify the 
server that the device’s address has changed. 

This solution also has a number of drawbacks. It requires 
changes to the TCP implementations on all clients and 
servers, which is an unlikely occurrence. Applications that 
are aware of the device’s IP address must be modi?ed to 
learn about and handle the IP address changes that occur as 
the device roams. The solution does not work for User 
Datagram Protocol (UDP)/IP-based communication. 
Finally, the system relies on Dynamic Domain Name Ser 
vice (DDNS) to allow remote hosts to learn about the 
client’s current IP address; unfortunately, DDNS is not yet 
fully deployed. 
The HAWAII system is described in an Internet Draft 

titled “micro-mobility support using HAWAII”, R. Ramjee 
et al., Jul. 7, 2000, which is available on the Internet at 
http://www.ietf.org. HAWAII is an optimiZation to Mobile 
IP to enable a user to roam more effectively within a single 
administrative domain. When a user roams into an admin 

istrative domain, a relationship is established with the local 
FA, in the normal fashion. Within the administrative domain, 
roaming is accomplished by dynamically updating routers 
and host routing tables so that the FA can forward packets to 
and from the device. 
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This solution reduces the FA-HA setup and teardoWn 
overhead as compared to Mobile IP, because the FA does not 
change frequently: It remains ?xed as long as the user is 
roaming Within the administrative domain supported by the 
FA. Like Mobile IP, the HAWAII technique can eliminate 
outbound “triangle” routing for packets sent from the client 
(though not for packets sent to the client, because the client’s 
public address is routed to the HA through the Internet). 

HoWever, the HAWAII technique introduces additional 
overhead to update routers (Which may not be possible or 
permissible in many administrative domains). It also does 
not eliminate the computational performance, bandWidth, 
and reliability problems associated With Mobile IP. 

These existing solutions for host mobility are also 
severely limited in that they do not provide mechanisms for 
enforcing policies regarding (1) Which users are accessing 
the Wired netWork through the Wireless access environment 
and (2) Which servers those users are communicating With. 

Existing security mechanisms fall into tWo broad catego 
ries. The ?rst is link-level encryption, and the second is 
secure IP tunneling. Each of these techniques Will noW be 
described. 

Link-level encryption is used to ensure that data is not 
transmitted in the clear over the Wireless netWork. In the 
802.11 environment, WEP (Wireless Equivalent Privacy) is 
de?ned to enable encryption betWeen the client and the 
Wireless access point. In typical implementations, a systems 
administrator de?nes a key that is provided to all authoriZed 
users. Users con?gure their clients With this key, Which is 
then presented to the access point to prove that the device is 
authoriZed to access the netWork. Once this handshake is 
complete, a session key is established so that subsequent 
traf?c betWeen the client and access point is encrypted; this 
encryption is implemented Within the hardWare in the Wire 
less cards. A similar mechanism exists in Bluetooth envi 
ronments. 

This link-level security technique has several limitations. 
First, it is anonymous. That is, the access point (and the 
netWork) cannot determine Which user is actually using the 
netWork. There is, therefore, no Way to enforce user-based 
?ltering and routing policies. In addition, this technique is 
cumbersome. WEP keys may be 1024 bits in length, and it 
is error-prone for users to be asked to type this information. 
Furthermore, there is no mechanism for key revocation. 
Once a user has been provided With the key, the user can no 
longer be denied netWork access. To prevent a previously 
authoriZed user from gaining access to the netWork, the 
administrator must create a neW key, re-program all of the 
access points, and notify all currently-authorized users to 
update their WEP keys. In a large installation, this is 
impractical. 
An alternative to using this link-level technique involves 

constructing a secure IP tunnel betWeen the Wireless client 
and some router coupled to the access point. A solution of 
this genre has been announced by 3Com Corporation (see 
http://WWW.3com.com/neWs/releases/pr00/jul0500a.html). 
In this particular solution, the user provides a user name and 
passWord to the router, Which authenticates the user. 
Subsequently, an MPPE (Microsoft Point-to-Point 
Encryption) link is established betWeen the client and the 
router. In this Way, the user is able to ensure that all packets 
are encrypted over the Wireless netWork. 

This technique, hoWever, is unable to take advantage of 
the hardWare encryption capabilities provided in the Wireless 
access hardWare, because the encryption function resides 
above the link level. In addition, the netWork administrator 
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4 
cannot use this mechanism to enforce access control or 
?ltering policies on the netWork. Though such ?ltering could 
be integrated into the router itself, there is no mechanism to 
ensure that all clients establish secure tunnels With the 
router. It is possible to implement a ?ltering solution by 
directly Wiring the router to every Wireless access point (so 
that the router can therefore intercept all inbound and 
outbound traf?c). HoWever, this latter approach imposes a 
signi?cant Wiring burden and is therefore impractical. 

Accordingly, What is needed is a technique for supporting 
host mobility that overcomes the limitations of prior art 
techniques. 

SUMMARY OF THE INVENTION 

The present invention is directed to methods, systems, and 
computer program instructions for supporting host mobility 
in short-range Wireless computing netWorks. The disclosed 
routing techniques provide for maximum performance and 
throughput of the underlying routing infrastructure, mini 
miZe netWork latency for packets, and provide maximal 
con?guration ?exibility. Furthermore, the disclosed secure 
access techniques enable providing a secure, managed net 
Work environment in Which per-user access controls and 
traf?c ?ltering policies can be easily and ef?ciently 
enforced. Using these techniques, a client device can travel 
seamlessly through a Wireless netWork (such as an 
in-building netWork) using a constant device address. 

According to the present invention, each netWork con 
nection is associated With a Home Agent Masquerader 

The roaming device communicates through a For 
eign Agent Masquerader Which, in turn, communi 
cates With the HAM for each active connection. By enabling 
a client device to use different HAMs for each of its active 
connections, the HAM for a roaming device can be placed 
very close to the physical location Where the client Was at the 
time the connection Was established. If the connection is 
short-lived and the user does not actually roam While the 
connection is in progress, no obscure routing paths of the 
type required in the prior art need to be constructed: the 
device simply uses the (nearby) HAM. In actual practice, 
most connections tend to be short-lived (eg to make 
requests from the Internet), so the disclosed technique is 
particularly advantageous. For situations in Which connec 
tions are long-lived (or are expected to be long-lived), a 
technique is de?ned for placing the HAM function at a more 
centraliZed location. 

Connection state is loaded into each FAM incrementally, 
as the FAM learns of neW devices for Which it needs to 
provide packet routing, thereby further improving overall 
system performance. 
An ef?cient and incremental handoff processing technique 

is de?ned. The resulting system is highly scalable, and 
achieves high performance. 
To complement these routing techniques, disclosed are 

security mechanisms for ensuring user-centric link-level 
security in short-range Wireless netWorking environments. 
The disclosed mechanisms alloW policy-driven packet ?l 
tering to occur While supporting user-based authentication, 
and While taking advantage of the existing encryption facili 
ties provided by the device hardWare at each endpoint. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 illustrates the format of a NetWork Address Trans 
lation (NAT) table, as used in the prior art; 

FIG. 2 depicts the translation technique used by prior art 
NAT systems; 
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FIG. 3 depicts the logical components in a system accord 
ing to a preferred embodiment of the present invention; 

FIGS. 4 and 5 illustrate the format of a Foreign Address 
Masquerader table and a Home Address Masquerader table, 
respectively, according to a preferred embodiment of the 
present invention; 

FIG. 6 provides a ?oWchart that depicts the logic With 
Which packets transmitted by a client are delivered to a 
destination server, according to a preferred embodiment of 
the present invention; 

FIG. 7 provides a ?oWchart that depicts the logic With 
Which packets transmitted by a server are delivered to a 
client, according to the preferred embodiment of the present 
invention; 

FIG. 8 illustrates the format of a connection table main 
tained by a routing coordinator, according to a preferred 
embodiment of the present invention; 

FIG. 9 provides a ?oWchart that depicts the logic that 
handles establishment of a neW connection, according to a 
preferred embodiment of the present invention; 

FIG. 10 provides a ?oWchart that depicts the logic 
invoked When a packet arrives for a device that may be 
roaming on an existing connection or that may be establish 
ing a neW connection, according to a preferred embodiment 
of the present invention; 

FIG. 11 provides a ?oWchart depicting logic that may be 
used as an alternative to that of FIG. 10; 

FIG. 12 provides a ?oWchart that depicts the logic With 
Which the changing location of a client device is dynami 
cally learned, according to a preferred embodiment of the 
present invention; 

FIG. 13 provides a ?oWchart that depicts the logic used to 
prevent packets destined for a client from being sent to a 
routing device With Which the client is no longer associated, 
according to a preferred embodiment of the present inven 
tion; 

FIG. 14 depicts a secure managed environment and a 
?ltering technique that may be used to provide user 
authentication, according to a preferred embodiment of the 
present invention; and 

FIG. 15 provides a ?oWchart that depicts the logic With 
Which a secure link may be established, according to a 
preferred embodiment of the present invention. 

DETAILED DESCRIPTION OF PREFERRED 
EMBODIMENT 

The present invention Will noW be described more fully 
hereinafter With reference to the accompanying draWings, in 
Which a preferred embodiment of the invention is shoWn. 
Like numbers refer to like elements throughout. 

The present invention is described beloW With reference 
to ?oWchart illustrations of methods, apparatus (systems), 
and computer program instructions embodied on one or 
more computer readable media according to an embodiment 
of the invention. As Will be obvious to one of ordinary skill 
in the art, these ?oWcharts are merely illustrative of the 
manner in Which a preferred embodiment of the present 
invention may be implemented, and changes may be made 
to the logic that is illustrated therein (for eXample, by 
altering the order of operations shoWn in some cases, by 
combining operations, etc.) Without deviating from the 
inventive concepts disclosed herein. 

The present invention builds upon the use of NetWork 
Address Translation (NAT), Which is Well-knoWn by those 
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6 
skilled in the art. Using NAT alloWs a particular client’s 
netWork address to be “masqueraded” With some other 
address. This capability has traditionally been used to enable 
multiple private client addresses Within a corporate netWork 
to be eXposed to the Internet using a smaller number of 
publicly visible addresses. This reduces the number of 
global IP addresses that need to be obtained, and it enhances 
netWork security. 

To accomplish this masquerading, a device providing 
NAT maintains an address translation table, With one entry 
for each established connection, as shoWn in FIG. 1. When 
a connection is established (eg a TCP SYN message is 
sent), the NAT host establishes an entry in the table corre 
sponding to the client and server host addresses and ports. It 
also assigns a masquerading IP address and port, Which are 
the “public” vieW of the client host for the lifespan of the 
connection. (Thus, for a particular client communicating 
With a ?rst server, a ?rst masquerading address and port may 
be used, While for this same client communicating With a 
different server, a different masquerading address and port 
may be used.) 
The operation of the NAT is shoWn in FIG. 2. Any 

outbound packets sent 210 from a client 205 on a particular 
connection (using a source IP address set to the client’s 
address and port number, and a destination IP address set to 
the server’s address and port number) are forWarded 220 
from the NAT 215 as if they Were sent by the masquerade 
address and masquerade port number. Server 225 therefore 
believes it is communicating With a client having this 
masquerade address and port number. Thus, any inbound 
packets 230 from server 225 that are destined for the 
masquerade address and masquerade port are forWarded 240 
by the NAT 215 as if they are destined to the actual client 
address and client port of client 205. 

Reference is noW made to FIG. 3, Which shoWs the logical 
components of the system described in the present inven 
tion: (1) devices 330, (2) Home Address Masquerader 
(HAM) 310, (3) Foreign Address Masquerader 340, 
(4) roaming coordinator 320, and (5) application server 300. 
Each of these components Will noW be described, as it 
pertains to the present invention. 

Devices 330 used With the present invention (such as 
laptop computers, handheld computers, PDAs, cellular 
phones, etc.) are each equipped With a communications 
capability (preferably, a short-range Wireless communica 
tions capability). The communications capability may 
include technologies such as 802.11, Bluetooth, HomeRF, or 
similar technologies (Which may be as yet undeveloped). 
The netWork capability may be built into the device. Or, it 
may be made available in another manner, including but not 
limited to: via a plug-in card (such as a PCMCIA, or 
Personal Computer Memory Card International Association, 
card), or by attaching a dongle (that is, a plug-in device that 
attaches to a USB, or Universal Serial Bus, port or to an 
RS232 port). 

All packets sent to and from a client device 330 pass 
through a FAM 340. The device’s outbound packets 350a 
are forWarded 350b by the FAM to the destination server 
300. Inbound packets from server 300, on the other hand, are 
?rst sent 360a to the device’s HAM 310, and are then 
forWarded 360b to the FAM 340, Which sends them 360C to 
the device 330. 

In the preferred embodiment, a HAM 310 is statically 
assigned to each connection betWeen a particular client 
device and server (although a device’s HAM may be 
changed, as described in more detail beloW). To support 
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routing, the HAM employs a HAM translation record 
(described below With reference to FIG. 5). In the preferred 
embodiment, the HAM is implemented Within a netWork 
access point, router, or bridge, although as described beloW, 
it may alternatively be implemented Within a central server 
or other host. 

In the preferred embodiment, the FAM 340 is the ?rst 
(non-bridging) netWork element that communicates With the 
device. Packets sent to and from the device must pass 
through the FAM. Preferably, the FAM is implemented 
Within a netWork access point or a LAN router. (In alterna 
tive embodiments, FAM capabilities may be put in bridges, 
provided that every client communicates With a FAM 
enabled bridge.) The FAM changes as the device roams. To 
support routing, the FAM employs a FAM translation record 
(described beloW With reference to FIG. 4). Preferably, the 
initial FAM also performs the role of RAM for the device, 
as described beloW, although this is not required by the 
present invention. 

Application server 300 is the endpoint With Which the 
device is communicating. This remains constant for the 
duration of the connection. (Alternatively, the application 
server itself may be a mobile device associated With its oWn 
FAM and HAM. This requires that static, publicly routable 
addresses are used as masquerading addresses for Well 

knoWn services.) 
Roaming coordinator 320 enables HAM and FAM con 

nectivity and discovery, as Well as connection migration (i.e. 
handoff). In the preferred embodiment, the roaming coordi 
nator is implemented Within a server computer that is 
netWork-connected to the various netWork access points in 
the system. 

According to the present invention, the HAM and FAM 
enable location-independent packet routing using techniques 
that are based on the concepts of netWork address transla 
tion. To accomplish this, the HAM and FAM maintain a 
HAM translation record and FAM translation record, 
respectively, for each connection that they are supporting. 
The HAM translation records are collectively stored in a 
HAM translation table, and the FAM translation records are 
collectively stored in a FAM translation table, as Will noW be 
described. 

The format of a FAM translation record used in a pre 
ferred embodiment of the present invention is shoWn in FIG. 
4. A FAM translation table alloWs the FAM to reWrite 
outbound packets on a connection from a client as if they 
originated from a masquerading address and masquerading 
port that are assigned by the HAM. Upon receiving a packet 
from a client (see 350a of FIG. 3), the client (source) and 
server (destination) addresses and port numbers are used 
(preferably as an indeX) to retrieve a corresponding FAM 
translation record, and the masquerading address and port 
number stored therein are substituted for the client’s actual 
address and port number (as described in more detail beloW 
With reference to FIG. 6). The FAM translation record also 
alloWs the FAM to forWard inbound packets (see 360C) to 
the client address and port by retrieving the stored record 
having the matching FAM address and port number (and, 
therefore, the masquerading address and port number), and 
substituting the client as the destination in place of the FAM 
(as described in more detail beloW With reference to FIG. 7). 

Note that While the eXample table formats shoWn in FIGS. 
4, 5, and 8 include an entry for a protocol identi?er, this 
information is optional and is required only in a system 
supporting multiple protocols (such as both TCP and UDP). 
It is also understood that the tables may contain more ?elds 
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8 
than are illustrated in FIGS. 4, 5, and 8, Without taking aWay 
from the inventive concepts herein. 
The format of a HAM translation record used in a 

preferred embodiment of the present invention is shoWn in 
FIG. 5. These HAM translation records alloW the HAM to 
forWard inbound packets to the appropriate FAM that can, in 
turn, forWard the packets to the client. Upon receiving an 
inbound packet (see 360a) from a server, the HAM uses the 
masquerading address and port number, and retrieves a 
HAM translation record Whose server address and port 
number match those contained in the packet. The FAM 
address and port stored therein are then substituted for the 
masquerading address and port, and the packet is forWarded 
(see 360b) to this FAM. 
Though not shoWn in FIG. 5, alternative embodiments of 

the HAM translation record optionally may include (1) the 
actual client address and client port associated With the 
connection, Which are knoWn to the HAM When it assigns a 
masquerading address and port for the connection, and/or 
(2) multiple FAM addresses and FAM ports Within each 
entry. 

Multiple FAM addresses and ports may be present in tWo 
cases. First, When a client is roaming from one FAM to 
another, multiple FAMs may be temporarily associated With 
the connection. In addition, a client may be capable of 
communicating With multiple netWork access points or 
routers at once, even While stationary. It may therefore 
establish relationships With multiple access points, and send 
packets to and from the netWork through these access points. 
Therefore, multiple FAMs may eXist for a particular 
connection, all of Which are capable of forWarding a packet 
to the client. When more than one FAM is available for 
routing a particular packet, the HAM may select from the 
available FAMs using con?ict resolution techniques 
(including selecting a FAM randomly) that do not form part 
of the present invention. (Preferably, the existence of mul 
tiple FAMs is also knoWn from entries in the connection 
routing table, to be described beloW With reference to FIG. 

8.) 
FIG. 6 depicts a ?oWchart shoWing hoW a packet is 

transmitted from a client to a server according to a preferred 
embodiment of the present invention. This processing cor 
responds to ?oWs 350a and 350b of FIG. 3. At Block 600, 
the client transmits an IP packet Whose source is the client’s 
IP address and port and Whose destination is the server’s IP 
address and port. This packet may be a packet in an 
already-established connection, or a connect request packet 
(such as a TCP SYN, or the ?rst packet in a UDP stream). 
The packet is transmitted on a link that reaches the client’s 
current FAM. (The FAM’s MAC address is placed in the 
packet as the destination MAC address. This MAC address 
is knoWn to the client using prior art techniques such as the 
Address Resolution Protocol, or “ARP”. Alternatively, a 
broadcast MAC address may be used.) At Block 610, the 
FAM receives the packet and extracts the source address and 
port and the destination address and port from the packet. At 
Block 620, the FAM accesses the FAM translation table to 
retrieve a FAM translation record (see FIG. 4) Whose client 
and server address and port match those of the eXtracted 
source and destination from Block 610. 

At Block 630, it is determined Whether a matching FAM 
translation record Was found. If the ansWer to Block 630 is 
no, then at Block 670 the FAM contacts the routing coor 
dinator to determine Whether a connection betWeen this 
client and this server already eXists, and to establish a FAM 
translation record for it. (This process is detailed in FIG. 10.) 


















