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SIMPLE LIVENESS PROTOCOL USING 
PROGRAMMABLE NETWORK INTERFACE 

CARDS 

RELATED APPLICATIONS 

The present invention is related to the subject matter of 
co-pending US. patent application Ser. No. 09/735,581 
entitled “Programming Network Interface Cards to Perform 
System and NetWork Management Functions” ?led concur 
rently hereWith. 

BACKGROUND OF THE INVENTION 

1. Technical Field 

The present invention relates in general to clustered 
computer systems and in particular to management of clus 
tered computer systems. Still more particularly, the present 
invention relates to a method and system for performing 
liveness checks Within a cluster of thin servers or server 

appliances utiliZing programmable netWork interface cards. 
2. Description of the Related Art 
There is a desire Within the computer industry to provide 

more ef?cient Ways to manage a farm or cluster of thin 
servers or server appliances being utiliZed for Web-based 
application service as a single system While maintaining 
multiple execution images. 

Currently, server systems that require management often 
contain service processor cards With a standard 
microprocessor, local memory, and a standard bus interface. 
These service processor cards typically have an interface to 
a specialiZed management bus located on the server system 
planar. State-of-the-art eXamples of service processor cards 
include the Wiseman card manufactured by International 
Business Machines for Net?nity and related products, inte 
grated implementations of the same function, and the Emer 
gency Management Processor (EMP) card manufactured by 
Intel Corporation. Another recent eXample is the implemen 
tation by Intel Corporation of the management bus, base 
board management controller and processor, and emergency 
management port on the system planar. 

Current server systems With a service processor imple 
mentation (card or integrated on the planar) contain both a 
general netWork interface and the service processor, Which, 
in turn, has a private netWork interface that is typically a 
serial one. The netWork interface card is an input/output 
(I/O) device, usually attached by an I/ O bus to processor and 
memory, While the service processor is attached not only to 
the I/O bus but also to a bus such as the Inter-Integrated 
Circuit (12C) bus that gives it access to hardWare sensor 
information such as poWer levels, temperatures, fan speeds 
and so forth. 

Typically, both the netWork interface card and the service 
processor are programmable, and since the service processor 
is connected to the eXternal World through one or more 
communications interfaces, both have physical netWork 
connectors and netWork hardWare and softWare implemen 
tations. Also, the netWork interface card has to be “aWake” 
enough to respond to Wake-on-LAN packets, and the service 
processor generally supports an interface for poWering-up 
the system. Thus, both require some form of alWays-active 
logic and partial poWer. 
When large numbers of thin servers or server appliances 

are congregated together in a single rack or set of racks to 
provide critical services such as running Web-based 
applications, they must be managed. In the MetaServer 
environment, one design goal is to minimiZe the memory 

10 

15 

25 

35 

40 

45 

55 

65 

2 
and performance impact of management on the thin servers 
running the applications by off-loading as much as possible 
to a management server appliance, referred to hereinas the 
MetaServer. One of the most important things that a 
MetaServer must monitor is the liveness of the servers in the 
MetaServer’s environment. 

Liveness, in the conteXt of the MetaServer environment, 
refers to Whether all of the elements or systems in the server 
farm are connected to the netWork and making forWard 
progress in the processing or data transmission activities. 
The MetaServer system maintains a current representation 
of Which systems are live and Which are not. HoWever, 
maintaining liveness information for a large number of 
systems can involve substantial overhead on both the 
MetaServer and the systems being managed (or targets), and 
requires the transmission of a large number of packets on the 
netWork, Which consumes netWork bandWidth solely for the 
purposes of monitoring. The more often the MetaServer 
updates the liveness information about the systems in the 
server farm, the greater the overhead incurred. 
The current state of the art in liveness detection has the 

operating system images in a cluster of thin servers or server 
appliances eXchange messages called heartbeats. The pro 
cess is often completed on a special management netWork 
although the application netWork may also be utiliZed. There 
have been a feW, very specialiZed interconnection mecha 
nisms that have implemented their oWn connectivity detec 
tion schemes, but these only monitor the interconnection 
mechanism itself and not the state of the systems attached to 
the interconnection mechanism. 

The present invention recogniZes that it Would be desir 
able to provide a simple and loW-overhead Way of deter 
mining liveness Within a MetaServer environment. A 
method and system that utiliZes the facilities provided by 
programmable netWork interface cards to perform liveness 
detection Without requiring additional hardWare is a Wel 
comed improvement. These and other bene?ts are provided 
by the present invention. 

SUMMARY OF THE INVENTION 

Disclosed are a method and system for determining 
liveness of target managed systems Within a MetaServer 
environment utiliZing the function provided by program 
mable netWork interfaces included Within the targets and the 
management server appliance or MetaServer. The netWork 
interface, Whether in card or integrated form, is provided 
With direct access to the associated target computer’s pro 
cessor and memory. Speci?cally, one or more memory 
locations on the target are allocated to store values that 
indicate the liveness of the system. The parameters selected 
are ones that increase When the computer system is making 
forWard progress or operating. The MetaServer stores initial 
parameter values for the target When the target is started. 
After a pre-selected period, the netWork interface of the 
target accesses the associated memory locations and pro 
vides the current values to the MetaServer. The MetaServer 
stores the neW values and compares them With the previ 
ously stored values. When the neW values are larger than the 
previously stored values, the target is assumed to be live. 
OtherWise the target is assumed to have failed. 
One of tWo different trigger mechanisms for liveness 

checking may be implemented. The ?rst, a push mechanism 
requires an internal timer be set at the target that signals the 
netWork interface at a particular frequency When to transmit 
the parameter values stored in the memory to the MetaSer 
ver. The second, a pull mechanism, involves the MetaServer 



US 6,823,397 B2 
3 

periodically transmitting a request packet to the network 
interface of the speci?c target. The target then responds With 
a reply packet containing the parameter values. 

All obj ects, features, and advantages of the present inven 
tion Will become apparent in the following detailed Written 
description. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The novel features believed characteristic of the invention 
are set forth in the appended claims. The invention itself 
hoWever, as Well as a preferred mode of use, further objects 
and advantages thereof, Will best be understood by reference 
to the folloWing detailed description of an illustrative 
embodiment When read in conjunction With the accompa 
nying draWings, Wherein: 

FIG. 1A depicts a block diagram of a MetaServer envi 
ronment in Which the present invention may be imple 
mented; 

FIG. 1B is a block diagram representation of the compo 
nent parts of a data processing system that may be utiliZed 
Within a preferred embodiment of the invention; 

FIG. 2 illustrates a block diagram of the combined service 
processor and netWork interface logic Within the program 
mable netWork interface card Within a MetaServer and a 
target system in accordance With one implementation of the 
present invention; 

FIG. 3 illustrates a block diagram of the re-partitioned 
functions of a service processor and a netWork interface of 
a programmable netWork interface card according to a next 
implementation of the present invention; 

FIG. 4 is a How chart illustrating the process of detecting 
liveness of a system Within the MetaServer environment in 
accordance With an embodiment of the invention. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENT 

With reference noW to the ?gures and in particular With 
reference to FIG. 1A, a server farm environment having thin 
servers or server appliances that comprise a distributed data 
processing system is illustrated. The environment shoWn in 
the ?gure is referred to in this document variously as the 
MetaServer environment or as a cluster or farm of thin 
servers or server appliances. 

The server farm environment includes a MetaServer 110 

(i.e., a management server), a sWitch 120, one or more thin 
servers 130, netWork attached storage (NAS) 140, netWork 
dispatcher 150, external netWork 160, and one or more client 
devices 170—190. The MetaServer 110, sWitch 120, thin 
servers 130, NAS 140 and netWork dispatcher 150 are part 
of a local area netWork 100 coupled With the external 
netWork 160. In FIG. 1A, data How is denoted by lines 
having arroW heads While actual physical connections are 
denoted by solid lines. In actuality, all data packets are 
routed through the sWitch 120. 

The distributed data processing system shoWn in FIG. 1A 
is illustrative only. The particular architecture and elements 
shoWn in FIG. 1A are not intended to place any limitations 
on the architecture and elements used With the present 
invention. Rather, the distributed data processing system 
may have many other architectures and may include other 
elements in addition to, or in replacement of, the elements 
shoWn in FIG. 1A Without departing from the spirit and 
scope of the present invention. 

In the server farm environment of FIG. 1A, the thin 
servers 130 provide specialiZed applications to client 
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4 
devices 170—190 via the external netWork 160 and the 
netWork dispatcher 150. The thin servers 130 may provide 
any number of different applications, including print 
applications, database applications, Web-serving 
applications, and the like. 
The external netWork 160 may be any type of data 

netWork knoWn to those of ordinary skill in the art. The 
external netWork 160 may be, for example, the Internet, an 
intranet, a Wide area netWork (WAN), local area netWork 
(LAN), Wireless data netWork, satellite data netWork, or the 
like. The external netWork 160 may also be any combination 
of the above. 
The client devices 170—190 may be any type of comput 

ing device capable of accessing the thin servers 130 via the 
external netWork 160 and the netWork dispatcher 150. The 
client devices 170—190 may be, for example a personal 
computer, laptop computer, personal digital assistant (PDA), 
data netWork capable Wireless communication device, and 
the like. The client devices 170—190 may access applications 
provided by the thin servers 130 using, for example, a Web 
broWser application or the like. 

The netWork dispatcher 150 performs Workload balancing 
With regard to the thin servers 130 With the goal being to 
avoid looking at every packet, especially every packet sent 
back by the thin servers 130. The netWork dispatcher 150 
dispatches jobs or transaction requests to the thin servers 
130 and the NAS 140. The netWork dispatcher 150 essen 
tially provides a mechanism through Which job or transac 
tion requests may be sent to applications running on the thin 
server 130. The responses to these job or transaction 
requests are supplied directly by the thin servers 130 through 
the sWitch 120 to the external netWork 160 and hence to the 
clients 170—190. 
The NAS 140 is a specialiZed ?le server that connects to 

the netWork. The NAS 140 uses traditional local area 
netWork (LAN) protocols, such as Ethernet and TCP/IP and 
processes only ?le I/O requests such as NetWork File System 
(NFS) (UNIX) and Server Message Block (SMB) (DOS/ 
WindoWs). 

The sWitch 120 is an electronic device that directs the How 
of data from one side of the sWitch to the other. The sWitch 
120 may be any type of data sWitching device knoWn to 
those of ordinary skill in the art. For example, the sWitch 120 
may be an Ethernet sWitch, a hub, a router, or the like. The 
sWitch 120 serves to route data and message traf?c to 
appropriate devices 110, 130, 140 and 150. 
The MetaServer 110 performs the function of managing 

the devices in the local area netWork (e.g., the sWitch 120, 
the thin servers 130, the NAS 140 and the netWork dis 
patcher 150. In managing these devices, What is meant is that 
the MetaServer 110 performs management functions includ 
ing collecting data to maintain statistics of historical interest 
and to monitor the current state of the devices. The MetaSer 
ver 110 may be a server, as is generally knoWn in the art, or 
may be a specialiZed thin server that is used to perform 
management functions. In the depicted example, the 
MetaServer 110 is a specialiZed thin server. 

Referring noW to FIG. 1B, there is illustrated an exem 
plary embodiment of a thin server or server appliance, in 
Which some features of the present invention may be imple 
mented. The present invention may, hoWever, be imple 
mented in other types of computer system con?gurations 
that may be utiliZed as thin servers or server appliances. As 

shoWn, computer system 10, a thin server, has a processor 
(CPU) 12, a read-only memory (ROM) 13, and a read-Write 
Random-Access Memory (RAM) 14 connected to a proces 
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sor bus 11. Optionally, computer system also includes addi 
tional CPUs 12A. CPU 12, ROM 13, and RAM 14 are also 
coupled to Input/ Output (I/ O) bus 20 of computer system 10 
through I/O host bridge 15. U0 host bridge 15 provides a 
loW latency path through Which processor 12 may directly 
access I/ O devices mapped anyWhere Within bus memory or 
I/O address spaces. I/O host bridge 15 also provides a high 
bandWidth path for alloWing I/O devices to directly access 
RAM 14. 

Also attached to I/O bus 20 is network interface card (or 
logic) 16, collectively referred to hereinafter as netWork 
interface card. Network interface card 16 is of a program 
mable form and provides the function and hardWare to 
connect computer system 10 to a netWork 17 such as the 
MetaServer environment described herein. Additional 
devices, including other bridged busses, may also be 
attached to I/O bus 20. In the preferred embodiment, each 
system of the MetaServer environment (i.e., the MetaServer 
and targets/servers) is implemented by a computer system 
10 With associated programmable netWork interface card 16. 
Although not shoWn in FIG. 1B, each system is assumed to 
run a copy of an operating system (OS) as Well as one or 
more application programs or servers. 

Server systems that require system management often 
contain service processor cards With a standard 
microprocessor, local memory, and a standard bus interface. 
The present invention makes use of the programmable 
nature of programmable netWork interface card 16 to pro 
vide a simpli?ed and loW-overhead Way of doing liveness 
detection in the MetaServer environment. The invention 
minimiZes the overhead of liveness detection and conse 
quently frees up computational and netWork resources for 
real application processing and other management services. 

The present invention may be implemented in several 
different con?gurations of the MetaServer environment. The 
preferred embodiment of the invention is implemented in 
either a combined or a combined-and-repartitioned con?gu 
ration that provides the service processor functions through 
hardWare and softWare elements in the programmable net 
Work interface card 16. 

In the combined con?gurations, the hardWare and soft 
Ware redundancies that eXist in the separate netWork inter 
face card and service processor card of a server are merged 
into a uni?ed programmable netWork interface card 16. To 
accomplish the monitoring and control functions of the 
service processor, the netWork interface card is provided 
With speci?c hardWare connections to the other hardWare 
components in the server such as, for eXample, direct access 
to the Inter-Integrated Circuit (IZC) bus. 

Further, the netWork interface card’s primary function of 
providing access to the eXternal netWork ensures that the 
service processor replacement already has a connector and 
cabling to the netWork. Thus, taking advantage of the 
features further enables the merged programmable netWork 
interface card to operate not only as a netWork interface, but 
also as a service processor, and the need for a separate 
connection to the netWork or another netWork is eliminated. 

The functions that are programmed provide the current 
level of service processor function including gathering sen 
sor data about the hardWare, forWarding alerts regarding 
hardWare state, initiating shutdoWn and restart on command, 
and responding to operating system service processor inquir 
ies and commands. 

FIG. 2 illustrates the combined service processor-netWork 
interface embodiment. Both a management server appliance 
or MetaServer 101 and a target managed system 201 are 
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6 
illustrated. MetaServer 101 and target managed system 201 
respectively are comprised of base system logic 203A, 203B 
and a netWork interface 205A, 205B Within Which is pro 
grammed the service processor logic 207A, 207B. NetWork 
interfaces 205A, 205B are connected to base system logic 
203A, 203B via management busses 211A, 211B and I/O 
busses 213A, 213B. NetWork interface 205A is connected to 
the netWork interface 205B through standard netWork con 
nection technology 209 such as an ethernet sWitch. The 
details of connection technology 209 vary depending on the 
nature of the netWork interfaces 205A, 205B used. 

Thus, rather than having separate implementations of the 
netWork interface logic and the service processor logic, the 
invention combines the features of both components into a 
single implementation utiliZing a single processor, single 
memory, single softWare structure and a single set of net 
Work connections and signaling logic. The combined imple 
mentation has a single implementation of the hardWare and 
softWare to poWer the servers on and off as Well as a single 
interface to the softWare that runs on the main processor(s) 
of each server. 

In order to provide all of the function required by standard 
speci?cations such as Intel’s Wired for Management 2.0 and 
the related Intelligent Platform Management Interface 
Speci?cation, the present invention revises some netWork 
interface connections to server logic. In particular, the 
programmable netWork interface card (or functional 
equivalent) is provided With a connection to the manage 
ment bus on the server planar such as, for eXample, the 
Intelligent Platform Management Bus, Which is the eXtended 
IZC bus for management speci?ed by the Intel standards. 

In a second embodiment, rather than combining all of the 
netWork interface and service processor logic into a single 
logic element, tWo separate blocks of programmable logic 
are maintained (i.e., the logic blocks are re-partitioned). One 
block of logic is dedicated solely to the netWork interface 
and another block is dedicated to service-processor-related 
monitoring and control functions. In the re-partitioned 
embodiment, all of the eXternal interface and netWork 
related functions found in current service processor imple 
mentations are moved to the netWork interface logic While 
management-related functions such as the system start-up, 
invoked by Wake-on-LAN, are moved to the service pro 
cessor logic. 

FIG. 3 illustrates one implementation of the re-partitioned 
logic blocks. The FIG. 3 components that are similar to FIG. 
2 have been previously described above. Single netWork 
interfaces 205A, 205B of FIG. 2 are replaced With separate 
service processor logic (or probe) 301A, 301B and netWork 
interface logic 303A, 303B. With the re-partitioned 
embodiment, management busses 211A, 211B connect to 
probes 301A, 301B, While I/O busses 213A, 213B connect 
to netWork interfaces 303A, 303B. Probes 301A, 301B and 
netWork interfaces 303A, 303B are interconnected Within 
MetaServer 110 and target managed server 201, respec 
tively. 
The probes 301A, 301B illustrated in FIG. 3 are not, or at 

least, may not necessarily be, a full service processor 
implementation minus the netWorking function. In one 
embodiment, the probes 301A, 301B are simple controllers 
that acts as local monitoring and control points Within each 
server. 

The present invention makes use of the fact that each of 
the targets and the MetaServer includes a programmable 
netWork interface card. The invention provides a simple, 
loW-overhead liveness detection protocol for the MetaServer 
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environment. The protocol of the present invention is 
restricted to liveness and perhaps overall system loading 
rather than to determining Whether the application service is 
processing transactions successfully. Therefore, progress is 
determined at a server, rather than an application level in the 
preferred embodiment. 
Among the available features, each programmable net 

Work interface is assumed to have a Way of memory 
mapping the main memory of the associated server and can 
also access the internal state of the associated server. Then, 
during initiation of the target server, in the preferred 
embodiment, the operating system reserves an area of 
memory that is passed as a shared area to the device driver 
for the programmable netWork interface. During normal 
operation of the target server, the values in the reserved/ 
shared area are incremented periodically. 

Periodically, one or more of the values in the memory area 
are incremented. Incrementing the value or values may be 
triggered by an internal state that is reached by the operating 
system, the execution of a specialiZed daemon process, or 
the execution of logic in an application service When it 
reaches a particular internal state. In the preferred 
embodiment, When internal states are utiliZed, the internal 
states chosen are ones that the programs pass through at 
relatively predictable and frequent intervals and indicate the 
completion of current Work or the initiation of neW Work. 
For example, if an internal clock tick count is utiliZed to 
monitor liveness, the clock tick count is recorded in the 
reserved/shared memory area at initialiZation of the target 
server, and an updated clock tick count is recorded in the 
reserved/shared memory area after a period of time has 
passed based on a pre-selected time interval. 

Aset of pre-de?ned variables may be utiliZed to represent 
the target servers and associated parameter values. For 
example, assuming T0, T1, T2, . . . , Tk_1 are target servers 

managed by MetaServer, M, and assuming VTO, VTl, 
VT2, . . . , VTk_1 are the variables or sets of variables shared 

betWeen the targets and their netWork interfaces, then M 
requires a shared variable set VM of the form {VTO, VTl, 
VT2, . . . , VTk_1} Where, if the VT1 are sets of variables, VM 
contains the variables themselves rather than the sets. On 
each Ti, the shared variable or set of shared variables is VTi. 

Referring noW to FIG. 4, there is illustrated a How chart 
of the process for liveness detection according to a preferred 
embodiment. The process begins at block 401. M is physi 
cally connected on the same physical netWork as all of the 
targets that it manages. When the target Ti is booted by the 
MetaServer and has completed its initialiZation, one of the 
trigger mechanisms described beloW causes the netWork 
interface to deliver an initial value or set of values for VT1 
as illustrated in block 403. On arrival, the netWork interface 
of the MetaServer interrupts the main processor of the 
MetaServer, and the values, denoted PVTl, are copied into 
one or more memory locations Within the MetaServer at 
block 405. The MetaServer determines the liveness of each 
of the targets individually. A time period is set for the targets 
to report liveness statistics at block 407, and then a deter 
mination is made at block 409, Whether the associated time 
interval has elapsed. No action is taken if the time period has 
not elapsed; hoWever, if the time period has elapsed, Ti’s 
netWork interface is triggered to transmit a special frame to 
M’s netWork interface, as illustrated in block 411. The frame 
contains the current value or values of VTl. The operation 
is dependent only upon the proper operation of the netWork 
interface and connection and not on Whether Ti is currently 
making forWard progress. In the preferred embodiment, a 
MAC-level frame is utiliZed to send the information and is 
transmitted via MAC address to the netWork interface of M. 
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Returning to FIG. 4, a check is made at block 413 Whether 

neW parameter values have arrived at M before a pre-de?ned 
time-out interval (TOI) has elapsed. When the neW values 
are not delivered Within the TOI, Ti is declared to be “not 
live” as shoWn in block 415. When the delivery of a neW 
value or set of values for VT1 occurs Within the TOI, the 
netWork interface again interrupts the MetaServer’s 
processor, and the neW values, denoted NVTi are copied to 
a separate location or locations of the MetaServer’s main 
memory as shoWn in block 417. Then, a comparison is 
completed by Which the liveness of the individual target T1 
is determined at block 419. The comparison checks Whether 
the value or values of NVTi received are greater than the 
value or values of PVTi. 

In the preferred embodiment, the comparison determines 
that the greater-than relationship is true if and only if at least 
one of the elements of NVTi is strictly greater than the 
corresponding element of PVTi and all of the other values 
are greater than or equal to their corresponding elements. 
Accordingly, the algorithm assumes that all the elements of 
VTi are monotonically increasing. 

If the greater-than relationship holds, the target server is 
classi?ed as being live as illustrated at block 421. OtherWise, 
it is presumed “not live” as shoWn at block 415, Which may 
then trigger a more intensive analysis of the particular target. 
If Ti is live, then the value or values of NVTi are copied to 
PVTi at block 423, and the algorithm iterates. 
TWo possible trigger mechanisms are provided. The ?rst 

trigger mechanism, the push mechanism, utiliZes an internal 
timer on the programmable netWork interface in the target 
sever that is set to generate an interrupt periodically, With 
period P, Within the netWork interface. Every P ticks, the 
interrupt causes the netWork interface to transmit the shared 
variables to the MetaServer. In the preferred embodiment, 
the time P*T, Where T is the internal netWork interface tick 
length, is made a multiple of the expected intervals at Which 
the monitored variables are updated by the main processor 
to avoid spurious liveness failures. Also, to avoid netWork 
packet storms, the actual transmission times utiliZed by the 
Ti are preferably de-synchroniZed. In one embodiment, the 
transmission times for the Tis are initially skeWed by a 
command frame from the MetaServer netWork interface. 

The second trigger mechanism, the pull mechanism, 
transmits the VTi value or values in response to the receipt 
of a frame from the MetaServer system indicating a request 
for a liveness check. Again, to avoid packet storms, the 
MetaServer polls each system individually rather than 
broadcasting a poll. As above, the poll interval is selected to 
be long enough to avoid false reports of target failure. 
Finally, the measured parameters utiliZed to provide the 
value or values included in each VTi are decided by a 
designer at design-time based on the type of target and What 
exhibited characteristics Would best indicate the target’s 
liveness. 
As a ?nal matter, it is important that While an illustrative 

embodiment of the present invention has been, and Will 
continue to be, described in the context of a fully functional 
data processing system, those skilled in the art Will appre 
ciate that the softWare aspects of an illustrative embodiment 
of the present invention are capable of being distributed as 
a program product in a variety of forms, and that an 
illustrative embodiment of the present invention applies 
equally regardless of the particular type of signal bearing 
media used to actually carry out the distribution. Examples 
of signal-bearing media include recordable media such as 
?oppy disks, hard disk drives, CD ROMs, and transmission 
media such as digital and analog communication links. 
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Although the invention has been described With reference 
to speci?c embodiments, this description is not meant to be 
construed in a limiting sense. Various modi?cations of the 
disclosed embodiments, as Well as alternative embodiments 
of the invention, Will become apparent to persons skilled in 
the art upon reference to the description of the invention. It 
is therefore contemplated that such modi?cations can be 
made Without departing from the spirit or scope of the 
present invention as de?ned in the appended claims. 
What is claimed is: 
1. A system comprising: 
a target server With a ?rst programmable netWork inter 

face card that includes programmed logic for localiZed 
detection of liveness of said target server via at least 
one liveness parameter that is maintained local to said 
target server, said target server being associated With a 
server farm netWork; and 

a management server connected to said target server via 
the server farm netWork, said management server hav 
ing a second programmable netWork interface card that 
includes programmed logic for receiving, from the ?rst 
programmable netWork interface of the target server, 
the liveness parameter from the target server and 
determining, based on a value of said liveness param 
eter Whether the target server is operational Within the 
server farm netWork, Wherein said server farm netWork 
is managed by the management server and said server 
farm netWork is separate from an eXternal data netWork 
for connecting client systems to said server farm net 
Work. 

2. The system of claim 1, Wherein: 
said ?rst programmable netWork interface includes logic 

for: 
signaling an operating system of the target server to 

complete a boot-up process and liveness check acti 
vation of said target server responsive to receipt of a 
boot-up trigger from the second programmable net 
Work interface; and 

retrieving local values of the liveness parameter from 
the target server and forWarding the retrieved live 
ness parameter values to said second programmable 
netWork interface; and 

said second programmable netWork interface of said 
management server comprises logic for: 
transmitting a boot-up message to said ?rst program 

mable netWork interface to initiate a boot up of said 
target server Wherein said ?rst programmable net 
Work interface responds by returning an initial value 
of the liveness parameter; 

passing said initial value received for storage in a 
memory location of the management server; and 

setting a time out interval and frequency count at said 
management server for receipt of a neXt liveness 
parameter value from said target server, Wherein said 
target server is determined to be live When a neXt 
liveness parameter is received at the management 
server prior to expiration of said time out interval. 

3. The system of claim 1, Wherein said logic of said 
second programmable netWork interface card further 
includes: 

logic for initiating transmittal of said ?rst value of said 
liveness parameter from said ?rst programmable net 
Work interface card at boot-up and 

logic for storing said ?rst value at said ?rst location of 
memory. 

4. The system of claim 3, Wherein said management 
server further comprises logic for triggering a delivery of 
said neXt value from said ?rst programmable netWork inter 
face card. 
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5. The system of claim 4, Wherein said triggering logic 

includes logic for transmitting a liveness query frame to said 
?rst programmable netWork interface card, Wherein said 
liveness query frame is a special frame that requests a 
liveness check from the recipient of the frame and Wherein 
said ?rst programmable netWork interface card includes 
logic for identifying said liveness query frame as requesting 
transmittal of a neXt liveness parameter value. 

6. The system of claim 5, Wherein said triggering logic 
includes a timer that determines a time When said frame is 
to be transmitted. 

7. The system of claim 6, Wherein said frame is a 
MAC-level frame and said neXt value is returned by said ?rst 
programmable netWork interface card in a corresponding 
MAC level frame to a MAC address of said management 
server. 

8. The system of claim 4, Wherein said management 
server farther comprises logic for: 

comparing said neXt value With a present value stored at 
a ?rst location of management server memory to deter 
mine if said target server is live, Wherein said target 
server is live if the neXt value is greater than the present 
stored value; and 

replacing the present value With said neXt value in said 
management server memory location When said target 
server is live. 

9. The system of claim 8, Wherein said ?rst programmable 
netWork interface card includes triggering logic that com 
prises a timer, Which determines a time When said frame is 
to be transmitted by said ?rst programmable netWork inter 
face card based on a pre-determined frequency. 

10. The system of claim 9, Wherein said target server 
further comprises logic for: 

setting an initial value of said liveness parameter at said 
boot-up; 

updating said initial value to said neXt value at a set 
frequency When internal processes of said target server 
are operational; and 

transmitting said value to said second programmable 
netWork interface card Whenever said triggering logic 
activates. 

11. The system of claim 10, Wherein said predetermined 
frequency is set to a time corresponding to a period during 
Which said target is able to update to said neXt value of said 
liveness parameter. 

12. The system of claim 12, Wherein said management 
server further comprises logic for determining When said 
neXt value is not received Within a time-out interval and in 
response, tagging said target server as not live. 

13. A method of detecting liveness of a target server by a 
management server Within a server farm netWork, said 
method comprising: 

triggering a boot-up of the target server from the man 
agement server via a special boot-up message trans 
mitted from a ?rst programmable netWork interface 
card (PNIC) of the management server to a second 
programmable netWork interface card (PNIC) of the 
target server, Wherein said second PNIC is programmed 
to initialiZe a ?rst value of an updatable liveness 
parameter associated With said target server and for 
Ward said ?rst value and subsequent values of said 
liveness parameter to said ?rst PNIC of the manage 
ment server; 

storing the ?rst value of said liveness parameter in 
memory of the management server When said ?rst 
value is received; 
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receiving a ?rst of said subsequent values from said 
second PNIC; 

dynamically determining at the management server if said 
target server is live by comparing said ?rst of said 
subsequent values With said ?rst value; 

replacing said ?rst value With said subsequent value When 
said target server is live; and 

periodically checking a liveness of said target server by 
checking a stored value at said management server With 
a neXt subsequent value received from the target server. 

14. The method of claim 13, Wherein said determining 
comprises comparing said ?rst value With said neW value 
that is generated after a pre-determined period has elapsed, 
Wherein said target server is live When said neW value is 
greater than said ?rst value. 

15. The method of claim 14, further comprising triggering 
a ?rst programmable netWork interface card of said target 
server to forWard said initial and neW value to a second 
programmable netWork interface card of said management 
server at a pre-determined period, Wherein said neW value is 
automatically updated at said target server When a processor 
of said target server is operating. 

16. The method of claim 15, farther comprising triggering 
said incrementing step via execution of a specialiZed dae 
mon process. 

17. The method of claim 15, farther comprising triggering 
said incrementing step at said target via execution of logic 
Within an application When said application reaches a par 
ticular internal state. 

18. The method of claim 17, Wherein said triggering 
includes transmitting a frame from said ?rst programmable 
netWork interface card of said target server to said second 
programmable netWork interface card of said management 
server, said frame containing the neW value. 
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19. The method of claim 18, Wherein said frame is a 

MAC-level frame, said method comprising addressing said 
frame to said netWork interface of said management server. 

20. The method of claim 19, further comprising copying 
said neW value into said ?rst location of memory When said 
neW value is greater than said ?rst value, Wherein said neW 
value is greater if each element of said neW value is greater 
than or equal to corresponding elements of said ?rst value 
and at least one element of said neW value is greater than a 
corresponding element of said ?rst value. 

21. The method of claim 20, further comprising: 
monitoring a pre-selected time-out interval for receipt of 

said neW parameter values; and 

tagging said target server as failed When said neW value 
is not received Within said time interval. 

22. The method of claim 21, Wherein said server farm 
netWork comprises multiple target servers, said method 
further comprising staggering a period for transmission of 
said neW value from each target server among said multiple 
target servers. 

23. The method of claim 22, further including transmit 
ting a liveness frame to said target server from said man 
agement server requesting return of said neW value, Wherein 
said liveness frame triggers said ?rst programmable netWork 
interface card to submit said neW value to said management 
server. 

24. The method of claim 23, Wherein said server farm 
netWork comprises multiple target servers, said method 
further comprising staggering a period for transmission of 
said frames to each target server among said multiple target 
servers. 
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