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KEY AND LOCK DEVICE 

FIELD OF INVENTION 

The present invention relates generally to key and lock 
devices, and more speci?cally to electromechanical key and 
lock devices and lock systems comprising such devices. 

BACKGROUND 

It is previously knoWn a variety of lock devices that use 
electronic devices for increasing the security of the lock and 
for providing effective administration, management, and 
control of keys and personnel. HoWever, these devices have 
had the inherent draWback of either being Wired With 
accompanying high installation costs or stand alone devices 
requiring signi?cant individual efforts to change or eXtend 
the system With keys and/or locks. 

Another draWback of prior art lock systems is that they are 
dif?cult to create and adapt to the speci?c requirements of a 
customer. 

The US patent document US. Pat. No. 4,887,292 (Barrett 
et al.) discloses an electronic lock system provided With a 
“lockout list” that identi?es keys that are to be prevented 
from opening system locks. This system is adapted to be 
used With real estate lockboXes used in the real estate 
industry to contain the keys of houses listed for sale. The 
in?exibility of the disclosed system results in it not address 
ing the above mentioned problems of prior art key and lock 
systems. 

SUMMARY OF THE INVENTION 

An object of the present invention is to provide for easy 
adding or deleting of authoriZation of access to the operation 
of a lock by the key. 

Another object is to provide an electromechanical key and 
lock device of the kind initially mentioned Wherein the 
distribution and assignment of keys are more secure than in 
knoWn lock systems. 

Another object is to provide a lock system With a high 
level of key control and Wherein no keys can be added 
Without the knoWledge of the system oWner. 

Another object is to provide a lock system With a high 
level of authoriZation control. 

Another object is to provide a lock system that is easy to 
create and service. 

Yet another object is to provide a key and lock device 
Wherein the assignment of keys is facilitated. 

The invention is based on the realiZation that certain 
information elements or items of an electronic key code Will 
provide for a simple and yet secure distribution and assign 
ment of keys in a master key system. 

According to the invention, there is also provided a 
method of updating authoriZation information of a lock 
device of a lock system. 

Akey and lock device and a lock system according to the 
invention addresses the above mentioned problems and 
draWbacks of prior art devices. By providing a group con 
cept together With lists indicating authoriZed and non 
authoriZed devices easy adding and deleting of keys and 
locks is made possible While a high level of security is 
maintained. In a non-Wired system, the group concept makes 
it possible to add neW keys to the system Without having to 
access or alter eXisting locks. 
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2 
BRIEF DESCRIPTION OF DRAWINGS 

The invention is noW described, by Way of eXample, With 
reference to the accompanying draWings, in Which: 

FIG. 1 is an overall vieW of a lock system according to the 
invention; 

FIG. 2 is a block diagram of a key and lock device 
according to the invention; 

FIG. 3 is a diagram shoWing the group concept used With 
the invention; 

FIGS. 4a and 4b are diagrams shoWing information 
elements in a key and a lock, respectively, according to the 
invention; and 

FIG. 5 is a diagram shoWing an eXample of distribution of 
locks in an office building. 

DETAILED DESCRIPTION OF THE 
INVENTION 

In the folloWing, a detailed description of preferred 
embodiments of the invention Will be described. 
Lock System and Tools 
A lock system comprising lock devices according to the 

invention Will noW be described With reference to FIG. 1, 
Which shoWs the distribution of hardWare and softWare tools 
among different hierarchical levels of a lock system, namely 
customer 100, distributor 200 and manufacturer 300. The 
manufacturer, distributors and customers constitute the 
members of the overall lock system. 

Each element, i.e., key, lock etc., in the system belongs to 
one and only one master key system. This is to maintain the 
high security levels required of today’s lock systems. 
SoftWare 
At each level there is softWare installed. There are three 

different kinds of softWare, one for each of the three levels: 
Manufacturer softWare (M-softWare), Distributor softWare 
(D-softWare) and Customer softWare (C-softWare). 

Each installed softWare maintains a database comprising 
information, such as encryption keys etc. In case the com 
munication encryption keys must be changed, the manufac 
turer sends the neW keys encrypted With the current com 
munication encryption key. 
User Keys 

In the customer system 100, there are several user keys 
101 adapted for use With a number of locks 20. 
Programming and AuthoriZation Key 

There is at least one special programming and authoriZa 
tion key (C-key) 102 for a customer system. A C-key can be 
a normal looking key, but With special features. It includes, 
like a normal user key, a simple user interface, either a small 
display or a buZZer. 

There is a de?ned routine and sequence to replace a lost 
C-key. This routine leads back to the factory for authoriZa 
tion. 
Customer Programming Box 
At the customer, there is a programming boX 106 adapted 

for connection to a computer (PC) 104 via eg a serial 
interface. This programming boX comprises a static reader 
107 and is used for programming keys and locks in the 
customer system. A static reader is a key reader Without a 
blocking mechanism and thus comprises electronic circuits 
etc. for reading and programming a key. 

Optionally, the programming boX can be provided With an 
internal poWer source, thus also functioning as a stand alone 
boX operating disconnected from the computer 104. 

Although a customer programming boX is shoWn in the 
?gure, this boX can be omitted in very small lock systems. 
Customer SoftWare 
The customer has access to a personal computer 104 

running customer administration softWare (C-softWare) With 
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open system information only. Thus, the C-softWare keeps 
track of Which keys are authorized in Which locks in the lock 
system in question. It also contains information regarding 
secret identities of all keys of a system. 
Authorization Key for the Distributor 

There is an authoriZation key (D-key) 202 for the dis 
tributor of the lock system, Who can be eg a locksmith. The 
function of this key is equivalent of the C-key. HoWever, a 
D-key has special authoriZation data for the particular soft 
Ware With Which it Will be used. A D-key is also used as a 
secure communication bridge for all distributor level pro 
grammmg. 
Distributor Programming Box 

At the distributor, there is a programming box 206 
adapted for connection to a computer (PC) 204 via eg a 
serial interface, like a RS232C interface. This programming 
box can be identical to the one described in connection With 
the customer system 100. 
Distributor SoftWare 
The distributor has special computer softWare 

(D-softWare) for a personal computer 204. The D-softWare 
includes an open part for display of open system information 
and for design of changes etc. It also includes a secret part 
including authoriZation codes and secret keyWords used in 
the system. The D-softWare also supports encrypted com 
munication to manufacturer lock system computer 304 
through eg a modem connection 208. 

The D-softWare stores secret identities of keys, but not in 
plain text but in an encrypted format. HoWever, the encryp 
tion keys are not stored With the D-softWare but is present in 
the D-key. Thus, the D-key is needed When the encrypted 
information is to be read. 

The distributor softWare may use as a module a key/lock 
register, Which constitutes the customer system. In that Way, 
the distributor can Work transparently as if the distributor 
and customer softWare Were one system. This is necessary 
for the distributor if he is going to be closely involved With 
servicing the customer system. 
Manufacturer Key 

There is an authoriZation key (M-key) 302 With a function 
similar to the D-key, but With authoriZation to M-softWare 
including all master key systems delivered by the manufac 
turer in question. 
Manufacturer Programming Box 

This is a programming box 306 similar to the distributor 
programming box. 
Manufacturer SoftWare 

The manufacturer has access to a personal computer 304 
running softWare (M-softWare) With full authoriZation for all 
operations. 

The tools used create a ?exible environment, Which can 
be con?gured in a Way to ?t the market conditions. Autho 
riZation can be limited or extended at the different levels. 
HoWever, the manufacturer can alWays do everything that 
can be done. The distributor can never store secret codes 
himself and the customer can normally not create a neW or 
extended system himself. The manufacturer can hereby 
control the level of authoriZation for the distributor and the 
distributor can control the system maintenance. 

The above mentioned tools together determine the pos 
sible operations of the different parts. In practice, the system 
can operate in many different structures and set-ups. It all 
depends on to Whom the different tools are distributed. This 
provides a ?exible system, Which can be adapted for a Wide 
range of applications. 
Key and Lock Electronics 

In the folloWing, a description of the key and lock 
electronics Will be given With reference to FIG. 2, Which is 
a schematic block diagram of a key and a lock. 

The key, generally designated 101 comprises electronic 
circuitry 101a having a microprocessor, timer circuits etc. 
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4 
for executing the normal operations of a microprocessor 
arrangement. Speci?cally, a memory circuit 101b has been 
shoWn electrically connected to the electronic circuitry. This 
memory circuit is used for storing information regarding the 
key, as Will be explained beloW. 
A contact 101c placed on the exterior of the key 101 is 

also shoWn electrically connected to the circuitry 101a. 
The lock, generally designated 20, comprises an elec 

tronic circuitry 20a having a microprocessor, timer circuits 
etc. for executing the normal operations of a microprocessor 
arrangement. This circuitry 20a is similar to the one 101a 
located in the key. This is an advantage in that large-scale 
production reduces manufacturing costs. 
A memory circuit 20b is shoWn electrically connected to 

the electronic circuitry 20a. This memory circuit is used for 
storing information regarding the lock and authoriZed keys, 
as Will be explained beloW. 
A contact 20c is located in the lock 20 and is shoWn 

electrically connected to the circuitry 20a. This lock contact 
is arranged to co-operate With the key contact 101a in order 
to establish electric connection betWeen the key electronics 
and the lock electronics. 

There is also an electrically controlled blocking mecha 
nism 20a' in the lock 20. This mechanism is controlled by 
means of driving circuitry (not shoWn) and opens the lock as 
a result of identi?cation of an authoriZed key in the lock. 
Group Concept 
The customer level 100 of the master key system 

described With reference to FIG. 1 can be divided into 
different groups and each user key 101 belongs to one and 
only one group. HoWever, the groups can be de?ned accord 
ing to several different rules, Which Will be described in the 
folloWing. 
Standard Solution 
The standard solution is to have one key cut per individual 

door and one group per mechanical key cut. This solution is 
used in prior art lock systems and thus does not require any 
modi?cation of the thinking of developing a neW MKS. This 
gives a very secure but someWhat in?exible solution. 
OrganiZational Solution 
According to the organiZational solution, one mechanical 

key-cut and one group is assigned to each “department” of 
the organiZation using the MKS. Thus, in a typical company, 
the sales department, research and development department, 
security guards, production department 1, production 
department 2 etc. are each assigned to a speci?c group. This 
is illustrated in FIG. 3 shoWing the customer level of a MKS 
according to the invention. 
The advantage of this solution is that less different 

mechanical key-cuts are required and that it gives ?exibility 
in the set-up of the system. 
One Key-Cut, Many Groups 
According to this solution, feW key-cuts are made. As an 

example, all individual user keys of one ?oor, several ?oors 
or even the entire company have the same key-cut. Further, 
all master keys have the same key-cut, sub-master keys level 
1 have another, level 2 yet another etc. 

Groups are then de?ned as in the organiZational solution 
described With reference to FIG. 3. 

This solution gives very feW mechanical key-cuts, result 
ing is a very ?exible master key system. 
The described solutions may of course be varied depend 

ing on the special requirements of the system. As an 
example, some departments may be divided into several 
groups. Alternatively, several small departments may con 
stitute one group. The Way the group concept is used can 
also vary Within an organiZation. HoWever, an important 
feature is that all keys in one group are mechanically 
identical, i.e., With identical key-cuts. The reason therefor 
Will be described beloW. 
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Information Elements 
All keys and locks have a unique electronic identity or 

code comprising several information elements controlling 
the functions of the keys and locks. The information ele 
ments of a key or a lock Will noW be described With 
reference to FIGS. 4a and 4b, respectively. 

The code is divided into different segments for the use of 
manufacturers, distributors, customers and individual key 
data’s While a secret segment is provided for secret infor 
mation and is alWays individual for the group. 

All keys and locks have a unique electronic code or 
identity. Every lock code comprises the folloWing parts: 

Manufacturer identi?cation (M) 
Public Lock ID (PLID) comprising 

Master Key System identi?cation (MKS) 
Function identi?cation Group ID (GR) 

Unique Identity (UID) 
DES key 
Secret Lock ID (SLID) comprising 

Secret group ID (SGR) 
Correspondingly, every key code comprises the folloWing 

parts: 
Manufacturer identi?cation (M) 
Public Key ID (PKID) comprising 

Master Key System identi?cation (MKS) 
Function identi?cation Group ID (GR) 

Unique Identity (UID) 
DES key 
Secret Key ID (SKID) comprising 

Secret group ID (SGR) 
The basic elements Will noW be described in more detail. 

M—Manufacturer 
M identi?es the manufacturer of the master key system. In 

the description and eXamples of the invention given beloW, 
this element is omitted as all keys and locks are assumed to 
have the same manufacturer. 
MKS—Master Key System 
MKS identi?es the different Master Key Systems. A lock 

Will accept a user key or a C-key only if they have the same 
MKS code. In the description and eXamples of the invention 
given beloW, this element is omitted as all keys and locks are 
assumed to belong to the same master key system. 
F—Function 

F identi?es the role of the device; Whether it is a lock, a 
user key, a C-key, D-key or M-key. 
GR—GRoup 
GR is an integer identifying the group. GR is unique in 

each MKS and starts at 1 With an increment of 1. 
UID—Unique Identity 
UID identi?es the different users in a group. UID is 

unique in each GR, starts at 1 With an increment of 1. 
DES 

The DES comprises a randomly generated DES encryp 
tion key, the same in one MKS. The DES is in no Way 
readable from the outside and is only used by the algorithms 
executed internally of the key and lock devices. 
SGR—Secret GRoup 
SGR is a randomly generated number that is the same for 

one GR. 

Authorization Table 
In every lock there is an authoriZation table stored in 

electronic memory. The authoriZation table determines 
Which keys the lock in question accepts. The con?guration 
and function Will noW be discussed. 

The authoriZation table is divided into tWo parts, a list of 
authoriZed keys (the A-list) and a list of non-authoriZed keys 
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6 
(the NA-list). A key is authoriZed only if it is listed in the 
A-list but not in the NA-list. The A-list comprises both the 
PKID and the SKID of authoriZed keys. HoWever, the 
NA-list comprises only the PKID and not the SKID of 
non-authoriZed keys. 

A key is listed by its group or its unique identity. In both 
cases, it is determined by the PKID, comprising the infor 
mation elements GR-UID, see FIG. 4a. To specify the 
unique identity, the values of both GR and UID are provided. 
HoWever, in the case a group is to be speci?ed, UID is given 
the value “0”, denoting no speci?c key, because the UID for 
individual keys can take the values “1”, “2”, “3” etc. As an 
eXample, a PKID of 2-0, i.e., GR=2 and UID=0, denotes the 
entire group 2 of the master key system in question. 

It is thus possible to authoriZe all keys of one group in one 
lock by memoriZing UID=0 for the GR in question. With this 
solution, all keys of a group, Whatever their UID, Will be 
authoriZed to open the lock, provided they are not listed in 
the NA-list. This alloWs the making of a neW key, With a neW 
UID, Working directly in the lock Without one having to 
reprogram the lock. 

As already stated, When a key is listed in the A-list, the 
secret key identity SKID is stored, too. The SKID is the 
same for all keys of one group and is used for security 
reasons. It is not possible to read the SKID from the keys or 
locks Without having ful?lled special authentication proce 
dures by means of a C-key, Which Will be discussed beloW. 

If an entire group is authoriZed in the manner described 
above, it is possible to restrict the access of one or more keys 
of that group by including their PKID in the NA-list of the 
lock. 

An eXample of organiZational grouping and authoriZation 
Will noW be given With reference to FIG. 5, Wherein an of?ce 
building including an R&D department and a sales depart 
ment is schematically shoWn. The entire of?ce belongs to 
master key system 1, i.e., MKS-1 for all keys and locks. 
There are all in all seven doors in the of?ce, three belonging 
to the R&D department: R&D1, R&D2, and LAB, tWo 
belonging to the sales department: SALES1 and SALES2, 
and tWo common doors, MAIN and COMMON. There are 
four people Working in the of?ce, tWo in the R&D 
department, Researchers 1 and 2, and tWo in the sales 
department, Salespersons 1 and 2. 

The master key system is divided into tWo electronically 
coded groups, GR=1 (R&D) and GR=2 (Sales), each group 
With tWo keys. The PKID of the keys are given in table 1 
beloW: 

TABLE 1a 

Group User PKID (GR-UID) 

1 Researcher 1 1-1 
1 Researcher 2 1-2 
2 Salesperson 1 2-1 
2 Salesperson 2 2-2 
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The authorization tables of the different doors are given in 
table 2 

TABLE 2a 

MAIN R&D1 R&D2 LAB COMMON sALEs1 sALEs2 

ANAANAANAANA A NAANA A NA 

1-0 1-1 1-2 1-0 1-0 2-1 2-2 
2-0 2-0 

In common doors, entire groups are listed in the A-list and Add Key 
in private doors, only the speci?c keys admitted are listed in Add Okay 
the A-11St~ 15 Replace Master C-key. 

With this con?guration, all four employees are admitted Delete Key 
through the main door and to the common room. Only the 
researchers are admitted to the lab. To the four personal 
rooms, only the person Working therein is admitted. 

Delete C-key 
AuthoriZe Key 
Forbid Key 

If one of the employees quits and is replaced by another, 20 Read Audit Trail 
neW keys must be issued and locks must be reprogrammed. Read K6 List 
Assume that Researcher 1 quits Without returning his keys T t y 
and is replaced by Researcher 3. The identities of the issued Res d U R . t 
keys Will noW look like in table 1b: ea Ser egls ,er 

25 Update User Register 
Control commands for programming device 

TABLE 1b Scan Programming Audit Trail 
Group User PKID (GR-UID) SCaIl Test results 

Scan Key list from a lock 
1 gesearcher 1 1'1 Scan Audit trail list from a lock 

esearcher 2 1-2 30 _ _ 

1 Researcher 3 1.3 Identi?cation of the lock 
2 Salesperson 1 2-1 Delete Task 
2 Salesperson 2 2-2 Delete Key List 

Delete Audit Trail 
Access to the office must be denied to Researcher 1 and 35 Delete Programmlng Audlt “all 

instead given to Researcher 3. The PKID of the key of Delete all 
Researcher 1 is therefore added to the NA-list of all locks Stat1l$_ datai _ 
Where Researcher 1 Was authoriZed. The PKID of the key of Task aCtlVated In a C-key 
Researcher 3 must be added to his private room. The Task done for a lock 
authoriZation tables Will then look like in table 2b: Etc. 

TABLE 2b 

MAIN R&D1 R&D2 LAB COMMON sALEs1 sALEs2 

ANAANAANAANAANAANAANA 

1-0 1-1 1-1 1-1 1-2 1-0 1-1 1-0 1-1 2-1 2-2 
2-0 1-3 2-0 

Additions compared to table 2a are indicated by boldface. Some of these operations Will noW be discussed in detail. 
It is thus very easy to make the necessary changes to the Add Key Operation 

locks Of the master keysystem. _ _ _ _ A key is added to the number of authoriZed keys by 
It is appreciated that if there are identical entries in the A adding its PKID and SKID to the A_1iSt_ 

and the NA lists, both could be deleted to save memory. _ Delete Key Operation 
fhed?lectrom‘ilccfdntllg can be suppletilengzd by media?‘ 55 To delete authoriZation of a key, the PKID and the SKID 

Ca CO mg as. We ' Ht 6 present examp e’t ere can on y e of the key are deleted from the A-list. This is called the 
two mecham-cal Cumngs’ MCI and MC2’ as the-re are only delete o eration From noW on the ke is not authoriZed and 
tWo electronically coded groups and the mechanical coding t k p-t th ' - d th dd ’ t-y t - b 
must be the Same Within a group‘ 0 ma e 1 au or1Ze , e a opera 1on mus once again e 

De?ned Operations geriqgmlgd' O . 
In the folloWing, an overvieW of the different operations 60 or 1 6y peranon _ _ _ 

in the system Will be given. Initially, the original master key As already Stated, When a key or _a group 1S_ authonzed 1n 
System is Created and programmed by the manufacturer by a lock, 1ts~SKID is also memorized 1n the A-l1st of the lock. 
means of the manufacturer softWare 304. This initial system It 15 Posslble t0 lnsmlct a lock to COPY the PKID to the 
includes one or more C-keys 102. Complete information on NA-llst and t0 leave the PKID and SKID 1n the A-llSt. In thlS 
the created system is stored in the M-software 304, 5 case, the lock Will not open to the key in question because 

6 There are a number of de?ned operations With their 
separate rules. The possible operations are listed in the 
folloWing: 

a lock does not open to a key in the NA-list, even if it is in 
the A-list. This operation to copy the PKID to the A-list is 
called a forbid operation. 
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ReauthoriZe Key Operation 
If a forbid operation has been performed on a key, it is 

possible to reauthoriZe the key Without having its SKID, i.e., 
Without access to the key itself. The only thing you have to 
do is to delete the PKID in the NA-list. This operation is 
called a reauthoriZation operation. 

The combination of the forbid and reauthoriZe operations 
is useful When a key is to be reauthoriZe Without having 
access to the key. It means that the PKID and the SKID of 
a key has to be entered in the A-list only once. Thereafter, 
forbid or reauthoriZation operations are performed. 
Replace Key Operation 

The replace operation enables manufacturing of a key that 
Will tell all locks in Which the key has been inserted that it 
is replacing a speci?c key. This operation can only be 
performed in locks in Which the replaced key Was autho 
riZed. The operation checks that the previous key is in the 
A-list and not in the NA-list. It then puts the PKID of the 
replaced key on the NA-list. 

With this operation, reprogramming is effected automati 
cally. This is particularly useful When a key has been lost. 
Create Installer Key Operation 

In the initial stages of the creation of a lock system, there 
is a need for a so-called “Installer Key”. This is just a normal 
user key With authoriZation in all locks of the system and 
Which is used during installation. It must be eXcluded after 
use like any “lost” key. 
C-Keys 
A C-key belongs to a master key system, but has a special 

code informing that it is a C-key. It also has a PKID but can 
not operate locks as a user key. There is alWays a master 
C-key With a special GR code. This is the ?rst C-key. 

For security reasons, C-keys are used for adding and 
deleting items in the A-list or the NA-list of a lock. In each 
lock, the identities of all C-keys that are alloWed to make 
changes in the authoriZation tables are recorded in the A-list. 
Thereby, it is possible to modify rights to different C-keys in 
different locks. HoWever, C-keys do not contain any infor 
mation on the user keys. 

The Master C-key is used for changing the authoriZations 
of C-keys. The Master C-key is recorded in all locks of a 
master key system. The Master C-key is also alloWed to 
make changes of the user key authoriZations. 

The C-keys are also used to guarantee the security of data 
stored in the C-softWare. In combination With a PIN code 
entered by a user, a C-key enables reading of encrypted data 
in the C-softWare. 

If a C-key is lost, authoriZations can be changed by means 
of the Master C-key. If the Master C-key is lost, the 
manufacturer delivers a neW Master C-key. By means of this 
neW Master C-key and the replace operation, the lost Master 
C-key can be replaced in all locks in the master key system 
and the C-softWare. 
Use of C-Keys 
A C-key can be used in different Ways for programming 

locks in a master key system. In the folloWing, the different 
Ways of programming locks Will be described, partly With 
reference to FIG. 1. 
Operations With C-SoftWare 

The C-SoftWare of a lock system keeps track of the locks, 
keys, and their authoriZations. If a modi?cation is Wanted, it 
is done in the C-SoftWare of the customer computer 104 and 
is then doWnloaded to the C-key by means of the program 
ming boX 106 connected to the computer. The procedure at 
the lock is then as folloWs: The C-key is then inserted into 
a lock 20 Where modi?cations are Wanted during a speci?ed 
time interval and the neW information is transferred from the 
C-key to the lock 20. 

Thus, When using the C-softWare, the information items 
regarding the updated user key authoriZations are supplied 
from the C-softWare, stored in the C-key and supplied to the 
lock. 
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10 
When an operation has been eXecuted correctly for a 

speci?c lock, this is Written to the C-key. It is then possible 
to update the status of the system in the C-SoftWare database 
describing the system. In that Way, the current status of the 
master keys system is alWays stored in the C-SoftWare. 
Operations With a Programming Device 

If the C-SoftWare is unavailable, it is possible to change 
the authoriZation table of a lock by using a C-key and a 
programming device. This programming device can be the 
above-described boX 106 operating disconnected from the 
computer 104. Alternatively, it is a dedicated portable boX 
not shoWn in the ?gures and provided With a display and a 
keypad. 
As an alternative, a loW cost programming device can 

sometimes be used instead of the usual programming boX. 
With this loW cost alternative, only the delete, forbid and 
reauthoriZe operations are possible to perform. 
To perform the add operation, an authoriZed C-key, a 

programming device and the key are needed. The key is 
needed because the SKID is needed in the A-list. The C-key 
can be either a separate key inserted into the boX or 
integrated into the boX. An add operation is then selected 
from a menu and this information is transferred to the lock. 

It is also possible to perform other operations in a similar 
Way, such as to authoriZe an entire group With such a 
solution by having one key of this group because all keys in 
a group have the same SKID. 
To perform a delete operation, an authoriZed C-key and a 

programming device are needed. By means of the program 
ming device, the PKIDs of keys in the A- and NA-lists are 
scrolled the key to be deleted selected. The key to be deleted 
is not required because it is possible to put the PKID of an 
authoriZed user key in the NA-list and to delete its PKID and 
SKID from the A-list, even Without the user key present. 

Thus, When using a programming device, the information 
items regarding the updated user key authoriZations are 
supplied from the user key and directly to the lock. 
Operations Without a Programming Device 
With just a C-key and a user key, it is possible change the 

authoriZation of the user key in a lock. The C-key is ?rst 
inserted into the lock for a speci?ed time. The user key is 
then inserted into the lock. The C-key is then again inserted 
into the lock to con?rm the update. Depending on the 
operation Wanted, the C-key is inserted for different time 
intervals. 

It is possible to delete all keys from the A-list. It is not 
possible to delete one single lost key from the A-list Without 
deleting all keys in the list. HoWever, it is possible to delete 
a key from the A-list if the key is present together With an 
authoriZed and programmed C-key. 
The replace operation is possible to perform Without a 

programming boX. Thus, With a neW key, a lost key can be 
replaced by means of the replace operation. 

Like When using a programming device, the information 
items regarding the updated user key authoriZations are 
supplied from the user key and directly to the lock. 
Other Operations Possible With a C-Key 

It is possible to give a C-key some functions to execute 
When it is used With locks. It is possible to give a C-key the 
function of adding or deleting speci?c keys to the authori 
Zation table. When issuing a number of neW keys, it is thus 
possible for the manufacturer to supply a C-key With the neW 
keys that functions to authoriZe all the neW keys in some or 
all of the locks in a system. This Would simplify the 
authoriZation procedure signi?cantly. 

It should be noted that there are no links betWeen the GR 
code of user keys and C-keys. HoWever, it is possible to limit 
the use of C-keys to speci?c groups of a lock system. 
D-Keys and M-Keys 

D-keys (and M-keys) are used like C-keys. For certain 
operations, a D-key is required. As an eXample, at the 
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distributor, When locks or keys are to be added to the system, 
D-softWare 204 authorized by D-key 202 is used together 
With downloading of necessary secret information from 
M-softWare 304. The M-key is required When using the 
M-softWare. 

The lock is then programmed at the customer either using 
the C-key 102 or by means of an adapter interconnecting the 
programming boX 106 and the lock 20. 
A preferred embodiment of a key and lock device has 

been described. It is realized that this can be varied Within 
the scope as de?ned by the claims. Thus, although a cylinder 
lock device has been described, the invention is also appli 
cable to other lock types as Well, such as card locks. 

Although an embodiment has been described, Wherein 
both a public identi?cation item and a secret identi?cation 
item are stored in the A-list and the public identi?cation item 
is stored in the NA-list, this could be varied. Thus, for 
eXample, it is entirely possible to store just public or just 
secret identi?cation items in both lists or another combina 
tion thereof. 
What is claimed is: 
1. An electromechanical key and lock device, comprising: 
a key having a mechanical code and a key electronic 

circuitry comprising: 
a key memory adapted for storing a public identi?ca 

tion item of said key and a group identi?cation item 
identifying a group of keys having identical 
mechanical codes, and 

a key contact; and 
a stand-alone lock having a lock electronic circuitry 

comprising: 
a lock memory adapted for storing: 

a list of authoriZed keys comprising said public 
identi?cation item and a secret identi?cation item 
of authoriZed keys, and 

a list of non-authoriZed keys comprising said public 
identi?cation item of non-authoriZed keys, 

a lock contact arranged to co-operate With said key 
contact, and 

a blocking mechanism adapted to block operation of 
said lock unless an authoriZed key is inserted in the 
lock, 

Wherein a key is authoriZed if said public and secret 
identi?cation items thereof are present in the list of 
authoriZed keys and said public identi?cation item 
thereof is absent in the list of non-authoriZed keys. 

2. The key and lock device according to claim 1, Wherein 
said key and lock memories are arranged to store an elec 
tronic code ?eld comprising said public identi?cation item, 
said secret identi?cation item and an encryption key. 

3. The key and lock device according to claim 1, Wherein 
said public identi?cation item comprises a function identi 
?cation item identifying one of the folloWing functions: user 
key, customer authoriZation key, distributor authoriZation 
key, manufacturer authoriZation key, and lock. 

4. The key and lock device according to claim 1, Wherein 
said public identi?cation item comprises a device identi? 
cation item identifying the different devices of a group and 
Wherein the device identi?cation item is unique in each 
group. 

5. The key and lock device according to claim 1, Wherein 
said secret identi?cation item is identical for all devices 
Within a group. 

6. The key and lock device according to claim 1, Wherein 
said public identi?cation item stored in said list of autho 
riZed keys or in said list of non-authoriZed keys comprises 
device identi?cation item of a speci?c value denoting an 
entire group. 
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7. The key and lock device according to claim 1, Wherein 

secret identi?cation items stored in said key memory can 
only be read by means of a special authoriZation key. 

8. The key and lock device according to claim 1, Wherein 
a key is added to said list of authoriZed keys by adding its 
public and secret identi?cation items to said list of autho 
riZed keys. 

9. The key and lock device according to claim 1, Wherein 
a key is deleted from said list of authoriZed keys by deleting 
its public and secret identi?cation items from said list of 
authoriZed keys. 

10. The key and lock device according to claim 1, Wherein 
a key is deleted from said list of authoriZed keys by adding 
its public identi?cation item to said list of non-authoriZed 
keys. 

11. The key and lock device according to claim 1, Wherein 
a key is added to the number of authoriZed keys by deleting 
its public identi?cation item from said list of non-authoriZed 
keys. 

12. The key and lock device according to claim 1, Wherein 
a ?rst key of the number of authoriZed keys is replaced by 
a second key by checking Whether said ?rst key is 
authoriZed, adding said public identi?cation item thereof to 
said list of non-authoriZed keys and adding said public and 
secret identi?cation items of said second key to said list of 
authoriZed keys. 

13. The key and lock device according to claim 1, Wherein 
a master authoriZation key is recorded in said authoriZed list 
of all locks of a master key system. 

14. A lock system comprising a plurality of key and lock 
devices according to claim 1. 

15. The lock system according to claim 14, comprising a 
customer database arranged to keep track of Which keys are 
authoriZed in Which locks in said lock system. 

16. The lock system according to claim 14, comprising a 
distributor database including a key/lock register having an 
open part for display of open system information for design 
of changes and a secret part including authoriZation codes 
and secret keyWords used in the system. 

17. The lock system according to claim 14, comprising at 
least one authoriZation key used for programming the lock 
devices, said at least one authoriZation key being authoriZed 
to update said information stored in said lock memory of 
lock devices. 

18. A method of updating authoriZation information of a 
lock device of a lock system according to claim 14, Wherein 
the method comprises updating said information in said lock 
memory of said lock device. 

19. The method according to claim 18, Wherein the 
method further comprises: 

transferring updating information from a said customer or 
a distributor database to an authoriZation key, and 

transferring updating information from said authoriZation 
key to said lock memory of a lock device. 

20. The method according to claim 18, Wherein the 
method further comprises: 

instructing an updating operation by inserting an autho 
riZation key into said lock, and 

transferring updating information from a user key to said 
lock memory of said lock device. 

21. The method according to claim 18, Wherein the 
method further comprises: 

verifying the updating operation by inserting said autho 
riZation key into said lock, and 

transferring veri?cation information from said authoriZa 
tion key to said customer or distributor database. 

* * * * * 


