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(57) ABSTRACT 

Asystem for controlling access to online content referenced 
in a hardcopy document. A user requesting access to online 
content available on a server responds to an authentication 

challenge from the server using a password mechanism 
printed in the hardcopy document. The password mecha 
nism allows the user to identify a password for responding 
to an authentication request by the server. After authenti 
cating the user, the server initiates a state change to enable 
subsequent access to the online content by the user with a 
different password that is also identi?ed with the password 
mechanism. 

18 Claims, 16 Drawing Sheets 
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\A For General Information About Online Content 
m Available At Our Online Repository Please Visit: 

\> URL: www.pub1icationX.com 

To Access Our Online Repository Please Enter 
M The Following Login URL: _I 17 

\> URL: www.pub1icationX.co '@ 

Password: 
Instructions for identifying your password 
from the password mechanism below will be 
provided to you when you attempt to access 
the URL above. 

[us 

Password 
Mechanism 

FIG. 2 
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FIG. 4 

{5 Web Browser 

file Edit yiew _T_oo|s ?elp 
URL: http://wwwpublicationXcom/ 

119i 
‘ 

\_>Welcome: You have accessed a Web Page that provides online 
content to subscribers of the PublicationX publication. This is 

404 available using the login URL and password found in the copy 
of your PublicationX. 

’' glick To View Diregtggy Q1 Qn?ne Content 
408 

Those interested in the viewing a sample of the online content 
available with the PublicationX publication can proceed along 
this insecure link. 

Qlick To Register For Agg? To Qnline'Content_ 
4 70~ 
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FIG. 6 
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Auihen?co?on Window 
8 s 

@ce: PublicationX Online c@ 

Please type your password by entering the 
" ?rst password in your password list. 

Password: **"‘* 

OK Cuncel? 

It] Web Browser 

file Edit Xiew Iools ?elp 
URL: http://www.pub1icationX.com/login/ 

You have successfully logged in. Please record the missing 

(- 10.2 

The letter "O" 

characte?s) of password #2: 

Ciick To § Rguested Content 704 

FIG. 7 
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Authentication Window 

@e: Publication}! Online c® 

Please type your password by entering the characters 
“found at the following positions in the character list: 

1, 3, 4, and 5. 

Password: **"‘* 

OK Cancel 

FIG. 9 
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E Web Browser 

file Edit Miew Iools ?elp 
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FIG. 12 
1202 

ID Web Browser 

?le Edit Xiew Iools help 
204 URL: http://wwwpublicationXo rn/register/ 

i —— ‘ 

\You have successfully registered a "be" Please print out and 
maintain in a secure location the following personal character 
list. You will be asked to refer to this personal character list 
when you request access to online content. 

1 I8c\ 
\ABCDEFGHIJKLMNOPQ 

h y u 2 '7 m e q _ _ _ _ _ _ _ _ _ 

IZQQ 
\F’To Access Our Online Repository Please Enter The Login URL 

Found In The Copy Of Your PublicationX. ' 

602 / 
Authentication Window 

604 

\<@e: PublicationX omm® 
Please enter our User ID and Password. 

m2 Y 
\~, Please type your password by entering the characters 

found at the following positions in the character list: 
2, 4, and 5; and the following positions in your personal 
character list: B, D, and H. 

1202 
\ ~+ User ID: joe 

1304 

\~> Password: I **** H 

|[ OK ConcelE 

FIG. 13 
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E Web Browser 

file _E_dii [new Iools ?elp 
URL: http://www.publicationX.com/login/ 

You have successfully logged in. Please record the missing 
characte?s) at the following position(s) in the document 
character list: ' 

MN 1402 
Position 6: 

and, the following position(s) in your personal character list: 

L49—5\ _ _ 7406 

Posmon 1: 

After You Have Recorded The Letters "2“ and "x" _ 
Click T Access :1 st - ntent 704 

150 l 
l 

{E Web Browser I 
?le Edit Xiew Iools ?e'lp 

7503 URL: http://wwwpublicationXcc m/register/ 
1 ‘ 
You have successfully registered "joe" Please initialize your 
personal selector card by punching ou holes in the following 
coordinates: 

b2, d3, e4, f5, 91 MQQ 

To Access Our Online Repository Please Enter The Login URL 
/¥v Found In The Copy Of Your PublicationX. 7 

150g 

FIG. 15 
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Auiheniico?on Window 
604 

170><® PublicationX onnneg® \ 
‘\\> After aligning your arsenal selector card at grid point 18 on 

the Milli. please enter your User ID and password. 

110% Type your password by entering the characters identi?ed 
*—> using the columns d, then e. then b, and then f of your 

personal selector card. 

Please ignore delected characters viewed through holes in 
your personal selector card. 

A1so.'p1ease ignore requests for entries from your personal 
1 5m selector card which have no holes. 

-+ User ID: joe 
1704 

‘r Password: “*** 

OK Cancel 

FIG. 17 



U.S. Patent 0a. 5,2004 Sheet 11 0f 16 US 6,802,000 B1 

/1802 

0 
FIG. 18 U 

H d [1802 f 
1 2 3 4 5 6 7 8 9 

A yiuidibiwizipisikix /1602 
c___5__ abcdefghij 

.QiQiQi939E?595.939 

..... ..-.....¢.._. .........-....-.....¢.."........_..... 

.... ._-...............-.....-.......-.._u"...-...-,......_..... 

.... .v.......-... ..""--,W_...,_....‘.....-.......,...“v.7... 

............................................................... .. 

ogogogogogogogogogo 
'6Yb'2'6z'6 be 0': 0': 0% 0 

FIG. 19 



U.S. Patent 0a. 5,2004 Sheet 12 0f 16 US 6,802,000 B1 

B Web Browser 

file Edit Xiew Iools ?elp 
URL: http://www.publicationX.com/loginl 

You have successfully logged in. Please punch out the following 
additional hole(s) in your password selector card: 

r Y 1 - _ 

Click To Aggg? Rgguested Content 

FIG. 20 
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FIG. 22 
f 602 

Authentication Window m 
04 

\we: PublicationX Online@ 
04 
\ Please type your password by scratching off in order the 

“’ leftmost occurrences of the following entries: 2, B, Y, and 8. 

Password: **** l 

OK IRIoncelE 

FIG. 23 
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n2 
n5 / 
\ A 

To Access Additional Information Available 
2402 On The Online Repository Please Reference: 

\-> URL: www.publicationX.com/lcgin 

Paper ID@ 
I '7 

Password: 
Instructions for identifying your password 
from the password mechanism below will be 
provided to you when you attempt to access 
theURLabove. 

[118a 
1. J D P Y 

2. __ W 6 T 

3. __ U N 7 

4. _ B X K 

5. __ C 3 '1‘ 

FIG. 24 
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Authentication Window 

\—<@ez Publication}! Online C® 

2502 Please enter your paper ID and password. 

~> Type your password by entering the ?rst password 
in your password list. 

7 I 7 

~> Paper 11): paper 1 
2504 

\~> Password: ***“ 

OK Cancel 

FIG. 25 



US 6,802,000 B1 
1 

SYSTEM FOR AUTHENTICATING ACCESS 
TO ONLINE CONTENT REFERENCED IN 

HARDCOPY DOCUMENTS 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 

The present invention relates generally to a system for 
authenticating requests to access online content, and more 
particularly, to a challenge and response system for manag 
ing requests for access to online content referenced in a 
hardcopy document. 

2. Description of Related Art 
Increasingly, hardcopy documents contain references to 

“online content”. For example, references to online content 
may identify resources that are not available in hardcopy 
documents such as computer programs or electronic services 
that relate to content set forth in the hardcopy documents. 
More speci?cally, the type of online content referenced in a 
hardcopy document may include audio and video ?les (i.e., 
multimedia ?les), application programs, data ?les, electronic 
images, or any other data or program that may supplement 
or enhance content (e.g., an article) set forth in a hardcopy 
document. 

A common approach for restricting access to online 
content stored on a server is performed by authenticating a 
simple passWord. The exchange of a simple passWord 
betWeen a client and the server is de?ned herein as “a simple 
passWord exchange”. More generally, a simple passWord 
exchange provides an authentication mechanism for the 
provider of online content to restrict access to selected users 
and/or track the use of services on a user-by-user basis. In 
some instances, the server enforces a limited number of 
accesses requested by any single passWord to avoid fraudu 
lent or abusive access to restricted online content. 

As disclosed by Wong et al. in “Polonius: An Identity 
Authentication System,” published in the Proceedings of the 
1985 Symposium on Security and Privacy, pp. 101—107, 
Apr. 22—24, 1985, Oakland, Calif., and incorporated herein 
by reference, the problem With a simple passWord exchange 
for authentication over insecure channels is that the infor 
mation that is the basis for the authentication is reused. A 
simple passWord exchange is therefore vulnerable to attack 
(i.e., eavesdropping, playback, and exhaustive search) 
because the simple passWord is often repeatedly transmitted 
over an insecure channel before it is changed by the user or 
voided by the server. 

In contrast, a one-time pad of passWords (hereinafter 
“one-time pad”) provides a more reliable passWord authen 
tication technique, as disclosed by Wong et al. After each 
valid authentication (i.e., transaction) performed using a 
one-time pad, the valid passWord betWeen parties is syn 
chronously changed. Advantageously When using a one-time 
pad, exposure of a passWord over an insecure channel does 
not compromise the security of subsequent transactions 
because knoWing a previously valid passWord does not 
provide any information about the validity of subsequent 
passWords. 
A variant of a one-time pad is a one-time passWord. 

Unlike one-time pads Which change the entire passWord 
after each valid authentication, one-time passWords change 
at least some part of a passWord after each valid authenti 
cation. In other Words, after each authentication no material 
of a passWord is reused With one-time pads, Whereas With a 
one-time passWord some material may be reused. One 
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2 
draWback of both one-time passWords and one-time pads 
(collectively referred to herein as “a one-time list”) is that it 
easy for one party to collusively use it With others (i.e., 
purposeful sharing). That is, the party being authenticated 
can readily copy and share the one-time list With others 
unbeknoWnst to the party performing the authentication. 

Because of the increased use of references to online 
content in hardcopy documents, it Would be desirable to 
provide a passWord mechanism that has the increased reli 
ability of a one-time list over a simple passWord While 
making purposeful sharing through simple copying more 
dif?cult to carry out. Such a passWord mechanism Would 
advantageously provide more robust authentication than a 
simple passWord While not requiring additional hardWare to 
function properly. A further advantage of such a passWord 
mechanism is that it Would be easily incorporated in a 
hardcopy document With a reference to the online content. 

SUMMARY OF THE INVENTION 

In accordance With the invention, there is provided a 
hardcopy document With a reference (e.g., a URL) to 
restricted online content and a passWord mechanism. In 
response to a request from a user to access the online content 
referenced in the hardcopy document, a server that controls 
access to the online content challenges the request. The 
challenge to the request from the server includes a hint for 
identifying a passWord from the passWord mechanism 
recorded in the hardcopy document. After successfully 
authenticating the passWord provided by the user in response 
to the challenge, the server issues a suggested state change 
to the passWord mechanism, thereby modifying the pass 
Word for subsequent requests to access the online content. 

In accordance With one aspect of the invention, there is 
provided a method and apparatus therefor, for providing 
secure access to online content referenced in a hardcopy 
document. Initially, in response to a ?rst request for access 
to the online content referenced in the hardcopy document, 
a server issues a challenge to the ?rst request for online 
content. After receiving a ?rst passWord derived from a 
passWord mechanism in the hardcopy document in response 
to the issued challenge, the server suggests a state change to 
the passWord mechanism on the hardcopy document for 
identifying a second passWord to be used during a second 
request for access to the online content referenced in the 
hardcopy document. 

BRIEF DESCRIPTION OF THE DRAWINGS 

These and other aspects of the invention Will become 
apparent from the folloWing description read in conjunction 
With the accompanying draWings Wherein the same refer 
ence numerals have been applied to like parts and in Which: 

FIG. 1 illustrates an operating environment for perform 
ing the present invention; 

FIG. 2 illustrates a detailed vieW of a page of the hardcopy 
document shoWn in FIG. 1 that includes a reference to online 
content and a passWord mechanism for responding to chal 
lenges to requests for access to the online content; 

FIG. 3 sets forth steps of a communication sequence 
betWeen the client and the server for authenticating requests 
for access to online content referenced in the hardcopy 
document With the passWord mechanism shoWn in FIG. 2; 

FIG. 4 illustrates a page in a World Wide Web document 
that is accessed using a general reference in the hardcopy 
document illustrated in FIG. 2; 

FIG. 5 illustrates a ?rst embodiment of the passWord 
mechanism shoWn in FIG. 2, Which is referred to herein as 
an activated passWord list; 
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FIG. 6 illustrates an example of a challenge to a request 
for online content With the activated password list shown in 
FIG. 5; 

FIG. 7 illustrates a suggested state change to the activated 
password list shoWn in FIG. 5; 

FIG. 8 illustrates a second embodiment of the passWord 
mechanism shoWn in FIG. 2, Which is referred to herein as 
rolling activation; 

FIG. 9 illustrates an example of a challenge to a request 
for online content With the passWord mechanism shoWn in 
FIG. 8; 

FIG. 10 illustrates a suggested state change to the pass 
Word mechanism shoWn in FIG. 8; 

FIG. 11 illustrates additional steps of the communication 
sequence set forth in FIG. 3 for performing the third 
embodiment of the passWord mechanism shoWn in FIG. 2, 
referred to herein as user authentication that includes refer 
encing both a personal passWord mechanism and a docu 
ment passWord mechanism; 

FIG. 12 illustrates initialiZing the state of a personal 
passWord mechanism; 

FIG. 13 illustrates an example of a challenge to a request 
for online content With the personal passWord mechanism 
shoWn in FIG. 12 and the document passWord mechanism 
shoWn in FIG. 8; 

FIG. 14 illustrates a suggested state change to the personal 
passWord mechanism shoWn in FIG. 12 and the document 
passWord mechanism shoWn in FIG. 8; 

FIG. 15 illustrates instructions for initialiZing a personal 
selector card in accordance With a fourth embodiment of the 
invention; 

FIG. 16 illustrates an example of a personal selector card; 

FIG. 17 illustrates an example a challenge to a request for 
online content With the passWord mechanism illustrated in 
FIG. 19 that includes a personal selector card illustrated in 
FIG. 16 and a character matrix illustrated in FIG. 18; 

FIG. 18 illustrates an example of a character matrix; 

FIG. 19 illustrates a fourth embodiment of the passWord 
mechanism shoWn in FIG. 2 that includes a personal selector 
card positioned on a grid of a character matrix; 

FIG. 20 illustrates a suggested state change of the per 
sonal selector card illustrated in FIG. 16 and/or the character 
matrix illustrated in FIG. 18; 

FIG. 21 illustrates a communication sequence for per 
forming a ?fth embodiment of the present invention; 

FIG. 22 illustrates an example of a challenge to a request 
for online content that includes a suggested state change to 
the passWord mechanism illustrated in FIG. 23; 

FIG. 23 illustrates a ?fth embodiment of the passWord 
mechanism shoWn in FIG. 2 that alloWs visual identi?cation 
of state; 

FIG. 24 illustrates an alternate embodiment of the page of 
the hardcopy document illustrated in FIG. 2; and 

FIG. 25 illustrates the example of a challenge shoWn in 
FIG. 4 according to the embodiment of the page of the 
hardcopy document illustrated in FIG. 24. 

DETAILED DESCRIPTION 

A. Operating Environment 

FIG. 1 illustrates an operating environment 102 for per 
forming the present invention. The operating environment 
102 includes a netWork 104 (e.g., the Internet or an intranet) 
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4 
that serves as a communication channel through Which a 
client program interface 106 gains access to online content 
controlled by a server 108 (e.g., Web server) operated for 
example by an online content provider. In addition, the 
operating environment 102 includes a hardcopy document 
provider 110 that distributes a hardcopy document 112 to a 
hardcopy document subscriber 114 (i.e., user). 

It Will be appreciated by those skilled in the art that the 
server 108 forming the operating environment 102 can be 
arranged in different con?gurations. In one con?guration, 
the server 108 performs both authentication services and 
distribution services. In an alternate con?guration, the 
authentication services and distribution services are per 
formed on independent servers. In one embodiment of these 
con?gurations, the distribution of online content is per 
formed using a Web server that integrates application pro 
grams and the online content. In an alternate embodiment of 
these con?gurations, distribution is performed using an 
application server for operating the application program and 
a backend database server for storing online content. 

FIG. 2 illustrates a page 115 of the hardcopy document 
112 (e.g., neWspaper, periodical, ?yer, brochure, magaZine, 
book, manual) that includes a login reference 116 to online 
content available on the sever 108. In addition, the page 115 
includes a passWord mechanism 118 for responding to 
challenges issued by the server 108 in response to requests 
for access to the online content by the client 106. In an 
alternate embodiment, the login reference 116, Which is 
printed on a recording medium such as paper, is included as 
part of the hardcopy document 112 in the form of an 
attachment or an insert. 

In accordance With the invention, the passWord mecha 
nism 118 alloWs the hardcopy document subscriber 114 to 
identify a passWord for responding to a challenge (i.e., an 
authentication request) from the server 108. The challenge 
involves the authentication of the hardcopy document and/or 
user. Five different embodiments for the passWord mecha 
nism 118 are described beloW in sections B.1—B.5. 
Generally, each passWord mechanism described beloW pro 
vides means for responding to a challenge issued by the 
server 108 in response to a request for access to passWord 
restricted online content (i.e., subscriber content). Subse 
quent to being properly authenticated, the server issues a 
state change to the passWord mechanism 118 in a form that 
a person can read or use. 

The state change of the passWord mechanism after each 
authentication advantageously reduces the likelihood that 
access to online content Will be successful because a previ 
ously used passWord Was compromised by an attack. In 
addition, the state change of the passWord mechanism after 
each authentication advantageously increases the effort 
required for subscribers and non-subscribers to collude and 
share the passWord mechanism 118 together. This advantage 
of the invention deters shared access to online content by 
requiring a user (i.e., subscriber) to continuously exchange 
each state change of the passWord mechanism issued by the 
server 108 With the non-subscriber. That is, collusion 
betWeen a subscriber and a non-subscriber cannot be accom 

plished simply by copying because collusive use requires 
that both the subscriber and non-subscriber maintain the 
state of the passWord mechanism, Which is updated after 
each successful authentication session. 

B. OvervieW of Challenge and Response PassWord 
Mechanisms 

FIG. 3 sets forth steps of a communication sequence 
betWeen the client 106 and the server 108 for authenticating 



US 6,802,000 B1 
5 

requests for access to online content referenced in the 
hardcopy document 112 with the password mechanism 118. 
These steps are set forth initially because they can be applied 
in whole or in part to each password mechanism discussed 
below in sections B.1—B.5. The communication sequence 
begins at step 300 after a user (i.e., hardcopy document 
subscriber 114) requests access to online content using a 
reference in the hardcopy document 112 that identi?es the 
location of the online repository. 

In the embodiment illustrated in FIG. 2, a user requests 
access to online content at step 300 by inputting the login 
reference 116 (i.e., login URL) recorded on page 115 of the 
hardcopy document. 112. The login reference 116, which is 
in the form of a uniform resource locator (URL), is input by 
the user into a World Wide Web (i.e., web) browser (e.g., 
Netscape Communicator or Internet Explorer) operating on 
the client program interface 106. The login URL 116 
includes a paper identi?er (i.e., “paperID”) 117 that allows 
the server 108 to identify which hardcopy document 112 the 
request for access to online content originates. 

In addition, the page 115 of the hardcopy document 112 
includes a URL 118 for accessing general information about 
the online repository of information. FIG. 4 illustrates an 
example of a web browser 402 that is open to a page in a 
World Wide Web document (i.e., web page) 404 that 
describes general information concerning the online content 
provider. More speci?cally, the web page 404 includes 
instructions 406 for accessing the online content as well as 
a link 408 to a directory of available online content. 

Upon receipt of the request for access, the server 108 
issues a challenge at step 306. The challenge includes 
instructions or a hint for identifying, at step 308, a password 
for responding to the challenge, at step 310. Examples of 
challenges performed in accordance with the present inven 
tion are illustrated in an authentication window 602 shown 
in FIGS. 6, 9, 13, 17, and 22. When an invalid password is 
received in response to an issued challenge, step 306 is 
repeated. In the event an excessive number of invalid 
passwords are received at step 310, the server 108 may 
invalidate future authentication attempts using the paper 
identi?er 117 of the hardcopy document. 

Once a valid password that responds to the challenge 
issued at step 306 is received, the server 108 transmits a 
suggested state change to the password mechanism 118 at 
step 312. After receiving and recording the suggested state 
change at step 314, the user acknowledges the suggested 
state change with the client 106, at step 316. Upon receipt of 
the acknowledged state change, the server 108 assumes that 
the suggested state change has taken place at step 318. After 
this state transition, the server 108 assumes that the user will 
respond to subsequent challenges with a new password that 
is identi?ed on or derived from a password mechanism 118 
that has been modi?ed at step 314. That is, after the user has 
acknowledged recording the suggested state change, the 
server invalidates the previous password and then allows 
access to a subsequent request for online resources using a 
new password. The new password can either be identi?ed by 
the suggested state change at step 312 or during the chal 
lenge to the access request at step 306. 

In accordance with another aspect of the invention, the 
server 108 makes the requested online content available to 
the user through client 106 at step 320 only after the current 
password has been invalidated at step 318. If the acknowl 
edgment at step 316 is never received, the server 108 does 
not allow access to the online content. However, in response 
to the lack of an acknowledgment at step 316, the server 108 
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6 
maintains the validity of the current password as well as any 
password completed by the suggested state change at step 
312. If the a new request for online content is received using 
the current password, then the suggested state change that 
may have been previously completed by the suggested state 
change is presumed not to have successfully occurred. Thus, 
even if there exists a communication failure over channel 
104, there is always at least one valid password to permit 
access to online content that the user considers valid. This 
recovery scheme allows for failure while maintaining the 
number of access to online content to the number available 
with the particular password mechanism being utiliZed. 

B.1 Activated Password Lists 

FIG. 5 illustrates a ?rst embodiment of the password 
mechanism 118 illustrated in FIG. 2. The password mecha 
nism 118a shown in FIG. 5 is referred to herein as an 
“activated password list.” The activated password list 118a 
includes a list of partial (i.e., incomplete) passwords. In the 
embodiment shown in FIG. 6, the password list 118a con 
sists of a ?rst complete password 502 that is used to respond 
to a ?rst challenge 310 in FIG. 3, and four partial passwords 
504, 506, 508, and 510. In a variant of this embodiment of 
the invention, the ?rst password is a partial password that is 
completed during an initialiZation of state (at step 302, FIG. 
11) after registration (step 301, FIG. 11), the details of which 
are described below in section B.3. 

In accordance with the activated password list 118a, 
incomplete passwords are completed during a suggested 
state change (step 312, FIG. 3). When using an activated 
password list 1180!, a user identi?es a speci?c password from 
the activated password list 118a to respond to a challenge to 
a request for online content from the server 108. Once the 
server 108 veri?es that the response to the challenge is 
correct, the server suggests a state change to the user’s 
password list 118a. In this embodiment, the suggested state 
change is a character that is recorded by the user in a blank 
space (e.g., space 505) at the beginning of the next incom 
plete (i.e., unused) password in the password list 118a. By 
sending a single character rather than the entire next 
password, the server 108 advantageously minimiZes the 
amount of recording required by the user. In addition, 
transmitting less than the entire next password eliminates 
transmitting the entire password over what might be an 
insecure communication channel vulnerable to attack. 

FIG. 6 illustrates an example of a challenge to a request 
for online content that is received by a user when the 
hardcopy document contains an activated password list 118a 
(step 306, FIG. 3). More speci?cally, the challenge request 
ing entry of a password which is received by the user is set 
forth in an authentication window 602 that is displayed on 
the client program interface 106. A“resource” identi?er 604 
in the authentication window 602 sets forth the online 
content the user of the client 106 is attempting to access. In 
addition, the authentication window 602 includes instruc 
tions 606 (i.e., a hint) for selecting a password from the 
activated password list 118a located with the login URL 116 
in the hardcopy document 112. In this example, the proper 
response (step 310, FIG. 3) to the challenge (step 306, FIG. 
3) is the ?rst password 502 in the list, which is the list of 
characters “JDPY”. 

FIG. 7 illustrates a suggested state change (step 312, FIG. 
3) for the password mechanism 118a shown in FIG. 5. More 
speci?cally, FIG. 7 illustrates a web browser 402 that 
indicates that a successful login has been achieved. In 
addition to indicating when a successful login has been 










