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Security Name(v3) = Community String(v1) = public 
Community Name(v3) = public 
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Security Model(v3) = SNMPv1 
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SYSTEM FOR CONVERTING A VERSION OF 
SNMP ENTERED BY USER INTO ANOTHER 

VERSION USED BY DEVICE AND 
PROVIDING DEFAULT VALUES FOR 
ATTRIBUTES NOT BEING SPECIFIED 

BACKGROUND OF THE INVENTION 

1. Technical Field 

The present invention relates generally to an improved 
method and an apparatus for con?guring the Simple Net 
Work Management Protocol (SNMP) agent. Still more 
particularly, the present invention provides a method and an 
apparatus for con?guring community-based access like that 
found in SNMPvl (version 1) Within the user-based security 
model of SNMPv3 (version 3). 

2. Description of the Related Art 

The Simple NetWork Management Protocol (SNMP) is a 
Widely used netWork monitoring and control protocol. 
SNMP agents report information from various netWork 
components, such as hubs, routers, and bridges, to a man 
agement Workstation console used to manage the netWork. 
This information is contained in a Management Information 
Base (MIB), Which is a data structure that de?nes What 
information is obtainable from the netWork component and 
What can be controlled by the netWork component. 

Versions 1 and 2 of SNMP(SNMPv1 and SNMPv2) used 
a community-based security model based on a shared, 
unencrypted community string. This string acts as both a 
user and passWord for the community-based SNMP session. 
Because this string is unencrypted, it is possible for an 
intruder to intercept this string and discover or disrupt the 
netWork con?guration. This security loophole is corrected in 
version 3 (SNMPv3) by moving to the user-based security 
model. Although this neW model is more secure, it is also 
much more complex and many netWork managers familiar 
With using SNMPvl may ?nd it very dif?cult to use the neW 
model. 

Therefore, it Would be advantageous to have a method and 
an apparatus that alloWs the simplicity of use of the 
community-based model and, at the same time, matches the 
requirements of the user-based model. This simpli?ed user 
interface and mapping enables a netWork manager to process 
information in a fashion similar to SNMPvl but to use the 
more robust SNMPv3 softWare underneath. 

SUMMARY OF THE INVENTION 

The present invention provides a method and an apparatus 
for converting con?guration information input in a format 
for a ?rst version of a management protocol into con?gu 
ration information for a second version of the management 
protocol. In particular, a method and apparatus for convert 
ing Simple NetWork Management Protocol version 1/2c 
(SNMPv1/v2c) style community-based access con?guration 
information into user-based access information for con?g 
uring a SNMPv3 agent is provided. The method and appa 
ratus make use of various graphical user interfaces to alloW 
a user to enter con?guration information in a format With 
Which the user is familiar. The method and apparatus of the 
present invention then maps the con?guration information 
into a format used by the device being con?gured. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The novel features believed characteristic of the invention 
are set forth in the appended claims. The invention itself, 
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2 
hoWever, as Well as a preferred mode of use, further objec 
tives and advantages thereof, Will best be understood by 
reference to the folloWing detailed description of an illus 
trative embodiment When read in conjunction With the 
accompanying draWings, Wherein: 

FIG. 1 is an exemplary diagram of a distributed data 
processing system in Which the present invention may be 
implemented; 

FIG. 2 is an exemplary block diagram of a management 
server according to the present invention; 

FIG. 3 is an exemplary functional block diagram of a 
SNMP managed server according to the present invention; 

FIG. 4A is an exemplary screen image illustrating some 
general information needed to con?gure a system using 
SNMPv3; 

FIG. 4B is an exemplary screen image illustrating a subset 
of information needed to con?gure a system using SNMPvl; 

FIG. 4C is an exemplary screen image illustrating the 
determination of group membership using SNMPv3; 

FIG. 4D is an exemplary screen image illustrating the 
determination of group membership using SNMPv1/v2c; 

FIG. 4E is an exemplary screen image illustrating the 
choice of security levels using SNMPv3; 

FIG. 4F is an exemplary screen image illustrating the 
default of security levels using SNMPvl; 

FIG. 5 is an exemplary diagram illustrating an MIB tree 
data structure; 

FIG. 6A is an exemplary diagram illustrating access to an 
entire MIB tree using SNMPvl; 

FIG. 6B is an exemplary diagram illustrating access to an 
entire MIB tree using SNMPv3; 

FIG. 7A is an exemplary diagram illustrating access to a 
subtree of a MIB tree using SNMPvl; 

FIG. 7B is an exemplary diagram illustrating access to a 
subtree of a MIB tree using SNMPv3; and 

FIG. 8 is a ?oWchart outlining an exemplary operation of 
the present invention. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENT 

With reference noW to the ?gures, FIG. 1 depicts a 
pictorial representation of distributed data processing sys 
tem 100 in Which the present invention may be imple 
mented. Distributed data processing system 100 contains a 
netWork 102, Which is the medium used to provide commu 
nications links betWeen various devices and computers 
connected together Within distributed data processing sys 
tem 100. NetWork 102 may include permanent connections, 
such as Wire or ?ber optic cables, or temporary connections 
made through telephone connections. 

In the depicted example, a server 104 is connected to 
netWork 102 along With storage unit 106. In addition, clients 
108, 110, and 112 also are connected to netWork 102. These 
clients 108, 110, and 112 may be, for example, personal 
computers or netWork computers. For purposes of this 
application, a netWork computer is any computer, coupled to 
a netWork, Which receives a program or other application 
from another computer coupled to the netWork. 

In the depicted example, server 104 provides data, such as 
boot ?les, operating system images, and applications to 
clients 108—112. Clients 108, 110, and 112 are clients to 
server 104. Distributed data processing system 100 may 
include additional servers, clients, and other devices not 
shoWn. 
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In the depicted example, distributed data processing sys 
tem 100 is the Internet with network 102 representing a 
worldwide collection of networks and gateways that use the 
TCP/IP suite of protocols to communicate with one another. 
At the heart of the Internet is a backbone of high-speed data 
communication lines between major nodes or host 
computers, consisting of thousands of commercial, 
government, educational and other computer systems that 
route data and messages. Of course, distributed data pro 
cessing system 100 also may be implemented as a number 
of different types of networks, such as for example, an 
intranet, a local area network (LAN), or a wide area network 

A management server 114 is connected to the network 
102. The management server 114 runs one or more network 

device management applications that remotely manage the 
various network devices 104—112 based on management 
information gathered from the network devices 104—112. 
The network devices are remotely managed, for example, 
using the Simple Network Management Protocol (SNMP), 
or other equivalent management protocol. SNMP is a 
widely-used network monitoring and control protocol. Data 
is passed from SNMP agents, which are hardware and/or 
software processes reporting activity in each network device 
104—112 to the computing device used to oversee the 
network, i.e. management server 114. The agents return 
information contained in a Management Information Base 
(MIB), which is a data structure that de?nes what is obtain 
able from the device and what can be controlled (turned off, 
on, etc.). 

FIG. 1 is intended as an example, and not as an architec 
tural limitation for the present invention. As may be readily 
apparent to those of ordinary skill in the art, many other 
types of devices may be connected to the network 102 
without departing from the spirit and scope of the present 
invention. For example, the network 102 may provide a 
communication pathway for client devices to send and 
receive data from printers, plotters, scanners, multiple drive 
libraries, and the like. 

While the preferred embodiments of the present invention 
will be described with reference to various versions of the 
SNMP management protocol, it should be appreciated by 
those of ordinary skill in the art that the present invention is 
not limited to use of these versions of the SNMP manage 
ment protocol. Rather, the present invention is applicable to 
any protocol in which multiple versions of the protocol are 
utiliZed and mapping of con?guration information from one 
version of the protocol to another is desirable. 

Referring to FIG. 2, a block diagram of a data processing 
system that may be implemented as a management server, 
such as management server 114 in FIG. 1, is depicted in 
accordance with a preferred embodiment of the present 
invention. Data processing system 200 may be a symmetric 
multiprocessor (SMP) system including a plurality of pro 
cessors 202 and 204 connected to system bus 206. 
Alternatively, a single processor system may be employed. 
Also connected to system bus 206 is memory controller/ 
cache 208, which provides an interface to local memory 209. 
I/O bus bridge 210 is connected to system bus 206 and 
provides an interface to I/O bus 212. Memory controller/ 
cache 208 and I/O bus bridge 210 may be integrated as 
depicted. 

Peripheral component interconnect (PCI) bus bridge 214 
connected to I/O bus 212 provides an interface to PCI local 
bus 216. Anumber of modems may be connected to PCI bus 
216. Typical PCI bus implementations will support four PCI 

10 

15 

25 

35 

40 

45 

55 

65 

4 
expansion slots or add-in connectors. Communications links 
to network computers 108—112 in FIG. 1 may be provided 
through modem 218 and network adapter 220 connected to 
PCI local bus 216 through add-in boards. 

Additional PCI bus bridges 222 and 224 provide inter 
faces for additional PCI buses 226 and 228, from which 
additional modems or network adapters may be supported. 
In this manner, data processing system 200 allows connec 
tions to multiple network computers. A memory-mapped 
graphics adapter 230 and hard disk 232 may also be con 
nected to I/O bus 212 as depicted, either directly or indi 
rectly. 

Those of ordinary skill in the art will appreciate that the 
hardware depicted in FIG. 2 may vary. For example, other 
peripheral devices, such as optical disk drives and the like, 
also may be used in addition to or in place of the hardware 
depicted. 
The depicted example is not meant to imply architectural 

limitations with respect to the present invention. The data 
processing system depicted in FIG. 2 may be, for example, 
an IBM RISC/System 6000 system, a product of Interna 
tional Business Machines Corporation in Armonk, NY, 
running the Advanced Interactive Executive operat 
ing system. 
The management server, such as management server 114, 

includes one or more network device management applica 
tions used to remotely manage a plurality of network devices 
104—112 over a network 102. These one or more network 

device management applications may be stored in local 
memory 209, for example, and used to control the operations 
of the processor 202 or 204 in a remote server. In addition, 
the management application 114 stores information related 
to the MIB extensions useable with the various network 
devices 104—112. These MIB extensions are then used by the 
management server 114, under control of the one or more 
network device management applications, to manage the 
operations of the network devices 104—112. 
A typical SNMP management environment consists of a 

management system, such as management system 114 in 
FIG. 1, and a server system, such as server 104 in FIG. 1. 
The management system runs one or more management 
applications, such as a remote SNMP management applica 
tion. Server 104, which is being managed by the manage 
ment server 114, contains an SNMP agent that is con?gured 
by the server system management application. The server 
system management application has a user interface which 
makes it less dif?cult to con?gure the SNMP agent. 
With reference now to FIG. 3, a block diagram illustrating 

an SNMP agent device according to the present invention is 
provided. As shown in FIG. 3, the SNMP agent device is a 
server 300, which might be server 104 in FIG. 1. The server 
300 includes a network interface 310, a SNMP agent 320, 
one or more server system resources 330, a MIB information 

storage 340, a SNMP con?guration ?le 350 stored on a disk 
drive, and a Server System Management program 360 that 
may be used to modify one or more con?guration ?les 350 
associated with the server 300. These different elements 
310—360 may be implemented, for example, in hardware, as 
software running on a processor, or a combination of hard 
ware and software on the server 300. 

The network interface 310 allows the server 300 to 
communicate with network devices via the network 102 
using a data transmission protocol. For example, in the case 
of the network 102 being the Internet, the network interface 
310 provides an interface for communicating with other 
network devices via the Transmission Control Protocol/ 
Internet Protocol (TCP/IP) suite of protocols. 
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The SNMP agent 320 uses commands, scripts, etc. to 
obtain information about the server system resources 330. 
The server system resources 330 may include, for example, 
device drivers, command lines, data structures, and the like. 
The information obtained by the SNMP agent 320 is then 
stored in the form of MIB information in the MIB informa 
tion storage 340. This MIB information storage 340 may be 
a non-persistent storage device, such as a RAM, or persistent 
storage device, such as a hard drive. The MIB information 
folloWs the MIB tree data structure format Which is an 
SNMP data structure that describes the particular device 
being monitored. 

The Server System Management User Interface 360 is a 
part of a server system management application that alloWs 
a system administrator to con?gure the server 300 for use in 
the netWork 102. The Server System Management User 
Interface 360 provides an easily understandable graphical 
user interface (GUI) through Which con?guration informa 
tion is entered into the server 300 and stored as con?guration 
information in one or more con?guration ?les 350. The 
Server System Management User Interface 360 alloWs a 
system administrator to enter the server con?guration infor 
mation in a form that is substantially similar to SNMPvl 
and/or SNMPv2c even though the server 300 makes use of 
SNMPv3 for communicating With SNMP management 
applications. Without this innovation, a system 
administrator, formerly familiar With SNMPvl or SNMPv2c 
community-based con?guration, Would have a much more 
dif?cult time con?guring the agent to have a equivalent level 
of security. 

The present invention provides a graphical user interface 
With a similar look and feel of a community-based con?gu 
ration. The user interface provides a series of graphical user 
interface WindoWs that alloW a user to enter con?guration 
information. In particular, the user may be provided With a 
graphical user interface WindoW that is formatted for entry 
of SNMPv3 user-based security model (USM) con?guration 
information. HoWever, if the user is not familiar With 
SNMPv3 USM or does not Wish to enter con?guration 
information With all the added security, the user may choose 
a SNMPv1/v2c-like community-based model graphical user 
interface using an input device. The user may then enter 
con?guration information as if con?guring a SNMPv1/v2c 
server With the con?guration information being stored as 
SNMPv3 con?guration information. This user interface is 
best understood through a sequence of screen images. 

FIG. 4A is an exemplary screen image illustrating some of 
the information that must be entered to fully con?gure a 
system using SNMPv3. This invention alloWs the user to 
take full advantage of the user-based security model asso 
ciated With SNMPv3 While also offering the simplicity of 
entering con?guration information using SNMPvl and/or 
SNMPv2c familiar attributes. 
As shoWn in FIG. 4B, Where a screen image illustrates a 

simpler SNMPvl community-based security model, it is 
possible for a user only familiar With SNMPvl and 
SNMPv2c to more easily use the system. The familiar 
“Community Name” in SNMPvl or SNMPv2c is mapped to 
the “User Name” in SNMPv3 in FIG. 4A. The “Authenti 
cation” and “Privacy” ?elds of FIG. 4A are not present in the 
simpli?ed SNMPvl graphical user interface and thus, the 
absence of these attributes map to “NoAuthNoPriv” as the 
security level in SNMPv3. The storage type in FIG. 4B maps 
to the storage type in FIG. 4A. Additional SNMPv1/v2c 
speci?c information, such as the netWork address and net 
Work mask are also enterable via the simpli?ed SNMPvl 
interface shoWn in FIG. 4B. 
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FIG. 4C is an exemplary screen image illustrating the 

determination of group membership under SNMPv3. If an 
item in the left list is moved to the right list by pressing the 
“>” button, then the user becomes a member of that group. 
In a similar manner, pressing the “<” button moves a 
selected item from the group membership list on the right to 
the “nonmembership” list on the left. Because a SNMPv3 
user can only be assigned to a SNMPv3 group, there is no 
designation of SNMP version in these lists. 

FIG. 4D is an exemplary screen image illustrating the 
de?ned groups available for a SNMPv1/v2c community. A 
community cannot be assigned to a SNMPv3 group. The 
groups shoWn specify Whether they are a SNMPvl or a 
SNMPv2c group since that information is available for 
con?guration of a community group. The difference betWeen 
SNMPvl and SNMPv2c is for con?guring the SNMP agent 
to specify the details of the protocol session. The functional 
operation of this interface for enrolling or disenrolling in a 
group is the same as that described for FIG. 4C. 

FIG. 4E is an exemplary screen image illustrating the 
choice of all available security levels to a SNMPv3 group, 
as Well as choices for the Read VieW, Write VieW, Notify 
VieW and Storage Type. This particular screen image shoWs 
tWo combinations of values. In particular, the ?rst combi 
nation speci?es the use of Authentication but no use of 
Privacy. The second combination speci?es no Authentica 
tion and no Privacy. This latter level is the only security level 
available in the SNMPv1/v2c model. Hence, as shoWn in 
FIG. 4F, the version of the screen for the SNMPvl model 
does not alloW speci?cation of the security levels since these 
values must default to no Authentication and no Privacy. 

The screen images shoWn in FIGS. 4A—4F illustrate the 
graphical user interface that is a part of the present inven 
tion. For each interaction there is a ?rst interface that alloWs 
the user to take advantage of all features available in 
SNMPv3 and a second interface that restricts options for 
those more familiar With the community-based SNMPvl/ 
v2c models. Those options omitted on these screens are 
assigned default values. Thus, even though con?guration 
information may be entered as if the server Were operating 
under SNMPv1/v2c, the reality is that all con?guration 
information is stored in con?guration ?les as SNMPv3 
con?guration information. The next sequence of ?gures 
illustrates the mapping betWeen the SNMPv1/v2c models 
and the SNMPv3 model. To illustrate this in detail, an 
understanding of node designation in an MIB tree is needed. 

FIG. 5 is an exemplary diagram of a MIB tree data 
structure 500 according to the present invention. FIG. 5 is 
only intended to be a simpli?ed depiction of a ?ctitious MIB 
tree data structure that Will aid in the understanding of the 
present invention and does not necessarily correspond to an 
actual MIB tree data structure standardiZed by the Internet 
Engineering Task Force (IETF). It should be noted that, 
While FIG. 5 depicts some nodes as having a single branch, 
these nodes may contain additional branches Which are not 
shoWn for clarity. FIG. 5 is only an example to illustrate the 
operation and-bene?ts of the present invention, actual 
implementations may make use of different MIB tree data 
structures of more or less complicated architectures. 

As shoWn in FIG. 5, the nodes of the MIB tree data 
structure (hereafter referred to as the “MIB tree”) designate 
“objects” and are represented by object identi?ers (OIDs). 
An “object” in the context of a MIB tree refers to an entry 
in the MIB tree. These object OIDs are often referred to by 
their human readable branch names rather than their numeri 
cal value. Thus, for example, an object OID of a MIB tree 
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may have a numerical value but be referred to as “Age” or 
“Name” or the like. The objects of the MIB tree represent 
tables and record entries Within tables. Thus, for example, a 
table “Person” may be comprised of records having entries 
corresponding to an index, a name, an age, and a shoe siZe. 

The objects of the MIB tree are designated by numerical 
values identifying the branch taken from the previous node 
in the tree to arrive at the current node. A node, therefore, is 
identi?ed by the numerical values of that node’s parent 
nodes, each separated by a period, in the adopted conven 
tion. Thus, for example, the string of numerical values 
“0.1.1” designates the left most node in the third layer doWn 
in the MIB tree depicted in FIG. 5. Similarly, “0.1.2.1.1.1” 
designates the left most node in the bottom layer of the MIB 
tree. These strings of numerical identi?ers are often referred 
to as object identi?ers or OIDs . By convention, the leading 
“0” in the OID is left off. Thus, the OID “0.1.2.1.1.1” Will 
be referred to as “1.2.1.1.1”. 

In the example shoWn in FIG. 5, the community depicted 
is “public” With a MIB vieW for the “public” community 
being de?ned as the Whole MIB tree 502. The “public” 
community is only provided With read only access. The 
community string “public” acts as a user name and passWord 
for the community-based session. Thus, for the community 
“public,” the community string is “public”, the MIB vieW is 
of the Whole tree, and the access is to this MIB vieW is read 
only. 

In addition, a different community could be speci?ed, 
such as the “admin” community 504, Which may have 
different MIB tree vieWs and different levels of access and 
may also be represented in SNMPv1 and converted to 
SNMPv3 format as Will be described hereafter. FIG. 6A is an 
example of SNMPv1 con?guration information for the 
example shoWn in FIG. 5. As shoWn in FIG. 6A, the 
con?guration information for SNMPv1 includes the com 
munity string, the vieW and the access. SNMPv3 is more 
robust and more complex in implementing security protec 
tion than SNMPv1 or SNMPv2c. Additional information for 
this user-based security model includes, for example, a 
Security Name, a Security Level, Which includes authenti 
cation and encryption, and a Security Model. Thus, With the 
present invention, con?guration information entered using a 
SNMPv1 graphical user interface WindoW must be mapped 
to the more complex SNMPv3 con?guration information 
format. 

FIG. 6B shoWs a mapping of the SNMPv1 information 
given in FIG. 6A into the user-based security model of 
SNMPv3. In particular, the Security Name in SNMPv3 is the 
same as the Community String in SNMPv1. The Community 
Name in SNMPv3 Will be set to the same value as the 
Security Name. Since versions 1 and 2 of SNMP do not 
support authentication or encryption, the Security Level in 
SNMPv3 is set to “No Authentication” and “No Privacy.” 
The Security Model in SNMPv3 is set to SNMPv1, indi 
cating that the security model from version 1 is in effect. The 
Security Access is set to “read only” and the VieW is set to 
“Whole tree,” similar to the values in FIG. 6A. 

The conversion of the SNMPv1 model to the SNMPv3 
model is made transparent to the user and is part of the 
process of mapping the data performed by the example 
server system management application. As a result, the user, 
e.g., the system administrator, is not made aWare that the 
SNMPv1 con?guration information entered is being con 
verted into an SNMPv3 representation of the con?guration 
information. 

Returning to FIG. 5, as mentioned above, region 504 is a 
subtree in the MIB tree structure that has been designated 
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8 
read/Write access for community “admin”. FIGS. 7A and 7B 
shoW the mapping of this structure from SNMPv1 to 
SNMPv3, respectively for this subtree. The complete path to 
the subtree in question is 0.2, but folloWing the convention 
of dropping the leading 0 We refer to the root of the subtree 
as 2. In the SNMPv1 con?guration format, this becomes the 
VieW, as shoWn in FIG. 7A. The Community String is 
“admin” and the Access is “read Write.” 

In FIG. 7B the information from FIG. 7A is mapped into 
a SNMPv3 format. The Security Name and Community 
Name are set to “admin.” The Security Level speci?es “No 
Authentication” and “No Privacy” and the Security Model is 
“SNMPv1.” The Security Access is “read Write” and the 
VieW is “2”, the root node of the subtree. 

Thus, With the present invention, a system administrator 
may con?gure a server using one of a plurality of graphical 
user interfaces (GUIs) based on the particular protocol 
version that the system administrator Wishes to use When 
con?guring the server, regardless of the actual protocol 
being used by the server. For example, even though the 
server uses SNMPv3, the system administrator may make 
use of a GUI designed to resemble SNMPv1 to con?gure the 
server. The con?guration information entered by the system 
administrator Will be converted into a SNMPv3 con?gura 
tion ?le With the security model designated as SNMPv1 and 
?elds not supported by SNMPv1 being set to default values. 
Thus, the server, although operating in SNMPv3, is able to 
recogniZe SNMPv1 data packets and manage sessions of 
SNMPv1 data packets. 

If the system administrator so Wishes, he/she can make 
use of a different GUI to con?gure the server using 
SNMPv3. This GUI Will provide different con?guration 
information ?elds from the SNMPv1 GUI and Will be stored 
as SNMPv3 records in the con?guration ?le With the secu 
rity model set to SNMPv3. Thus, the same server that 
maintains a SNMPv1 con?guration may also maintain a 
SNMPv3 con?guration. Of course there may be multiple 
con?gurations in the same con?guration ?le for each of the 
various protocol versions depending on the particular com 
munities and users supported by the server. 

As mentioned above, the same server SNMP agent can be 
con?gured, using more than one GUI, to use more than one 
protocol version. Thus, for example, the same server may 
maintain a con?guration ?le that con?gures both SNMPv1 
and SNMPv3. In this Way, the server Will be able to 
recogniZe and manage sessions that make use of either 
SNMPv1 and SNMPv3. 

As an example, assume that a server SNMP agent has a 
con?guration ?le in Which the security models are set to 
SNMPv1 and SNMPv3. If a SNMP packet is received by the 
server SNMP agent, the agent retrieves the security model 
identi?er from the header of the SNMP packet. If the 
security model of the SNMP packet is SNMPv1, the com 
munity string associated With the packet is extracted from 
the packet header and compared to the community string of 
all the con?guration records having a security model set to 
SNMPv1. If a con?guration record is found in Which the 
community string matches the community string of the 
SNMP packet, the session is alloWed access to the server 
SNMP agent, subject to the vieW established for the com 
munity string. 

Furthermore, if a SNMP packet is received With the 
security model of the packet being set to SNMPv3, the user 
name and passWord are extracted from the header of the 
SNMP packet and compared to the user name and passWord 
of each of the con?guration records Whose security model is 
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set to SNMPv3. If a match is found, the session is allowed 
access to the server SNMP agent. Thus, the server SNMP 
agent is capable of handling sessions for both versions 1 and 
3 of the SNMP protocol. 

Thus, With the present invention, a system administrator 
may con?gure a server SNMP agent to use any version of a 
protocol. Furthermore, during the process of inputting the 
con?guration information, the system administrator is pre 
sented With a GUI that is tailored to resemble a particular 
version of the protocol that is being used to con?gure the 
server. The GUI that is presented Will closely resemble ?elds 
that are used by that version of the protocol. Then, regardless 
of the protocol version GUI used to enter the con?guration 
information, the con?guration information records Will be 
stored in a con?guration ?le for the version of the protocol 
used by the server SNMP agent. HoWever, the con?guration 
record Will have a security model set to the particular version 
of the protocol used to con?gure the server SNMP agent. In 
this Way, sessions of SNMP packets of various protocol 
versions may be received by the server SNMP agent. 

FIG. 8 is a ?oWchart outlining an exemplary operation of 
the present invention When con?guring a SNMP agent 
device. As shoWn in FIG. 8, the operation starts With 
providing a SNMPv3 USM graphical user interface display 
to the user (step 810). Adetermination is made as to Whether 
or not the user changes the graphical user interface display 
to a SNMPv1/v2c community-based graphical user interface 
display (step 820). If not (step 820: no), input is received 
from a user via the SNMPv3 graphical user interface display 
(step 830) and stored as SNMPv3 con?guration information 
in a con?guration ?le (step 870). 

If the user selects to change the SNMPv3 USM graphical 
user interface display to a SNMPv1/v2c community-based 
graphical user interface display (step 820: yes), the display 
is changed (step 840) and input from the user using the 
SNMPv1/v2c community-based graphical user interface dis 
play is received (step 850). The SNMPv1/v2c community 
based con?guration information input by the user in step 850 
is then mapped into a SNMPv3 format (step 860). The 
mapped SNMPv3 formatted con?guration information is 
then stored in a con?guration ?le (step 870). Mapping may 
be performed in the manner set forth above. Thereafter, the 
operation ends. This operation may be repeated as additional 
con?guration information is entered via the graphical user 
interface of the present invention. 

Thus, the present invention provides an easily understand 
able interface for system administrators and other users of 
SNMP agent devices such that these users may enter con 
?guration information in a format With Which they are 
familiar. The present invention provides a mechanism by 
Which the con?guration information may be mapped to a 
currently used protocol format in a manner that the user is 
not made aWare of the mapping. 

The description of the present invention has been pre 
sented for purposes of illustration and description but is not 
intended to be exhaustive or limited to the invention in the 
form disclosed. Many modi?cations and variations Will be 
apparent to those of ordinary skill in the art. For example, as 
discussed above, While the present invention has been 
described With reference to the SNMPv1, SNMPv2 and 
SNMPv3 management protocols, the invention is not limited 
to these protocols. Rather, the present invention is applicable 
to all protocols in Which multiple versions are utiliZed and 
con?guration information may be mapped from one version 
to another. For example, the present invention may operated 
With LightWeight Directory Access Protocol (LDAP) or 
CIM (Common Information Model). 
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The embodiment Was chosen and described in order to 

best explain the principles of the invention and the practical 
application, and to enable others of ordinary skill in the art 
to understand the invention for various embodiments With 
various modi?cations as are suited to the particular use 
contemplated. 
What is claimed: 
1. A method in a distributed data processing system for 

con?guring a server, comprising: 
providing a graphical user interface to con?gure the 

server using a ?rst version of a protocol; 
mapping con?guration information for the ?rst version of 

the protocol entered using the graphical user interface 
into a format associated With a second version of the 
protocol, Wherein mapping con?guration information 
includes setting default values for attributes not speci 
?ed in the ?rst version of the protocol that are present 
in the second version of the protocol; and 

con?guring the server based on the mapped con?guration 
information. 

2. The method of claim 1, further comprising providing a 
second graphical user interface to con?gure the server using 
the second version of the protocol, Wherein the graphical 
user interface displays options comprising User name, 
Authentication, Authentication Key, Privacy, Privacy Key, 
Key Type and Storage Type. 

3. The method of claim 2, Wherein the second graphical 
user interface lists groups compatible With SNMP version 3. 

4. The method of claim 2, Wherein the second graphical 
user interface alloWs the netWork manager to specify a 
security level. 

5. The method of claim 1, Wherein the graphical user 
interface displays options comprising Community name, 
Network address, NetWork mask and Storage Type. 

6. The method of claim 1, Wherein the graphical user 
interface lists groups compatible With SNMP versions 1 and 
2c. 

7. The method of claim 1, Wherein the graphical user 
interface defaults a security level to No Authentication and 
No Privacy. 

8. The method of claim 1, Wherein the protocol is SNMP, 
the ?rst version of the protocol is one of SNMP version 1 
and SNMP version 2c and Wherein the second version of the 
protocol is SNMP version 3. 

9. The method of claim 1, Wherein the mapping is 
performed in a transparent manner With respect to a user. 

10. Amethod of con?guring an agent device, comprising: 
receiving con?guration information formatted for a ?rst 

version of a management protocol; 
mapping the con?guration information into a format for a 

second version of a management protocol, Wherein 
mapping the con?guration information includes setting 
attribute values for attributes in the mapped con?gu 
ration information to a default value if the values for the 
attributes are not speci?ed in the received con?guration 
information; and 

con?guring the agent device based on the mapped con 
?guration information. 

11. The method of claim 10, Wherein mapping the con 
?guration information includes changing a value of a Com 
munity String to the value of a Community Name. 

12. The method of claim 10, Wherein setting attribute 
values for attributes in the mapped con?guration informa 
tion to a default value includes setting a security level to a 
value of No Authentication and No Privacy. 

13. The method of claim 10, Wherein the management 
protocol is SNMP and the ?rst version of the management 
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protocol is SNMP version 1 or SNMP version 2, and wherein 
the second version of the management protocol is SNMP 
version 3. 

14. The method of claim 10, wherein the mapped con 
?guration information includes a User name attribute, an 
Authentication attribute, an Authentication Key attribute, a 
Privacy attribute, a Privacy Key attribute, a Key Type 
attribute and a ?rst Storage Type attribute. 

15. The method of claim 14, wherein the received con 
?guration information includes a Community name 
attribute, a Network address attribute, a Network mask 
attribute and a second Storage Type attribute. 

16. The method of claim 15, wherein mapping the con 
?guration information includes mapping the Community 
name attribute to the User name attribute. 

17. The method of claim 10, wherein mapping the con 
?guration information includes mapping a community string 
in the ?rst version to a community name in the second 
version, mapping the community string in the ?rst version to 
a security name in the second version, mapping a ?rst object 
tree view in the ?rst version to a second object tree view in 
the second version, and mapping an access in the ?rst 
version to a security access in the second version. 

18. The method of claim 10, wherein the mapping is 
performed in a transparent manner with respect to a user. 

19. A data processing system for con?guring a server, 
comprising: 

interfacing means for providing a graphical user interface 
to con?gure the server using a ?rst version of a proto 
col; 

mapping means for mapping con?guration information 
for the ?rst version of the protocol entered using the 
graphical user interface into a format associated with a 
second version of the protocol, wherein the manning 
means sets default values for attributes not speci?ed in 
the ?rst version of the protocol that are present in the 
second version of the protocol; and 

con?guring means for con?guring the server using the 
mapped con?guration information. 

20. The data processing system of claim 19, further 
comprising second interfacing means for providing a second 
graphical user interface to con?gure the server using a the 
second version of the protocol, wherein the second graphical 
user interface displays options comprising User name, 
Authentication, Authentication Key, Privacy, Privacy Key, 
Key Type and Storage Type. 

21. The data processing system of claim 20, wherein the 
second graphical user interface lists groups compatible with 
SNMP version 3. 

22. The data processing system of claim 20, wherein the 
second graphical user interface allows the network manager 
to specify a security level. 

23. The data processing system of claim 19, wherein the 
graphical user interface displays options comprising Com 
munity name, Network address, Network mask and Storage 
Type. 

24. The data processing system of claim 19, wherein the 
graphical user interface lists groups compatible with SNMP 
versions 1 and 2c. 

25. The data processing system of claim 19, wherein the 
graphical user interface defaults a security level to No 
Authentication and No Privacy. 

26. The data processing system of claim 19, wherein the 
data processing system manages the SNMP protocol, the 
?rst version of the protocol is one of SNMP version 1 and 
SNMP version 2c and wherein the second version of the 
protocol is SNMP version 3. 
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27. The data processing system of claim 19, wherein the 

data processing system performs the mapping in a transpar 
ent manner with respect to a user. 

28. An apparatus for con?guring an agent device, com 
prising: 

receiving means for receiving con?guration information 
formatted for a ?rst version of a management protocol; 

mapping means for mapping the con?guration informa 
tion into a format for a second version of a management 
protocol, wherein the mapping means sets attribute 
values for attributes in the mapped con?guration infor 
mation to a default value if the values for the attributes 
are not speci?ed in the received con?guration informa 
tion; and 

con?guring means for con?guring the agent device based 
on the mapped con?guration information. 

29. The apparatus of claim 28, wherein the mapping 
means changes a value of a Community String to the value 
of a Community Name. 

30. The apparatus of claim 28, wherein the mapping 
means sets attribute values for attributes in the mapped 
con?guration information to a default value includes setting 
a security level to a value of No Authentication and No 
Privacy. 

31. The apparatus of claim 28, wherein the con?guring 
means uses the SNMP management protocol and the ?rst 
version of the management protocol is SNMP version 1 or 
SNMP version 2, and wherein the second version of the 
management protocol is SNMP version 3. 

32. The apparatus of claim 28, wherein the receiving 
means receives con?guration information including a User 
name attribute, an Authentication attribute, an Authentica 
tion Key attribute, a Privacy attribute, a Privacy Key 
attribute, a Key Type attribute and a ?rst Storage Type 
attribute. 

33. The apparatus of claim 32, wherein the received 
con?guration information includes a Community name 
attribute, a Network address attribute, a Network mask 
attribute and a second Storage Type attribute. 

34. The apparatus of claim 33, wherein the mapping 
means includes mapping the Community name attribute to 
the User name attribute. 

35. The apparatus of claim 28, wherein the mapping 
means includes mapping a community string in the ?rst 
version to a community name in the second version, map 
ping the community string in the ?rst version to a security 
name in the second version, mapping a ?rst object tree view 
in the ?rst version to a second object tree view in the second 
version, and mapping an access in the ?rst version to a 
security access in the second version. 

36. The apparatus of claim 28, wherein the mapping 
means is performed in a transparent manner with respect to 
a user. 

37. Acomputer program product for con?guring a server, 
comprising: 

?rst instructions for providing a graphical user interface to 
con?gure the server using a ?rst version of a protocol; 

second instructions for mapping con?guration informa 
tion entered using the graphical user interface into a 
format associated with a second version of the protocol 
and for setting default values for attributes not speci?ed 
in the ?rst version of the protocol that are present in the 
second version of the protocol; and 

third instructions for con?guring the server based on the 
mapped con?guration information. 

38. The computer program product of claim 37, further 
comprising fourth instructions for providing a second 
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graphical user interface to con?gure the server using the 
second version of the protocol, Wherein the fourth instruc 
tions further include instructions for displaying options 
comprising User name, Authentication, Authentication Key, 
Privacy, Privacy Key, Key Type and Storage Type. 

39. The computer program product of claim 38, Wherein 
the fourth instructions for providing the second graphical 
user interface includes instructions for listing groups com 
patible With SNMP version 3. 

40. The computer program product of claim 38, Wherein 
the fourth instructions for providing the second graphical 
user interface includes instructions that alloW the netWork 
manager to specify a security level. 

41. The computer program product of claim 37, Wherein 
the ?rst instructions for providing the graphical user inter 
face includes instructions for displaying options comprising 
Community name, Network address, Network mask and 
Storage Type. 

42. The computer program product of claim 37, Wherein 
the ?rst instructions for providing the graphical user inter 
face includes instructions for listing groups compatible With 
SNMP versions 1 and 2c. 

43. The computer program product of claim 37, Wherein 
the ?rst instructions for providing the graphical user inter 
face provides instructions for setting a security level to No 
Authentication and No Privacy. 

44. The computer program product of claim 37, Wherein 
the ?rst version of the protocol is one of SNMP version 1 
and SNMP version 2c and Wherein the second version of the 
protocol is SNMP version 3. 

45. The computer program product of claim 37, Wherein 
the second instructions includes instructions for mapping in 
a transparent manner With respect to a user. 

46. Acomputer program product for con?guring an agent 
device, comprising: 

?rst instructions for receiving con?guration information 
formatted for a ?rst version of a management protocol; 

second instructions for mapping the con?guration infor 
mation into a format for a second version of a man 
agement protocol, Wherein the second instructions set 
attribute values for attributes in the mapped con?gu 
ration information to a default value if the values for the 
attributes are not speci?ed in the received con?guration 
information; and 
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third instructions for con?guring the agent device based 

on the mapped con?guration information. 
47. The computer program product of claim 46, Wherein 

the second instructions for mapping the con?guration infor 
mation includes instructions for changing a value of a 
Community String to the value of a Community Name. 

48. The computer program product of claim 46, Wherein 
the instructions for setting attribute values for attributes in 
the mapped con?guration information to a default value 
includes instructions for setting a security level to a value of 
No Authentication and No Privacy. 

49. The computer program product of claim 46, Wherein 
the ?rst version of the management protocol is SNMP 
version 1 or SNMP version 2, and Wherein the second 
version of the management protocol is SNMP version 3. 

50. The computer program product of claim 46, Wherein 
the second instructions include instructions for creating the 
mapped con?guration information, Wherein the mapped 
con?guration information includes a User name attribute, an 
Authentication attribute, an Authentication Key attribute, a 
Privacy attribute, a Privacy Key attribute, a Key Type 
attribute and a ?rst Storage Type attribute. 

51. The computer program product of claim 50, Wherein 
the received con?guration information includes a Commu 
nity name attribute, a NetWork address attribute, a NetWork 
mask attribute and a second Storage Type attribute. 

52. The computer program product of claim 51, Wherein 
the second instructions include instructions for mapping the 
Community name attribute to the User name attribute. 

53. The computer program product of claim 46, Wherein 
the second instructions for mapping the con?guration infor 
mation includes instructions for mapping a community 
string in the ?rst version to a community name in the second 
version, mapping the community string in the ?rst version to 
a security name in the second version, mapping a ?rst object 
tree vieW in the ?rst version to a second object tree vieW in 
the second version, and mapping an access in the ?rst 
version to a security access in the second version. 

54. The computer program product of claim 46, Wherein 
the second instructions include instructions for mapping in 
a transparent manner With respect to a user. 

* * * * * 
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