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PARADIGM FOR INTER-NETWORKED 
STORAGE 

FIELD OF THE INVENTION 

The present invention generally relates to the ?eld of the 
storage and retrieval of electronic data, and particularly to a 
paradigm for inter-netWorked storage. 

BACKGROUND OF THE INVENTION 

The ef?cient and persistent storage and retrieval of elec 
tronic data is one of the most important considerations in the 
modern economy. With the advent of E-commerce and 
applications utiliZed by enterprises to perform most every 
function of the business, a vast quantity of data is generated 
that must be stored in a persistent manner to ensure data 
integrity. Further, this data must be available to the enter 
prise to enable the ef?cient operation of the enterprise. 
Losses of data and data availability may cripple an 
enterprise, resulting in great economic and social loss. 

With the groWth of E-commerce enterprises and the 
increasing reliance on electronic data in everyday life, there 
is an ever-increasing need for being able to affiliate larger 
pools of storage With the Internet than are currently prac 
ticed. The attributes of scalability, such as an ability to groW 
any desired attribute, such as capacity, bandWidth, liability, 
availability of service, quality of service, or any combination 
of those things, as rapidly as desired by a consumer, With a 
cost that is, preferably, linear than the attribute of interest is 
not a characteristic of current storage solutions today. The 
industry has found What may be a limiting factor to the 
ef?cient groWth of an enterprise, such as E-Commerce 
companies and the like, is that enterprises are encountering 
superlinear groWth cost functions associated With the scaling 
characteristics. Thus, there is a need to groW storage With an 
acceptable cost function, or as loW a cost function as 
possible, With any degree of rapidity and/or scale desired. 

Moreover, there are a variety of digital transmission 
services that are beginning to be deployed noW, such as 
digital TV, digital audio, digital transmission of streaming 
data on the Internet, and the like, that may utiliZe isochro 
nous traf?c. Isochronous is a term used to refer to real time 
digital data moving through a system Where every item of 
data is clocked and occurs at a precise clock edge, so that 
temporal coherence is achieved. This is a large transition 
from the old asynchronous computer vieW of time. Thus, 
there is a need to synchroniZe and deploy cost-effective 
isochronous transports from satellite, terrestrial, ?ber optic, 
Wireless, terrestrial Wireless and so on. Additionally, the 
infrastructure required for enabling the various providers to 
behave coherently and interactively so that human beings 
may access content, push channels, pause, resume, fast 
forWard, fast reverse, and so on and so forth, may require an 
infrastructure change from the current Internet. 

Therefore, it Would be desirable to provide an inter 
netWorked storage paradigm. 

SUMMARY OF THE INVENTION 

Accordingly, the present invention is directed to an inter 
netWorked storage paradigm. Preferably, to accomplish gov 
ernable costs of oWnership and other cost constraints, the 
total cost of oWnership should remain consistent. Therefore, 
the architecture, according to storage groWth, should lend 
itself to automated management, such as automated 
management, algorithms and methodologies, and the like. 
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2 
The present invention provides an architecture that brings 
together disparate technical elements to achieve inter 
netWorked storage. Further, the present invention has the 
desirable characteristics, scale, may be realiZed according to 
a minimiZed cost function With the ability to control and 
govern the liability, availability, bandWidth, capacity and 
quality of storage as one pleases subject to some kind of 
management softWare or frameWork. 

In a ?rst aspect of the present invention, an apparatus 
includes a controller, a hybrid sWitching element suitable for 
interpreting netWork data received from a netWorking device 
and storage data received from a storage device. Aprotocol 
accelerator is also included suitable for utiliZing a data 
storage addressing scheme. Additionally, an error control 
component is provided suitable for compensating for loss of 
at least one of a netWork element and a data storage element. 
The error control component is communicatively coupled to 
the hybrid sWitching element, protocol accelerator and con 
troller so as to enable error control coding including netWork 
and data storage. 

In a second aspect of the present invention, a storage and 
netWork processor includes a storage controller and a net 
Work input interface suitable for coupling to a netWork to 
provide a netWork connection. Astorage device input/output 
interface is also provided for coupling to a storage device. A 
hybrid sWitching element is included for interpreting net 
Work data received from a netWorking device and storage 
data received from a storage device. A protocol accelerator 
suitable for utiliZing a data storage addressing scheme is 
included. An error control component suitable for compen 
sating for loss of at least one of a netWork element and a data 
storage element is also provided. The error control compo 
nent is communicatively coupled to the hybrid sWitching 
element, protocol accelerator and storage controller so as to 
enable error control coding suitable for describing a data 
storage element and a netWork element accessible to the 
SAN processor. 

In a third aspect of the present invention, a method of 
acquiring data includes receiving a request for storage data, 
the storage data available on a ?rst storage device. The 
storage data on the ?rst storage device is determined to be 
unavailable by a hybrid sWitching element, the unavailabil 
ity of the storage data caused by at least one of a netWork 
failure and a storage device failure. A path is delineated for 
obtaining the storage data, Wherein determining a commu 
nication pathWay and redundant data address delineates the 
path. The data is acquired based on the delineated path. 

In a fourth aspect of the present invention, a SAN 
processor suitable for providing inter-netWork storage dis 
posed betWeen a storage device and a netWork includes 
means for controlling storage and means for interfacing With 
a netWork, the netWork interfacing means suitable for cou 
pling to a netWork to provide a netWork connection. Means 
for interfacing With a storage device, the storage device 
interfacing means suitable for coupling to a storage device 
is also provided. Further, means for hybrid sWitching, the 
hybrid sWitching means suitable for interpreting netWork 
data received from a netWorking device and storage data 
received from a storage device is also included. Means for 
accelerating a protocol, the protocol accelerator means is 
suitable for utiliZing a data storage addressing scheme. 
Means for controlling errors, the error control means is 
suitable for compensating for loss of at least one of a 
netWork element and a data storage element. The error 
control means is communicatively coupled to the hybrid 
sWitching means, protocol accelerator means and storage 
controller means so as to enable error control coding includ 
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ing at least tWo of communication links, switches, data 
storage and processors accessible to the SAN processor. 

In a ?fth aspect of the present invention, an inter 
netWorked storage system, includes a netWork suitable for 
transmitting electronic data, a ?rst node communicatively 
coupled to the netWork and a second node communicatively 
coupled to the netWork. The ?rst node and the second node 
include a storage device suitable for storing electronic data 
and a storage/netWork processor coupled to the storage 
device. The storage/netWork processor includes a hybrid 
sWitching element suitable for interpreting netWork data 
received from a netWorking device and storage data received 
from a storage device. The storage/netWork processor also 
includes an addressing component suitable for addressing 
data in a format suitable for storage across the netWork and 
an error control component suitable for compensating for 
loss of at least one of a netWork element and a data storage 
element. Error control coding is provided suitable for 
describing netWork error data and data storage error data to 
enable the error control components to provide inter 
netWorked storage over the ?rst node and the second node. 

It is to be understood that both the forgoing general 
description and the folloWing detailed description are exem 
plary and explanatory only and are not restrictive of the 
invention as claimed. The accompanying draWings, Which 
are incorporated in and constitute a part of the speci?cation, 
illustrate an embodiment of the invention and together With 
the general description, serve to explain the principles of the 
invention. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The numerous advantages of the present invention may be 
better understood by those skilled in the art by reference to 
the accompanying ?gures in Which: 

FIG. 1 is an illustration of an exemplary embodiment of 
the present invention Wherein distributed Internet storage is 
shoWn; 

FIG. 2 is a block diagram depicting an exemplary embodi 
ment of the present invention Wherein a device uni?es and 
integrates four functions to accomplish incorporation of 
storage Within a netWorked paradigm; and 

FIG. 3 is a block diagram illustrating an exemplary 
embodiment of the present invention Wherein a device that 
integrates functions to accomplish incorporation of storage 
Within a netWorked paradigm as a SAN processor is shoWn. 

DETAILED DESCRIPTION OF THE 
INVENTION 

Reference Will noW be made in detail to the presently 
preferred embodiments of the invention, examples of Which 
are illustrated in the accompanying draWings. 

Referring generally noW to FIGS. 1 through 3, exemplary 
embodiments of the present invention are shoWn. An archi 
tecture is described to bring together essentially four dis 
parate technical elements so that it has the desirable 
characteristics, scale and is realiZed according to a mini 
miZed cost function With the ability to control and govern 
liability, availability, band Width, capacity and quality of 
storage as one pleases subject to a desired type of manage 
ment softWare or frameWork. The present invention 
describes an enabling technology to be able to create a 
management softWare frameWork that provides an auto 
mated ?exible storage system and may also provide a variety 
of functions, such as error control management, fabric 
management services, data synchroniZation and allocation 
services, hybrid sWitching, and the like. 
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4 
Referring noW to FIG. 1, an exemplary embodiment 100 

of the present invention is shoWn Wherein distributed Inter 
net storage is shoWn. The present invention provides an 
interconnection netWork Wherein nodes may be reached 
even if some set of components in the netWork is malfunc 
tioning. The paradigm includes transport elements that unify 
nodes and routing and sWitching elements at the nodes, and 
also the associated storage components. In this Way, an 
architecture is provided for in Which a packet sWitch pro 
tocol and addressing technology functionality includes elec 
tronic elements, such as storage elements, that may be 
implicated in an inter-netWorked collection of objects. 

Referring noW to FIG. 2, an exemplary embodiment 200 
of the present invention is shoWn Wherein a device uni?es 
and integrates four functions to accomplish incorporation of 
storage Within a netWorked paradigm. Four functional ele 
ments are provided in an architectural interaction With 
mutual dependency to accomplish the functional objectives 
of the present invention. 

Four functions Which may be utiliZed to incorporate 
storage Within a netWork paradigm may include (1) an error 
control component 202, (2) a sWitching element, such as a 
hybrid 204, (3) a protocol accelerator 206, and (4) a con 
troller 208. An error control component 202, may include a 
variety of different mechanisms Without departing from the 
spirit and scope of the present invention, and Will be further 
described later. A sWitching element is included, Which may 
be referred to as a hybrid 204 due to the ability to understand 
traffic of different kinds depending on Whether the traf?c is 
stemming from a storage device, from netWorking devices 
and any combination and mixture of the storage and net 
Working devices and the like. 
A protocol accelerator 206 is also included, Which may 

have the ability to increase throughput of an addressing 
protocol, such as an IPv6 Internet protocol, and the like. 
Thus, the protocol accelerator 206 may increase a variety of 
functions, and in particular to extract, ?lter and/or modify on 
the ?y addressing components that are of interest as a 
function of the track records coming through. The protocol 
accelerator 206 may help in providing bandWidth suitable 
for performing types of functions contemplated by the 
present invention. 
A controller 208 may also be included, such as disk array 

controller hardWare. The controller 208, error control com 
ponent 202, hybrid 204, and protocol accelerator 206 may 
all be implemented as hardWare. For example, an integrated 
circuit may be provided that incorporates these functional 
elements With communications betWeen them. It may be 
preferable to implement communication betWeen the func 
tion units With Lightning Data Transport (LDT), 
HyperTransport, and the like, such as even more aggressive 
interconnect methodologies Which are contemplated by the 
present invention Without departing from the spirit and 
scope thereof. 

In an exemplary embodiment of the present invention, an 
addressing capability is incorporated into an internetWork 
ing protocol, such as IPv6, and utiliZes a 128-bit address 
base of IPv6 to generaliZe a block space according to Which 
data is represented on the storage devices. For instance, if a 
user desired to assign a separate address to every bite on the 
Internet, it may be achieved by utiliZing a 128-bit address. 
By utiliZing the present invention, a user has the capability 
of encapsulating any desired collection of data items under 
a uniform address space, Which may then be manipulated 
and treated to support a desired attribute. For instance, 
desirable attributes may include reliability, availability, 
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bandwidth, quality of service, administrative, and the like, 
and/or combinations of these attributes taken together under 
a management framework. 

The present invention may be implemented as a piece of 
hardware including a number of microprocessors imple 
menting control functions within it. Error control coding, 
which may be implemented in the error control component 
202, is capable of compensating for the loss of any type of 
the associated elements. For example, failure of a node, such 
as San Francisco, New York or Milan as shown in FIG. 1, 
instances of a storage processor based on devices of the 
kind, and the like, may be compensated by an error control 
unit of the present invention. 

Therefore, the present invention enables failure of any 
element, whether it be the communications link in the sense 
of packet switched Internet, or it might be a disk drive in one 
of the nodes that failed, a router that failed, and the like. This 
architecture is such that because of the existence of the 
collection of functions at each processing point, it is, in 
principle and provably, possible to ?nd a collection of 
devices and associated data redundancy. In other words, a 
collection of devices and encoded data may be found on the 
network even in the event of failure of a variety of the 
devices. Additionally, another powerful aspect of the present 
invention is that knowledge of the location of the data 
elements is not necessary and the data elements may be 
distributed across vast geographical distances yet still oper 
ate utiliZing the present invention. 

For example, data elements may be distributed, ie not in 
the same place. Once identi?ed, the present invention has 
the ability to adaptively delineate a path to those necessary 
and sufficient elements such that a data nexus is provided. 
The nexus can be reconstituted even in the face of failure of 
an element. For instance, in a contemplated implementation, 
for discussion purposes, N=2, which is de?ned so that 
robustness characteristics of this architecture put together in 
devices of this kind is such that a loss of any pair of 
functional units may occur yet still provide operational 
functionality. The functional units may be the same and may 
also include different types of functional units, such as from 
one link and one storage device, two storage devices, or two 
links. Even in the event of failure, the present invention 
provides a complete collection of elements necessary to 
reconstitute the structure, not only of the communication 
pathways, but also of the data itself. 
A code may be chosen for implementation by the present 

invention to provide data redundancy. For example, a Patel 
code may be used in the relationship of storage devices. The 
use of Patel code tolerates the loss of two of a collection of 
functional elements, including a disk drive assembly. 
Further, the code is such that it will invariably allow the 
reconstruction of the complete set of the data even in the 
face of the loss of two out of N. The value of N may vary 
greatly, with N typically greater than three, and in practice 
N is 8, 10 or some larger number. 

Although a Patel code is described, a variety of other 
codes are contemplated by the present invention. A code 
may be developed so that it is speci?cally suited for appli 
cations contemplated by the present invention. Additionally, 
codes of this kind need not only be applied to the loss of the 
storage device itself, particularly, if a distributed architecture 
was used in which redundant bits are used. In other words, 
full repetition is not necessary, which may be inef?cient and 
inconsistent with scaling objectives and cost functions. The 
number of bits of redundancy that are needed to incorporate 
is a function of the type of code, which may be as low as 10 
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6 
percent or less under certain conditions. Thus, the code used 
may be determined based on the desired scope of coverage 
incorporated in the system. 

Additionally, the redundancy elements may be distributed 
as partial distributions as a function of the mean time 
between failure (MTBF) characteristics of the devices that 
are covered. For example, it may be noted that the MTBF of 
a router, switch, storage device, transmission link, intercon 
nect module, and the like has a certain value. Therefore, data 
may be distributed utiliZing the present invention so that the 
MTBF is accounted for, such as including greater redun 
dancy on lower MTBF devices, and the like. 

Because the present invention may look at the elements as 
a distributed environment, it offers a greater degree of 
freedom in terms of how redundancy is allocated. That, in 
turn, may be made a fully automated function of the control 
software because the control software may inventory and 
understand all of the working elements of its architecture 
and make allocations that are consistent with a desired 
policy. 

In enterprise systems on this scale, which may include 
terabytes, petabytes and even greater quantity client 
systems, the actual management of the infrastructure may be 
accomplished according to policy scripts. Policy is generally 
derived and/or written directly from policy manuals of an 
enterprise, and then realiZed and implemented in terms of 
codes that are generated from the policy imaging. The 
present invention provides a platform to enable alteration of 
policy characteristics by a user. For example policy charac 
teristics may include quality of service, acceptable risk in the 
form of availability and reliability, performance and poten 
tial performance degradation in the face of storage system 
loss, but not data loss, in the face of loss of infrastructure 
elements, and quality of service guarantees that are offered 
to various users of the system. One of ordinary skill in the 
art will be familiar with methods for allocating elements of 
its architecture to be able to honor these policy consider 
ations by utiliZing the elements of the present invention. 

For example, a chip may be provided having a large 
margin of safety as to storage data. The chip may be 
“tweaked” without having to redesign it to encompass a 
larger network as well as risk considerations. For instance, 
a ?rst user may not need 100 percent data availability 
guaranteed, while a second super-conservative user may 
desire and even require such a guarantee. Avariety of chip 
versions may be provided to meet these needs. For instance, 
a variety of characteristics may be provided and selected by 
a user, just like checking off a box. The characteristics may 
include a network input, which might be anywhere from one 
to doZens and beyond, that feed the switch element could be 
varied, both with respect to their bandwidth and with respect 
to the number of ports. The number of disk interfaces could 
also be varied, which, in turn, has an impact on the scale of 
the switching element and its associated memories, because 
the memories associated with the switching element, which 
may then have an impact on the value area. All of the 
characteristics may be varied parametrically, as a function of 
the desired use of the invention. 

Additionally, the present invention may be con?gured so 
that the fundamental functional elements are essentially 
?xed and optimiZed. For example, protocol acceleration may 
be optimiZed to perform under most contemplated imple 
mentations. The error control code may also be optimiZed, 
although it may be capable of being varied as desired. The 
switching element may also be optimiZed and the array 
controller is also optimiZed. Further, the functional elements 
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may also be recombined in different numbers and different 
performance levels and associated With different rates. Thus, 
a Wide scaling range may be provided, as the device may be 
con?gured for implementations ranging from home to large 
enterprise situations. For instance, the present invention may 
be con?gured so that a core set of components are scaled 
from a consumer grid home networking installation, Where 
cost may be extremely important, but Where performance of 
a certain kind is also desirable. The present invention may 
also be scaled to the other end of the scale Where large-scale 
enterprises, distributing enterprises, and storage systems are 
provided. 

Further, as an increasing number of enterprises become 
dependent on 24/7 E-Commerce and/or access to data and 
the like, more and more of these enterprises require off-site 
disaster recovery facilities and/or backup facilities. By uti 
liZing the present invention, the requirement for utiliZing 
tape may be diminished if not removed completely. For 
example, if a consumer had a petabyte under active man 
agement in storage, it may take a signi?cant period of time 
to perform a data backup. Thus, the use of linear media may 
not be effective in performing this operation. Instead, by 
utiliZing the present invention, a redundancy may be pro 
vided. For instance, a combination of redundancy and band 
Width may be provided for data persistency even in the case 
of structural and device disaster situations, With the con 
sumer ending up With, at Worst, degraded performance until 
complete operational capabilities are restored. From a logis 
tics point of vieW, it may have a variety of advantages due 
to the locatability of the functional elements, such as locat 
ing certain elements Where costs are the cheapest, safest, and 
the like. 

The present invention may also take advantage of the 
advent of dark ?ber, i.e. optical ?ber. The amount of optical 
?ber has increased dramatically, both in the United States 
and around the World, offering a tremendous amount of 
capacity. The use of optical ?ber by the present invention, 
and the resultant high bandWidth, such as 1 gigabits per 
second and up, such as OC192, Which may provide approxi 
mately 10 gigabits per second, and OC768, Which may 
provide approximately 40 gigabits per second by services 
linking major areas, may enable a user to deploy the present 
invention in the service of keeping a storage repository and 
infrastructure accessible. 

Referring noW to FIG. 3, an exemplary embodiment of the 
present invention is shoWn Wherein a device Which inte 
grates functions to accomplish incorporation of storage 
Within a netWorked paradigm as a storage area netWork 
(SAN) processor is shoWn. Four functions Which may be 
utiliZed to incorporate storage Within a netWork paradigm 
are included With the SAN processor 300 (1) an error control 
component 302 capable of functioning as multi-Way error 
correction, (2) a hybrid sWitch 304, (3) a protocol accelera 
tor 306, and (4) a disk array controller 308. It may be 
preferable to implement communication betWeen the func 
tion units utiliZing LDT, although other even more aggres 
sive interconnect methodology is contemplated by the 
present invention. The SAN processor may be communica 
tively coupled betWeen a netWork, such as a lG/lOG Net 
Work 1/0 310, and a storage device, such as an N-Way disk 
1/0 312. 
By unifying the sWitching, error control and controller 

functional elements in one device, error control coding may 
be extended over all failure points automatically, such as 
communication links, sWitches, disk, processors, and the 
like. Further, the elements need not be local, because of 
uni?ed addressing, such as IPv6 and Ipv4, Which may be 
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8 
realiZed over high-speed transports. By providing tight 
integration of sWitching, addressing and error control 
hardWare, a neW protocol is enabled embracing all func 
tional elements With respect to risk /performance tradeoffs. 
Thus, management and policy softWare may be provided to 
effect tradeoffs of risk, performance, quality of service, 
distance/locality and cost via the protocol. 

Thus, a joint, unique combination of elements integrated 
and combined uniquely on a single device is provided. A 
device is provided With error control and incorporates 
sWitches that are hybrids With respect to netWorking traf?c 
and a storage system, such as a disk drive. Fabric manage 
ment services may be provided by utiliZing the present 
invention as softWare running in association With these 
control processors that Would have responsibility for inven 
torying all attached entities and understanding the operation 
of the sWitching fabric. 

For example, a hypothetical case may be constructed 
utiliZing the present invention. A request for service is 
received and a plurality of disk drives is included in a 
storage device. The data resides on some subset of drives, 
but it is determined that one of the drives has malfunctioned. 
Additionally, it happens to be a drive that contains redun 
dancy information necessary to complete the content of the 
others. The sWitch immediately determines that having 
encountered this, under the control fabric management 
services, the device has to go out and retrieve another copy 
of the redundancy information, such as from Milan in FIG. 
1, Which has been routed there previously. Thus, data 
synchroniZation services are provided. The call goes out to 
Milan, the data comes back, and noW through the error 
control mechanism, the data is restored, restored data is 
Written out in a local cache, and the data is then returned to 
the requester. 

It may be preferable to have data rates of 622 Mbs of data, 
one Gbs rates, and even greater to reduce latency associated 
With these operations. Typically, the cost function may be 
greater for shipping data a greater distance, not invariably, 
but typically. HoWever, by distributing data the likelihood of 
keeping the data accessible may be increased, due to envi 
ronmental disasters and the like. 

There are several aspects of an error control function of 
the present invention. The error control function may be 
accomplished as hardWare for speed and throughput. 
Additionally, an FPGA implementation of a Patel code-type 
function may be utiliZed. There may also be a pyramid of 
softWare for error control management for set-up Which may 
also govern the relationship Within the error control facility, 
on one hand, and the sWitch and the protocol accelerator on 
the other. The protocol accelerator may provide the 
addresses of the implicated data items. 
The utiliZation of Patel codes or some other code in error 

control may not effect protocol accelerators per se. Protocol 
accelerators may be implemented as a programmable facil 
ity. Additionally, a Latin square may be used for driving 
much more poWerful control planes. Latin squares are 
mathematical structures and matrixes that have unusual 
mathematical properties, Which may be used for construct 
ing codes and the like. For example, Latin Squares may be 
used With the address portion of the protocol. In assigning 
array elements to memory devices in parallel computation, 
it is preferable that array elements that are to be retrieved at 
the same time be stored in different memory units, permit 
ting parallel access. The attempt to retrieve tWo array 
elements from the same device simultaneously may result in 
a memory con?ict. When the number of symbols is n, and 
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the skewing scheme is con?ict-free for roWs and columns, 
the scheme is a Latin square. Further discussion of this idea 
may be found in The CRC Handbook of Combinatorial 
Designs by Colbourn and DinitZ, at page 109, the entire text 
of the Handbook is hereby incorporated by reference in its 
entirety. 

Described in FIG. 3 are one gigabit per second and ten 
gigabit per second Ethernet connections. It should be appar 
ent to a person of ordinary skill in the art that a Wide variety 
of protocols are contemplated by the present invention. For 
instance SCSI over IP, Which utiliZe Ethernet and Internet 
protocols for transport storage combined With the control 
information along With the data packets over loW cost 
transport elements. Thus, the present architecture is also 
directed at taking advantage of these protocols. 
A simulation vehicle may also be utiliZed to shoW the 

advantageous aspects of the present invention. For example, 
tWo typical Intel PCs With disk drives in each and With an 
Ethernet link communicatively coupling the tWo over a 
netWork may be utiliZed. Alarge portion of the disks may be 
con?gured as a virtual disk. A computer program is Written 
and supplied, Which implements the ECC, the IP protocol, 
the Internet protocol, and the Ethernet transport and pack 
etiZation. At this point, from a functional point of vieW, 
everything is provided but the sWitch. A sWitch simulation is 
then provided, for providing hybrid-sWitching functionality. 
So effectively, a simulation is provided of a set of distributed 
data centers and elements running on real hardWare. 
Therefore, a combination of softWare simulation and real 
hardWare Will alloW the consequences of failure modes of 
various kinds to be vieWed. 

Thus, the present invention provides a variety of 
functions, such as error control management, fabric man 
agement services, data synchroniZation and allocation 
services, hybrid sWitching, and the like. 

The present invention may also provide a cure to a 
previously unsolved problem of isochronous traf?c. Isoch 
ronous is a term used to refer to real time digital data moving 
through a system Where every item of data is clocked and 
occurs at a precise clock edge, so that temporal coherence is 
guaranteed. There are a variety of digital transmission 
services that are beginning to be deployed noW, such as 
digital TV, digital audio digital transmission of streaming 
data on the Internet, and the like. This is a large transition 
from the old asynchronous computer vieW of time, Which is 
a radically different vieW of time than the isochronous vieW 
of time that’s coming at us in the form of media. This means 
that the industry has an enormous amount of Work to do in 
?guring out hoW to synchroniZe and deploy cost-effective 
isochronous transports from satellite, terrestrial, ?ber optic, 
Wireless, terrestrial Wireless and so on to comply With FCC 
mandates for provision of digital content. Additionally, the 
infrastructure required for enabling the various providers to 
behave coherently and interactively so that human beings 
may access content, push channels, pause, resume, fast 
forWard, fast reverse, and so on and so forth, Would require 
an infrastructure change from the current Internet. HoWever, 
an architecture of the present invention may be applied to 
that problem, Without having to be reinvented or 
recon?gured, that naturally lends itself to support high 
bandWidth, scalable isochronous traf?c. 

For example, asynchronous transfer mode (ATM), in spite 
of its name, is, in fact, a protocol Which supports isochro 
nous traf?c and is Widely deployed. The problem is that 
ATM is quite expensive, and it is considered to be complex 
in its realiZation, although it has been successful in the 
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10 
enterprise and it has been successful in Wide area netWork 
ing applications. HoWever, although it has been successful, 
it is cumbersome, complex, and its softWare demands are so 
intensive and the complexity of the interfaces is so great that 
it is costed out of being able to become a universal medium 
for the Internet and for digital TV. 
By utiliZing the present invention, a hybrid sWitch may be 

provided suitable for transferring data isochronously both to 
the storage and to the netWork interfaces, and at the same 
time. Thus, What is referred to as “Internet 2” may also be 
supported by the present invention. Internet 2 is currently a 
consortium of approximately 180 universities and colleges 
plus approximately 60 corporations that are generating a 
next generation infrastructure that may support this kind of 
isochronous quality of service, Which currently is being 
based on 0C3 and OC12 lengths, and Which may be 
expanded to OC48 and QC 192 and beyond. Thus, the 
present invention may be provided to support isochronous 
service and therefor support a Wide range of standards and 
functionality. 

Additionally, it may also be desirable to support serial 
ATA, Which is a loW cost, high performance interconnect 
standard for disk drives, Which may be a high volume, 
Widely disseminated interconnect choice for mass storage 
devices. This architecture may make it unnecessary in many 
instances to buy much more expensive, high-end enterprise 
oriented disk drives for storage devices to get equivalent 
functionality. Thus, by exploiting the advent of serial ATA 
costs may be loWered. 

In exemplary embodiments, the methods disclosed may 
be implemented as sets of instructions or softWare readable 
by a device. Further, it is understood that the speci?c order 
or hierarchy of steps in the methods disclosed are examples 
of exemplary approaches. Based upon design preferences, it 
is understood that the speci?c order or hierarchy of steps in 
the method can be rearranged While remaining Within the 
scope of the present invention. The accompanying method 
claims present elements of the various steps in a sample 
order, and are not meant to be limited to the speci?c order 
or hierarchy presented. 

It is believed that the paradigm for inter-netWorked stor 
age of the present invention and many of its attendant 
advantages Will be understood by the forgoing description. 
It is also believed that it Will be apparent that various 
changes may be made in the form, construction and arrange 
ment of the components thereof Without departing from the 
scope and spirit of the invention or Without sacri?cing all of 
its material advantages. The form herein before described 
being merely an explanatory embodiment thereof. It is the 
intention of the folloWing claims to encompass and include 
such changes. 
What is claimed is: 
1. An apparatus, comprising: 
a controller; 
a hybrid sWitching element suitable for interpreting net 
Work data received from a netWorking device and 
storage data received from a storage device; 

a protocol accelerator suitable for utiliZing a data storage 
addressing scheme; and 

an error control component suitable for compensating for 
loss of at least one of a netWork element and a data 

storage element; 
Wherein the error control component is communicatively 

coupled to the hybrid sWitching element, protocol 
accelerator and controller so as to enable error control 

coding including netWork and data storage. 
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2. The apparatus as described in claim 1, wherein data is 
addressed utilizing a 128 bit addressing scheme. 

3. The apparatus as described in claim 2, Wherein the 
addressing scheme is at least one of IPv6 and IPv4. 

4. The apparatus as described in claim 1, Wherein error 
coding of a network includes a netWork element. 

5. The apparatus as described in claim 4, Wherein the 
netWork element includes at least one of a communication 
link, sWitch, router, transmission link and interconnect mod 
ule. 

6. The apparatus as described in claim 1, Wherein error 
coding of data storage includes a data storage element. 

7. The apparatus as described in claim 6, Wherein the data 
storage element includes at least one of a storage device and 
a disk array. 

8. The apparatus as described in claim 1, Wherein the 
protocol accelerator is suitable for increasing throughput of 
at least one of IPv6 and IPv4 Internet protocols. 

9. The apparatus as described in claim 1, Wherein error 
control provided by the error control component is eXtended 
over failure points of a netWork, the failure points including 
at least one of communication link, sWitch, router, transmis 
sion link, interconnect module, storage device and proces 
sor. 

10. The apparatus as described in claim 9, Wherein the 
netWork includes at least one of Internet, Internet 2 and 
isochronous data transfer netWork. 

11. A storage area netWork (SAN) processor suitable for 
providing inter-netWork storage disposed betWeen a storage 
device and a netWork, comprising: 

a storage controller; 
a netWork input/output interface suitable for coupling to a 

netWork to provide a netWork connection; 
a storage device input/output interface suitable for cou 

pling to a storage device; 
a hybrid sWitching element suitable for interpreting net 
Work data received from a netWorking device and 
storage data received from a storage device; 

a protocol accelerator suitable for utiliZing a data storage 
addressing scheme; and 

an error control component suitable for compensating for 
loss of at least one of a netWork element and a data 

storage element; 
Wherein the error control component is communicatively 

coupled to the hybrid sWitching element, protocol 
accelerator and storage controller so as to enable error 
control coding suitable for describing a data storage 
element and a netWork element accessible to the stor 
age area netWork (SAN) processor. 

12. The storage area netWork (SAN) processor as 
described in claim 11, Wherein data is addressed utiliZing a 
128 bit addressing scheme. 

13. The storage area netWork (SAN) processor as 
described in claim 12, Wherein the addressing scheme is 
Ipv6. 

14. The storage area netWork (SAN) processor as 
described in claim 11, Wherein the netWork element includes 
at least one of a communication link, sWitch, router, trans 
mission link and interconnect module. 

15. The storage area netWork (SAN) processor as 
described in claim 11, Wherein the data storage element 
includes at least one of a storage device and a disk array. 

16. The storage area netWork (SAN) processor as 
described in claim 11, Wherein the protocol accelerator is 
suitable for increasing throughput of at least one of IPv6 and 
IPv4 Internet protocols. 
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17. The storage area netWork (SAN) processor as 

described in claim 11, Wherein error control provided by the 
error control component is extended over failure points of a 
netWork, the failure points including at least one of com 
munication link, sWitch, router, transmission link, intercon 
nect module, storage device and processor. 

18. The storage area netWork (SAN) processor as 
described in claim 17, Wherein the netWork includes at least 
one of Internet, Internet 2 and isochronous data transfer 
netWork. 

19. A method of acquiring data, comprising: 
receiving a request for storage data, the storage data 

available on a ?rst storage device; 
determining the storage data on the ?rst storage device is 

unavailable by a hybrid sWitching element, the unavail 
ability of the storage data caused by at least one of a 
netWork failure and a storage device failure; 

delineating a path for obtaining the storage data, Wherein 
the path is delineated by determining a communication 
pathWay and redundant data address; and 

acquiring data based on the delineated path. 
20. The method as described in claim 19, Wherein deter 

mining includes utiliZing error control coding. 
21. A storage area netWork (SAN) processor suitable for 

providing inter-netWork storage disposed betWeen a storage 
device and a netWork, comprising: 
means for controlling storage; 
means for interfacing With a netWork, the netWork inter 

facing means suitable for coupling to a netWork to 
provide a netWork connection; 

means for interfacing With a storage device, the storage 
device interfacing means suitable for coupling to a 
storage device; 

means for hybrid sWitching, the hybrid sWitching means 
suitable for interpreting netWork data received from a 
netWorking device and storage data received from a 
storage device; 

means for accelerating a protocol, the protocol accelerator 
means suitable for utiliZing a data storage addressing 
scheme; and 

means for controlling errors, the error control means 
suitable for compensating for loss of at least one of a 
netWork element and a data storage element; 

Wherein the error control means is communicatively 
coupled to the hybrid sWitching means, protocol accel 
erator means and storage controller means so as to 

enable error control coding including at least tWo of 
communication links, sWitches, data storage and pro 
cessors accessible to the SAN processor. 

22. The storage area netWork (SAN) processor as 
described in claim 21, Wherein data is addressed utiliZing a 
128 bit addressing scheme. 

23. The storage area netWork (SAN) processor as 
described in claim 22, Wherein the addressing scheme is at 
least one of IPv6 and IPv4. 

24. The storage area netWork (SAN) processor as 
described in claim 21, Wherein the netWork element includes 
at least one of a communication link, sWitch, router, trans 
mission link and interconnect module. 

25. The storage area netWork (SAN) processor as 
described in claim 21, Wherein the data storage element 
includes at least one of a storage device and a disk array. 

26. The storage area netWork (SAN) processor as 
described in claim 21, Wherein the protocol accelerator is 
suitable for increasing throughput of at least one of IPv6 and 
IPv4 Internet protocols. 
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27. The storage area network (SAN) processor as 
described in claim 21, Wherein error control provided by the 
error control component is eXtended over failure points of a 
netWork, the failure points including at least one of corn 
rnunication link, sWitch, router, transrnission link, intercon 
nect module, storage device and processor. 

28. The storage area netWork (SAN) processor as 
described in claim 27, Wherein the netWork includes at least 
one of Internet, Internet 2 and isochronous data transfer 
netWork. 

29. An inter-netWorked storage system, comprising: 
a netWork suitable for transmitting electronic data; 

a ?rst node cornrnunicatively coupled to the netWork, the 
?rst node including 
a storage device suitable for storing electronic data; and 
a storage/netWork processor coupled to the storage 

device, the storage/netWork processor including 
a hybrid switching element suitable for interpreting 

netWork data received from a netWorking device 
and storage data received from a storage device; 

an addressing cornponent suitable for addressing 
data in a format suitable for storage across the 
netWork; and 

an error control cornponent suitable for cornpensat 
ing for loss of at least one of a netWork element 
and a data storage element; and 

a second node cornrnunicatively coupled to the ?rst node 
over the netWork, the second node including 
a storage device suitable for storing electronic data; and 
a storage/netWork processor coupled to the storage 

device, the storage/netWork processor including 
a hybrid switching element suitable for interpreting 

netWork data received from a netWorking device 
and storage data received from a storage device; 

an addressing cornponent suitable for addressing 
data in a format suitable for storage across the 
netWork; and 

an error control cornponent suitable for cornpensat 
ing for loss of at least one of a netWork element 
and a data storage element 
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Wherein error control coding is provided suitable for 

describing netWork error data and data storage error 
data to enable the error control components to provide 
inter-netWorked storage over the ?rst node and the 
second node. 

30. The inter-netWorked storage system as described in 
claim 29, Wherein the inter-netWorked storage includes data 
distributed over a plurality of nodes utiliZing a 128 bit 
addressing scheme. 

31. The inter-netWorked storage system as described in 
claim 30, Wherein the addressing scheme is at least one of 
IPv6 and IPv4. 

32. The inter-netWorked storage system as described in 
claim 29, Wherein error coding of a netWork includes a 
netWork element. 

33. The inter-netWorked storage system as described in 
claim 32, Wherein the netWork element includes at least one 
of a communication link, sWitch, router, transrnission link 
and interconnect module. 

34. The inter-netWorked storage system as described in 
claim 29, Wherein error coding of data storage includes a 
data storage element. 

35. The inter-netWorked storage system as described in 
claim 34, Wherein the data storage element includes at least 
one of a storage device and a disk array. 

36. The inter-netWorked storage system as described in 
claim 29, Wherein the protocol accelerator is suitable for 
increasing throughput of Ipv6 Internet protocol. 

37. The inter-netWorked storage system as described in 
claim 29, Wherein error control provided by the error control 
component is eXtended over failure points of a netWork, the 
failure points including at least one of communication link, 
sWitch, router, transrnission link, interconnect rnodule, stor 
age device and processor. 

38. The inter-netWorked storage system as described in 
claim 37, Wherein the netWork includes at least one of 
Internet, Internet 2 and isochronous data transfer netWork. 


