
United States Patent 
US006789177B2 

(12) (10) Patent N0.: US 6,789,177 B2 
Okada (45) Date of Patent: Sep. 7, 2004 

(54) PROTECTION OF DATA DURING FOREIGN PATENT DOCUMENTS 

TRANSFER DE 19925389 A1 * 12/2000 

. . . EP 912052 A1 * 4/1999 
(75) Inventor: Yoshiyuki Okada, Kawasaki (JP) EP 1081889 A2 * 30001 

(73) Assignee: Fujitsu Limited, Kawasaki (JP) OTHER PUBLICATIONS 
. . . . . “Content Protection for Prerecorded Media Speci?cation 

* . 

( ) Nonce' sllltkggftigoeirtlgnilggleginzéiligfegeiiggr?gg DVD Book,” Revision 0.92, Intel Corporation, Jun. 28, 
{35 C 154(k)) by 322 dalys 2000, pp. 11—X, 1_1 through 2_9. 

' ' ' ' “Content Protection for Recordable Media Speci?cation, 

Portable ATA Storage Book,” Intel Corporation, Revision 
(21) APP1~ N01 10/095,937 0.91, Nov. 13, 2000, pp. ii—vi and Chapters 1—4. 
(22) Filed: Man 13’ 2002 “Digital Transmission‘ Content Protection Speci?cation vol. 

1 (Informational Vers1on),” Intel Corporation, Revision 1.1, 
(65) Prior Publication Data Jul, 25, 2000, pp, 2—81_ 

US 2003/0041221 A1 Feb. 27, 2003 * cited by examiner 

(30) Foreign Application Priority Data Primary EX?min€r—B- James Peikari 
A 23 2001 (JP) 2001 252399 (74) Attorney, Agent, or Firm—Staas & Halsey LLP 
ug. , ..................................... .. — 

57 ABSTRACT 
(51) Int. Cl.7 .............................................. .. G06F 12/14 ( ) 
(52) us. Cl. ..................... .. 711/164; 711/163; 711/152; A method to protect data of a 91rive from illegal accessing 

713/182; 713/183; 713/185; 713/202 Without increasing the load of processing on the drive side 
(58) Field Of Search .......................... .. 380/29; 711/111, and to Prevent not only illegal Copying 9n the drivé $1919 but 

711/112, 145, 152, 163, 164; 713/182, also an illegal action on the host unit s1de'.Authent1cat'1on of 
183, 185, 202 the drive is executed by the host unit. If the drive is 

authenticated, then a contents key is encrypted using a host 
(56) References Cited ID registered in advance in a storage area of the host unit and 

US. PATENT DOCUMENTS 
a session key and ?rst identi?cation information read out 
from a storage area of the drive. Then, the encrypted 
contents key is transferred to the drive While contents data 

4,629,872 A * 12/1986 Hallberg ................... .. 235/380 _ _ _ 

4,736,419 A * 4/1988 __ to be recorded and stored into the drive are encrypted With 
5,317,638 A * 5/1994 the contents key by the host unit. Thereafter, the encrypted 
5,687,237 A * 11/1997 Naclerio .................... .. 380/29 contents data is transferred to the drive. 
5,878,136 A * 3/1999 Kim et al. .... .. 705/60 

6,333,983 B1 * 12/2001 Enichen et al. ........... .. 380/273 20 Claims, 10 Drawing Sheets 

[HOST UNITZOO] [DRIVE 100] 
210mm 141 110:ROM 

\ 
220:ROM 

SESSION KEYS ‘ ‘ SESSION KEYS TRANSFER |—I‘ 2 
FIRST DRIVE ID FL I FIRST DRIVE ID SECOND DRIVE ID 

I 
‘ I 

ENCR I 12O1HIDDEN AREA 

250 

COMPARISON 

RANDOM NUMBER 
‘ TRANSFER 

GENERATION ' SECTION 
SECTION I I—J TRANSFER 150 - STORAGE 

—____—__‘ 252 SECTION / ‘SECTION 
ENCRYPTION 
SECTION 

245 \ 245 

ENCRYPTION 
SECTION 

DECRYPTION 
SECTION 

DECRYPTION 4 

SECTION 

CONTENTS DAT 

DECRYPTION 
SECTION 

272 271 

CONTENTS DATA 

ENCRYPTION TRANSFER 14‘ 
SECTION SECTION 

TRANSFER 
SECTION 1 

151 

263 152 

DATA FILE 7 

143 

TRANSFER 
SECTION 







U.S. Patent 

NOLLVOLLNEIHLHV E; 

CII .LSOH 

NI EIHIHIVd v 

[HOST UNIT 200] 

(A1) ISSUES REQUEST TO 
sEND SESSION KEYS AND 

FIRST DRIVE ID (OPEN ID). 

(A3) STORES SESSION KEYS 
AND FIRST DRIVE ID. 

(A4) GENERATES AND SENDS 
RANDOM NUMBER. AND ISSUES 
REQUEST FOR SECOND DRIVE 
ID ENCRYPTED WITH RANDOM 
NUMBER. 

(A6) DISCRIMINATES WHETHER 
TWO SECOND DRIVE IDs ARE 
COINCIDENT. 

SUCCESS IN 

AUTHENTICATION 

__> (A7) ENCRYPTS CONTENTS KEY 
WITH SESSION KEYS, FIRST 
DRIVE ID AND HOST ID, AND 

SENDS ENCRYPTED 

CONTENTS KEY. 

I 
(A9) SUCCESSIVELY SENDS 
CONTENTS DATA 
ENCRYPTED WITH CONTENTS 
KEYI 

Sep. 7, 2004 Sheet 3 0f 10 

FIG. 3 

US 6,789,177 B2 

[DRIVE 100] 

(A1) 

K/(IAT/ 

A4) 

A5) 

N’ 

N 

(A2) SENDS SESSION KEYS 
AND FIRST DRIVE ID 

(OPEN ID). 

(A5) ENCRYPTS SECOND 
DRIVE ID WITH RECEIVED 
RANDOM NUMBER AND 
SENDS BACK ENCRYPTED 
SECOND DRIVE ID. 

(A8) WRITES ENCRYPTED 
CONTENTS KEY ONTO 

DISK (STORAGE SECTION). 

(AID) SUCCESSIVELY WRITES 
ENCRYPTED CONTENTS 
DATA ONTO DISK 
(STORAGE SECTION). 





U.S. Patent Sep. 7, 2004 Sheet 5 0f 10 US 6,789,177 B2 

FIG. 5 

[HOST UNIT 200] [DRIVE 100] 
(A1) ISSUES REQUEST To 
SEND SESSION KEYS AND (A1) 
FIRST DRIVE ID a (A2) SENDS SESSION KEYS 

(OPEN ID). / AND FIRST DRIVE ID 
(A3) STORES SESSION KEYS (A2) (OPEN ID). 
AND FIRST DRIVE ID. 

(A4) GENERATES AND SENDS 
RANDOM NUMBER, AND (A4) 
ISSUES REQUEST FOR (A5) ENCRYPTS SECOND 

£3511 SECOND DRIVE ID ENCRYPTED DRIVE ID WITH RECEIVED 
c :3 wITH RANDOM NUMBER. RANDOM NUMBER AND 
5‘: E A5) SENDS BACK ENCRYPTED 
E 3 (A6) DISCRIMINATES WHETHER SECOND DRIVE ID. 
5‘ E ‘— Two SECOND DRIVE IDS 
1:‘ ARE COINCIDENT. 

g SUCCESS IN 
AUTHENTICATION 

(BI) ISSUES REQUEST FOR _ 

ENCRYPTED CONTENTS N’ 
KEY AND ENCRYPTED (B2) READS OUT ENCRYPTED 

I CONTENTS DATA / CONTENTS KEY AND 8 __> . (B2) ENCRYPTED CONTENTS 
—I (B3) DECRYPTS CONTENTS DATA FROM DISK 
6 KEY WITH SESSION KEYS, (STORAGE SECTION) 

FIRST DRIVE ID AND HOST ID, 

AND (B4) SUCCESSIVELY 
DECRYPTS CONTENTS 

DATA USING DECRYPTED 

CONTENTS KEY. 



U.S. Patent Sep. 7, 2004 Sheet 6 0f 10 US 6,789,177 B2 

whu 

@ .UE 



U.S. Patent Sep. 7, 2004 Sheet 7 0f 10 US 6,789,177 B2 



U.S. 

GI iSOH NOLLVOLLNEIHl?V 6 

Patent 

[HOST UNIT 200A] 
(01) SENDS HOST ID ONLY 
WHEN DRIVE 18 IN INITIAL 
STATE. 

(03) ISSUES REQUEST FOR 
HOST AUTHENTICATION. 

(C5) ENCRYPTS HOST ID 
WITH RECEIVED RANDOM 
NUMBER AND SENDS 
BACK ENCRYPTED HOST ID. 

(C8) ISSUES REQUEST TO 
SEND SESSION KEYS AND 

FIRST DRIVE ID (OPEN ID). 

(010) STORES SESSION KEYS 

AND FIRST DRIVE ID. 

(C11) GENERATES AND SENDS 
RANDOM NUMBER, AND 

ISSUES REQUEST FOR 

SECOND DRIVE ID ENCRYPTED 

WITH RANDOM NUMBER. NI EIHITIIVzI 
C13) DISCRIMINATES WHETHER 
TWO SECOND DRIVE IDs 

ARE COINCIDENT. 

S UCC ESS IN 

AUTHENTICATION 

(C14) ENCRYPTS CONTENTS 
KEY WITH SESSION KEYS. 
FIRST DRIVE ID AND HOST 

ID, AND SENDS ENCRYPTED 
CONTENTS KEY. 

(C16) SUCCESSIVELY SENDS 
CONTENTS DATA ENCRYPTED 
WITH CONTENTS KEY. 

Sep. 7, 2004 

FIG. 8 

(01) 

k’ 
(C4) 

w’ 

(08) 

k/TITC'BT/ 

N’ 
(012) 

w’ 
(C17) 

Sheet 8 0f 10 US 6,789,177 B2 

[DRIVE 100A] 

(C2) WRITES ID OF HOST UNIT 
CONNECTED FIRST WHEN DRIVE 

IS IN AN INITIAL STATE INTO 

WRITABLE-ONCE STORAGE AREA. 

(C4) GENERATES AND SENDS RANDOM 
NUMBER AND SENDS REQUEST FOR 

HOST ID—2 ENCRYPTED WITH RANDOM 

NUMBER. ENCRYPTS HOST ID-I WITH 

RANDOM NUMBER. 

(C6) DISCRIMINATES WHETHER 
ENCRYPTED HOST ID-I AND 

ENCRYPTED HOST ID-2 

ARE COINCIDENT. 

SUCCESS IN 

l AUTHENTICATION 
(C9) SENDS SESSION KEYS AND 

FIRST DRIVE ID (OPEN ID). 

(C7) 

OLLVOLLNEIHI [IV NI EIH ITllVd 

(CIZ) ENCRYPTS SECOND 
DRIVE ID WITH RECEIVED 
RANDOM NUMBER AND 
SENDS BACK ENCRYPTED 
SECOND DRIVE ID. 

(C15) WRITES ENCRYPTED 
CONTENTS KEY ONTO 
DISK (STORAGE SECTION). 

(C17) SUCCESSIVELY WRITES 
ENCRYPTED CONTENTS DATA 

ONTO DISK (STORAGE SECTION). 



U.S. Patent Sep. 7, 2004 Sheet 9 0f 10 US 6,789,177 B2 

200 r M218 203:2: 505 Q .GE 



U.S. Patent Sep. 7, 2004 Sheet 10 0f 10 US 6,789,177 B2 

FIG. 10 

[HOST UNIT 200A] [DRIVE 100A] 

<6‘) SENDS HOST ID ONLY ‘*N (02) wRITEs ID OF HOsT UNIT 
WHEN DRIVE IS IN CONNECTED FIRST WHEN DRIVE 

'N'T'AL STATE Is IN AN INITIAL sTATE INTO 
(C3) ISSUES REQUEST FOR (03) WRITABLE-ONCE STORAGE AREA. 
HOST AUTHENTICATION. 

(C4) GENERATES AND SENDS RANDOM 

(04) NUMBER AND SENDS REQUEST FOR 
(05) ENCRYPTS HOST “3 w/f HosT ID-2 ENCRYPTED wITH RANDOM 
WITH RECEIVED RANDOM NUMBER. ENCRYPTS HOST lD-1 wITH 

NUMBER AND SENDS BACK (C5) RANDOM NUMBER 
ENCRYPTED HOST ID‘ (06) DISCRIMINATES WHETHER (C7) 

ENCRYPTED HOST ID-I AND > 1 

ENCRYPTED HosT ID-2 _, S 5 
ARE OOINOIDENT. % % 

SUCCESS IN E T 
(08) ISSUES REQUEST TO %_> i AUTHENTICATION g z 
SEND SESSION KEYS AND 1‘ 

FIRsT DRIVE ID (OPEN ID). 
(C10) sTOREs sEssION KEYS 09) 
AND FIRST DRIVE ID. 

(C11) GENERATES AND SENDS (C1 1) 
RANDOM NUMBER. AND 

(018) ISSUES REQUEST FOR SECOND DRIVE ID ENCRYPTED WITH 

RANDOM NUMBER AND .H 
:5’, fl: RANDOM NUMBER‘ C12) SENDS BACK ENCRYPTED 
I <: 

5 % (C13) DISCRIMINATES WHETHER g 2 TWO sEOOND DRIvE IDS 

> ARE COINCIDENT. 
g SUCCESS IN 
2 I AUTHENTICATION 

(DI) ISSUES REQUEST FOR (D1) 

ENCRYPTED CONTENTS KEY \ 
I AND ENCRYPTED CONTENTS (D2) READS OUT ENCRYPTED 

8 DATA. / CONTENTS KEY AND 
1' —> (D3) DECRYPTS OONTENTs (D2) ENCRYPTED CONTENTS DATA 
0 KEY WITH SESSION KEYS. FROM DISK (STORAGE SECTION). 

FIRST DRIVE ID AND HOST 

ID. AND (D4) SUCCESSIVELY 
DECRYPTS CONTENTS DATA 

USING DECRYF'TED CONTENTS 

KEY. 



US 6,789,177 B2 
1 

PROTECTION OF DATA DURING 
TRANSFER 

BACKGROUND OF THE INVENTION 

1) Field of the Invention 
Techniques for protecting data from illegal accessing 

When data of music, videos or the like is transferred betWeen 
a data recording apparatus for recording data to store it and 
an access apparatus Which accesses the data recording 
apparatus. The data recording apparatus is, for example, a 
digital recording and playback apparatus for recording data 
of music, videos or the like, and the access apparatus is, for 
example, a personal computer, or a host unit (CPU) in a data 
recording apparatus. 

In recent years, thanks to the improvement in performance 
of personal computers and the advent of the MPEGZ-ISI, it 
has become easy to handle data of videos and music. 
Further, it has become possible to acquire a disk of a large 
capacity of several tens GB (gigabytes)at a moderate price, 
and also neW digital recording and playback apparatus based 
on a hard disk drive (HDD) or an optical disk drive have 
appeared. 

The key, When it is tried to Widely populariZe such less 
expensive data recording apparatus of high performances as 
described above, is the protection of the copyright of various 
data (contents) recorded by the data recording apparatus 
That is, necessary to prevent illegal copying, With high 
certainty, to guard the rights of the provider of the contents. 

Embodiments herein provide techniques by Which, When 
data is transferred betWeen a host unit (access apparatus) and 
a drive (data recording apparatus), the data can be protected 
from illegal accessing, thereby protecting the copyright With 
high certainty and Without imposing a burden of processing 
on the drive recording side. 

2) Description of the Related Art 
An HDD recorder, a storage-type set top box (STB), or the 

like, is presently available as a digital recording and play 
back apparatus presently. For the object of copyright 
protection, an HDD built in the apparatus is in most cases 
?xed mechanically so that it may not be removed from the 
apparatus. In contrast, from a standpoint of a user, there is 
strong to replace the HDD With a neW HDD for a PC 
(Personal Computer), because HDD capacity has been and 
is increasing progressively in recent years. The apparatus 
(the other part than the HDD) may beleft as it is. 

This gives rise to a subject of the protection of the 
copyright upon transfer of data betWeen the host unit and the 
disk drive (in other Words, protection of data from illegal 
accessing). As a copyright protection method (data protec 
tion method) Which makes use of the standard interface e.g. 
ATA/ATAPI (Advances Technologies Attachment/ATA 
Packet Interface) for a PC, the CPPM (Content Protection 
for Prerecorded Media) and the CPRM (Content Protection 
for Recordable Media) are conventionally knoWn. 

In the CPRM, an ID (identi?cation information; for 
example, a media ID of a medium) unique to a drive is set 
in the drive, and a Writing process of Writing content data 
from the host unit onto the disk is performed in accordance 
With the folloWing procedure [steps (al) to (a8)]. 

(al) A request for transfer of session keys (a plurality of 
media key blocks, a plurality of secret keys) and a ?rst drive 
ID (static ID) stored in a ROM area in the drive is issued 
from the host unit to the drive. 

(a2) The session keys and the ?rst drive ID are transferred 
from the drive to the host unit in accordance With the request 
in step (a1). 
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2 
(a3) The session keys and the ?rst drive ID from the drive 

are stored into a RAM area of the host unit. 

(a4) A random number generated on the host unit side is 
transmitted to the drive, and a request for transfer of a raW 
second drive ID (dynamic ID) and an encrypted second 
drive ID is issued from the host unit to the drive. 

(a5) The second drive ID is encrypted using the random 
number from the host unit and a drive key (secret key) 
Written in advance in a hidden area, in accordance With the 
request in step (a4), and the raW second drive ID and the 
encrypted second drive ID are transferred from the drive to 
the host unit. 

(a6) Adrive key (equivalent) is generated from the session 
keys and ?rst drive ID Which have been stored in step (a3) 
by the host unit, and the raW second drive ID from the drive 
is encrypted using the drive key and the random number 
generated in step (a4). Thereafter, the second drive ID 
encrypted on the host unit side and the encrypted second 
drive ID from the drive are compared With each other to 
discriminate Whether or not they are coincident. 

(a7) If it is discriminated in step (a6) that the second drive 
ID encrypted on the host unit side and the encrypted second 
drive ID from the drive are coincident, then it is discrimi 
nated that the drive authentication results in success, and 
contents data to be Written into the drive is encrypted using 
the contents key and the contents key is encrypted using the 
session keys and the drive key (equivalent) generated from 
the ?rst drive ID. Thereafter, the encrypted contents data and 
the encrypted contents key are transferred from the host unit 
to the drive and Written onto the disk. 

(a8) If it is discriminated in step (a6) that the second drive 
ID encrypted on the host unit side and the encrypted second 
drive ID from the drive are not coincident, then it is 
discriminated that the drive authentication results in failure, 
and the processing is interrupted Without transferring the 
contents data to the drive. 

On the other hand, in the case of CPRM, When the 
contents data Written on the disk as described above is read 
out from the disk to the host unit, after authentication of the 
drive is performed in accordance With a procedure [steps 
(al) to (a6)] similar to the procedure described above, the 
contents data is read out in accordance With such a procedure 
[steps (b1) and (b2)] as described beloW. 

(b 1) If it is discriminated in step (a6) that the second drive 
ID encrypted on the host unit side and the encrypted second 
drive ID from the drive are coincident With each other, then 
it is discriminated that the drive authentication results in 
success, and the host unit reads out the encrypted contents 
key and the encrypted contents data from the drive (disk). 
Thereafter, the encrypted contents key is decrypted using the 
drive key (equivalent) generated from the session keys and 
the ?rst drive ID, and then, the encrypted contents data is 
decrypted using the decrypted contents key. 

(b2) If it is discriminated in step (a6) that the second drive 
ID encrypted on the host unit side and the encrypted second 
drive ID from the drive are not coincident, then it is 
discriminated that the drive authentication results in failure, 
and the processing is interrupted Without reading out the 
contents data from the disk. 

It is to be noted that the CPPM is a copyright protection 
system only for readout, and in the CPPM, the steps (al) to 
(a6), (b1) and (b2) described above are executed. 
The drive authentication procedure [steps (al) to (a6)] 

described above is called a challenge/response method, and 
in the CPRM or the CPPM, authentication is executed only 
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on the host unit side. In other Words, unidirectional drive 
authentication is executed, and as a result, a burden of 
processing on the drive side is reduced. 

Further, a contents key and contents data are recorded on 
a disk based on an ID unique to the drive. Consequently, 
even if data recorded on the disk of the drive is illegally 
copied (volume copy) onto another medium, since the ID is 
not coincident upon data readout, readout of the illegally 
copied data is impossible. Accordingly, the CPRM and the 
CPPM are effective for prevention of illegal copying. 
As a representative copyright protection method other 

than the CPRM and the CPPM, the DTCP (Digital Trans 
mission Content Protection) Which utiliZes the IEEE1394-IF 
is available. The DTCP assumes data transfer betWeen 
different apparatuses and is based on mutual authentication. 
With the DTCP, tWo methods are available: a full authenti 
cation method; and a restrict authentication method. In the 
full authentication method, an electronic signature algorithm 
of a public-key/secret-key cipher technique and a DH 
(Dif?e-Hellman) key exchanging algorithm are adopted, and 
the tWo algorithms are based on an elliptic curve cipher. 

FolloWing is a description of a mutual authentication 
procedure [steps (c1) to (c9)] Where the DTCP of the full 
authentication method is used upon data transfer betWeen 
the host unit and the disk drive. 

(c1) A request for the host authentication is issued from 
the host unit to the drive. At the same time, the host unit 
transmits to the drive a random number and an ID unique to 
the host unit. The ID unique to the host unit is proof 
information produced for every apparatus by the license 
organization of the DTCP (DTLA, a company of the United 
States), and includes a public-key and an electronic signa 
ture. 

(c2) The drive receives the random number and the ID 
unique to the host unit from the host unit and con?rms 
Whether or not the ID unique to the host unit is information 
produced by the DTLA in accordance With a veri?cation 
process of an electronic signature, and checks Whether or not 
the ID unique to the host unit is reported on an illegal 
apparatus list stored on the drive side. 

(c3) If it is con?rmed in step (c2) that there is no problem, 
then a request for drive authentication is issued from the 
drive to the host unit. At the same time, the drive transmits 
the random number and an ID unique to the drive. Also the 
ID unique to the drive is, similarly to the ID unique to the 
host unit, proof information produced for every apparatus by 
the DTLA. 

(c4) The host unit receives the random number and the ID 
unique to the drive from the drive and con?rms, similarly as 
in step (c2), Whether or not the ID unique to the drive is 
information produced by the DTLA in accordance With a 
veri?cation process of an electronic signature, and con?rms 
Whether or not the ID unique to the drive is reported on an 
illegal apparatus list stored on the host unit side. 

(c5) If it is con?rmed in step (c4) that there is no problem, 
then each of the units (host unit/drive) calculates DH infor 
mation of the unit itself in order to share an encryption key 
in accordance With a DH key exchanging method (delivery/ 
sharing method). 

(c6) The DH information of the host unit is transmitted 
from the host unit to the drive. 

(c7) The drive con?rms Whether or not the DH informa 
tion received from the host unit is data transmitted from the 
host unit correctly, in accordance With the veri?cation of an 
electronic signature. 

15 

25 

35 

40 

45 

55 

65 

4 
(c8) Conversely, the DH information of the drive is 

transmitted from the drive to the host unit. 

(c9) The host unit con?rms Whether or not the DH 
information received from the drive is data transmitted from 
the drive correctly, in accordance With the veri?cation of an 
electronic signature. 
As described above, in the mutual authentication methods 

represented by the DTCP, since the host unit and the drive 
both have a facility (mutual authentication facility) Which 
checks Whether or not the drive and the host unit are correct 
opposite parties for performing data transmission, 
respectively, not only illegal copying on the drive side is 
prevented With certainty, but also an illegal action 
(impersonation or the like) on the host unit side can be 
prevented With certainty. 

It is to be noted that, While the DTCP of the restrict 
authentication method performs authentication using a com 
mon secret key and a hash function, also in the DTCP of the 
restrict authentication method, basically the host unit and the 
drive have an equal relationship to each other, similar to the 
DTCP of the full authentication method described above, 
and execute similar authentication processes. Therefore, 
description of the same is omitted herein to avoid redun 
dancy. 

SUMMARY OF THE INVENTION 

In the CPRM and the CPPM described above, hoWever, 
because the drive authentication is executed only on the host 
unit side, although illegal copying on the drive side can be 
prevented With certainty, the authentication of the host unit 
cannot be executed on the drive side. Accordingly, if the 
authentication of the drive results in success, then it is 
possible for a plurality of irregular apparatus (host units) 
Without rights to access the drive and play back the contents 
data recorded on the disk. Therefore, there is a problem in 
that the data of the drive cannot be protected from illegal 
accessing by an irregular host unit and an illegal action 
(impersonation or the like) on the host unit side cannot be 
prevented. 

Thus, if the DTCP described above is adopted, then since 
not only the drive authentication on the host unit side but 
also the host authentication on the drive side are executed, 
both illegal copying on the drive side and illegal action on 
the host unit side can be prevented. HoWever, the authenti 
cation process of the DTCP is very complicated and the host 
unit and the drive have an equal relationship as described 
above. Therefore, the drive side in particular is obliged to 
execute a complicated authentication process. Consequently, 
the processing load on the drive side is increased unfavor 
ably. 

MeanWhile, in recent years, there has been begun to 
develop a kind of business of renting a set top box (STB) at 
a moderate price. As the development of the business just 
described proceeds, an illegal user has appeared Who not 
only illegally copies data recorded on the hard disk drive in 
the STB but also removes the hard disk drive itself and 
illegally diverts it as a drive of a personal computer. 
As a countermeasure against such an illegal user as just 

described, there is demand to adopt a mutual authentication 
method such as the DTCP described above. 

HoWever, in the DTCP, the authentication process is very 
complicated and the load of the processing on the drive side 
is heavy as described above. Therefore, there is demand to 
prevent such illegal diversion as described above With 
certainty by simpler and easier processing Without increas 
ing the load on the drive side. 
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It is an aspect of ernbodirnent(s) described herein to 
provide a technique Which can protect data from illegal 
accessing Without increasing the load of processing on the 
drive side, to prevent not only illegal copying on the data 
recording apparatus (drive) side but also to prevent an illegal 
action on the access apparatus (host unit) side, thereby 
protecting the copyright and further preventing illegal diver 
sion of the data recording apparatus. 

In order to attain the aspect described above, according to 
an aspect of ernbodirnent(s) described herein, there is pro 
vided a data protection method for protecting, When data 
transfer is performed betWeen a data recording apparatus for 
recording and storing data and an access apparatus Which 
accesses the data recording apparatus, data of the data 
recording apparatus from illegal accessing, comprising a 
step by the access apparatus of executing authentication of 
the data recording apparatus, a step of encrypting, When the 
data recording apparatus is authenticated, a contents key 
With access apparatus identi?cation inforrnation registered 
in advance in a storage area of the access apparatus and a 
session key and ?rst identi?cation information read out from 
a storage area of the data recording apparatus, a step of 
transferring the encrypted contents key from the access 
apparatus to the data recording apparatus in order to Write 
the encrypted contents key into the data recording apparatus, 
a step by the access apparatus of encrypting contents data to 
be recorded and stored into the data recording apparatus 
With the contents key, and a step of transferring the 
encrypted contents data from the access apparatus to the data 
recording apparatus in order to Write the encrypted contents 
data into the data recording apparatus. 

According to another aspect of ernbodirnent(s) described 
herein, there is provided a data protection method for 
protecting, When data transfer is performed betWeen a data 
recording apparatus for recording and storing data and an 
access apparatus Which accesses the data recording 
apparatus, data of the data recording apparatus from illegal 
accessing, comprising a step of Writing contents data 
encrypted With a contents key into the data recording 
apparatus and Writing the contents key, Which is encrypted 
With predeterrnined access apparatus identi?cation informa 
tion and a session key and ?rst identi?cation inforrnation 
registered in advance in a storage area of the data recording 
apparatus, into the data recording apparatus, a step by the 
access apparatus of executing authentication of the data 
recording apparatus, a step of reading out, When the data 
recording apparatus is authenticated, the encrypted contents 
data and the encrypted contents key from the data recording 
apparatus and transferring the encrypted contents data and 
the encrypted contents key to the access apparatus, a step by 
the access apparatus of decrypting the encrypted contents 
key With the access apparatus identi?cation inforrnation 
registered in advance in a storage area of the access appa 
ratus and the session key and ?rst identi?cation information 
read out from the storage area of the data recording 
apparatus, and a step of decrypting the encrypted contents 
data With the decrypted contents key. 

According to a further aspect of ernbodirnent(s) described 
herein, there is provided a data protection method for 
protecting, When data transfer is performed betWeen a data 
recording apparatus for recording and storing data and an 
access apparatus Which accesses the data recording 
apparatus, data of the data recording apparatus from illegal 
accessing, comprising a step of transferring access apparatus 
identi?cation information, which is registered in advance in 
a storage area of the access apparatus connected ?rst to the 
data recording apparatus When the data recording apparatus 
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is in an initial state, from the access apparatus to the data 
recording apparatus and Writing the access apparatus iden 
ti?cation information into a Writable-once storage area, a 
step by the data recording apparatus of performing, every 
time the access apparatus thereafter accesses the data record 
ing apparatus, authentication of the access apparatus based 
on the access apparatus identi?cation information written in 
the Writable-once storage area, a step by the access apparatus 
of performing authentication of the data recording apparatus 
When the access apparatus is authenticated, a step of 
encrypting, When the data recording apparatus is authenti 
cated and contents data is to be recorded and stored into the 
data recording apparatus, a contents key With a session key 
and ?rst identi?cation information read out from the storage 
area of the data recording apparatus, a step of transferring 
the encrypted contents key from the access apparatus to the 
data recording apparatus in order to Write the encrypted 
contents key into the data recording apparatus, a step by the 
access apparatus of encrypting the contents data to be 
recorded and stored into the data recording apparatus With 
the contents key, and a step of transferring the encrypted 
contents data from the access apparatus to the data recording 
apparatus in order to Write the encrypted contents data into 
the recording apparatus. 
The data protection method may further comprise a step 

of reading out and transferring, When both of the access 
apparatus and the data recording apparatus are authenticated 
and contents data is to be read out from the data recording 
apparatus, the encrypted contents data and the encrypted 
contents key from the data recording apparatus to the access 
apparatus, a step by the access apparatus of decrypting the 
encrypted contents key With the session key and ?rst iden 
ti?cation information read out from the storage area of the 
data recording apparatus, and a step of decrypting the 
encrypted contents data With the decrypted contents key. 

Further, the step of performing authentication of the 
access apparatus may include a step by the data recording 
apparatus of generating a random number, a step of trans 
ferring the random number from the data recording appara 
tus to the access apparatus, a step by the data recording 
apparatus of encrypting the access apparatus identi?cation 
information With the random number, a step by the access 
apparatus of encrypting the access apparatus identi?cation 
information With the random number from the data record 
ing apparatus, a step of transferring the encrypted access 
apparatus identi?cation information from the access appa 
ratus to the data recording apparatus, and a step of cornpar 
ing the encrypted access apparatus identi?cation informa 
tion from the access apparatus and the access apparatus 
identi?cation inforrnation encrypted by the data recording 
apparatus With each other to discriminate Whether or not the 
encrypted access apparatus identi?cation information and 
the access apparatus identi?cation inforrnation encrypted by 
the data recording apparatus coincide With each other, the 
access apparatus being authenticated When it is discrirni 
nated that the encrypted access apparatus identi?cation 
information and the access apparatus identi?cation informa 
tion encrypted by the data recording apparatus coincide With 
each other. 

According to ernbodirnent(s) described herein, When the 
access apparatus (host unit) Writes contents data and a 
contents key into the data recording apparatus, since the 
contents key is encrypted With not only the identi?cation 
information of the data recording but also a factor of the 
access apparatus identi?cation inforrnation (host ID) added 
thereto, only the original access apparatus Which has Written 
the contents data and the contents key into the data recording 
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apparatus can read out the contents data. In particular, even 
if an access apparatus other than the original access appa 
ratus reads out the contents data from the data recording 
apparatus, since the identi?cation information of this access 
apparatus is different from that of the original access 
apparatus, the contents key cannot be decrypted correctly. 
Consequently, the contents data cannot be decrypted cor 
rectly and cannot be read out. Accordingly, the data of the 
data recording apparatus can be protected from illegal 
accessing Without increasing the load of processing on the 
data recording apparatus side by adopting the unidirectional 
authentication of the CPPM, the CPRM or the like. 
Consequently, not only illegal copying on the data recording 
apparatus side but also illegal readout or illegal copying of 
data by impersonation or the like on the access apparatus 
side can be prevented With certainty, and reliable protection 
of the copyright can be anticipated. 

Further, identi?cation information (a host ID) of the 
access apparatus (host unit) connected ?rst to the data 
recording apparatus (drive) When the data recording appa 
ratus is in an initial state is Written into the Writable-once 
storage area in the data recording apparatus. Thereafter, it is 
authenticated Whether or not the access apparatus, Which has 
accessed the data recording apparatus, is an access apparatus 
(original host) connected ?rst to the data recording 
apparatus, based on the identi?cation information Written in 
the storage area. Then, only if it is authenticated that the 
access apparatus is the original access apparatus, then 
accessing (data Writing/readout) to the data recording appa 
ratus is authoriZed. 

Consequently, if a very simple authentication process is 
executed on the data recording apparatus side, then an access 
apparatus other than the original access apparatus cannot 
access the data recording apparatus. Accordingly, the data of 
the data recording apparatus can be protected from illegal 
accessing Without increasing the load of processing on the 
data recording apparatus side, and not only illegal copying 
on the data recording apparatus side but also illegal readout 
and illegal copying of data by impersonation or the like on 
the access apparatus side can be prevented With certainty, 
and reliable protection of the copyright can be anticipated. 

Further, since the original access apparatus connected ?rst 
to the data recording apparatus can access the data recording 
apparatus, such illegal diversion of the data recording appa 
ratus that, for example, a hard disk drive (data recording 
apparatus) is dismounted from a set top box (STB) and is 
diverted in a system other than the STB can be prevented 
With certainty. 

It is to be noted that, by combining the technique, Wherein 
identi?cation information of an access apparatus connected 
?rst is Written into a Write-once storage area of a data 
recording apparatus and the identi?cation information is 
used to perform authentication of the access apparatus, With 
the technique, Wherein a contents key to be Written into the 
data recording apparatus is encrypted using the identi?cation 
information of the data recording apparatus and the identi 
?cation information of the access apparatus, even if some 
measures are taken to illegally pass the authentication of the 
access apparatus, any access apparatus other than the origi 
nal access apparatus cannot decrypt the contents key read 
out from the data recording apparatus nor can read out the 
contents data. Accordingly, illegal readout and illegal copy 
ing of data by impersonation or the like on the access 
apparatus side can be prevented With more certainty. 

The above and other aspects, features and advantages Will 
become apparent from the folloWing description and the 
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8 
appended claims, taken in conjunction With the accompa 
nying draWings in Which like parts or elements are denoted 
by like reference characters. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a block diagram shoWing a functional con?gu 
ration of a data protection system (an access apparatus and 
a data recording apparatus) to Which a data protection 
method as a ?rst embodiment of the present invention is 
applied; 

FIG. 2 is a block diagram illustrating contents data Writing 
in the data protection system of the ?rst embodiment; 

FIG. 3 is a diagrammatic vieW illustrating a contents data 
Writing procedure in the ?rst embodiment; 

FIG. 4 is a block diagram shoWing contents data reading 
in the data protection system of the ?rst embodiment; 

FIG. 5 is a diagrammatic vieW illustrating a contents data 
reading procedure in the ?rst embodiment; 

FIG. 6 is a block diagram shoWing a functional con?gu 
ration of a data protection system (an access apparatus and 
a data recording apparatus) to Which a data protection 
method as a second embodiment of the present invention is 
applied; 

FIG. 7 is a block diagram illustrating contents data Writing 
in the data protection system of the second embodiment; 

FIG. 8 is a diagrammatic vieW illustrating a contents data 
Writing procedure in the second embodiment; 

FIG. 9 is a block diagram shoWing contents data reading 
in the data protection system of the second embodiment; and 

FIG. 10 is a diagrammatic vieW illustrating a contents data 
reading procedure in the second embodiment. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

In the folloWing, embodiments of the present invention 
are described With reference to the draWings. 

[1] Description of the First Embodiment 

FIG. 1 is a block diagram shoWing a functional con?gu 
ration of a data protection system (an access apparatus and 
a data recording apparatus) to Which a data protection 
method as a ?rst embodiment of the present invention is 
applied. Referring to FIG. 1, the data protection system in 
the ?rst embodiment protects, When data transmission 
betWeen a drive (for example, a HDD) 100 as a data 
recording apparatus Which records and stores data and a host 
unit (for example, a CPU) 200 as an access apparatus Which 
accesses the drive 100 is performed, data of the drive 100 
from illegal accessing. 
The drive 100 includes a ROM 110, a hidden area 120, 

encryption sections 131 and 132, transfer sections 141 to 
143, and a storage section 150. 
The ROM (Read Only Memory; a ?rst storage area) 110 

stores session keys, a ?rst drive ID (?rst identi?cation 
information) and a second drive ID (second identi?cation 
information) registered in advance. The hidden area 120 
stores a drive key (secret key) registered in advance therein. 
The encryption section 131 encrypts the second drive ID 

read out from the ROM 110 using a random number from the 
host unit 200. The encryption section 132 further encrypts an 
encryption result by the encryption section 131 using the 
drive key (secret key) read out from the hidden area 120. 
The encryption sections 131 and 132 function as ?rst 

encryption means Which encrypts, in response to a request 
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from the host unit 200, the second drive ID using a random 
number transmitted from the host unit 200 together With the 
request and the drive key (secret key) of the drive 100. 

The transfer section (?rst transfer means) 141 reads out 
the session keys, ?rst drive ID and second drive ID from the 
ROM 110 in response to a request from the host unit 200 and 
transmits them to the host unit 200. 

The transfer section (second transfer means) 142 trans 
mits the second drive ID encrypted by the encryption 
sections 131 and 132 to the host unit 200. 

The transfer section (third transfer means) 143 reads out 
encrypted contents data and an encrypted contents key from 
the storage section 150 in response to a request from the host 
unit 200 and transmits them to the host unit 200. 

The storage section 150 is a disk medium itself of the 
drive 100, and stores contents data and a contents key 
Written from the host unit 200 and includes a key ?le 151 for 
storing the contents key and a data ?le 152 for storing the 
contents data. It is to be noted that the contents data to be 
stored in the storage section 150 is encrypted With the 
contents key. The contents key to be stored in the storage 
section 150 is, as hereinafter described, encrypted With a 
host ID (predetermined access apparatus identi?cation 
information), the session key and the ?rst drive ID of the 
drive 100. 

The host unit 200 includes a RAM 210, a ROM 220, a 
random number generation section 230, encryption sections 
241 to 247, a comparison discrimination section 250, trans 
fer sections 261 to 263, and decryption sections 271 to 273. 

The RAM (Random Access Memory) 210 temporarily 
stores the session keys and ?rst drive ID transmitted from 
the drive 100. The ROM (Read Only Memory; a second 
storage area) 220 stores the host ID (access apparatus 
identi?cation information) Which is registered in advance 
and serves as identi?cation information unique to the host 
unit 200. 

The random number generation section (?rst random 
number generation means) 230 generates a random number 
When the host unit 200 accesses the drive 100. 

The encryption section 241 encrypts the raW second drive 
ID transferred from the drive 100 using the random number 
generated by the random number generation section 230. 
The encryption section 242 encrypts the ?rst drive ID stored 
in the RAM 210 using session keys stored in the RAM 210 
to generate a drive key (equivalent), and outputs the drive 
key (equivalent). The encryption section 243 further 
encrypts the encryption result by the encryption section 241 
using the drive key (equivalent) from the encryption section 
242. 

The encryption sections 241 to 243 function as second 
encryption means Which encrypts the second drive ID read 
out from the ROM 110 of the drive 100 using not only the 
random number generated by the random number generation 
section 230 but also the session keys and ?rst drive ID read 
out from the ROM 110 of the drive 100. 

The comparison discrimination section (?rst comparison 
discrimination means) 250 compares the encrypted second 
drive ID transferred from the drive 100 through the transfer 
section 142 and the second drive ID encrypted by the 
encryption sections 241 to 243, and discriminates Whether or 
not they are coincident. 

If the comparison discrimination section 250 discrimi 
nates that the tWo second drive IDs are coincident With each 
other When the host unit 200 records and stores the contents 
data into the drive 100 (storage section 150) then there is 
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operation of the encryption sections 244 to 247 and transfer 
sections 261 to 263 described hereinafter. Further, if the 
comparison discrimination section 250 discriminates that 
the tWo second drive IDs are coincident With each other 
When the host unit 200 reads out the contents data from the 
drive 100 (the storage section 150), then there is operation 
of the decryption sections 271 to 273 described hereinafter. 

The encryption section 244 encrypts the host ID stored in 
the ROM 220 using the session keys stored in the RAM 210 
to produce and output a host key. The encryption section 245 
encrypts a contents key using the host key Which is an 
encryption result of the encryption section 244. The encryp 
tion section 246 further encrypts an encryption result of the 
encryption section 245 using the drive key (equivalent) from 
the encryption section 242. 

If the comparison discrimination section 250 discrimi 
nates that the tWo second drive IDs are coincident With each 
other, then the encryption sections 244 to 246 and encryption 
section 242 described above function as third encryption 
means Which encrypts the contents key using the host ID 
read out from the ROM 220, and the session keys and ?rst 
drive ID stored in the RAM 210. 

The encryption section (fourth encryption means) 247 
encrypts the contents data to be recorded and stored into the 
drive 100 using the contents key. 
The transfer section (fourth transfer means) 261 transfers 

the random number generated by the random number gen 
eration section 230 to the drive 100 (encryption section 131). 
The transfer section (?fth transfer means) 262 transfers 

the contents key encrypted by the encryption sections 242 
and 244 to 246 to the drive 100 in order to Write the 
encrypted contents data into the storage section 150 (key ?le 
151) of the drive 100. 
The transfer section (siXth transfer means) 263 transfers 

the contents data encrypted by the encryption section 247 to 
the drive 100 in order to Write the encrypted contents data 
into the storage section 150 (data ?le 152) of the drive 100. 
The decryption section 271 decrypts the encrypted con 

tents key read out from the storage section 150 (key ?le 151) 
of the drive 100 using the drive key (equivalent) from the 
encryption section 242. The decryption section 272 further 
decrypts the decryption result by the decryption section 271 
using the host key from the encryption section 244. 

If the comparison discrimination section 250 discrimi 
nates that the tWo second drive IDs are coincident With each 
other, then the decryption sections 271 and 272 (described 
above) function as ?rst decrypting means Which decrypts the 
encrypted contents key read out from the storage section 150 
(key ?le 151) of the drive 100 using the host ID read out 
from the ROM 220 and the session keys and ?rst drive ID 
stored in the RAM 210. 

The decryption section (second decrypting means) 273 
decrypts the encrypted contents data read out from the 
storage section 150 (data ?le 152) of the drive 100 using the 
contents key decrypted by the decryption sections 271 and 
272. 

The random number generation section 230, encryption 
sections 241 to 247, comparison discrimination section 250, 
transfer sections 261 to 263 and decryption sections 271 to 
273 of the host unit 200 described above may be imple 
mented by softWare (an access program) for eXclusive use. 
The access program is distributed in a form Wherein it is 

recorded on a computer-readable recording medium such as, 
for eXample, a ?exible disk or a CD-ROM. In the ?rst 
embodiment, the access program is stored in advance in a 
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ROM (Read Only Memory) or the like Which is a component 
of the host unit 200. This access program is read out by a 
CPU of the host unit 200 and executed to implement the 
functions of the random number generation section 230, 
encryption sections 241 to 247, comparison discrimination 
section 250, transfer sections 261 to 263 and decryption 
section 271 to 273 described above. It is to be noted that the 
access program may be recorded in advance in a storage 
apparatus (recording medium) such as, for example, a mag 
netic disk, an optical disk or a magneto-optical disk and 
distributed from the storage apparatus to a computer through 
a communication path. Also the functions of the drive 100 
as the encryption sections 131 and 132 and transfer sections 
141 and 142 are implemented by softWare for exclusive use. 

While the drive 100 includes the transfer sections 141 to 
143 for individual kinds of data to be transferred from the 
drive 100 to the host unit 200, actually the functions as the 
transfer sections 141 to 143 may be integrated so that they 
are implemented as one transfer section. Also the functions 
of the encryption sections 131 and 132 may be integrated so 
that they may be implemented as one encryption section. 

Similarly, While the host unit 200 includes the transfer 
sections 261 to 263 for individual kinds of data to be 
transferred from the host unit 200 to the drive 100, actually 
the functions of the transfer sections 261 to 263 may be 
integrated so that they are implemented as one transfer 
section. Also the functions of the encryption sections 241 to 
247 may be integrated so that they are integrated as one 
encryption section. Further, also the functions of the decryp 
tion sections 271 to 273 may be integrated so that they are 
implemented as one decryption section. 

NoW, operation of the data protection system of the ?rst 
embodiment con?gured as described above is described With 
reference to FIGS. 2 to 5. FIG. 2 is a block diagram shoWing 
contents data Writing operations in the data protection sys 
tem of the ?rst embodiment. FIG. 3 is a diagrammatic vieW 
illustrating a contents data Writing procedure in the ?rst 
embodiment. FIG. 4 is a block diagram shoWing contents 
data readout operations in the data protection system of the 
?rst embodiment. FIG. 5 is a diagrammatic vieW illustrating 
a contents data readout procedure in the ?rst embodiment. 

In the ?rst embodiment, the contents key is encrypted 
using the ID unique to the host unit When the contents data 
and the contents key are Written (although the method of the 
CPRM described above is used). In particular, in the ?rst 
embodiment, the ?rst drive ID and second drive ID unique 
to the drive are set in the drive 100, and the host ID unique 
to the host unit is set in the host unit 200. Further, Writing 
of the contents data from the host unit 200 into the drive 100 
(storage section 150) is performed by a procedure described 
beloW [steps (A1) to (All)]. It is to be noted that, in FIGS. 
2 and 3, reference characters (A1) to (All) are entered as 
symbols at portions Wherein processes corresponding to the 
steps (A1) to (All) are executed. 

(A1) The host unit 200 issues a request for transfer of the 
session keys (a plurality of media key blocks, and a plurality 
of secret keys) and the ?rst drive ID (static ID) stored in the 
region of the ROM 110 area in the drive 100 to the drive 100. 

(A2) The session keys and the ?rst drive ID are read out 
from the ROM 110 and transferred from the drive 100 to the 
host unit 200 in accordance With the request in step (Al) (the 
function of the transfer section 141 of FIG. 1). 

(A3) The session keys and the ?rst drive ID from the drive 
100 are stored into the RAM 210 of the host unit 200. 

(A4) A random number is generated by the random 
number generation section 230 of the host unit 200 side and 
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is transferred to the drive 100 (the function of the transfer 
section 261 of FIG. 1). At the same time, the host unit 200 
issues a request for transfer of a raW second drive ID 
(dynamic ID) and the second drive ID encrypted With the 
random number just described to the drive 100. 

(A5) The encryption sections 131 and 132 encrypt the 
second drive ID using the random number from the host unit 
200 and the drive key (secret key) Written in the hidden area 
120 in accordance With the request in step (A4). Therefore, 
the raW second drive ID and the encrypted second drive ID 
are transferred from the drive 100 to the host unit 200 (the 
functions of the transfer sections 141 and 142 of FIG. 1). 

(A6) In the host unit 200, the encryption section 242 
produces a drive key (equivalent) based on the session keys 
and ?rst drive ID stored in step (A3), and encrypts the raW 
second drive ID from the drive 100 using the drive key and 
the random number generated in step (A4). Thereafter, the 
comparison discrimination section 250 compares the second 
drive ID (encrypted on the host unit 200 side) With the 
encrypted second drive ID (from the drive 100) to discrimi 
nate Whether or not they are coincident With each other. In 
the ?rst embodiment, authentication of the drive 100 is 
performed on the host unit 200 side in steps (A1) to (A6) 
described above. 

(A7) If it is discriminated in step (A6) that the second 
drive ID encrypted on the host unit 200 side and the 
encrypted second drive ID from the drive are coincident, 
then it is discriminated that the authentication of the drive 
100 results in success, and the encryption sections 242 and 
244 to 246 encrypt the contents key using the host ID read 
out from the ROM 220 and the session keys and ?rst drive 
ID stored in the RAM 210. In particular, the contents key is 
encrypted using not only a host key generated from the host 
ID but also the session keys, and the drive key (equivalent) 
generated from the ?rst drive ID and the session keys. 

(A8) The contents key encrypted in step (A7) is trans 
ferred from the host unit 200 to the drive 100 (the function 
of the transfer section 262 of FIG. 1), and is Written into the 
storage section 150 (key ?le 151) of the drive 100. 

(A9) If it is discriminated in step (A6) that the second 
drive ID encrypted on the host unit 200 side and the 
encrypted second drive ID from the drive 100 are coincident 
With each other, then the encryption section 247 encrypts, 
concurrently to the processes in steps (A7) and (A8), con 
tents data to be Written into the drive 100 using the contents 
key. 

(A10) The contents data encrypted in step (A9) is trans 
ferred from the host unit 200 to the drive 100 (the function 
of the transfer section 263 of FIG. 1), and is Written into the 
storage section 150 (data ?le 152) of the drive 100. 

(All) If it is discriminated in step (A6) that the second 
drive ID encrypted on the host unit 200 side and the 
encrypted second drive ID from the drive 100 are not 
coincident With each other, then it is discriminated that the 
authentication of the drive 100 results in failure, and the 
processing is interrupted Without executing the processes in 
steps (A7) to (A10). 
When the contents data Written in the storage section 150 

of the drive 100 is read out from the drive 100 to the host 
unit 200, in the ?rst embodiment, the contents data is read 
out by a procedure hereinafter described [steps (B1) to (B6)] 
after authentication of the drive 100 is performed in accor 
dance With the steps (A1 to (A6) similar to those of the 
procedure described above. It is to be noted that, in FIGS. 4 
and 5, reference characters (A1) to (A6) and (B1) to (B5) are 
entered as symbols at portions Wherein processes corre 
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sponding to the steps (A1) to (A6) and (B1) to (B5) are 
executed, respectively. Here, since the drive authentication 
procedure in steps (A1) to (A6) is similar to the procedure 
described above, description of this procedure is omitted to 
avoid redundancy. 

(B1) If it is discriminated in step (A6) that the second 
drive ID encrypted on the host unit 200 side and the 
encrypted second drive ID from the drive are coincident 
With each other, then it is discriminated that authentication 
of the drive results in success, and then the host unit 200 
issues a request for readout of an encrypted contents key and 
encrypted contents data to the drive 100. 

(B2) The drive 100 reads out the encrypted key and the 
encrypted contents data from the storage section 150 in 
response to the request in step (B1) and transfers them to the 
host unit 200 (the function of the transfer section 143 of FIG. 
1). 

(B3) In the host unit 200, the decryption sections 271 and 
272 decrypt the encrypted contents key read out from the 
storage section 150 (key ?le 151) of the drive 100 using the 
host ID read out from the ROM 220 and the session keys and 
?rst drive ID stored in the RAM 210. In particular, the 
encrypted contents key is decrypted using the host key 
generated from the host ID and the session keys and the 
drive key (equivalent) generated from the ?rst drive ID and 
the session keys. 

(B4) Then, the decryption section 273 decrypts the 
encrypted contents data read out from the storage section 
150 (data ?le 152) of the drive 100 using the contents key 
decrypted by the decryption sections 271 and 272. 

(B5) If it is discriminated in step (A6) that the second 
drive ID encrypted on the host unit 200 side and the 
encrypted second drive ID from the drive are not coincident 
With each other, then it is discriminated that the authentica 
tion of the drive results in failure, and the processing is 
interrupted Without executing the processes in steps (B1) to 
(B4) described above. 

(B6) If a host unit different from the host unit 200 Which 
has encrypted and Written the contents key into the drive 100 
tries to decrypt the contents key, then a host ID utiliZed for 
decryption in this instance is different from the host ID 
utiliZed for encryption. In such a case, since a correct 
contents key is not restored in step (B3), the encrypted 
contents data cannot be decrypted in step (B4). 
Consequently, the host unit 200 cannot obtain original 
contents data. 

In this manner, in the data protection system as the ?rst 
embodiment of the present invention, When the host unit 200 
Writes contents data and a contents key into the drive 100, 
since the contents key is encrypted With not only the 
identi?cation information (?rst drive ID) of the drive 100 
but also a factor of the host ID added thereto, only the 
original host unit 200 Which has Written the contents data 
and the contents key into the drive 100 can read out the 
contents data. 

In particular, even if a host unit (such as a CPU) other than 
the original host unit 200 reads out the contents data from 
the drive 100, since identi?cation information (host ID) of 
this host unit is different from that of the original host unit 
200, correct decryption of the contents key is impossible. 
Consequently, the contents data cannot be correctly 
decrypted, and the contents data cannot be read out. 

Accordingly, a form of dedicated connection Wherein the 
host unit 200 and the drive 100 correspond in a one-to-one 
corresponding relationship to each other is implemented 
Without increasing the load of processing on the drive 100 
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side by adopting unidirectional authentication by the CPPM, 
CPRM or the like, and the data of the drive 100 can be 
protected from illegal accessing. Consequently, not only 
illegal copying on the drive 100 side but also illegal readout 
and illegal copying of data by impersonation or the like on 
the host 200 side can be prevented With certainty, and 
reliable protection of the copyright can be anticipated. 

[2] Description of the Second Embodiment 

FIG. 6 is a block diagram shoWing a functional con?gu 
ration of a data protection system (an access apparatus and 
a data recording apparatus) to Which a data protection 
method as the second embodiment of the present invention 
is applied. While the data protection system of the second 
embodiment is con?gured substantially similarly to that of 
the ?rst embodiment, as shoWn in FIG. 6, a drive (data 
recording apparatus) 100A of the data protection system in 
the second embodiment includes, in addition to the drive 100 
of the ?rst embodiment, an encryption section 133, a transfer 
section 144, a Writable-once storage area 160, a random 
number generation section 170, and a comparison discrimi 
nation section 180. Further, a host unit (access apparatus) 
200A of the data protection system in the second embodi 
ment includes, in addition to the host unit 200 of the ?rst 
embodiment, an encryption section 248, and a transfer 
sections 264 and 265. It is to be noted that, in FIG. 6, like 
reference characters to those of FIG. 1, 2 or 4 denote like 
elements to those described above, and overlapping descrip 
tion is omitted. 

Here, in the drive 100A, the Writable-once storage area 
160 is an area into Which a host ID of the host unit 200A, 
connected ?rst to the drive 100A When the drive 100A is in 
an initial state, is Written and into Which data can be Written 
only once. 

The random number generation section (second random 
number generation means) 170 generates a random number 
every time it is accessed from the host unit 200A. 

The transfer section (seventh transfer means) 144 trans 
fers the random number generated by the random number 
generation section 170 to the host unit 200A. 

The encryption section (?fth encryption means) 133 
encrypts the host ID read out from the Writable-once storage 
area 160 using the random number generated by the random 
number generation section 170. 
The comparison discrimination section (second compari 

son discrimination means) 180 compares the host ID 
(encrypted by the encryption section 133) With an encrypted 
host ID (transferred thereto from the host unit 200A as 
hereinafter described), and discriminates Whether or not they 
are coincident With each other. 

In the host unit 200A, the encryption section (siXth 
encryption means) 248 encrypts the host ID stored in the 
ROM 220 using the random number transferred thereto from 
the drive 100A through the transfer section 144. 
The transfer section (eighth transfer means) 264 reads out, 

in order to Write the host ID into the Writable-once storage 
area 160 When the host unit 200A is connected ?rst to the 
drive 100A Which is in an initial state, the host ID from the 
ROM 220 and transfers it to the drive 100A. 

The transfer section (ninth transfer means) 265 transfers 
the host ID encrypted by the encryption section 248 to the 
drive 100A (comparison discrimination section 180) every 
time the host unit 200A accesses the drive 100A. 

In the data protection system of the second embodiment, 
if both of the comparison discrimination sections 250 and 
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180 discriminate that the identi?cation information is coin 
cident When the host unit 200A records and stores the 
contents data into the drive 100A (storage section 150), then 
there is operation of the encryption sections 242 and 244 to 
247 and the transfer sections 262 and 263. Further, if the 
comparison discrimination section 250 discriminates that 
the tWo second drive IDs are coincident With each other 
When the host unit 200A reads out the contents data from the 
drive 100A (storage section 150), then there is operation of 
the decryption sections 271 to 273, described hereinafter. 

Also the functions as the encryption section 133, transfer 
section 144, random number generation section 170, and 
comparison discrimination section 180 Which are neWly 
added in the drive 100A of the second embodiment 
described above may be implemented by softWare for exclu 
sive use. Similarly, the functions as the encryption section 
248 and transfer sections 264 and 265 Which are neWly 
added in the host unit 200A of the second embodiment are 
implemented by softWare (an access program) for exclusive 
use. 

It is to be noted that, in the drive 100A, the function of the 
transfer section 144 may be integrated With the functions the 
transfer sections 141 to 143 described in the ?rst embodi 
ment so that they areimplemented as one transfer section. 
Further, the function of the encryption section 133 may be 
integrated With the encryption sections 131 and 132 
(described in the ?rst embodiment) so that they are imple 
mented as one encryption section. 

Similarly, in the host unit 200A, the functions of the 
transfer sections 264 and 265 may be integrated With the 
functions of the transfer sections 261 to 263 (described in the 
?rst embodiment) so that they are implemented as one 
transfer section. Further, the function of the encryption 
section 248 may be integrated With the functions of the 
encryption sections 241 to 247 (described in the ?rst 
embodiment) so that they are implemented as one encryp 
tion section. 

NoW, operation of the data protection system of the 
second embodiment con?gured in such a manner as 
described above is described With reference to FIGS. 7 to 10. 
FIG. 7 is a block diagram shoWing components relating to 
contents data Writing operation in the data protection system 
of the second embodiment. FIG. 8 is a diagrammatic vieW 
illustrating a contents data Writing procedure in the second 
embodiment. FIG. 9 is a block diagram shoWing compo 
nents relating to contents data reading operation in the data 
protection system of the second embodiment. FIG. 10 is a 
diagrammatic vieW illustrating a contents data reading pro 
cedure in the second embodiment. 

In the second embodiment, While the host unit 200A 
accesses the drive 100A using a procedure similar to that of 
the ?rst embodiment described above, authentication of the 
host unit 200A is executed by a procedure [steps (C1) to 
(C7)] described beloW on the drive 100A side prior to such 
accessing. Writing of the contents data from the host unit 
200A into the drive 100A (storage section 150) is executed 
by a procedure [steps (C8) to (C18)] similar to that of the 
?rst embodiment after authentication of the host unit 200A 
is executed. It is to be noted that, in FIGS. 7 to 8, reference 
characters (C1) to (C18) are entered as symbols at points 
Wherein processes corresponding to the steps (C1) to (C18) 
are executed. 

(C1) The host unit 200A discriminates, upon accessing to 
the drive 100A, Whether or not the drive 100A (Writable 
once storage area 160) is in an initial state Wherein nothing 
is Written therein. If it is discriminated that the Writable-once 
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storage area 160 is in an initial state, then the host ID is read 
out from the ROM 220 and transferred from the host unit 
200A to the drive 100A (the function of the transfer section 
264 of FIG. 6). 

(C2) The host ID transferred from the host unit 200A to 
the drive 100A in step (C1) is Written and stored into the 
Writable-once storage area 160. The host ID Written in the 
storage area 160 in this manner is hereinafter referred to as 
a host ID-1. 

(C3) After the steps (C1) and (C2) described above are 
executed, ori?t is discriminated that the drive 100A is not in 
an initial state in step (C1), the host unit 200A issues a 
request for host authentication to the drive 100A. 

(C4) The drive 100A receives the request for host authen 
tication from the host unit 200A and generates a random 
number by the random number generation section 170 and 
then transfers it to the host unit 200A (the function of the 
transfer section 144 of FIG. 6). Further, the drive 100A 
issues a request for transfer of the host ID encrypted With the 
random number to the host unit 200A. Further, the encryp 
tion section 133 encrypts the host ID-1 Written in the storage 
area 160 using the random number generated by the random 
number generation section 170. 

(C5) The encryption section 248 encrypts the host ID 
stored in the ROM 220 (this host ID is hereinafter referred 
to as host ID-2) using the random number from the drive 
100A in response to the request in step (C4). Thereafter, the 
encrypted host ID-2 is transferred from the host unit 200A 
to the drive 100A (the function of the transfer section 265 of 
FIG. 6). 

(C6) Then, the comparison discrimination section 180 of 
the drive 100A compares the host ID-1 (encrypted in step 
(C4)) With the encrypted host ID-2 (from the host unit 200A) 
to discriminate Whether or not they are coincident With each 
other. In the second embodiment, after the host ID-1 is 
Written into the storage area 160 of the drive 100A Which is 
in an initial state in steps (C1) and (C2), host authentication 
is executed in the drive 100A based on the host ID-1 Written 
in the storage area 160 every time the host unit 200A or any 
other host unit accesses the drive 100A. 

(C7) If it is discriminated in step (C6) that the encrypted 
host ID-1 and the encrypted host ID-2 are not coincident, 
then it is discriminated that host authentication results in 
failure, and the processing is interrupted. 

If it is discriminated in step (C6) that the encrypted host 
ID-1 and the encrypted host ID-2 are coincident, then it is 
discriminated that authentication of the host unit 200A 
results in success, and Writing of the contents data is 
executed from the host unit 200A into the drive 100A 
(storage section 150) similarly as in the processing in the 
?rst embodiment. It is to be noted that steps (C8) to (C18) 
described beloW correspond to steps (A1) to (A11) of the 
?rst embodiment, respectively. 

(C8) A request for transfer of the session keys (a plurality 
of media key blocks, and a plurality of secret keys) and ?rst 
drive ID (static ID) stored in the ROM 110 area in the drive 
100A is issued from the host unit 200A to the drive 100A. 

(C9) In response to the request in step (C8), the session 
keys and the ?rst drive ID are read out from the ROM 110 
and transferred from the drive 100A to the host unit 200A 
(the function of the transfer section 141 of FIG. 6). 

(C10) The session keys and ?rst drive ID from the drive 
100A are stored into the RAM 210 of the host unit 200A. 

(C11) A random number is generated by the random 
number generation section 230 on the host unit 200A side 
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and is transferred to the drive 100A (the function of the 
transfer section 261 of FIG. 6). At the same time, the host 
unit 200A issues a request for transfer of a raW second drive 
ID (dynamic ID) and the second drive ID encrypted With the 
random number just described to the drive 100A. 

(C12) The encryption sections 131 and 132 encrypt the 
second drive ID using the random number from the host unit 
200A and the drive key (secret key) Written in the hidden 
area 120 in accordance With the request in step (C11). Then, 
the raW second drive ID and the encrypted second drive ID 
are transferred from the drive 100A to the host unit 200A 
(the functions of the transfer sections 141 and 142 of FIG. 
6). 

(C13) In the host unit 200A, the encryption section 242 
produces a drive key (equivalent) based on the session keys 
and ?rst drive ID stored in step (C10), and encrypts the raW 
second drive ID from the drive 100A using the drive key and 
the random number generated in step (C11). Thereafter, the 
comparison discrimination section 250 compares the second 
drive ID (encrypted on the host unit 200A side) With the 
encrypted second drive ID (from the drive 100A) to dis 
criminate Whether or not they are coincident With each other. 
In the second embodiment, authentication of the drive 100A 
is performed through steps (C8) to (C13) described above. 

(C14) If it is discriminated in step (C13) that the second 
drive ID encrypted on the host unit 200A side and the 
encrypted second drive ID from the drive 100A are coinci 
dent With each other, then it is discriminated that the 
authentication of the drive 100A results in success, and the 
encryption sections 242 and 244 to 246 encrypt the contents 
key using the host ID read out from the ROM 220 and the 
session keys and ?rst drive ID stored in the RAM 210. In 
particular, the contents key is encrypted With not only the 
host key generated from the host ID and the session keys but 
also the drive key (equivalent) generated from the ?rst drive 
ID and the session keys. 

(C15) The contents key encrypted in step (C14) is trans 
ferred from the host unit 200A to the drive 100A (the 
function of the transfer section 262 of FIG. 6) and is Written 
into the storage section 150 (key ?le 151) of the drive 100A. 

(C16) If it is discriminated in step (C13) that the second 
drive ID encrypted on the host unit 200A side and the 
encrypted second drive ID from the drive 100A are coinci 
dent With each other, then the encryption section 247 
encrypts, concurrently to the processes in steps (C14) and 
(C15) described above, the contents data to be Written into 
the drive 100A using the contents key. 

(C17) The contents data encrypted in step (C16) is trans 
ferred from the host unit 200A to drive 100A (the function 
of the transfer section 263 of FIG. 6) and is Written into the 
storage section 150 (data ?le 152) of the drive 100A. 

(C18) If it is discriminated in step (C13) that the second 
drive ID encrypted on the host unit 200A side and the 
encrypted second drive ID from the drive 100A are not 
coincident With each other, then it is discriminated that the 
authentication of the drive 100A results in failure, and the 
processing is interrupted Without executing the processes in 
steps (C14) to (C17) described above. 
On the other hand, When the contents data Written in the 

storage section 150 of the drive 100A as described above is 
read out from the drive 100A to the host unit 200A, in the 
second embodiment, authentication of the host unit 200A is 
executed on the drive 100A side in accordance With the steps 
(C1) to (C7) similar to those described above. Furthermore, 
after authentication of the drive 100A is executed on the host 
unit 200A side in accordance With the steps (C8) to (C13) 
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18 
similar to those described above, the contents data is read 
out by such a procedure [steps (D1) to (D5)] as described 
beloW. 

It is to be noted that, in FIGS. 9 and 10, reference 
characters (C1) to (C13) and (D1) to (D4) are entered as 
symbols at portions Wherein processes corresponding to 
steps (C1) to (C13) and (D1) to (D4) are executed, respec 
tively. Here, since the host authentication procedure by steps 
(C1) to (C7) and the drive authentication procedure by steps 
(C8) to (C13) are similar to the processes described above, 
overlapping description of these procedures is omitted to 
avoid redundancy. It is to be noted that steps (D1) to (D5) 
described beloW correspond to the steps (B1) to (B5) in the 
?rst embodiment, respectively. 

(D1) If it is discriminated in step (C13) that the second 
drive ID encrypted on the host unit 200A side and the 
encrypted second drive ID from the drive 100A are coinci 
dent With each other, then it is discriminated that the 
authentication of the drive 100A results in success, and the 
host unit 200A issues a request for readout of the encrypted 
contents key and the encrypted contents data to the drive 
100A. 

(D2) The drive 100A reads out the encrypted contents key 
and the encrypted contents data from the storage section 150 
and transfers them to the host unit 200A in accordance With 
the request in step (D1) (the function of the transfer section 
143 of FIG. 6). 

(D3) In the host unit 200A, the decryption sections 271 
and 272 decrypt the encrypted contents key read out from 
the storage section 150 (key ?le 151) of the drive 100A using 
the host ID read out from the ROM 220 and the session keys 
and ?rst drive ID stored in the RAM 210. In particular, the 
encrypted contents key is decrypted using the host key 
generated from the host ID and the session keys and the 
drive key (equivalent) generated from the ?rst drive ID and 
the session keys. 

(D4) Then, the decryption section 273 decrypts the 
encrypted contents data read out from the storage section 
150 (data ?le 152) of the drive 100A using the contents key 
decrypted by the decryption sections 271 and 272. 

(D5) If it is discriminated in step (C13) that the second 
drive ID encrypted on the host unit 200A side and the 
encrypted second drive ID from the drive 100A are not 
coincident, then it is discriminated that the drive authenti 
cation results in failure, and the processing is interrupted 
Without executing the processes in steps (D1) to (D4) 
described above. 

In this manner, in the data protection system as the second 
embodiment of the present invention, the identi?cation 
information (host ID-1) of the host unit 200A connected ?rst 
to the drive 100A When the drive 100A is in an initial state 
is Written into the Writable-once storage area 160 in the drive 
100A. Thereafter, it is authenticated Whether or not a host 
unit 200A, Which has accessed the drive 100A, is the host 
unit 200A connected ?rst to the drive 100A (original host) is 
executed, based on the host ID-1 Written in the storage area 
160. Then, only if it is authenticated that the host unit 200A 
is the original host unit 200A, then accessing (data Writing/ 
readout) to the drive 100A is authoriZed. 

Consequently, if a very simple authentication process is 
executed on the drive 100A side, then a host unit other than 
the original host unit 200A cannot access the drive 100A. 
Accordingly, the data of the drive 100A can be protected 
from illegal accessing Without increasing the load of pro 
cessing on the drive 100A side, and not only illegal copying 
on the drive 100A side but also illegal readout and illegal 


















