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(57) ABSTRACT 

Amethod and system for enabling personal digital assistants 
(PDAs) and protecting stored private data. Speci?cally, one 
embodiment in accordance With the present invention 
includes a removable expansion card about the siZe of a 
postage stamp Which plugs into a slot of a personal digital 
assistant. The removable expansion card, referred to as a 
personality card, is capable of storing all of a user’s private 
information and data Which is used Within their personal 
digital assistant. By removing the personality card from the 
personal digital assistant, all of the user’s private informa 
tion and data may be removed from the personal digital 
assistant. Furthermore, the personal digital assistant may 
also be rendered totally or partially useless once the per 
sonality card is removed from it. There are several advan 
tages associated With a personality card system in accor 
dance With the present invention. For example, one of the 
advantages is that a user is able to restrict access to their 
stored private information and data by simply removing 
their personality card from their personal digital assistant. 
Furthermore, as personal digital assistants equipped With 
personality card slots become increasingly more common, a 
user Will be able to continually carry around their person 
ality card and enable a spare and locally available personal 
digital assistant With their private information When desired. 

26 Claims, 13 Drawing Sheets 
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METHOD AND SYSTEM FOR ENABLING 
PERSONAL DIGITAL ASSISTANTS AND 
PROTECTING STORED PRIVATE DATA 

TECHNICAL FIELD 

The present invention generally relates to the ?eld of 
portable electronic devices. More particularly, the present 
invention relates to the ?eld of personal digital assistants 
(PDAs) and other similar types of portable electronic 
devices. 

BACKGROUND ART 

Computers and other electronic devices have become 
integral tools used in a Wide variety of different applications, 
such as in ?nance and commercial transactions, computer 
aided design and manufacturing, health care, 
telecommunication, education, etc. Computers along With 
other electronic devices are ?nding neW applications as a 
result of advances in hardWare technology and rapid devel 
opment in softWare technology. Furthermore, the function 
ality of a computer system or other type of electronic device 
is dramatically enhanced by coupling these type of stand 
alone devices together in order to form a netWorking envi 
ronment. Within a netWorking environment, users may 
readily exchange ?les, share information stored on a com 
mon database, pool resources, and communicate via elec 
tronic mail (e-mail) and via video teleconferencing. 
Furthermore, computers along With other types of electronic 
devices Which are coupled to the internet provide their users 
access to data and information from all over the World. 
Computer systems have become useful in many aspects of 
everyday life both for personal and business uses. 

Included Within this broad category of computers and 
electronic devices is the personal digital assistant 
(commonly referred to as a PDA). Speci?cally, as the 
components required to build a computer system have been 
greatly reduced in siZe, neW categories of computer systems 
have emerged. One of these neW categories of computer 
systems is the personal digital assistant. A personal digital 
assistant is a portable computer system Which is small 
enough to be held in the hand of its user and can be 
“palm-sized.” 

Since personal digital assistants are very small, full-siZed 
keyboards are generally not ef?cient input devices. For 
instance, personal digital assistants using keyboards usually 
have keyboard devices that are so small that a user typically 
cannot touch-type on them. Many personal digital assistants 
employ a stylus and a digitiZer pad as an input system. The 
stylus and digitiZer pad Work Well for personal digital 
assistants because the arrangement alloWs a user to hold the 
personal digital assistant in one hand While Writing With the 
stylus onto the digitiZer pad With the other hand. A small 
on-screen keyboard image can also be used for data entry. 
Because of the elimination of the keyboard, personal digital 
assistants are very portable and tend to be carried by the user 
Wherever they go, including on travel. 

Furthermore, the personal digital assistant is usually a 
battery poWered device that is typically used as an electronic 
organiZer having the capability to store and display a Wide 
range of information Which can include numerous addresses 
and telephone numbers of business and personal 
acquaintances, ?nancial information, daily appointments, 
along With various other personal information. In this 
manner, the personal digital assistant is able to consolidate 
a variety of information Which is easily accessible by its 
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2 
user. Therefore, personal digital assistants are very useful 
and poWerful devices. 

It should be appreciated that even though there are many 
advantages associated With personal digital assistants, one 
disadvantage is that anyone in possession of someone else’s 
personal digital assistant typically has unrestricted access to 
the variety of personal and private information stored Within 
it. As such, if a personal digital assistant is misplaced or lost 
and falls into the Wrong hands, the stored private informa 
tion may be accessed and used for purposes detrimental to 
the oWner of the personal digital assistant. Therefore, the 
private information stored by a personal digital assistant is 
typically accessible by any potential user of the device. 
Second, as personal digital assistants become more 
ubiquitous, it Would be desired to take advantage of this fact 
to provide methods to make personal digital assistant usage 
easier. 

DISCLOSURE OF THE INVENTION 

Accordingly, What is needed is a method and system for 
restricting access to private information stored by a personal 
digital assistant. Embodiments of the present invention 
provides this advantage and others Which Will no doubt 
become obvious to those of ordinary skill in the art after 
having read the folloWing detailed description of embodi 
ments in accordance With the present invention. 

Speci?cally, one embodiment in accordance With the 
present invention includes a removable eXpansion card 
about the siZe of a postage stamp Which plugs into a slot of 
a personal digital assistant computer system. The removable 
expansion card, referred to as a personality card, is capable 
of storing all of a user’s private information and data Which 
is used Within their personal digital assistant. By removing 
the personality card from the personal digital assistant, all of 
the user’s private information and data may be removed 
from the personal digital assistant. Furthermore, the personal 
digital assistant may also be rendered totally or partially 
useless once the personality card is removed from it. There 
are several advantages associated With a personality card 
system in accordance With the present invention. For 
eXample, one of the advantages is that a user is able to 
restrict access to their stored private information and data by 
simply removing their personality card from their personal 
digital assistant. Furthermore, as personal digital assistants 
equipped With personality card slots become increasingly 
more common, a user Will be able to continually carry 
around their personality card and enable a spare and locally 
available personal digital assistant With their private infor 
mation When desired. 

In another embodiment, the present invention includes a 
system for enabling and disabling a personal digital assistant 
computer system. The system includes a personal digital 
assistant computer system and a peripheral component for 
coupling to the personal digital assistant computer system. 
The peripheral component includes a memory device for 
storing data. In response to the peripheral component cou 
pling to the personal digital assistant computer system, the 
peripheral component enables the personal digital assistant 
computer system. Additionally, in response to the peripheral 
component uncoupling from the personal digital assistant 
computer system, the personal digital assistant computer 
system cannot be poWered on. 

In yet another embodiment, the present invention includes 
a method for enabling and disabling a personal digital 
assistant computer system. The method includes the step of 
coupling a peripheral component to a personal digital assis 
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tant computer system. The peripheral component includes a 
memory device for storing data. In response to the step of 
coupling the peripheral component to the personal digital 
assistant computer system, the method includes the step of 
enabling the personal digital assistant computer system. 
Furthermore, the method includes the step of accessing and 
modifying the data stored by the memory device of the 
peripheral component. Additionally, the method includes the 
step of uncoupling the peripheral component from the 
personal digital assistant computer system. In response to 
the step of uncoupling the peripheral component from the 
personal digital assistant computer system, the personal 
digital assistant computer system is disabled from being 
poWered on. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The accompanying draWings, Which are incorporated in 
and form a part of this speci?cation, illustrate embodiments 
of the invention and, together With the description, serve to 
explain the principles of the invention. 

FIG. 1 is a system illustration of an exemplary personal 
digital assistant computer system connected to other com 
puter systems and the Internet via a cradle device. 

FIG. 2A is a top side perspective vieW of an exemplary 
personal digital assistant computer system. 

FIG. 2B is a bottom side perspective vieW of the personal 
digital assistant computer system of FIG. 2A. 

FIG. 3 is an exploded vieW of the components of the 
exemplary personal digital assistant computer system of 
FIG. 2A. 

FIG. 4 is a perspective vieW of the cradle device for 
connecting the personal digital assistant computer system to 
other systems via a communication interface. 

FIG. 5 is a logical block diagram of circuitry located 
Within the exemplary personal digital assistant computer 
system of FIG. 2A. 

FIG. 6 is a perspective vieW of a personality card system 
in accordance With an embodiment of the present invention. 

FIG. 7 is a perspective vieW of the removable personality 
card of FIG. 6 in accordance With one embodiment of the 
present invention. 

FIG. 8A is a logical block diagram of circuitry located 
Within the personality card system of FIG. 6 in accordance 
With one embodiment of the present invention. 

FIG. 8B is a logical block diagram of circuitry located 
Within the personality card system of FIG. 6 in accordance 
With another embodiment of the present invention. 

FIG. 8C is a logical block diagram of circuitry located 
Within the personality card system of FIG. 6 in accordance 
With yet another embodiment of the present invention. 

FIG. 8D is a logical block diagram of circuitry located 
Within the personality card system of FIG. 6 in accordance 
With still yet another embodiment of the present invention. 

FIG. 9 is a ?oWchart of steps performed in accordance 
With one embodiment of the present invention for enabling 
and disabling a personal digital assistant computer system. 

The draWings referred to in this description should not be 
understood as being draWn to scale except if speci?cally 
noted. 

DETAILED DESCRIPTION OF THE 
INVENTION 

Reference Will noW be made in detail to the preferred 
embodiments of the invention, examples of Which are illus 
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4 
trated in the accompanying draWings. While the invention 
Will be described in conjunction With the preferred 
embodiments, it Will be understood that they are not 
intended to limit the invention to these embodiments. On the 
contrary, the invention is intended to cover alternatives, 
modi?cations and equivalents, Which may be included 
Within the spirit and scope of the invention as de?ned by the 
appended claims. Furthermore, in the folloWing detailed 
description of the present invention, numerous speci?c 
details are set forth in order to provide a thorough under 
standing of the present invention. HoWever, it Will be 
obvious to one of ordinary skill in the art that the present 
invention may be practiced Without these speci?c details. In 
other instances, Well knoWn methods, procedures, 
components, and circuits have not been described in detail 
as not to unnecessarily obscure aspects of the present 
invention. 

Referring noW to FIG. 1, a system 50 that can be used in 
conjunction With the present invention is shoWn. It is appre 
ciated that the personality card system of the present inven 
tion can be used in conjunction With any personal digital 
assistant and portable computer system and that system 50 
is exemplary. It is further appreciated that the portable 
computer system 100 described beloW is only exemplary. 
System 50 comprises a host computer system 56 Which can 
either be a desktop unit as shoWn, or, alternatively, can be a 
laptop computer system 58. Optionally, one or more host 
computer systems can be used Within system 50. Host 
computer systems 58 and 56 are shoWn connected to a 
communication bus 54, Which in one embodiment can be a 
serial communication bus, but could be of any of a number 
of Well knoWn designs, e.g., a parallel bus, Ethernet, Local 
Area NetWork (LAN), etc. Optionally, bus 54 can provide 
communication With the Internet 52 using a number of Well 
knoWn protocols. 

Importantly, bus 54 is also coupled to a cradle 60 for 
receiving and initiating communication With a personal 
digital assistant computer system 100. Cradle 60 provides an 
electrical and mechanical communication interface betWeen 
bus 54 (and anything coupled to bus 54) and the computer 
system 100 for tWo Way communications. Computer system 
100 also contains a Wireless infrared communication mecha 
nism 64 for sending and receiving information from other 
devices. 
With reference to FIG. 2A, a perspective illustration of the 

top face 100a of exemplary personal digital assistant com 
puter system 100 is shoWn. The top face 100a contains a 
display screen 105 surrounded by a beZel or cover. A 
removable stylus 80 is also shoWn. The display screen 105 
is a touch screen capable of registering contact betWeen the 
screen and the tip of the stylus 80. The stylus 80 can be 
fabricated of any material Which can make contact With the 
screen 105. The top face 100a also contains one or more 
dedicated and/or programmable buttons 75 for selecting 
information and causing the computer system 100 to imple 
ment functions. The on/off button 95 is also shoWn. 

FIG. 2A also illustrates a handWriting recognition pad or 
“digitizer” containing regions 106a and 106b. Speci?cally, 
region 106a is for the draWing of alpha characters therein for 
automatic recognition and region 106b is for the draWing of 
numeric characters therein for automatic recognition. The 
stylus 80 is used for stroking a character Within one of the 
regions 106a and 106b. The stroke information is then fed to 
an internal processor for automatic character recognition. 
Once characters are recogniZed, they are typically displayed 
on the screen 105 for veri?cation and/or modi?cation. 

FIG. 2B illustrates the bottom side 100b of one embodi 
ment of the personal digital assistant computer system 100. 
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An optional extendible antenna 85 is shown and also a 
battery storage compartment door 90 is shoWn. A commu 
nication interface 108 is also shoWn. In one embodiment of 
the present invention, the serial communication interface 
108 is a serial communication port, but could also alterna 
tively be of any of a number of Well knoWn communication 
standards and protocols, e.g., parallel, small computer sys 
tem interface (SCSI), Ethernet, FireWire (IEEE 1394), etc. 

With reference noW to FIG. 3, an exploded vieW of the 
exemplary personal digital assistant computer system 100 is 
shoWn. System 100 contains a front cover 210 having an 
outline of region 106 and holes 75a for receiving buttons 
75b. A ?at panel display 105 (both liquid crystal display and 
touch screen) ?ts into front cover 210. Any of a number of 
display technologies can be used, e.g., liquid crystal display 
(LCD), ?eld emission device (FED), plasma, etc., for the ?at 
panel display 105. A battery 215 provides electrical poWer. 
A contrast adjustment (potentiometer) 220 is also shoWn. 
On/off button 95 is shoWn along With an infrared emitter and 
detector device 64. A ?ex circuit 230 is shoWn along With a 
PC board 225 containing electronics and logic (e.g., 
memory, communication bus, processor, etc.) for imple 
menting computer system functionality. A midframe 235 is 
shoWn along With stylus 80. Position adjustable antenna 85 
is also shoWn. 

A radio receiver/transmitter device 240 is also shoWn 
betWeen the midframe and the rear cover 245 of FIG. 3. The 
receiver/transmitter device 240 is coupled to the antenna 85 
and also coupled to communicate With the PC board 225. In 
one implementation, the Mobitex Wireless communication 
system is used to provide tWo Way communication betWeen 
system 100 and other netWorked computers and/or the 
Internet via a proxy server. 

FIG. 4 is a perspective illustration of one embodiment of 
the cradle 60 for receiving the personal digital assistant 
computer system 100. Cradle 60 contains a mechanical and 
electrical interface 260 for interfacing With serial connection 
108 (FIG. 2B) of computer system 100 When system 100 is 
slid into the cradle 60 in an upright position. Once inserted, 
button 270 can be pressed to initiate tWo Way communica 
tion betWeen system 100 and other computer systems 
coupled to serial communication bus 54. 

FIG. 5 illustrates circuitry of exemplary personal digital 
assistant computer system 100, some of Which can be 
implemented on PC board 225. Computer system 100 
includes an address/data bus 99 for communicating 
information, a central processor 101 coupled With the bus 99 
for processing information and instructions, a volatile 
memory unit 102 (e.g., random access memory, static RAM, 
dynamic RAM, etc.) coupled With the bus 99 for storing 
information and instructions for the central processor 101 
and a non-volatile memory unit 103 (e.g., read only memory, 
programmable ROM, ?ash memory, EPROM, EEPROM, 
etc.) coupled With the bus 99 for storing static information 
and instructions for the processor 101. As described above, 
system 100 also contains a display device 105 coupled to the 
bus 99 for displaying information to the computer user. PC 
board 225 can contain the processor 101, the bus 99, the 
volatile memory unit 102, and the non-volatile memory unit 
103. As described further beloW, portions of memory units 
102 and 103 can be removed from computer system 100. 

Also included in computer system 100 of FIG. 5 is an 
optional alphanumeric input device 106 Which in one imple 
mentation is a handWriting recognition pad (“digitizer”) 
having regions 106a and 106b (FIG. 2A), for instance. 
Device 106 can communicate information and command 
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6 
selections to the central processor 101. System 100 also 
includes an optional cursor control or directing device 107 
coupled to the bus 99 for communicating user input infor 
mation and command selections to the central processor 
101. In one implementation, device 107 is a touch screen 
device incorporated With screen 105. Device 107 is capable 
of registering a position on the screen 105 Where a stylus 
makes contact. The display device 105 utiliZed With the 
computer system 100 may be a liquid crystal device (LCD), 
cathode ray tube (CRT), ?eld emission device (FED, also 
called ?at panel CRT) or other display device suitable for 
creating graphic images and alphanumeric characters rec 
ogniZable to the user. In the preferred embodiment, display 
105 is a ?at panel display. Computer system 100 also 
includes signal communication interface 108, Which is also 
coupled to bus 99, and can be a serial port for communi 
cating With the cradle 60. Device 108 can also include an 
infrared communication port. 

Personality Card System in Accordance With the 
Present Invention 

In the folloWing description of embodiments of the 
present invention, a personality card is a peripheral compo 
nent. Although some of the present embodiments speci? 
cally recite a personality card, the present invention is also 
Well suited to an embodiment employing various other 
peripheral components. 

With reference noW to FIG. 6, a perspective vieW of a 
personality card system 600 in accordance With one embodi 
ment of the present invention is shoWn. The personality card 
system 600 of the present embodiment includes a person 
ality memory card (“card”) 602 and personal digital assistant 
computer system 100 implemented With a personality card 
slot 604. Speci?cally, personality card 602 is a removable 
expansion card about the siZe of a postage stamp (but in any 
case is approximately palm-siZed) Which plugs into person 
ality card slot 604 of personal digital assistant system 100. 

It should be appreciated that removable personality card 
602 may store a Wide variety of user data and softWare 
applications. For example, personality card 602 may store an 
address book database, calendar database, to-do-list 
database, memo pad database, expense list database, user 
applications, operating system, etc. Furthermore, When 
plugged into personality card slot 604, personality card 602 
is electrically and communicatively coupled to personal 
digital assistant 100 and data stored therein can be vieWed, 
accessed, updated, modi?ed, added, deleted, etc., by per 
sonal digital assistant 100. In this manner, personality card 
602 is capable of storing all of a user’s private information 
and data Which is usually stored Within personal digital 
assistant 100. As such, by removing personality card 602 
from slot 604 of personal digital assistant 100, all of the 
user’s private information and data is removed from per 
sonal digital assistant 100. Furthermore, personal digital 
assistant 100 may be rendered totally or partially useless to 
a user once personality card 602 is uncoupled from it. In 
other Words, personality card 602 is a module that totally or 
partially enables personal digital assistant 100 When plugged 
into slot 604. 

For example, Within one embodiment of personality card 
system 600 in accordance With the present invention, per 
sonal digital assistant 100 becomes a totally enabled device 
When personality card 602 is plugged into slot 604. 
HoWever, Without personality card 602 plugged into slot 
604, personal digital assistant 100 cannot even be poWered 
on. In this fashion, personal digital assistant 100 is totally 
and completely useless to a user Without personality card 
602. 
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Furthermore, Within another embodiment of personality 
card system 600 in accordance With the present invention, 
personal digital assistant 100 becomes a partially enabled 
device When personality card 602 is removed from slot 604. 
For instance, even though personality card 602 is removed 
from personal digital assistant 100, a user is still able to 
poWer up personal digital assistant 100 and utiliZe its 
calculator functionality or broWse the Internet. HoWever, the 
user does not have access to the private information and data 
stored on personality card 602 because it has been removed 
from personal digital assistant 100. Therefore, When per 
sonality card 602 is plugged into slot 604, personal digital 
assistant 100 is enabled With the user’s private information 
and data stored on personality card 602. 

Referring still to FIG. 6, it is appreciated that personality 
card system 600 may be implemented With the additional 
security of a passWord protection system. One of the main 
functions of the passWord protection system of the present 
embodiment is to only grant access to the private informa 
tion and data stored Within personality card 602 to individu 
als Who knoW a pre-established access passWord. Therefore, 
if personality card 602 is misplaced or lost and falls into the 
Wrong hands, access to the stored private information is 
restricted to individuals Who knoW the access passWord. 
OtherWise, access is denied to the private information and 
data stored Within personality card 602. It should be appre 
ciated that the passWord protection system of the present 
embodiment may be implemented as part of personality card 
602 and/or personal digital assistant computer system 100. 
Furthermore, it is understood that the passWord protection 
system of the present embodiment may be implemented in 
a Wide variety of Ways. 

There are several advantages associated With personality 
card system 600 in accordance With the present embodi 
ment. For example, one of the advantages is that a user is 
able to restrict access to their stored private information and 
data by simply removing their personality card 602 from 
personal digital assistant 100. Furthermore, as personal 
digital assistants 100 equipped With personality card slots 
604 become increasingly more common, a user Will be able 
to continually carry around their personality card 602 and 
enable a spare and locally available personal digital assistant 
100 With their private information and data When desired. 
Moreover, personality card system 600 of the present 
embodiment also facilitates an easier user upgrade to a better 
personal digital assistant. For instance, upon acquiring a 
better performing personal digital assistant, the user can 
easily transfer their private information and data into it by 
simply plugging their personality card 602 into the upgraded 
personal digital assistant. 

With reference still to FIG. 6, it is understood that 
personality card 602 of the present embodiment is not 
strictly limited to the shape of a card. As such, personality 
card 602 may be implemented in a variety of shapes and 
siZes in accordance With the present embodiment With the 
eye on portability. Furthermore, it is appreciated that the 
function or functions of personality card 602 are Well suited 
to be implemented in a Wide variety of embodiments, some 
of Which are described beloW. 

Referring noW to FIG. 7, a perspective vieW of personality 
card 602 of FIG. 6 in accordance With one embodiment of 
the present invention is shoWn. The personality card 602 is 
a removable eXpansion card about the siZe of a postage 
stamp designed in one embodiment to slide into and couple 
to personality card slot 604 of personal digital assistant 100. 
Speci?cally, personality card 602 in one embodiment may 
be fabricated With a thickness of substantially 1.5 
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millimeters, a Width of substantially 20 millimeters, and a 
length of substantially 30 millimeters. HoWever, many other 
physical dimensions may be used to fabricate personality 
card 602 in accordance With the present embodiment. 
Additionally, personality card 602 includes an edge connec 
tor 606 Which is electrically coupled to internal circuitry (not 
shoWn) of personality card 602. As such, When personality 
card 602 is slid into personality card slot 604, edge connec 
tor 606 subsequently plugs into an internal receiving slot 
(not shoWn) of personality card slot 604. In this manner, 
personality card 602 is electrically and communicatively 
coupled to personal digital assistant 100. 
With reference to FIG. 8A, a logical block diagram of 

circuitry 800 located Within personality card system 600 in 
accordance With one embodiment of the present invention is 
shoWn. Within the present embodiment, removable person 
ality card 602 is a module that totally enables personal 
digital assistant 100 When plugged into card slot 604 (FIG. 
6). As such, personal digital assistant 100 becomes a totally 
enabled device When personality card 602 is plugged into 
slot 604. HoWever, Without personality card 602 plugged 
into slot 604, personal digital assistant 100 cannot perform 
any functionality useful to a user. Furthermore, the user does 
not have access to the private information and data stored on 
personality card 602 once it is removed from personal digital 
assistant 100. 

Speci?cally, personal digital assistant 100 is implemented 
With processor 101, display device 105, alphanumeric input 
106, cursor control 107, communication interface 108, and 
bus 99 Which are described above. HoWever, personal digital 
assistant 100 is not implemented With any signi?cant 
memory capacity. As such, removable personality card 602 
is implemented With read only memory (ROM) 103b Which 
is capable of storing the softWare operating system and 
softWare applications of personal digital assistant computer 
system 100. Furthermore, personality card 602 is also imple 
mented With ?ash memory 103a Which is capable of storing 
the private information and data entered by a user of 
personal digital assistant 100. Therefore, personal digital 
assistant 100 is able to function normally When personality 
card 602 is plugged into slot 604. Conversely, personal 
digital assistant 100 is an inoperative device When person 
ality card 602 is uncoupled and removed from slot 604. 
More speci?cally, since the operating system of personal 
digital assistant 100 is stored on personality card 602, 
personal digital assistant 100 is unable to boot-up or func 
tion in any manner useful to a user When personality card 
602 is removed from slot 604. 

Referring to FIG. 8A, it is appreciated that When person 
ality card 602 is plugged into personality card slot 604 of 
personal digital assistant 100, ?ash memory 103a and ROM 
103b are communicatively coupled to bus 99. Furthermore, 
it should be understood that personality card 602 of the 
present embodiment is Well suited to be implemented With 
any type, amount, or con?guration of memory. 
With reference noW to FIG. SE, a logical block diagram 

of circuitry 802 located Within personality card system 600 
in accordance With one embodiment of the present invention 
is shoWn. Within the present embodiment, personality card 
602 is a module Which partially enables personal digital 
assistant 100 When plugged into personality card slot 604 
(FIG. 6). That is, When removable personality card 602 is 
plugged into slot 604 of personal digital assistant 100, a user 
is able to utiliZe the private information and data stored on 
personality card 602. Conversely, When personality card 602 
is removed from slot 604, the user does not have access to 
the private information and data stored on personality card 



US 6,769,036 B1 

602. However, the user is still able to power up personal 
digital assistant 100 and utiliZe some of its functionality 
(e.g., Internet browser, calculator, etc.). In this manner, 
personality card 602 partially enables personal digital assis 
tant 100 when plugged into slot 604. 

Speci?cally, personal digital assistant 100 is implemented 
with processor 101, display device 105, alphanumeric input 
106, cursor control 107, communication interface 108, and 
bus 99 which are described above. Additionally, personal 
digital assistant 100 is implemented with a non-volatile 
memory unit 103 (e.g., ?ash memory, read only memory, 
etc.) which is capable of storing the software operating 
system and software applications of personal digital assis 
tant 100. The personality card 602 is implemented with a 
non-volatile memory unit 103b (e.g., ?ash memory, 
EPROM, etc.) which is capable of storing the private 
information and data entered by a user of personal digital 
assistant 100. Therefore, personal digital assistant 100 is 
able to function normally when personality card 602 is 
plugged into card slot 604. However, personal digital assis 
tant 100 is a partially inoperative device when personality 
card 602 is removed from slot 604. That is, the user does not 
have access to the private information and data stored on 
personality card 602 when it is removed from personal 
digital assistant computer system 100. 

With reference still to FIG. 8B, it is understood that when 
personality card 602 is plugged into personality card slot 
604 of personal digital assistant 100, non-volatile memory 
unit 103b is communicatively coupled to bus 99. Moreover, 
it should be appreciated that personality card 602 of the 
present embodiment is well suited to be implemented with 
any type, amount, or con?guration of memory. 
Now referring to FIG. 8C, a logical block diagram of 

circuitry 804 located within personality card system 600 in 
accordance with one embodiment of the present invention is 
shown. The personality card 602 of the present embodiment 
is a module which partially enables personal digital assistant 
100 when plugged into card slot 604 (FIG. 6). In other 
words, when removable personality card 602 is plugged into 
slot 604 of personal digital assistant 100, a user is able to 
utiliZe the private information and data stored on personality 
card 602. Conversely, when personality card 602 is removed 
from slot 604, the user does not have access to the private 
information and data stored on personality card 602. 
However, the user is still able to power up personal digital 
assistant 100 and utiliZe some of its functionality (e.g., 
Internet browser, calculator, etc.). In this manner, personal 
ity card 602 partially enables personal digital assistant 100 
when plugged into slot 604. 

Speci?cally, personal digital assistant 100 is implemented 
with processor 101, display device 105, alphanumeric input 
106, cursor control 107, communication interface 108, and 
bus 99 which are described above. Moreover, personal 
digital assistant 100 is implemented with a volatile memory 
unit 102 (e.g., random access memory, dynamic RAM, etc.) 
and a non-volatile memory unit 103 (e.g., ?ash memory, 
read only memory, etc.). The non-volatile memory unit 103 
is capable of storing the software operating system and 
software applications of personal digital assistant 100. The 
volatile memory unit 102 is capable of storing the private 
information and data entered by a user of personal digital 
assistant 100. Furthermore, personality card 602 is imple 
mented with a non-volatile memory unit 103b (e.g., ?ash 
memory, EPROM, etc.) which is also capable of storing-the 
private user information and data entered by the user of 
personal digital assistant 100. 

Referring still to FIG. 8C, it should be appreciated that 
when personality card 602 is uncoupled from or plugged 
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10 
into personality card slot 604 of personal digital assistant 
computer system 100, a synchroniZation process occurs 
between personality card 602 and personal digital assistant 
computer system 100. Speci?cally, the synchroniZation pro 
cess of the present embodiment reconciles private user data 
(for example) stored by non-volatile memory unit 103b of 
personality card 602 with corresponding private user data 
stored by volatile memory unit 102 of personal digital 
assistant computer system 100. Once the synchroniZation 
process is completed, the user data stored by personality 
card 602 is synchroniZed with the private user data stored by 
personal digital assistant computer system 100. 

It should be appreciated that before personality card 602 
is able to be removed from personality card slot 604 (FIG. 
6) of personal digital assistant 100, the synchroniZation 
process described above is initiated. Once the synchroniZa 
tion process is completed, all of the private user information 
and data stored by volatile memory unit 102 is then erased 
thereby enabling personality card 602 to be uncoupled and 
removed from personal digital assistant 100. In this manner, 
a user of personal digital assistant 100 does not have access 
to any private user information once personality card 602 is 
removed from slot 604 of personal digital assistant 100. 

Within the present embodiment of FIG. 8C, the synchro 
niZation of user data described above may be implemented 
in a manner described in: US. Pat. No. 5,727,202, Issued on 
Mar 10, 1998, entitled “Method and Apparatus for Synchro 
niZing Information on Two Different Computer Systems,” 
by Gregory R. Kucala; US. Pat. No. 5,832,489, Issued on 
Nov. 3, 1998, entitled “Method and Apparatus for Synchro 
niZing Information on Two Different Computer Systems,” 
by Gregory R. Kucala; US. Pat. No. 5,884,323, Issued on 
Mar. 16, 1999, entitled “EXtendible Method and Apparatus 
for SynchroniZing Files on Two Different Computer 
Systems,” by Hawkins et al.; US. Pat. No. 6,000,000, Issued 
on Dec. 7, 1999, entitled “EXtendible Method and Apparatus 
for SynchroniZing Multiple Files on Two Different Com 
puter Systems,” by Hawkins et al.; and US. Pat. No. 
6,006,274, Issued on Dec. 21, 1999, entitled “Method and 
Apparatus Using a Pass Through Personal Computer Con 
nected to Both a Local Communication Link and a Com 
puter Network for Identifying and SynchroniZing a Preferred 
Computer with a Portable Computer,” by Hawkins et al., 
which are all herein incorporated by reference. 

With reference still to FIG. 8C, it is appreciated that when 
personality card 602 is plugged into personality card slot 
604 of personal digital assistant 100, non-volatile memory 
unit 103b is communicatively coupled to bus 99. 
Furthermore, it is understood that personality card 602 of the 
present embodiment is well suited to be implemented with 
any type, amount, or con?guration of memory. 

Referring now to FIG. 8D, a logical block diagram of 
circuitry 806 located within personality card system 600 in 
accordance with one embodiment of the present invention is 
shown. Within the present embodiment, personality card 602 
is a module that totally enables personal digital assistant 100 
when plugged into slot 604 (FIG. 6). That is, personal digital 
assistant 100 becomes a totally enabled device when remov 
able personality card 602 is plugged into slot 604. However, 
without personality card 602 plugged into slot 604, personal 
digital assistant 100 cannot even be powered on. In this 
fashion, personal digital assistant 100 is completely and 
totally useless to a user without personality card 602. 
Furthermore, the user does not have access to the private 
information and data stored on personality card 602 once it 
is removed from personal digital assistant 100. 

Speci?cally, personal digital assistant 100 is implemented 
with processor 101, display device 105, alphanumeric input 
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106, cursor control 107, communication interface 108, and 
bus 99 Which are described above. Additionally, personal 
digital assistant 100 is implemented With a non-volatile 
memory unit 103 (e.g., ?ash memory, read only memory, 
etc.) Which is capable of storing the softWare operating 
system and softWare applications of personal digital assis 
tant 100. The personality card 602 is implemented With 
non-volatile memory unit 103b (e.g., ?ash memory, 
EPROM, etc.) Which is capable of storing the private 
information and data entered by a user of personal digital 
assistant 100. Moreover, personality card 602 is also imple 
mented With a circuit 820. It should be appreciated that When 
personal digital assistant 100 is not coupled to circuit 820 of 
personality card 602, personal digital assistant 100 is inop 
erative and cannot be poWered on. More speci?cally, Within 
personal digital assistant 100 there is an open circuit (not 
shoWn) Which does not alloW personal digital assistant 100 
to be poWered on. HoWever, When personality card 602 is 
plugged into slot 604 of personal digital assistant 100, circuit 
820 closes the previously open circuit enabling personal 
digital assistant 100 to be poWered on. Therefore, person 
ality card 602 is a module Which totally enables personal 
digital assistant 100 When plugged into slot 604. 

Referring still to FIG. 8D, it is appreciated that When 
personality card 602 is plugged into personality card slot 
604 of personal digital assistant 100, non-volatile memory 
unit 103b and circuit 820 are electrically coupled to bus 99. 
Furthermore, it should be understood that personality card 
602 of the present embodiment is Well suited to be imple 
mented With any type, amount, or con?guration of memory. 
Moreover, circuit 820 of the present embodiment is Well 
suited to be implemented With any type or con?guration of 
Wiring and/or circuitry. 

With reference to FIG. 9, a ?oWchart 900 of steps 
performed in accordance With one embodiment of the 
present invention for enabling and disabling a personal 
digital assistant computer system is shoWn. Although spe 
ci?c steps are disclosed Within ?oWchart 900, such steps are 
exemplary. That is, the present embodiment is Well suited to 
performing various other steps or variations of the steps 
recited Within FIG. 9. 

At step 902, Within the present embodiment a removable 
personality card (e.g., 602) is coupled to a personal digital 
assistant computer system (e.g., 100). It is appreciated that 
the personality card may be coupled to the personal digital 
assistant computer system in a Wide variety of Ways in 
accordance With the present embodiment. For example, the 
personal digital assistant computer system may be imple 
mented With a personality card slot (e.g., 604) Wherein the 
removable personality card can be plugged into. By plug 
ging the personality card into the personality card slot, the 
personal digital assistant computer system is communica 
tively coupled to the personality card. 

In step 904 of FIG. 9, once the personality card is coupled 
to the personal digital assistant computer system Within the 
present embodiment, the personality card enables the per 
sonal digital assistant computer system. Within the present 
embodiment, the personality card may enable the personal 
digital assistant computer system in a variety of different 
Ways. For example, the personality card may enable the 
personal digital assistant computer system to operate or be 
poWered on. Additionally, the personality card may enable 
the personal digital assistant computer system With private 
user information and data Which is stored by the personality 
card. 

At step 906, the present embodiment initiates an optional 
passWord protection system and determines Whether a 
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proper passWord has been entered by a user of the personal 
digital assistant computer system. If the present embodiment 
determines that the proper passWord has not been entered by 
the user, the present embodiment proceeds to the beginning 
of step 906. HoWever, if the present embodiment determines 
that the proper passWord has been entered by the user, the 
present embodiment proceeds to step 908. 

In step 908 of FIG. 9, Within the present embodiment the 
private user information and data stored by the personality 
card can be vieWed, accessed, updated, modi?ed, added, 
deleted, etc., by the user of the personal digital assistant 
computer system. It is appreciated that the removable per 
sonality card may store a Wide variety of user data and 
softWare applications. For example, the personality card 
may store an address book database, calendar database, 
to-do-list database, memo pad database, expense list 
database, user softWare applications, operating system, etc. 
At step 910, Within the present embodiment the remov 

able personality card is uncoupled from the personal digital 
assistant computer system. For example, the personality card 
may be unplugged and removed from a personality card slot 
of the personal digital assistant computer system. In step 
912, once the personality card is uncoupled from the per 
sonal digital assistant computer system Within the present 
embodiment, the personal digital assistant computer system 
is disabled. Within the present embodiment, the personal 
digital assistant computer system may be disabled in a 
variety of different Ways. For example, When the personal 
digital assistant computer system is disabled it may not be 
able to operate or even be poWered on. Moreover, When the 
personal digital assistant computer system is disabled it may 
not have access to private user information and data because 
such information is stored on the removable personality card 
(Which has been uncoupled from the personal digital assis 
tant computer system). 

It is appreciated that there are several advantages associ 
ated With a personality card system in accordance With the 
present invention. For example, one of the advantages is that 
a user is able to restrict access to their stored private 
information and data by simply removing their personality 
card from their personal digital assistant. Furthermore, as 
personal digital assistants equipped With personality card 
slots become increasingly more common, a user Will be able 
to continually carry around their personality card and enable 
a spare personal digital assistant With their private informa 
tion When desired. 

Accordingly, embodiments of the present invention pro 
vides methods and systems for restricting access to private 
information stored by a personal digital assistant. 
The foregoing descriptions of speci?c embodiments of the 

present invention have been presented for purposes of 
illustration and description. They are not intended to be 
exhaustive or to limit the invention to the precise forms 
disclosed, and obviously many modi?cations and variations 
are possible in light of the above teaching. The embodiments 
Were chosen and described in order to best explain the 
principles of the invention and its practical application, to 
thereby enable others skilled in the art to best utiliZe the 
invention and various embodiments With various modi?ca 
tions as are suited to the particular use contemplated. It is 
intended that the scope of the invention be de?ned by the 
Claims appended hereto and their equivalents. 
What is claimed is: 
1. A system for enabling and disabling a personal digital 

assistant computer system, said system comprising: 
a personal digital assistant computer system; 




