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(57) ABSTRACT 

A data storage system includes a computer coupled to a 
non-volatile storage, such as a disk drive. The computer 
includes a block cache for storing cached copies of data 
blocks, and a hash table that stores hash values correspond 
ing to the data blocks. Prior to Writing back a modi?ed cache 
block to the non-volatile storage, a log recorder of the 
computer stores an updated hash value corresponding to the 
modi?ed cache block Within a Write-ahead hash log, Which 
is also contained in non-volatile storage. The log recorder 
creates a log record including an updated hash value and an 
address corresponding to a modi?ed cache block. The log 
recorder additionally maintains a ?rst pointer value indica 
tive of log records that have been stored to the Write-ahead 
hash log, and a second pointer value indicative of the most 
recent log record stored in the Write-ahead hash log for 
Which a corresponding modi?ed cache block has been stored 
to the non-volatile storage. These pointer values are stored 
in the Write ahead hash log With the log records. Log records 
are grouped into log blocks Which are eventually Written to 
the non-volatile storage as a group. After the log record 
containing the updated hash value has been successfully 
Written to Write-ahead hash log, a cache manager initiates 
the Write-back of the dirty data block to the non-volatile 
storage. 

15 Claims, 8 Drawing Sheets 
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DATA STORAGE SYSTEM AND METHOD 
EMPLOYING A WRITE-AHEAD HASH LOG 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 
This invention relates to data storage in computer systems 

and, more particularly, to the storage of data blocks and 
associated-hash values in computer systems. The invention 
also relates to computer system failures and crash recovery. 

2. Description of the Related Art 
In many applications of computer systems, reliable stor 

age and retrieval of data is essential. Additionally, in the 
event an erroneous or unintended change in data does occur, 
it is also often desirable in such applications that the change 
be detected. Much effort has therefore been devoted to 
developing mechanisms that provide more reliable storage 
and Which can detect erroneous or unintended changes in 
data. 

One prevalent form of non-volatile data storage is disk 
storage. Although disk drives are usually reliable, they 
occasionally return incorrect data for various reasons includ 
ing failure to Write a data block to the disk, Writing a data 
block at the Wrong location (or address) on the disk, or 
reading a data block from the Wrong location of the disk. 
Other classes of errors may also be introduced due to faults 
in the interconnect, drive microcode, and drive buffers, 
among others. Such errors may not be caught by the disk 
drives’ internal error detection mechanisms, Which are typi 
cally designed to detect bit errors Within a data block rather 
than errors resulting from misplacing an entire data block. 

It is therefore desirable to perform an independent veri 
?cation that the data returned in response to a read from a 
particular data block location (or address) is in fact the same 
data as Was previously Written to that data block address. 
One Way to perform such a check is to compute and store a 
hash value (or a checksum) When Writing the data block to 
the disk storage and to verify that hash value When reading 
the data block. In general, a hash value is a code Which is 
computed from (and is thus dependent upon) the data of a 
block. Achange in the data block may be detected by storing 
a hash value computed from the data block before it is 
stored, storing the data block and hash, retrieving the hash 
value When the data is read, and recomputing a neW hash 
value based on the retrieved data. The hash retrieved from 
storage and the recomputed hash are then compared. If the 
hash values do not match, then the block of data retrieved 
from storage does not match the data intended to be stored. 
This technique requires that the hash values that are com 
puted before the data is Written be stored elseWhere on the 
disk (or on another device) and separate from the data block, 
so that they can be independently retrieved later for veri? 
cation. 

Unfortunately, While this technique alloWs for the detec 
tion of changes in data blocks during normal operations of 
a system, separate storage of the hash values can lead to a 
possible inconsistency betWeen a neWly Written block of 
data and its corresponding updated hash value. This incon 
sistency can result since one of either the data block or the 
hash value must be Written to the disk ?rst. If a system or 
disk failure occurs betWeen the tWo Writes, the hash value 
and actual data may be inconsistent, thus rendering the 
hashing mechanism suspect at the very time it is needed 
most. 

SUMMARY OF THE INVENTION 

The problems outlined above may in large part may be 
solved by various embodiments of a data storage system and 
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2 
method employing a Write-ahead hash log as described 
beloW. In one embodiment, a data storage system includes a 
computer coupled to a non-volatile storage, such as a disk 
drive, through an interconnect. The computer may include a 
block cache for storing cached copies of data blocks, and a 
hash table that stores hash values corresponding to the data 
blocks. Prior to Writing back a modi?ed cache block to the 
non-volatile storage, a log recorder of the computer stores an 
updated hash value corresponding to the modi?ed cache 
block Within a Write-ahead hash log, Which may also be also 
contained in non-volatile storage. 

In one particular implementation, the log recorder may 
create a log record including an updated hash value and an 
address corresponding to a modi?ed cache block. The log 
recorder may additionally maintain a ?rst pointer value 
indicative of log records that have been stored to the 
Write-ahead hash log, and a second pointer value indicative 
of the most recent log record stored in the Write-ahead hash 
log for Which a corresponding modi?ed cache block has 
been stored to the non-volatile storage. These pointer values 
may be stored in the Write ahead hash log With the log 
records. Log records may be grouped into log blocks Which 
are eventually Written to the non-volatile storage as a group. 
After the log record containing the updated hash value has 
been successfully Written to Write-ahead hash log, a cache 
manager may initiate the Write-back of the dirty data block 
to the non-volatile storage. Until a veri?cation has been 
made to ensure the corresponding dirty data block has been 
successfully Written back to non-voliatile storage, the old 
hash value for the data block may also be retained in the 
Write-ahead hash log. If a system, netWork or disk failure 
occurs betWeen the Writing of the log record containing the 
updated hash value to the Write-ahead hash log and the 
Writing of the corresponding dirty data block to the non 
volatile storage, the hash table may be rebuilt according to 
the records in the Write-ahead hash log. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a block diagram of a system employing a 
Write-ahead hash log. 

FIG. 2 is a functional block diagram illustrating aspects 
associated With one particular embodiment of a system 
employing a Write-ahead hash log. 

FIG. 2A illustrates a format associated With a log block 
according to one particular implementation of the system of 
FIG. 2. 

FIG. 3 is a How diagram illustrating operations of the 
system of FIG. 2 in response to a Write to a cache block. 

FIG. 4 is a How diagram illustrating operations associated 
With one particular implementation of a log recorder. 

FIGS. 5 and 6 are How diagrams illustrating operations of 
one particular implementation of a cache manager. 

FIG. 7 is a How diagram illustrating operations of one 
particular implementation of a recovery manager. 

While the invention is susceptible to various modi?ca 
tions and alternative forms, speci?c embodiments are shoWn 
by Way of eXample in the draWings and are herein described 
in detail. It should be understood, hoWever, that draWings 
and detailed description thereto are not intended to limit the 
invention to the particular form disclosed, but on the 
contrary, the invention is to cover all modi?cations, equiva 
lents and alternatives falling Within the spirit and scope of 
the present invention as de?ned by the appended claims. 

DETAILED DESCRIPTION 

Turning noW to FIG. 1, a block diagram of a system 100 
is illustrated Which includes a computer 120 coupled to a 
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non-volatile storage 130 through an interconnect 140. FIG. 
1 also illustrates additional computers 150 Which may be 
similarly coupled to non-volatile storage 130 through inter 
connect 140. 

Computer 120 includes a CPU (central processing unit) 
122 operatively coupled to a volatile memory 124. It is noted 
that the volatile memory 124 may be physically coupled to 
CPU 122 through one or more buses and associated bus 
interfaces (not shoWn). Computer 120 is illustrative of any 
general purpose or special purpose computing device. For 
example, in one embodiment, computer 120 is con?gured to 
perform the functionality of a netWork server. Computer 120 
may execute various application programs (not shoWn) 
Which operate upon data Whose underlying storage resides 
Within non-volatile storage 130. 

Non-volatile storage 130 is illustrative of any non-volatile 
type of storage, such as disk and/or tape storage. For 
example, non-volatile storage 130 may include one or more 
RAID (Redundant Array of Inexpensive Disks) devices 
and/or one or more stand alone disk drives, among other 
non-volatile storage devices. It is further noted that non 
volatile storage 130 may be embodied by a collection of 
different non-volatile storage devices. 

Interconnect 140 is representative of any type of inter 
connecting device, medium, or fabric. Interconnect 140 may 
be a high bandWidth, loW latency interconnect such as an 
In?niband interconnect, a Fibre Channel interconnect, or an 
Ethernet interconnect. In other embodiments, interconnect 
140 comprises a netWork (for example, the Internet). In such 
embodiments, computer 120 may include interfacing soft 
Ware for connection to the netWork. 

Volatile memory 124 may form the main system memory 
for computer 120. Volatile memory 124 may be imple 
mented using, for example, DRAM (Dynamic Random 
Access Memory) technology. 

During operation, computer 120 caches blocks of data 
associated With nonvolatile storage 130 Within volatile 
memory 124, Which may be performed in accordance With 
conventional techniques. The caching of data blocks Within 
volatile memory 124 alloWs application programs executed 
by CPU 122 to read and Write to data contained in the 
blocks. For this purpose, a block cache 127 Within a region 
of volatile memory 124 is maintained to store recently used 
blocks of data. The portion of non-volatile storage 130 
Which stores the data blocks corresponding to the data 
blocks stored in block cache 127 is illustrated as block 
storage 132. 

To perform an independent veri?cation that the data 
returned from non-volatile storage 130 for a particular data 
block address is in fact the correct data (i.e., the same data 
as Was previously meant to be Written to that data block 
address), computer 120 maintains a hash table 128 that 
contains a hash value (for example, a checksum) for indi 
vidual blocks of data residing in block storage 132. The hash 
values may be in the form of simple checksums computed 
from the data blocks, or may take the form of more robust 
hash functions, such as SHA-l, Which maps a data block of 
any siZe to a 20-byte hash value, or MDS, Which maps a data 
block to a 16-byte value. The hash values may alternatively 
be in the form of other error detection or error correction 
codes, such as a Hamming code or cyclical redundancy 
code. As used herein, a hash value is any code Which may 
be computed from (and is thus dependent upon) the data of 
a data block, and Which may be used to detect a change in 
the data by recomputation. A manner in Which hash values 
may be maintained Within hash table 128 Will be discussed 
in further detail below. 

10 

15 

25 

35 

45 

55 

65 

4 
Ahash value corresponding to a particular data block may 

be accessed using the data block’s address as an index into 
hash table 128. Thus, entries in hash table 128 may include 
a data block address and a corresponding hash value. Hash 
table 128 may be maintained Within volatile memory 124, as 
illustrated, but may have portions of Which are paged at any 
given instance to non-volatile storage (such as non-volatile 
storage 130) for space reasons (due to the limited siZe of 
volatile memory 127). 
When a data block is read from non-volatile storage 130, 

its hash value is recomputed (i.e., using the same hash 
function) and is compared to the corresponding hash value 
stored Within hash table 128. An error (or unintended 
change) is detected and indicated by computer 120 if the 
recomputed hash value does not equal the corresponding 
hash value stored Within hash table 128 (since the hash value 
is a function of the data). This functionality may be per 
formed by a thread of the operating system Which is 
executed by CPU 122, and is depicted as block veri?er 123 
in the ?gure. The error in the data block may be the result 
of a failure of a device associated With the non-volatile 
storage 130 in Writing the data block to the underlying 
storage medium, Writing the data block at the Wrong 
location, or reading the data block from the Wrong location. 
Alternatively, the error may be the result of other faults, such 
as interconnect faults and drive microcode bugs, among 
others. If an error in a data block read from non-volatile 
storage 130 is detected by computer 120, appropriate further 
actions may be undertaken by block veri?er 123 such as, for 
example, interrogating the cause of the error, Warning the 
user, or invoking other error recovery procedures. 
CPU 122 or other resources associated With computer 120 

may Write to a block of data Within block cache 127, thus 
modifying the data block. A modi?ed data block Within 
block cache 127 is referred to as being dirty. It is noted that 
a dirty data block contained Within block cache 127 then 
may be inconsistent With the corresponding data block in 
block storage 132. Thus, at various points during operation 
of computer 120, a dirty data block may be Written back to 
the corresponding location in block storage 132 of non 
volatile storage 130. 
A Write-ahead hash log 134 is maintained Within non 

volatile storage 130. During operation, Write-ahead hash log 
134 contains hash values associated With corresponding data 
blocks in block storage 132. It is noted that the Write-ahead 
hash log 134 is logically separate from the associated data 
blocks Within block storage 132, but may be contained in a 
?le on the same device (e.g., disk). Alternatively, Write 
ahead hash log 134 may be embodied Within a non-volatile 
storage device Which is separate from the device containing 
block storage 132. 
As Will be described in further detail beloW, prior to 

Writing back a dirty data block residing in block cache 127 
to block storage 132, computer 120 is con?gured to store a 
neW hash value corresponding to the modi?ed data into the 
Write-ahead hash log is 134. The neW hash value is Written 
in the form of a log record. In FIG. 1, this functionality is 
performed by a log recorder 121. In general, a log record is 
an entry containing an updated hash value corresponding to 
the modi?ed data block. After the log record containing the 
updated hash value has been successfully Written to Write 
ahead hash log 134, a cache manager 122 initiates the 
Write-back of the dirty data block to block storage 132. Until 
a veri?cation has been made to ensure the corresponding 
dirty data block has been successfully Written back to block 
storage 132, the old hash value for the data block is also 
retained by Write-ahead hash log 134. 
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It is possible that a system, network or disk failure may 
occur between the Writing of the log record containing the 
updated hash value to Write-ahead hash log 134 and the 
Writing of the corresponding dirty data block to block 
storage 132. HoWever, since the Write-ahead hash log 134 
contains a copy of the old hash value corresponding to the 
data block as Well as the log record containing the updated 
hash value, computer 120 can recover from this situation and 
continue to detect erroneous or unintended changes to the 
data block. More particularly, the information contained 
Within Write-ahead hash log 134 may be used to rebuild hash 
table 128 regardless of Whether the dirty data block Was 
successfully Written to block storage 132. Once hash table 
128 has been rebuilt according to the information in Write 
ahead hash log 134, errors in data blocks may be detected as 
discussed above. Further details regarding speci?c imple 
mentations of log recorder 121, cache manager 122 and 
Write-ahead hash log 134 are provided beloW. 

FIG. 2 is a functional block diagram illustrating aspects 
associated With one embodiment of system 100. Functional 
blocks that correspond to blocks of FIG. 1 are numbered 
identically for simplicity and clarity, and their operation in 
broad terms is similar. 

As illustrated in the embodiment of FIG. 2, computer 120 
includes particular implementations of log recorder 121, 
block cache 127 and hash table 128 as discussed generally 
in conjunction With FIG. 1. FIG. 2 also depicts particular 
implementations of cache manager 122, recovery manager 
208, and block veri?er 123 Which Were also discussed 
generally in conjunction With FIG. 3. The functionality of 
log recorder 121, cache manager 122, recovery manager 208 
and block veri?er 210 may be implemented in softWare 
code. In one embodiment, this softWare code is incorporated 
as a portion of the operating system of computer 120, and 
may be eXecuted in one or more independent threads. 

FIG. 2 additionally illustrates details associated With one 
particular implementation of Write-ahead hash log 134. 
More particularly, Write-ahead hash log 134 is illustrated 
With a sequence of log records 202 each containing a data 
block address (or block number) and an associated hash 
value. In one particular implementation, these records are 
grouped into log blocks Which are Written to the Write-ahead 
hash log 134 as a group in a single Write operation. Log 
blocks, and implicitly the log records they contain, are 
identi?ed by unique, monotonically increasing log sequence 
numbers (LSNs). FIG. 2A illustrates a format associated 
With a log block according to one particular implementation. 
Further details regarding this data structure Will be provided 
beloW. 

Write-ahead hash log 134 is further illustrated With check 
point hash table information 204. Generally speaking, 
checkpoint hash table information 204 contains hash values 
corresponding to data blocks stored Within block storage 
132. The hash values may be stored With their corresponding 
block addresses. In the event a data block is modi?ed in 
block cache 127 and a log record 202 containing an updated 
hash value for the data block has been stored in Write-ahead 
hash log 134, checkpoint hash table information 204 Will 
continue to contain the old hash value corresponding to the 
data block. 

In the particular embodiment depicted by FIG. 2, log 
recorder 121 maintains a pending log record 206 Which 
associates for each log block (identi?ed by LSN value) and 
a pending Write count Which indicates the number of dirty 
cache blocks referenced in the log block but not yet Written 
to disk. Log recorder 121 may also maintain several pointers 
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6 
containing log sequence number values depicted as CUR 
RENT 210, LOGGED 212, STABLE 214 and START 216. 
CURRENT 210 indicates the highest log sequence number 
at that time for Which creation of a log block to be stored to 
Write-ahead hash log 134 has been started. LOGGED 212 
indicates the highest log sequence number at that time for 
Which a log Write to Write-ahead hash log 134 has ?nished. 
STABLE 214 indicates the maXimum log sequence number 
for Which all of the modi?ed data blocks referenced by the 
LSN have been Written to block storage 132. START 216 
indicates the beginning of the active portion of Write-ahead 
log 134. 
As is also illustrated in FIG. 2, in this particular embodi 

ment each data block stored in block cache 127 includes a 
?eld indicating the state of the data block and a log sequence 
number (LSN) Which may be associated With the data block. 
The state information indicates Whether a given data block 
is clean or dirty. A cached data block is marked dirty When 
the data block is modi?ed, for example, by an application 
program being eXecuted by CPU 122. 

Operations associated With the particular embodiment of 
FIG. 2 Will be described in conjunction With the How 
diagrams of FIGS. 3—7. Referring collectively to these 
?gures, When a Write to a data block in block cache 127 
occurs (step 302 of FIG. 3), if the associated data block Was 
not already dirty (step 304), the LSN ?eld associated With 
the data block in the block cache 127 is assigned a value 
CURRENT+1. The pending Write count value maintained 
Within pending log record 206 of log recorder 121 for the 
LSN associated With the entry in block cache 127 is also 
incremented (step 308). Similar operations may occur for 
other neWly Written cached data blocks Within block cache 
127. 

Thus, at this point in the discussion, assume that the 
values CURRENT 210, LOGGED 212, STABLE 214, and 
START 216 as maintained by log recorder 121 are all equal, 
and are set to a value of “000” (for the sake of example). In 
such case, if Writes are performed that neWly modify Blocks 
1 and 2 of block cache 127, the LSN ?eld in block cache 127 
for each of these data blocks is set to “001” (i.e., 
CURRENT+1). Log recorder 121 further creates an entry in 
pending log record 206 for the LSN value of “001”, and 
increments the pending Write count for that entry tWice such 
that it increments from 0 to 2 (assuming no earlier cached 
data blocks containing that LSN value Were already assigned 
in block code 127). 

If a Write occurs Within block cache 127 to a data block 
that is already dirty (as determined in step 304), and if the 
LSN ?eld associated With the data block in block cache 127 
is equal to CURRENT+1 (step 310), no further action is 
taken. Accordingly, in the eXample above, if Block 1 of 
block cache 127 is Written to again While the value of “001” 
is stored in its LSN ?eld, no further action is taken. 

If, on the other hand, the LSN ?eld of the cache block 
contains a value Which does not equal CURRENT+1, the 
pending Write count value maintained in the pending log 
record 206 entry corresponding to the LSN value is decre 
mented in step 312. The LSN ?eld of the cache block is then 
updated to equal CURRENT+1, and the pending Write 
counter maintained for that updated LSN entry in pending 
log record 206 is incremented. It is noted that the LSN ?eld 
of a dirty cache block entry may not equal the value 
CURRENT+1 if a log block containing a log record corre 
sponding to a previous modi?cation of the cached data block 
Was already Written to Write-ahead hash log 134, as 
described beloW. 
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It is additionally noted that the functionality depicted by 
FIG. 3 as described above may be implemented by software 
associated With log recorder 121. Such softWare may be 
executed in one or more independent threads. 

At various times, log recorder 121 creates log records to 
be Written to Write-ahead hash log 134. As stated previously, 
in one particular implementation, log recorder 121 groups 
log records into a log block that is eventually Written to 
Write-ahead hash log 134 in a single Write operation. A log 
block may be formatted in accordance With the data struc 
ture illustrated by FIG. 2A. A neW log block is constructed 
by log recorder 121 by detecting neWly modi?ed data blocks 
from block cache 127 and recording each block address and 
its associated updated hash value (i.e., a hash value com 
puted based on the modi?ed data) in a log record (FIG. 4, 
step 402). In the illustrated log block, a header is included 
for storing the values of CURRENT 210 and STABLE 214 
as they exist Within log recorder 121 When the log block is 
created. The existing value of START 216 may also be 
stored in the header of the log block. When log recorder 121 
begins the construction of a log block by gathering (or 
detecting) neWly modi?ed cache blocks and creating a log 
record for each, the value of CURRENT 210 is incremented. 

After creating a log block, log recorder 121 begins the 
physical Write of the log block to Write-ahead hash log 134 
(step 404). When the Write is complete (step 408), log 
recorder 121 increments the value of LOGGED 212 (step 
410). In this manner, it is noted that at this point in operation, 
a record containing an updated hash value for modi?ed 
cache blocks is stored in non-volatile storage. 

Thus, taking the previous example further, if blocks 1 and 
2 of block cache 127 are modi?ed and their LSN ?elds 
contain “001”, When log recorder 121 begins creation of the 
next log block (Which is identi?ed by a log sequence number 
“001” equaling CURRENT+1), log recorder 121 creates log 
records for each of blocks 1 and 2 (including updated hash 
values), along With any other cached blocks in block cache 
127 having a dirty state and identi?ed With LSN entries of 
“001” the existing values of CURRENT 210 and STABLE 
214, as Well as that of START 216 (if included in the data 
structure) are further stored in the header of the log block. 
At this point in the example, the existing value of CUR 
RENT 210 is “001”, and the existing value of both STABLE 
214 and START 216 is “000”. 

When a dirty data block in block cache 127 is to be Written 
back to block storage 132, the cache block is locked to 
prevent asynchronous modi?cation during the Write (FIG. 5, 
step 502). When the Write of the cached data block to block 
storage 132 completes (step 504), the state of the cached 
block is changed to clean (step 506) and the cache block is 
unlocked (step 508). In addition, as each Write of a cache 
block to block storage 132 completes, the log recorder 121 
Writes the updated hash value corresponding to modi?ed 
data block to hash table 128 With the data block address (step 
510). Log recorder 121 additionally decrements the pending 
Write count value in the entry of pending log record 206 that 
corresponds to the LSN ?eld of the cache block (step 512). 
It is noted that in other embodiments, the hash table 128 may 
be updated With the neW hash value at any point after it is 
calculated for example, in step 402. 
As illustrated in FIG. 6, if the value of CURRENT 210 is 

greater than the value of STABLE 214 (step 602), the value 
of STABLE 210 is incremented if the pending Write count 
Within the pending log record 206 entry corresponding to the 
log sequence number STABLE+1 is Zero. As a result, all log 
records With sequence numbers no greater than STABLE are 
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knoWn to have been Written to disk. For recovery purposes, 
a copy of the STABLE pointer is included in the header of 
each log block. 
The functionality depicted by FIGS. 5 and 6 as described 

above may be implemented by code associated With cache 
manager 122. Such code may be executed in one or more 
independent threads. 

Accordingly, and taking the previous example even 
further, and assume a log block including a header contain 
ing CURRENT LSN=“001”, STABLE LSN=“000”, and 
START LSN=“000” is created by log recorder 121 and the 
Write of the log block is initiated. Log recorder 121 incre 
ments the value of LOGGED 212 to “001” When con?rma 
tion of a successful Write of the log block to Write-ahead 
hash log 134 has been indicated. Such indication may be 
provided, for example, by Way of an interrupt. At this point 
in the operation, the value of STABLE 214 remains “000” 
until and if all of the modi?ed data blocks of block cache 127 
containing LSN values of “001” are successfully Written 
back to block storage 132. When all such data blocks have 
been Written back, the pending Write count value in the entry 
of pending log record 206 corresponding to the LSN of 
“001” reaches a value of 0. At this point, it is noted that the 
updated hash values contained in the records of the log block 
stored Within Write-ahead hash log 134 Will be consistent 
With the corresponding data blocks in block storage 132. 

During subsequent iterations, additional log records may 
be created by log recorder 121 in accordance With the 
foregoing. Since not all modi?ed data blocks associated With 
log blocks that Were Written to Write-ahead hash log 134 
have necessarily been stored back to block storage 132, a 
given log block may have a header containing values for 
CURRENT, STABLE and START that are different from 
one another. In accordance With the particular implementa 
tion as described above, the values of CURRENT, 
LOGGED, STABLE, and START for any given instance 
folloW the relationship START<=STABLE<=LOGGED<= 
CURRENT. 

If a system or disk failure occurs and computer 120 
crashes, the hash value information contained Within hash 
table 128 is rebuilt from the records in Write-ahead hash log 
134. Recovery manager 208 is provided to perform this 
functionality. Recovery is performed by loading the contents 
of the most recent checkpoint hash table 204 contained in 
Write-ahead hash log 134 into hash table 128 (FIG. 7, step 
702). The most recent checkpoint hash table information 204 
may be found by scanning the Write-ahead hash log 134. 
Alternatively, the START value, if stored, may be used from 
the header of the most recently stored log block. Log blocks 
may be sequentially searched based on their CURRENT 
LSN values. 

Recovery manager 208 then scans each log block in the 
log starting from the checkpoint to ?nd the neWest records. 
When the scan is initiated (step 704), log recorder 121 
iteratively performs steps 708, 710, and 712 for each log 
block in Write-ahead hash log 134 that is subsequent to the 
most recent checkpoint information until the most recent log 
block is reached. On each iteration, the values of CURRENT 
and STABLE in the log block are stored as the values of the 
pointers CURRENT 210 and STABLE 214 in log recorder 
121. In addition, log recorder 121 stores the old hash value 
currently in the hash table 128 (Which is the image of the 
value in checkpoint hash value information 204) along With 
the CURRENT value and address for this record. This old 
hash value information may be stored in a table created in a 
region of volatile memory 124. Subsequently, the hash table 
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128 is updated according to the updated hash value for the 
log record along With the corresponding data block address. 
Information from log records in Write-ahead hash log 134 is 
treated similarly until the most recent record has been 
processed. 
As stated previously, since the log records contained in 

Write-ahead hash log 134 are Written before the actual data 
block stored in block storage 132, neWly updated hash 
values in records stored in the Write-ahead hash log 134 may 
not re?ect What is actually stored Within the block storage 
132 of non-volatile storage 1130. The recovery manager 208 
deals With this uncertainty by determining Whether any 
potentially unstable log entries corresponding to records in 
Write-ahead hash log 134 eXist (step 713). For any log 
records With LSN values that are less than or equal to the 
value of STABLE 214 then eXisting in log recorder 121, it 
is knoWn that the corresponding data block has been suc 
cessfully Written to block storage 132. Thus, no further 
action need be taken for that log record. HoWever, for any 
log records With LSN values that are greater than the value 
of STABLE 214, the data block corresponding to the address 
is read from block storage 132 (step 714) and a neW hash 
value is computed for the data block (step 716). Recovery 
manager 208 then compares the old hash value (as stored in 
Step 710) and the hash value in the log record to the 
recomputed hash (step 718). The hash value Which matches 
the recomputed hash value is selected and stored in the hash 
table (step 720), along With the block address. This process 
repeats for all records in log blocks identi?ed by CURRENT 
values that are greater than the existing value of STABLE. 
After all such records have been processed according to 
steps 714, 716, 718, and 720, the process completes. It is 
noted that in step 718, if neither the old hash value nor the 
updated hash value (as Was stored in the log record) equals 
the recomputed hash value, an error may be indicated. 
Log recorder 121 may periodically store updated check 

point hash table information Within Write-ahead hash log 
134. This may be achieved by copying the current contents 
of hash table 128 into a region of Write-ahead hash log 134, 
and reinserting any log records corresponding to logical 
blocks that have not yet reached a stable state subsequent to 
the checkpoint. This regeneration of logical records insures 
that the portion of the log prior to the checkpoint can be 
discarded and reused, as is necessary given ?nite space for 
logging. 

It is noted that While in the embodiment described above 
in conjunction With FIGS. 2—7, log recorder 121 stores log 
records to Write-ahead hash log 134 in groups formed by 
individual log blocks, alternative embodiments are possible 
and contemplated in Which log records containing updated 
hash values for modi?ed data blocks in block cache 127 are 
stored to Write-ahead hash log 134 separately. In such 
embodiments, log recorder 121 may not maintain a pending 
log record containing pending log counts. 

It is also noted that While in the above embodiment, the 
log recorder 121 of FIG. 2 maintains for particular instances 
in time both a value indicative of the most recent log records 
that have been created (e.g., the pointer value CURRENT 
210), as Well as a value indicative of log records for Which 
a Write to Write-ahead hash log 134 has completed (e.g., the 
pointer value LOGGED 212), other embodiments are also 
contemplated Which do not maintain one or both of these 
values. For eXample, in one alternative embodiment, log 
recorder 121 maintains a value indicative of log records for 
Which a Write to Writeahead hash log 134 has been initiated. 

Additionally, it is further noted that in the above 
embodiment, the value of the STABLE LSN as ultimately 
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stored With each log block (or log record) is generally 
indicative of log records stored in Write-ahead hash log 134 
for Which corresponding modi?ed cached data blocks have 
been successfully stored back to block storage 132. In 
addition, the value of the CURRENT LSN as ultimately 
stored With each log block (or log record) is generally 
indicative of an ordering of the log block (or log record) With 
respect to other log blocks (or log records) in Write-ahead 
hash log. 

Furthermore, the manner in Which recovery manager 208 
rebuilds hash table 128 folloWing a crash may vary in other 
embodiments from the operations depicted by FIG. 7. For 
eXample, in one alternative embodiment, recovery manager 
208 rebuilds hash table 128 by retrieving the checkpoint 
hash table information from Write-ahead hash log 134 in 
addition to each subsequent log record, and updates the hash 
table 128 after modifying the checkpoint hash table infor 
mation according to each of the subsequent log records. In 
such an embodiment, a determination as to Which log 
records may be unstable (that is, Which log records have 
updated hash values for Which an associated dirty data block 
Was not yet Written to block storage 132. 

Various embodiments may further include receiving, 
sending or storing softWare and/or data implemented in 
accordance With the foregoing descriptions of log. recorder 
121, cache manager 122, recovery manager 208, block 
veri?er 210, and/or Write-ahead hash log 134 upon a carrier 
medium. Generally speaking, a carrier medium may include 
storage media or memory media such as magnetic or optical 
media, e;g., ?oppy disk or CD-ROM, volatile or non-volatile 
media such as RAM (e.g. SDRAM, DDR SDRAM, 
RDRAM, SRAM, etc.), ROM, etc. as Well as transmission 
media or signals such as electrical, electromagnetic, or 
digital signals, conveyed via a communication medium such 
as netWork and/or a Wireless link. 

Although the embodiments above have been described in 
considerable detail, numerous variations and modi?cations 
Will become apparent to those skilled in the art once the 
above disclosure is fully appreciated. It is intended that the 
folloWing claims be interpreted to embrace all such varia 
tions and modi?cations. 
What is claimed is: 
1. A system comprising: 
a non-volatile block storage for storing data blocks; 
a block cache for storing cached copies of said data 

blocks; 
a log recorder con?gured to store an updated hash value 

corresponding to a modi?ed cache block Within a 
non-volatile log storage; and 

a cache manager con?gured to Write-back said modi?ed 
cache block to said non-volatile block storage after said 
hash value corresponding to said modi?ed cache block 
is stored Within said non-volatile log storage. 

2. The system as recited in claim 1 Wherein said log 
recorder is con?gured to create a log record including said 
updated hash value and an address corresponding to said 
modi?ed cache block, and Wherein said log recorder is 
con?gured to store said log record Within said non-volatile 
log storage. 

3. The system as recited in claim 2 Wherein said log 
recorder is further con?gured to store a log sequence number 
corresponding to said log record in said non-volatile log 
storage, Wherein said log sequence number is indicative of 
an order of storage of said log record relative to other log 
records. 

4. The system as recited in claim 3 Wherein said log 
recorder is further con?gured to store a ?rst value Within 
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said log record indicative of one or more previous log 
records Within said non-volatile log storage for Which one or 
more corresponding modi?ed code blocks have been Written 
back to said non-volatile block storage. 

5. The system as recited in claim 4 Wherein said log 
recorder is further con?gured to store a plurality of log 
records in a log block to said non-volatile log storage. 

6. The system as recited in claim 5 Wherein said log 
recorder further maintains a pending Write count indicative 
of a number of modi?ed cache blocks to be Written back to 
non-volatile log storage. 

7. The system as recited in claim 1 further comprising a 
hash table stored in a volatile memory, Wherein said hash 
table includes a plurality of hash values corresponding to 
said data blocks. 

8. The system as recited in claim 7 further comprising a 
block veri?er con?gured to compare a hash value from said 
hash table to a recomputed hash value computed from a 
corresponding data block read from said non-volatile block 
storage. 

9. The system as recited in claim 1 Wherein said block 
cache includes a log sequence number corresponding to each 
cached copy of said data blocks. 

10. The system as recited in claim 1 Wherein said log 
recorder is con?gured to maintain a ?rst pointer value 
indicative of log records that have been stored to said 
non-volatile log storage. 
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11. The system as recited in claim 10 Wherein said log 

recorder is further con?gured to maintain a second pointer 
value indicative of the most recent log record stored in said 
non-volatile log storage for Which a corresponding modi?ed 
cache block has been stored to said non-volatile block 
storage. 

12. A method of storing data blocks in a storage system 
comprising: 

storing a data block in a block cache; calculating a hash 
value corresponding to said data block; 

storing said hash value in a non-volatile log; 

storing said data block in a non-volatile storage after 
storing said hash value. 

13. The method as recited in claim 12 further comprising: 

storing an original hash value corresponding to said data 
block in a volatile memory; and 

using said original hash value to detect an error in said 
data block. 

14. The method as recited in claim 13 further comprising 
modifying said data block in said block cache. 

15. The method as recited in claim 14 Wherein said hash 
value is an updated hash value based upon said data block 
folloWing modi?cation. 

* * * * * 
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