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CHANNEL RESERVATION MEDIA ACCESS 
CONTROL PROTOCOL USING 

ORTHOGONAL FREQUENCY DIVISION 
MULTIPLEXING 

TECHNICAL FIELD 

This invention relates to local area network technology, 
and more particularly to a contention resolution media 
access control protocol for a local area netWork using 
orthogonal frequency division multiplexing. 

BACKGROUND 

Digital Subscriber Line (DSL) communication systems 
use existing telephone lines for high speed data communi 
cations. A DSL system essentially encodes digital data as 
analog signals at very high data rates using special modems. 
One signaling method used to transmit such analog signals 
is orthogonal frequency division multiplexing (OFDM), in 
Which analog encoded data bits are transmitted as complex 
tones in a plurality of distinct frequency bins. 
Anumber of Digital Subscriber Line (DSL) systems have 

been proposed. For example, a version knoWn as Asynm 
metric Digital Subscriber Line (ADSL) provides a system 
that applies signals over a single tWisted-Wire pair that 
supports “plain old telephone service” (POTS) and high 
speed duplex (simultaneous tWo-Way) and simplex (from a 
netWork to the customer installation) digital services. Part of 
the proposed standard for ADSL is set forth in the Draft 
Proposed Revision of ANSI T1.413-1995—Interface 
BetWeen NetWorks and Customer Installation—Asymmetric 
Digital Subscriber Line (ADSL) Metallic Interface (Sep. 26, 
1997), Which is hereby incorporated by reference. 

Local area netWorks (LANs) alloW multiple users (or 
“nodes”) to utiliZe a shared media, such as a tWisted-pair 
Wiring, to transmit and receive digital information. The 
concept of OFDM signaling is so useful that attempts are 
being made to extend DSL technology to LAN communi 
cation systems. 

In order to permit sharing of a LAN media, a media access 
control (MAC) protocol is commonly used to resolve “con 
tention” betWeen the users seeking to access the media 
simultaneously. A MAC layer protocol is basically respon 
sible for sorting-out contention on a shared medium broad 
cast channel. The protocol maintains states, timers, methods, 
etc. for managing When and hoW nodes transmit on the 
shared medium. For conventional serial transmission Wired 
media, such as those complying With the IEEE 802.3-XX 
and Ethernet standards, industry has Widely accepted 
CSMA/CD (carrier sense multiaccess With collision 
detection) as a method of resolving contention. HoWever, 
CSMA/CD is not particularly ef?cient under load. 

For OFDM-based LANs, a variety of possible MAC 
protocols have been proposed. One such MAC protocol is 
described in US. patent application Ser. No. 09/003,844, 
entitled “Method and Protocol for a Medium Access Control 
Layer for Local Area NetWorks With Multiple-Priority 
Traf?c,” ?led Jan. 7, 1998 and assigned to the assignee of the 
present invention. In this MAC protocol, each node Waits for 
a certain period of silence, then transmits a single randomly 
selected tone as an intent-to-transmit signal. All nodes 
receive the combined intent-to-transmit signals of all other 
signals. Each node makes a determination as to Whether it 
had transmitted the highest frequency, and if so, begins to 
transmit data. If tWo or more nodes had sent the same 
frequency as an intent-to-transmit signal, a collision Will 
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2 
occur, indicated by the presence of garbled data on the 
medium. The colliding nodes stop transmitting data and 
repeat the process above until no collisions exist. A draW 
back of this protocol is that each transmitting node must 
“listen” to What it is transmitting to detect a collision, Which 
requires data demodulation. Data demodulation requires a 
substantial expenditure of processing resources and complex 
processing. Further, if collisions occur, time is spent resolv 
ing contention for the media rather than transmitting data. 

Another MAC protocol is described in US. patent appli 
cation Ser. No. 09/087,624, entitled “Adaptive Tree-based 
Contention Resolution Media Access Control Protocol”, 
?led May 29, 1998 and assigned to the assignee of the 
present invention. This protocol uses constant tones in 
frequency bins to resolve contention betWeen multiple trans 
mitting nodes. All nodes are synchroniZed to transmit “con 
tention tones” in a “contention frame.” Each node is 
assigned a unique identi?cation (ID) number, and this ID 
number is mapped to frequency bins by transmitting a tone 
in each bin corresponding to each 1-bit in the binary 
representation of the node’s ID number. The result of 
multiple nodes each transmitting its unique ID during a 
contention frame is a complex frequency signal Which each 
participating node decodes. The nodes then participate in a 
“resolution frame” in Which all nodes again transmit tones in 
frequency bins. The resolution frame tones correspond only 
to tones in Which the result of the contention frame indicated 
the presence of a tone Where such node had 0-valued ID bits. 
All nodes receive the results of the resolution frame and 
record the results (“resolution bits”) in a reasonably 
balanced binary tree. If the resolution frame contained no 
tones in any frequency bin, only one node is contending and 
can transmit. Otherwise, the contending nodes utiliZe the 
resolution bits to continue With another cycle of contention 
and resolution frames. Each node folloWs a tree-traversal 
algorithm to determine the order of transmission among all 
contending nodes. The contention process continues until all 
contending nodes have transmitted their frames. 

While this last protocol provides positive identi?cation of 
idle media, and does not require data demodulation, it still 
involves some computational complexity and, if media 
contention occurs, time is spent resolving the contention 
rather than in transmitting data. 

Accordingly, the inventors have determined that it Would 
be useful to have a contention resolution MAC protocol that 
is simple to implement, does not require data demodulation, 
does not require collision detection to resolve contention, 
and minimiZes the time spent in resolving contention. The 
present invention provides a method and system for achiev 
ing this end. 

SUMMARY 

The invention includes a contention resolution media 
access control protocol for a local area netWork using 
orthogonal frequency division multiplexing (OFDM). More 
particularly, the invention includes a MAC protocol for an 
OFDM-based LAN that is believed to be more efficient, 
under load, than CSMA/CD, and takes advantage of OFDM 
frames available on the channel physical layer. Additionally, 
the preferred embodiment of the invention does not require 
collision detection to resolve contention. 

Under the inventive MAC protocol, each LAN node is 
assigned a LAN-unique node identi?er that is the index of a 
Fast-Fourier transform (FFT) frequency bin or other discrete 
tone in the free band. The node identi?er may be assigned or 
automatically discovered by the system. The node identi?er 
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is played in each contention cycle by each node that has data 
to transmit. Each contending node can easily determine 
Which nodes are contending for transfer of data over the 
media channel from the presence of node identi?ers Within 
distinct frequency bins. Contention for the media channel is 
resolved by each contending node being giving access to the 
media channel in accordance With a preset order in Which 
contending nodes Will transmit. 

In one aspect of the invention, the inventive method and 
system includes a technique for resolving contention for 
access to a media channel among a plurality of nodes on a 
local area netWork using orthogonal frequency division 
multiplexing for transfers of data and control information in 
a plurality of frequency bins. More particularly, the inven 
tion includes assigning at least one frequency bin of the 
media channel as a unique node identi?er to each node; 
synchroniZing all of the nodes to a common starting point for 
participation in a contention cycle; transmitting from each 
node contending for access to the media channel a signal in 
at least one frequency bin corresponding to such nodes’ 
assigned node identi?er: decoding in each contending node 
the node identi?er from each other contending node; and 
granting successive access to the media channel for each 
contending node in an order determined by the node iden 
ti?er for each such contending node. 

The inventive MAC protocol is simple to implement, does 
not require data demodulation, does not require collision 
detection to resolve contention, and minimiZes the time 
spent in resolving contention. 

The details of one or more embodiments of the invention 
are set forth in the accompanying draWings and the descrip 
tion beloW. Other features, objects, and advantages of the 
invention Will be apparent from the description and 
draWings, and from the claims. 

DESCRIPTION OF DRAWINGS 

FIG. 1 is a ?oWchart shoWing MAC level protocol trans 
mit operations in accordance With the preferred embodiment 
of the invention. 

FIG. 2 is a contention/transmission time line shoWing 
channel activity during MAC level protocol transmit opera 
tions in accordance With the preferred embodiment of the 
invention. 

FIG. 3 is a contention/transmission time line With guard 
tones, shoWing channel activity during MAC level protocol 
transmit operations in accordance With a ?rst alternative 
embodiment of the invention. 

FIG. 4 is a contention/transmission time line With start 
of-transmission and end-of-transmission signals, shoWing 
channel activity during MAC level protocol transmit opera 
tions in accordance With a second alternative embodiment of 
the invention. 

Like reference numbers and designations in the various 
draWings indicate like elements. 

DETAILED DESCRIPTION 
OvervieW 

The invention includes a MAC protocol for an OFDM 
based LAN that is believed to be more ef?cient, under load, 
than CSMA/CD, and takes advantage of OFDM frames 
available on the channel physical layer. Additionally, the 
preferred embodiment of the invention does not require 
collision detection to resolve contention. 

In operation, the inventive MAC layer protocol commu 
nicates With a physical (PHY) layer to invoke procedures, 
obtain channel events and eXchange data in small, symbol 
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4 
siZed (Nphyocms) units. HoWever, in the preferred 
embodiment, the MAC layer frame format, from address 
?elds through CRC, is identical to that of Ethernet and IEEE 
802.3 so as to maintain compatibility With system device 
drivers and simple Ethernet/OFDM-based LAN MAC layer 
bridges. The interface betWeen the MAC and PHY layers 
de?nes the procedures and primitives for the MAC protocol 
layer to “drive” the channel. The PHY layer controls the 
physical channel signaling, modulation, carrier detection, 
and the electrical and mechanical interface to the channel. 
The preferred embodiment of the inventive MAC protocol 

uses OFDM data structures and preferably complies With the 
folloWing constraints: 

Data is transferred betWeen MAC and PHY layers in 
PHY-frame-siZed chunks. 

A contention PHY frame (also called a contention cycle) 
is used, to Which nodes are synchroniZed, and each 
node “plays” a uniquely assigned identi?er tone(s) in 
OFDM Fast-Fourier transform (FFT) frequency bins. 

Idle time measurement is used to synchroniZe nodes to the 
contention frame. 

Node Identi?ers 
Under the preferred embodiment of the inventive MAC 

protocol, each LAN node is assigned a LAN-unique node 
identi?er that is the indeX of an FFT frequency bin. The node 
identi?er is played in each contention cycle by each node 
that has data to transmit. The maXimum number of nodes 
alloWed on the LAN is thus limited by the number of FFT 
frequency bins, Ncbins, available for use in the system after 
excluding any repeated, or duplicated, tones, guard tones, 
marker tones, etc. For example, in one embodiment, about 
64 such bins are available in the 4.5—6 MHZ range. For a 
more robust system, each node is preferably assigned tWo 
frequency bins as a node identi?er, Where the frequencies are 
spaced apart to reduce the probability of signal dropouts or 
nulls affecting a contention cycle (for example, because of 
re?ections from unterminated drops. 
The assignment of frequency bins as node identi?ers may 

be done on a static basis (e.g., manual assignment) or on a 
dynamic basis (e.g., each node, When added to a LAN, is 
assigned a node identi?er that maps to one or more FFT 

frequency bins; see section beloW). 
Alternatively, instead of using FFT frequency bins, other 

techniques may be used for tone detection. Such methods 
may alloW the number of node identi?ers to eXceed the 
number of FFT frequency bins, and alloW use of other 
discrete tones in the free band (i.e., not necessarily in an FFT 
frequency bin). 
MAC Contention Protocol 

FIG. 1 is a ?oWchart shoWing MAC level protocol trans 
mit operations in accordance With the preferred embodiment 
of the invention. FIG. 2 is a contention/transmission time 
line shoWing channel activity during MAC level protocol 
transmit operations in accordance With the preferred 
embodiment of the invention. 
STEP 1: Is Channel Synchronized? In order to synchro 

niZe nodes to a common starting point to participate in a 
contention cycle, in the preferred embodiment, all nodes 
detect a period of inactivity 20 on the channel for a required 
minimum inter-multislot frame idle time, Tidle seconds. 
Some options for hoW to detect an idle channel are described 
beloW. Other methods may be used to assure that all nodes 
are synchroniZed to a common starting point, such as 
detecting end-of-transmission or start-of transmission 
events. 
STEP 2: Transmit Node Identi?ers. Nodes that are ready 

to transmit enter a contention phase 22 as “contending” 
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nodes. Each contending node transmits one or more tones 
corresponding to its assigned identi?er. In the preferred 
embodiment, the duration of the contention phase is equiva 
lent to the PHY frame time (EFT frame including cyclic 
pre?x) to make it “easy” to apply an EFT process to each 
media frequency bin and measure an energy threshold in 
each bin. Optionally, all participating nodes also transmit an 
easily recogniZable signal (see description beloW) that con 
tention is about to start so that all nodes can synchroniZe 
(Within TsynC seconds) to the beginning of the contention 
frame. 
STEP 3: Decode Identi?ers. All contending nodes then 

decode the identi?er tones received in all EFT frequency 
bins in a decision phase 24 in order to decipher the order in 
Which contending nodes Will transmit. (Non-contending 
nodes may also “listen” and decode, in order to maintain 
sync With all other nodes; alternatively, non-contending 
nodes need not listen so long as they can “sync-up” to the 
neXt contention cycle). This “decode” time should have a 
?Xed maXimum duration corresponding to the time the 
sloWest possible node needs to perform the decode. In the 
preferred embodiment, contending nodes continue to trans 
mit their contention node identi?er tones during this phase, 
Which reduces synchroniZation errors. If a node detects 
silence, it starts a timer to “see” if it is at the end of a 
transmission cycle. 
STEP 4: Enable ?rst node (in order) to transmit. The 

contending node having the ?rst contention identi?er tone in 
some preset order is enabled to transmit its MAC frame ?rst, 
folloWed by the neXt contending node in the preset order, 
and so on. In the illustrated embodiment, the order is based 
on the loWest identi?er tone to the highest identi?er tone, but 
any desired sequence for determining the transmit order 
among contending nodes may be selected. 
STEP 5: Transmit AGC/preamble information. In the 

preferred embodiment, the enabled node transmits automatic 
gain control (AGC) information in an AGC phase 26 for Tagc 
seconds. HoWever, other “ramp-up” and/or preamble signals 
and information may be transmitted during this period. 
STEP 6: Transmit equaliZation information. In the pre 

ferred embodiment, the enabled node transmits a PHY frame 
28 With prede?ned “equalization” information (such as 
DQPSK baseline start frame, or equaliZation for QAM). 
This frame is dependent on the modulation technology used 
by the PHY. The MAC protocol does not need to “knoW” 
about this frame 28, other than hoW much channel band 
Width the equaliZation frame occupies (Neq PHY frames). 
STEP 7: Transmit data frames. The enabled node then 

transmits N PHY frames 30-1 . . . 30-N that compose a MAC 

frame. In the preferred embodiment, if the last PHY frame 
contains less than Nphyocms MAC octets, it is padded out 
(e.g., With Us or Is) to Nphyocms. 
STEP 8: Signal end of node transmission. After the PHY 

frames are transmitted, the enabled node preferably trans 
mits an end-of-frame signal that indicates the end of trans 
mission of its MAC frame. Inter-frame idle periods, or some 
other physical layer signal, may be employed betWeen MAC 
frames as convenient frame delimiters. If a guard tone is 
employed (see beloW), folloWing the end-of-frame signal, 
the enabled node ceases transmission of the guard tone. All 
nodes decode the end-of-frame signal. The formerly enabled 
node must then Wait until the neXt contention cycle before 
being eligible to transmit data again. 
STEP 9: Last node? A determination is made as to 

Whether the enabled node is the last node in order. 
STEP 10: (Conditionally) Indicate transmissions are com 

plete. If the enabled node is the last node in order, the 
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6 
enabled node indicates to all other nodes that all transmis 
sions are complete. This may be done by WithdraWing a 
carrier or some other signal (see beloW). After the interframe 
idle time elapses, another contention cycle can occur. 
STEP 11: (Conditionally) Enable neXt node in order. If the 

enabled node is not the last node in order, the neXt node in 
the present order is enabled to transmit neXt. In the illus 
trated embodiment, the contending node With the neXt 
highest contention identi?er tone folloWs With its transmis 
sion. 
STEPS 5—11 are repeated until the last participating node 

?nishes. Note that no other nodes are “alloWed” to jump into 
contention until the beginning of the neXt contention cycle 
(i.e., after a channel idle period 20). 
One of skill in the art Will appreciate that the inventive 

MAC protocol is simple to implement, does not require data 
demodulation, does not require collision detection to resolve 
contention, and minimiZes the time spent in resolving con 
tention. 
Idle Detection and SynchroniZation 
An important “enabler” of the inventive MAC contention 

mechanism is that all nodes can synchroniZe to the begin 
ning of a contention cycle. Within TsynC seconds, all partici 
pating nodes must begin their contention transmission. In 
the preferred embodiment, the MAC protocol depends on a 
requisite amount of idle-channel time before a contention 
cycle. All nodes maintain a timer to track this time and after 
the timer expires, if a node is ready to transmit, it can. For 
this means of synchroniZation to Work, nodes must (1) 
reliably detect an idle channel and (2) synchroniZe among 
themselves, despite clock variance among nodes, after a 
very long amount of idle time. If nodes drift too far out of 
synchronization, the contention phase can easily fail, Which 
can result in an errant multi-node transmission cycle in 
Which most, if not all, MAC frames are corrupted. 

In the preferred embodiment, nodes must detect an idle 
channel indicator in a short-enough time period (Ted 
seconds) so as to either participate in the immediate con 
tention cycle, or decide that it is “too late” and Wait for the 
neXt contention cycle. For instance, if a period of idle 
channel time has elapsed, greater than Tidle seconds, and 
node A is ready to transmit, it begins transmission immedi 
ately. If node B becomes ready almost Tcd seconds later, 
node B also begins transmission. In this Worst-case scenario, 
the contention cycle must not be invalidated by node B’s 
“near late” participation. But if node B becomes ready to 
transmit more than Tcd seconds after node A, node B must 
recogniZe that the channel is not idle and defer its partici 
pation until the neXt contention cycle. In the preferred 
embodiment. Tcd is chosen to accommodate the Worst-case 
propagation delay and carrier detect processing time. 

Suitable detection of an idle channel may be accom 
plished by one of the folloWing techniques: 

(1) Wide-band silence detection. A ?rst method requires 
that each node detect silence over all frequency bins 
used for node identi?cation. The advantage of this 
scheme is that no frequency bins are reserved for the 
purpose of detecting an idle channel state. HoWever, 
this method requires choosing a correct energy 
threshold, Whether averaging in the time domain or 
per-bin (after an EFT process). Each receiving node 
may be required to obtain the channel characteristics 
from each combination of transmitting nodes. Further, 
channel characteristics can change during netWork 
operation. 

(2) Guard tones. A second method requires that each 
contending node transmit a guard tone during a con 
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tention cycle and data frames. This scheme reserves 
one or more frequency bins for transmittal of a signal 
that reliably indicates that the channel is active (not 
idle). Using this technique, each contending node starts 
transmitting a carrier signal When the node begins a 
contention cycle. To ensure that all other nodes detect 
that this node is “actively” participating in contention, 
each enabled node continues transmitting the carrier 
signal after that node’s entire MAC frame transmission 
is complete. Thus, the carrier signal continues to be 
transmitted until every contending node is enabled and 
transmits its MAC frame. 

FIG. 3 is a contention/transmission time line With guard 
tones, shoWing channel activity during MAC level protocol 
transmit operations. In the illustrated embodiment, assuming 
three contending nodes, all three nodes transmit the carrier 
signal 40 While the ?rst node is enabled and transmitting. 
After the ?rst node is ?nished transmitting, it ceases to 
transmit the carrier signal, and the tWo remaining nodes 
transmit the carrier signal 42 While the second node is 
enabled and transmitting. After the second node is ?nished 
transmitting, it ceases to transmit the carrier signal, and the 
remaining node transmits the carrier signal 44 While it is 
enabled and transmitting. After the third node is ?nished 
transmitting, it ceases to transmit the carrier signal. 

For a particular node receiver, it Would be ideal if guard 
tone detection could be performed before the FFT process 
completes so as to minimiZe the carrier detect time, Tcd, thus 
resulting in better channel utiliZation. HoWever, it is possible 
that “notches” can occur in the frequency band and therefore 
it may be necessary to duplicate the guard tone in more than 
one frequency bin. 

The advantages of using a guard tone include the folloW 
ing: 

It should be easier to discover a reliable energy threshold 
for one or more prede?ned guard bins than over the 
Whole spectrum. If a guard tone is transmitted at certain 
times When other tones are not (e.g., prior to the 
contention phase, during the contention-decision time, 
or betWeen MAC frames), the carrier signal is readily 
distinguishable from the other tones. Nodes Will be able 
to set energy thresholds for guard tone detection 
accordingly. 

If a guard signal can be recogniZed more quickly than 
other silence detection or start/end markers, better 
channel utiliZation results. 

If nodes are beyond TsynC seconds out of synchroniZation 
at the beginning of a contention cycle, and even though 
most of the MAC frames are corrupted, the guard tone 
Will eventually drop, alloWing nodes to easily recover 
“idle-channel” synchroniZation. 

Note that reserving bins for a guard tone diminishes the 
channel bandWidth. Further, use of guard tones may require 
a dedicated time interval (e.g., just prior to a contention 
cycle) so that receiving nodes can “train” on the guard tone 
and set their detection threshold. This additional time, 
although minimal, Would reduce channel bandWidth utiliZa 
tion. Lastly, during contention, all participating nodes trans 
mit simultaneously in the guard tone bins, Which increases 
the total amount of radiated energy. 

(3) Start-of-transmit/End-of-transmit signal. Rather than 
reserve guard bins to signal an idle channel, a third 
method employs an easy-to-recogniZe start-of-transmit 
(SOT) signal just before the contention cycle, and an 
end-of-transmit (EOT) signal folloWing either each 
MAC frame or only the last MAC frame. FIG. 4 is a 
contention/transmission time line shoWing channel 
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8 
activity during MAC level protocol transmit 
operations, shoWing an SOT signal 50 and an “after last 
MAC frame” EOT signal 52. 

After the last MAC frame of a multi-node transmit cycle, 
all nodes recogniZe the last EOT signal 52 as a “begin idle 
channel” signal. When a node enters contention, all nodes 
recogniZe the SOT signal 50 as an “end idle channel” signal. 
Since multiple nodes enter contention roughly 
simultaneously, they transmit the SOT signal 50 roughly 
simultaneously. Thus, the SOT signal 50 must be distin 
guishable by all other nodes so as to reliably recogniZe the 
transition from channel-idle to channel-active. 
The advantages of the SOT/EOT method include the 

folloWing: 
No frequency bins are reserved for an idle detection 

signal. The same bins used for the SOT/EOT signals 
may be reused for data modulation. 

Since nodes simultaneously transmit the SOT signal 50 
during a short WindoW, rather than a guard signal for 
the entire duration of their contention/MAC-frame 
transmission, the total amount of radiated energy is 
loWer than the guard tone method. 

Note that, to ensure reliability, this method may require 
more channel time than a carrier signal transition before and 
after a multi-node transmit cycle. Also, since the SOT signal 
50 and EOT signal 52 happen at discrete points time, if 
nodes “miss” detecting such signals, channel errors result. 
Lastly, if nodes are beyond TsynC seconds out of synchroni 
Zation at the beginning of a contention cycle, resulting in 
multiple and/or corrupted EOT signals 52 from errant node 
(s), all nodes may lose “idle-channel” synchroniZation. A 
means to recover idle-channel synchroniZation must be 

employed (see beloW). 
End-of-Frame Indication 

In addition to start-of-contention synchroniZation, nodes 
must be synchroniZed to the end-of-frame (MAC frame) in 
the multi-node transmission cycle. After the contention 
cycle, all nodes have the results of the contention process, 
Which includes a count of hoW many nodes are contending. 
Each node can use end-of-frame indicators to count MAC 

frames, recogniZing the end of each MAC frame, Without 
processing a length ?eld. Thus, nodes do not have to predict 
the end-of-frame, but can recogniZe it on the channel. 
HoWever, if “all-spectrum” silence detection, a guard tone, 
or an SOT/EOT signal is employed for purposes of detecting 
an idle channel, only nodes participating in contention need 
to knoW the correct results of contention. In such cases, the 
non-participating nodes do not need to “listen” for end-of 
frame indicators. OtherWise, all nodes must process the 
contention results and count end-of-frame indicators to 
synchroniZe With the contention cycles. 
TWo techniques for indicating the end-of-frame for a 

MAC frame suitable for use With the invention are: 

(1) Short silence. End-of-frame can be signaled by a short 
silence period that is distinguishable from the longer 
silence period prior to a contention cycle. Nodes rec 
ogniZe the end of a frame by observing a silence period 
of at least Tfn-dle seconds. A key advantage of this 
method is that, if a node is “lost” Within a multi-node 
transmit cycle, it needs only to Wait for a longer period 
of silence, Tidle seconds in duration, before synchro 
niZing on the neXt contention cycle. 

(2) End-of-frame signal. Instead of relying on silence/ 
energy detection, a discrete signal can be used that is 
easily detected by all nodes to indicate the end-of 
frame. This signal may be, for example, an EOT signal 
folloWing each MAC frame, or a special PHY-frame 
symbol, or phase reversals in certain frequency bins. 
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Error Recovery 
A general condition (error) that can occur With a practical 

implementation of the inventive MAC protocol is loss of 
“idle-channel synchronization.” For instance, Where a guard 
tone is used to indicate idle channels, some node could 
misinterpret noise as carrier, thus not detecting channel 
silence for the correct period of time, resulting in corrupted 
transmission. The MAC layer protocol and PHY layer are 
preferably designed to recover from these errors even 
though they are designed so that the errors should not 
happen under normal operating conditions. If recovery is not 
possible, then the error condition is sustained, and a node 
should report the error condition to a netWork management 
system or turn on an error indicator (e.g., an LED) to signal 
a node user. 

One type of error condition that may occur is that at least 
one node fails to recogniZe an end-of-frame indication. 
Thus, the node fails to transmit its MAC frame. Other nodes 
that are counting end-of-frames then have to rely on carrier 
loss, or silence detection (e.g., for Tidle seconds) to regain 
synchroniZation. If this happens, any remaining nodes Wait 
ing to transmit in the multi-node transmit cycle must cancel 
their transmissions and participate in another contention 
cycle. 

If an error condition can be remedied, nodes should 
automatically recover synchroniZation and continue opera 
tion. Thus, once synchroniZation is lost, manual intervention 
in every node should not be required to bring the LAN back 
on line. 

Heartbeat France 
In the preferred embodiment of the invention, in order to 

facilitate LAN monitoring, troubleshooting, automatic node 
ID discovery, and maintenance of idle-channel 
synchroniZation, all nodes are required to enter a normal 
contention cycle and transmit at least a minimal, prede?ned 
“heartbeat” MAC frame every Thembem seconds. 

The heartbeat eases passive monitoring and troubleshoot 
ing of the LAN because all nodes are required to transmit 
prede?ned data at ?xed intervals. A monitoring device (e.g., 
a regular node With enhanced monitoring capabilities) can 
be plugged into the LAN on various extensions to record 
signal quality changes and isolate problems. The passive 
monitor Would also instantly knoW Which nodes are on-line, 
or verify that all nodes can be “heard” at each point on the 
LAN. Also, since the guard tone (if utiliZed), and contention 
cycles appear periodically, as nodes join the LAN they can 
determine (if necessary) energy levels for detecting the 
guard tone or contention tones. (Of course, the ?rst node to 
join the LAN must use precon?gured energy thresholds. 
HoWever, as another node joins the LAN, the ?rst node can 
listen to the neW node’s signal to determine energy levels.) 
Node ID Discovery 

Rather than require a node to be precon?gured With an 
identi?cation (ID) number corresponding to a contention 
tone index, it is desirable that a node discover a LAN -unique 
ID When joining the LAN, or after reset/re-initialiZation. 
One aspect of the inventive MAC protocol includes a simple 
initialiZation protocol for node ID discovery. In particular, a 
node joining the LAN can folloWs these steps to discover a 
LAN-unique ID number: 

(1) Upon initial poWer-up, a node Waits for a period of 
time before proceeding With the next step. This reduces 
the probability of node ID collisions (see beloW). The 
time a node Waits is preferably a function of its MAC 
address, Which is a unique number. In the preferred 
embodiment, a 32-bit cyclic redundancy check (CRC) 
value is computed for the MAC address, and the loW 22 
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bits of the CRC value is used as the number of 
microseconds to Wait before the node proceeds to the 
next step. This time is a maximum of approximately 4 
seconds. 

(2) The node “listens” to the channel for at least 2Them 
beat (see above) seconds and records and counts ID 
numbers from nodes sending anything but “join 
request” messages (see beloW). 

(3) The node then picks an ID number that does not appear 
to be in use. Note that it is possible that another node 
Was joining the LAN at approximately the same time, 
and picks the same ID number. 

(4) The node enters a contention cycle as soon as possible 
and sends a message to the system broadcast MAC 
address requesting con?rmation of the node’s chosen 
ID number. This message is called a “join-request” and 
the MAC frame ?elds indicate that the message is to be 
delivered to the local MAC-management entity in each 
receiving node and not delivered to higher layers or 
forWarded in a bridged LAN. Several cases can result: 
(a) After choosing an ID number, the node’s transmis 

sion is deferred by a preempting contention cycle 
(i.e., the node Was not ready in time) and the node 
detects that another node had already picked the 
same ID number. The node then changes is ID 
number choice to another (apparently) unused 
number, and sends a neW “join-request” message. 

(b) TWo nodes happen to choose the same ID number 
close enough in time that they both participate in 
contention With the same ID number. This results in 
frame collision and a CRC error. 

(c) Aslightly-malfunctioning node missed participation 
in the required heartbeat transmit cycle and its ID 
number is noW duplicated by the neW node. The neW 
node’s transmission could possibly result in frame 
collision and a CRC error. 

(5) All nodes that successfully receive the join-request 
message respond With either a “join-con?rmation” 
message, if a node thinks the ID is unassigned, or 
“join-rejection” message if a node thinks the ID has 
been assigned. 

(6) If the neW node receives nothing, it assumes that its 
join request message collided With another node’s join 
request message, and thus the neW node starts the join 
process over from Step 1. 

(7) If the neW node receives at least one join-rejection 
message, it starts the process over from Step 1, avoid 
ing choosing the rejected ID number again. 

(8) It is possible that one of the con?rmations Was missed, 
or corrupted (i.e., has an invalid CRC). If the neW node 
does not receive a con?rmation Within a certain amount 
of time from each node the neW node counted While 
listening to heartbeat contention cycle(s) (in step 2), the 
neW node starts the join process over from Step 1. 

(9) If the neW node exceeds a maximum number of join 
attempts, it declares an unrecoverable error and reports 
the error condition to the netWork management entity 
or the user. 

Computer Implementation 
Aspects of the invention may be implemented in hardWare 

or softWare, or a combination of both. HoWever, preferably, 
the algorithms and processes of the invention are imple 
mented in one or more computer programs executing on 
programmable systems each comprising at least one proces 
sor (e.g., a DSP), at least one data storage system (including 
volatile and non-volatile memory and/or storage elements), 
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at least one input device, and at least one output device. 
Program code is applied to input data to perform the 
functions described herein and generate output information. 
The output information is applied to one or more output 
devices, in knoWn fashion. 

Each program may be implemented in any desired com 
puter language (including machine, assembly, high level 
procedural, or object oriented programming languages) to 
communicate With a computer system. In any case, the 
language may be a compiled or interpreted language. 

Each such computer program is preferably stored on a 
storage media or device (e.g., ROM, CD-ROM, tape, or 
magnetic diskette) readable by a general or special purpose 
programmable computer, for con?guring and operating the 
computer When the storage media or device is read by the 
computer to perform the procedures described herein. The 
inventive system may also be considered to be implemented 
as a computer-readable storage medium, con?gured With a 
computer program, Where the storage medium so con?gured 
causes a computer to operate in a speci?c and prede?ned 
manner to perform the functions described herein. 
A number of embodiments of the present invention have 

been described. Nevertheless, it Will be understood that 
various modi?cations may be made Without departing from 
the spirit and scope of the invention. Accordingly, other 
embodiments are Within the scope of the folloWing claims. 
What is claimed is: 
1. Amethod for resolving contention for access to a media 

channel among a plurality of nodes on a local area netWork 
using orthogonal frequency division multiplexing for trans 
fers of data and control information in a plurality of fre 
quency bins, including the steps of: 

(a) assigning at least one frequency bin of the media 
channel as a unique node identi?er to each node; 

(b) synchroniZing all of the nodes to a common starting 
point for participation in a contention cycle; 

(c) transmitting from each node contending for access to 
the media channel a signal in at least one frequency bin 
corresponding to such nodes’ assigned node identi?er; 

(d) decoding in each contending node the node identi?er 
from each other contending node; 

(e) enabling each contending node to successively access 
the media channel for transfer of data and control 
information in an order determined by the node iden 
ti?er for each such contending node. 

2. The method of claim 1, further including the step of 
transmitting automatic gain control (AGC) information on 
the media channel in an AGC phase for each enabled 
contending node. 

3. The method of claim 1, further including the step of 
transmitting equaliZation information on the media channel 
for each enabled contending node. 

4. The method of claim 1, further including the step of 
transmitting a media access control layer frame, comprising 
at least one,physical layer frame for the media channel, for 
each enabled contending node. 

5. The method of claim 4, further including the step of 
transmitting an end-of-frame signal after completing trans 
mitting of the media access control layer frame. 

6. The method of claim 1, Wherein the step of assigning 
includes a method of automatically discovering a unique 
node identi?er for each node. 

7. Amethod for resolving contention for access to a media 
channel among a plurality of nodes on a local area netWork 
using orthogonal frequency division multiplexing for trans 
fers of data and control information in a plurality of fre 
quency bins, including the steps of: 
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(a) assigning at least one frequency bin of the media 

channel as a unique node identi?er to each node; 
(b) synchroniZing all of the nodes to a common starting 

point for participation in a contention cycle by deter 
mining if the media channel is in an idle state for a 
selected idle time; 

(c) transmitting from each node contending for access to 
the media channel a signal in at least one frequency bin 
corresponding to such nodes’ assigned node identi?er; 

(d) decoding in each contending node the node identi?er 
from each other contending node; 

(e) enabling each contending node to successively access 
the media channel for transfer of data and control 
information in an order determined by the node iden 
ti?er for each such contending node. 

8. A system for resolving contention for access to a media 
channel among a plurality of nodes on a local area netWork 
using orthogonal frequency division multiplexing for trans 
fers of data and control information in a plurality of fre 
quency bins, including: 

(a) means for assigning at least one frequency bin of the 
media channel as a unique node identi?er to each node; 

(b) means for synchroniZing all of the nodes to a common 
starting point for participation in a contention cycle; 

(c) means for transmitting from each node contending for 
access to the media channel a signal in at least one 
frequency bin corresponding to such nodes’ assigned 
node identi?er; 

(d) means for decoding in each contending node the node 
identi?er from each other contending node; 

(e) means for enabling each contending node to succes 
sively access the media channel for transfer of data and 
control information in an order determined by the node 
identi?er for each such contending node. 

9. The system of claim 8, further including means for 
transmitting automatic gain control (AGC) information on 
the media channel in an AGC phase for each enabled 
contending node. 

10. The system of claim 8, further including means for 
transmitting equaliZation information on the media channel 
for each enabled contending node. 

11. The system of claim 8, further including means for 
transmitting a media access control layer frame, comprising 
at least one physical layer frame for the media channel, for 
each enabled contending node. 

12. The system of claim 11, further including means for 
transmitting an end-of-frame signal after completing trans 
mitting of the media access control layer frame. 

13. The system of claim 8, Wherein the means for assign 
ing includes means for automatically discovering a unique 
node identi?er for each node. 

14. A system for resolving contention for access to a 
media channel among a plurality of nodes on a local area 
netWork using orthogonal frequency division multiplexing 
for transfers of data and control information in a plurality of 
frequency bins, including: 

(a) means for assigning at least one frequency bin of the 
media channel as a unique node identi?er to each node; 

(b) means for synchroniZing all of the nodes to a common 
starting point for participation in a contention cycle by 
determining if the media channel is in an idle state for 
a selected idle time; 

(c) means for transmitting from each node contending for 
access to the media channel a signal in at least one 
frequency bin corresponding to such nodes’ assigned 
node identi?er; 
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(d) means for decoding in each contending node the node 
identi?er from each other contending node; 

(e) means for enabling each contending node to succes 
sively access the media channel for transfer of data and 
control information in an order determined by the node 
identi?er for each such contending node. 

15. A computer program, stored on a computer-readable 
medium, for resolving contention for access to a media 
channel among a plurality of nodes on a local area netWork 
using orthogonal frequency division multiplexing for trans 
fers of data and control information in a plurality of fre 
quency bins, the computer program comprising instructions 
for causing a computer to: 

(a) assign at least one frequency bin of the media channel 
as a unique node identi?er to each node; 

(b) synchroniZe all of the nodes to a common starting 
point for participation in a contention cycle; 

(c) transmit from each node contending for access to the 
media channel a signal in at least one frequency bin 
corresponding to such nodes assigned node identi?er; 

(d) decode in each contending node the node identi?er 
from each other contending node; 

(e) enable each contending node to successively access 
the media channel for transfer of data and control 
information in an order determined by the node iden 
ti?er for each such contending node. 

16. The computer program of claim 15, further including 
instructions for causing a computer to transmit automatic 
gain control (AGC) information on the media channel in an 
AGC phase for each enabled contending node. 

17. The computer program of claim 15, further including 
instructions for causing a computer to transmit equalization 
information on the media channel for each enabled contend 
ing node. 

18. The computer program of claim 15, further including 
instructions for causing a computer to transmit a media 
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access control layer frame, comprising at least one physical 
layer frame for the media channel, for each enabled con 
tending node. 

19. The computer program of claim 18, further including 
instructions for causing a computer to transmit an end-of 
frame signal after completing transmitting of the media 
access control layer frame. 

20. The computer program of claim 15, Wherein the 
instructions for causing a computer to assign includes 
instructions for causing a computer to automatically dis 
cover a unique node identi?er for each node. 

21. A computer program, stored on a computer-readable 
medium, for resolving contention for access to a media 
channel among a plurality of nodes on a local area netWork 

using orthogonal frequency division multiplexing for trans 
fers of data and control information in a plurality of fre 
quency bins, the computer program comprising instructions 
for causing a computer to: 

(a) assign at least one frequency bin of the media channel 
as a unique node identi?er to each node; 

(b) synchroniZe all of the nodes to a common starting 
point for participation in a contention cycle by deter 
mining if the media channel is in an idle state for a 
selected idle time; 

(c) transmit from each node contending for access to the 
media channel a signal in at least one frequency bin 
corresponding to such nodes’ assigned node identi?er; 

(d) decode in each contending node the node identi?er 
from each other contending node; 

(e) enable each contending node to successively access 
the media channel for transfer of data and control 
information in an order determined by the node iden 
ti?er for each such contending node. 

* * * * * 


