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ENABLING BUSINESS TRANSACTIONS IN 
COMPUTER NETWORKS 

This application is a division of Ser. No. 08/749,420 ?led 
Nov. 15, 1996 now US. Pat. No. 6,212,634. 

REFERENCE TO APPENDIX 

A text Appendix A is being submitted With this applica 
tion. 

BACKGROUND OF THE INVENTION 

The present invention relates in general to certifying 
authorizations in computer netWorks such as public packet 
sWitched communications netWorks. 

Certifying authorities are knoWn that generate public key 
certi?cates, enciphered With the private key of the certifying 
authority, that serve as letters of introduction of a particular 
party to any other party that can recogniZe the certifying 
authority as an introducer. The certifying authority typically 
makes the party seeking the certi?cate of introduction prove 
that it is Who it says it is, and then the certifying authority 
accepts the public key of the party and returns it in the 
certi?cate of introduction signed With the private key of the 
certifying authority, thereby binding the name of the par 
ticular party to the public key of the party. 

SUMMARY OF THE INVENTION 

One aspect of the invention features a system for certi 
fying authoriZations that includes an authoriZing computer 
and an authoriZed computer interconnected by a computer 
netWork. The authoriZing computer creates a public key pair 
comprising a neW public key and a neW private key, and 
creates an authoriZation certi?cate that certi?es that a holder 
of the authoriZation certi?cate is authoriZed to perform an 
action referred to in the authoriZation certi?cate. The autho 
riZation certi?cate includes the neW public key. The autho 
riZing computer causes the authoriZation certi?cate and the 
neW private key to be transmitted to the authoriZed com 
puter. The authoriZed computer receives the authoriZation 
certi?cate and the neW private key and decrypts messages 
using the neW private key as evidence that the authoriZed 
computer has obtained the authoriZation certi?cate legiti 
mately. 

Because the authoriZation certi?cate certi?es that the 
holder is authoriZed to perform a certain action, rather than 
certifying only the identity of the holder, the authoriZation 
certi?cate can be issued by any arbitrary computer having a 
smart token such as a smart card that uniquely and securely 
identi?es the oWner of the card and may be removable from 
the computer. The authoriZed computer can use the autho 
riZation certi?cate as evidence that the authoriZed computer 
is authoriZed by the oWner of the smart token at the 
authoriZing computer to perform the action referred to in the 
authoriZation certi?cate. 

According to another aspect of the invention the autho 
riZing computer receives a ?rst authoriZation certi?cate that 
certi?es that a holder of the authoriZation certi?cate is 
authoriZed to perform an action referred to in the ?rst 
authoriZation certi?cate. The authoriZing computer then 
create a second authoriZation certi?cate that includes the 
?rst authoriZation certi?cate and certi?es that a holder of the 
second authoriZation is granted additional authority With 
respect to performing the action referred to in the ?rst 
authoriZation certi?cate. Thus, for example, a junior of?cer 
may create a ?rst authoriZation certi?cate for purchase of a 
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2 
product and send it to a senior of?cer at the authoriZing 
computer, Who creates a second authoriZation certi?cate that 
includes the ?rst authoriZation certi?cate and also grants 
additional authority for the purchase in the form of a 
countersignature grant of purchasing poWer. Then the senior 
of?ce sends the second authoriZation certi?cate to an elec 
tronic merchant. The temporal order of authoriZations in a 
chain is preserved because the each successive authoriZation 
certi?cate is incorporated into the next authoriZation certi? 
cate. 

According to another aspect of the invention the autho 
riZation certi?cate has a ?le structure that supports critical 
components and extension components. The authoriZed 
computer accepts certi?cates having ?le structures that 
support critical components and extension components 
When the authoriZed computer is programmed to accept the 
critical components but rejects certi?cates having ?le struc 
tures that support critical components and extension com 
ponents When the authoriZed computer is not programmed to 
accept the critical components. The authoriZing computer 
includes information unique to the action referred to in the 
authoriZation certi?cate as at least one critical component of 
the authoriZation certi?cate in order to prevent the authori 
Zation certi?cate from being accepted by computers that are 
not programmed to accept the information unique to the 
action referred to in the authoriZation certi?cate. This helps 
to ensure against misuse of the authoriZation certi?cate. 

Another aspect of the invention features a system for 
escroWing private keys that includes a computer and a smart 
token interconnected With the computer. The smart token 
includes a private key of a public key pair associated With 
the smart token. The computer encrypts the private key of 
the public key pair associated With the smart token With a 
public key of a public key pair associated With a user of the 
smart token. The computer also encrypts a private key of the 
public key pair of the user of the smart token With a public 
key of the public key pair associated With the smart token. 
The computer transmits to an escroW agent the encrypted 
private key of the public key pair associated With the smart 
token and the encrypted private key of the public key pair 
associated With the user of the smart token. This ensures that 
if one private key is lost, the other private key can be 
retrieved from the escroW agent. 

Numerous other features, objects, and advantages of the 
invention Will become apparent from the folloWing detailed 
description When read in connection With the accompanying 
draWings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a diagram of a system for certifying authoriZa 
tions. 

FIGS. 2A and 2B are a How chart illustrating the operation 
of the system of FIG. 1. 

FIG. 3 is a diagram of a system for creating a log of a 
conversation. 

FIG. 4 is a How chart illustrating the operation of the 
system of FIG. 3. 

FIG. 5 is a diagram of a system for certifying an autho 
riZation of a doing-business-as entity to perform business 
related transactions. 

FIG. 6 is a How chart illustrating the operation of the 
system of FIG. 5. 

DETAILED DESCRIPTION 

With reference to FIG. 1, a system for implementing a 
transaction in accordance With the present invention 
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includes an authorizing computer 10, a smart card 12 at 
authorizing computer 10 that corresponds to a speci?c user 
of the authorizing computer 10, an authorized computer 14 
that is authorized by authorizing computer 10 to perform 
some speci?c action, and a transaction computer 16 that 
performs a transaction With authorized computer 14 that 
includes the authorized computer 14 performing the autho 
rized action. The system also includes a certifying authority 
18 that performs the conventional function of certifying the 
identity of the user to authorized computer 14 and transac 
tion computer 16. 

The smart card 12 at authorizing computer 10 is initial 
ized once by the creation of a public key pair for the smart 
card (a private key that never leaves the smart card and a 
public key that can be distributed to others) and a public key 
pair for the user of the card (a private key that the user keeps 
con?dential and a public key that can be distributed to 
others). The public key pair for the user of the card can be 
created by the manufacturer of the smart card (this guaran 
tees uniqueness of the public key pair, provided that the 
manufacturer of the smart card can be trusted) or can be 
doWnloaded to the smart card from another source. 

With reference to FIGS. 2A and 2B, in a general imple 
mentation of the present invention, the authorizing computer 
sends the authorized computer a public key certi?cate iden 
tifying the user and the user’s public key to (step 20), as is 
conventional. The identi?cation certi?cate is signed With the 
private key of the certifying authority, and the authorized 
computer veri?es the authenticity of the signature on the 
identi?cation certi?cate using the public key of the certify 
ing authority, Which certifying authority is knoWn and 
trusted by the authorized computer (step 22). Similarly, the 
authorized computer sends a public key certi?cate to the 
authorizing computer identifying the user of the authorized 
computer and the user’s public key (step 24), and the 
authorizing computer veri?es the authenticity of the signa 
ture on the identi?cation certi?cate using the public key of 
the certifying authority (step 26) (this may or may not be the 
same certifying authority that issued the identi?cation cer 
ti?cate for the user of the authorizing computer). Again, this 
is as in conventional practice. 

The authorizing computer also creates an identi?cation 
certi?cate for the smart card at the authorizing computer and 
sends it to the authorized computer signed With the private 
key of the user of the smart card (step 27), and the authorized 
computer veri?es the authenticity of the signature on the 
identi?cation certi?cate (step 28) using the public key of the 
user of the smart card at the authorizing computer, Which 
Was received by the authorized computer in step 20. 

The private key of the identi?cation certi?cate for the user 
of the smart card Will be used for encryption (sealing) 
purposes and the private key of the identi?cation certi?cate 
for the smart card itself Will be used for signing purposes. In 
alternative embodiments it is possible to sWitch the roles of 
these private keys, hoWever. 

The authorizing computer encrypts the private key of the 
user of the smart card With the public key of the smart card, 
and encrypts the private key of the smart card With the public 
key of the user of the smart card, and sends both encrypted 
private keys to an escroW agent (step 29). This ensures that 
if one private key is lost, the other private key can be 
retrieved from the escroW agent. 

The smart card in the authorizing computer then generates 
an authorization certi?cate that certi?es that the authorized 
computer is authorized to take some action speci?ed in the 
authorization certi?cate (step 30). The authorization certi? 
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cate contains a description of the authorized action and a 
public key of a neWly minted public key pair corresponding 
to the authorized action. In essence, the authorization cer 
ti?cate represents a synthetic public identity that corre 
sponds to the authorized action, and smart card 28 functions 
as a miniature certifying authority that both creates and 
certi?es the synthetic public identity. The smart card 28 
signs the authorization certi?cate With the private key of the 
smart card 28 (step 31) and encrypts the neWly minted 
private key With the public key of a smart card at the 
authorized computer (step 32). The authorizing computer 
then sends the authorization certi?cate and the neWly minted 
private key to the authorized computer (step 33). The 
authorized computer veri?es the signature on the authoriza 
tion certi?cate using the public key of the user of the smart 
card (step 34), Which proves to the authorized computer that 
the authorization certi?cate Was generated by the smart card, 
and the authorized computer then presents the authorization 
certi?cate to the transaction computer (step 36) as proof that 
the authorized computer is authorized to perform the action 
speci?ed in the authorization certi?cate. The transaction 
computer decrypts the authorization certi?cate using the 
public key of the smart card at the authorizing computer 
(step 38), Which proves to the transaction computer that the 
authorization certi?cate Was generated by the smart card, 
and then the transaction computer reads the description of 
the authorized action (step 40). If the transaction computer 
requires veri?cation of the authorization of the authorized 
computer to perform the action, then the transaction com 
puter sends the authorized computer a message encrypted 
With the neWly minted public key (step 42), and the autho 
rized computer decrypts the message using the neWly minted 
private key (step 44) and sends a response to the transaction 
computer proving that the authorized computer has read the 
message (step 46). The transaction computer then performs 
a transaction With the authorized computer in Which the 
authorized computer performs the authorized action (step 
48). This transaction can occur While the authorizing com 
puter is off-line. 

In one speci?c eXample of the method of FIGS. 2A and 
2B, the authorized computer is operated by an electronic 
merchant and the authorizing computer is operated by a 
customer. The customer provides an identi?cation certi?cate 
to the electronic merchant, Who veri?es it With the certifying 
authority that issued the certi?cate, as described above. This 
authenticates the customer to the electronic merchant. 
Similarly, the electronic merchant provides an identi?cation 
certi?cate to the customer, Who veri?es it With the certifying 
authority. This authenticates the electronic merchant to the 
customer. The customer then provides to the electronic 
merchant an authorization certi?cate, signed by the smart 
card at the customer’s computer, containing a purchase 
order, an authorization to debit the customer’s account at a 
?nancial institution, and a neWly minted public key, and the 
customer also provides to the electronic merchant the neWly 
minted private key of the public key pair. The neWly minted 
private key may be escroWed outside of the system herein 
described. The electronic merchant presents the authoriza 
tion certi?cate to the ?nancial institution, Which decrypts the 
authorization certi?cate using the customer’s public key and 
uses the neWly minted public key contained in the authori 
zation certi?cate to encrypt a message to the electronic 
merchant, Which uses the neWly minted private key to open 
the message and send a response to the ?nancial institution 
proving that the electronic merchant has read the message 
sent by the ?nancial institution. 
The ?nancial institution then debits the customer’s 

account and noti?es the electronic merchant that the account 
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has been debited. One advantage of this procedure is that the 
entire transaction betWeen the ?nancial institution and the 
electronic merchant can occur While the customer is off-line. 

Background information on computer netWorks for elec 
tronic sales and payment transactions can be found in US. 
patent application Ser. No. 08/168,519, ?led Dec. 16, 1993 
and US. patent application Ser. No. 08/328,133, ?led Oct. 
24, 1994, the entire disclosures of Which are hereby incor 
porated herein by reference. 

If the item purchased by the customer is delivered elec 
tronically to the customer by the electronic merchant, the 
electronic merchant may package the purchased item With 
the authoriZation certi?cate created by the customer. The 
customer can then check the certi?cate Without consulting 
an on-line certifying authority, because the certifying author 
ity is the customer itself. 

Alternatively, the customer may furnish tWo different 
authoriZation certi?cates to the electronic merchant: one for 
the re?exive information delivery back to the customer and 
one for the electronic merchant to use When invoicing the 
customer through the ?nancial institution. 

The item purchased by the customer may be softWare 
leased by the customer. The customer may rely on the 
authoriZation certi?cate returned by the electronic merchant 
to ensure that it is the electronic merchant of choice that is 
transmitting the softWare. The electronic merchant may 
tailor the softWare so that it can run only on a platform in 
Which the neWly minted private key of the authoriZation 
certi?cate is provably present, in order to prevent the soft 
Ware from being duplicated and used by others (at least 
insofar as it is in the customer’s self-interest to prevent 
replication of the private key and thereby to prevent repli 
cation of the authority represented by the private key). 

Each authoriZation certi?cate in accordance With the 
present invention speci?es membership in a “club” that 
confers certain rights. Smart card oWners Would have the 
ability to confer membership privileges to other smart card 
oWners, Who Would accumulate these membership privi 
leges as authoriZation certi?cates stored in their smart cards. 

Because the authoriZation certi?cate carries a permission 
or authoriZation to perform a particular action rather than 
just an authentication of a person’s identity, the authoriZa 
tion relationships are inverted With respect to the conven 
tional practice in connection With conventional public key 
identi?cation certi?cates. In particular, With conventional 
identi?cation certi?cates the recipient of the certi?cate, after 
satisfying itself of the certi?cate’s validity. authoriZes the 
performance of a certain action, but With the authoriZation 
certi?cates of the present invention it is the authoriZing 
computer that transmits the certi?cate that authoriZes the 
performance of a certain action. 

Although We focus herein primarily on the use of smart 
cards to generate authoriZation certi?cates, such certi?cates 
can be generated by other types of smart tokens. As used 
herein, the term “smart token” refers to a cryptographic 
token that communicates With a computer and contains a 
private key half of a private key pair corresponding to the 
user of the smart token. Examples of smart tokens include 
credit-card siZed cards having an embedded microprocessor 
that are insertable into a reader on the authoriZing computer, 
and other smart tokens such as PC/MCIA cards. 

The certi?cate minted by the smart card at the authoriZing 
computer is a ?le structure having a set of “criticals” and a 
set of “extensions.” The “criticals” include a distinguished 
name (conventionally, the user’s name, but more generally 
simply a unique name), the name of the issuer of the 
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6 
certi?cate (the user’s smart card), the cryptographic algo 
rithm used to generate the neWly minted public key pair, the 
key length, the signature algorithm used to hash the data in 
the certi?cate to ensure that the data is not altered, the 
signature itself, the lifetime of the certi?cate (the period 
during Which the authoriZed action remains authoriZed), the 
neWly minted public key, the serial number of the certi?cate, 
and all the serial numbers in the “chain” of certi?cates 
(beginning With a top-level certi?cate issued by a top-level 
certifying authority that certi?es the identity and public key 
of a second-level certifying authority that issues a second 
level certi?cate, etc.). The “extensions” include the descrip 
tion of the authoriZed action. A detailed discussion of the 
format of certi?cates is provided as Appendix A. 

In certain embodiments some of the “extensions” that are 
unique to the authoriZation transactions described herein 
may be arbitrarily marked as “critical” so that any computer 
that receives the certi?cate Will refuse to process the cer 
ti?cate if it is not programmed to process the extensions that 
are marked “critical” in accordance With the techniques of 
the present invention. This scheme of arbitrarily marking 
certain extensions as “critical” helps to ensure that the 
authoriZation certi?cate Will not be useful to people Who 
manage to copy it. 

Public key certi?cates are revoked When they appear on a 
“certi?cate revocation list” issued by the certifying authority 
identifying the serial numbers of revoked certi?cates corre 
sponding to compromised or stolen smart cards. When a 
computer receives a public key certi?cate it may check the 
certi?cate revocation list created by the certifying authority 
(or its designed) to determine Whether the serial number of 
the public key certi?cate is on the certi?cate revocation list. 

There is typically no need to maintain certi?cate revoca 
tion lists for the authoriZation certi?cates according to the 
present invention, hoWever, because revocation can be 
accomplished simply by notifying the recipient of the autho 
riZation certi?cate or by Waiting for the lifetime of the 
authoriZation as speci?ed in the authoriZation certi?cate to 
expire. In other Words, because the synthetic identity created 
by the smart card is an authoriZation rather than an actual 
identity of a user, the synthetic identity is so limited in scope 
that revocation can be made unnecessary. 

Referring again to FIG. 1, certain embodiments of the 
invention do not require a transaction computer 16. Rather, 
authoriZing computer 10 sends the authoriZation certi?cate 
to a smart card at authoriZed computer 14 that interacts With 
a program stored at the authoriZed computer. For example, 
authoriZed computer 14 might contain a program that 
requires a license or program fragment to function, the 
license or program fragment being contained in the exten 
sions of the authoriZation certi?cate, Which is stored in the 
smart card at authoriZed computer 14. The program may 
interact With the smart card in a manner analogous to the 
sequence of steps 42—46 in FIG. 2B to ensure that the smart 
card has obtained the conversation certi?cate and program 
fragment in a legitimate manner (program causes message to 
be sent to smart card encrypted With neWly minted public 
key; smart card decrypts message With neWly minted private 
key; smart card sends response proving that smart card has 
read the message). The authoriZation certi?cate containing 
the program fragment may be encrypted not only With the 
neWly minted public key, but also With the public key of the 
smart card at the authoriZed computer, so that the buyer can 
receive the authoriZation certi?cate but can process the 
fragment only if that particular smart card is present. 

Additional speci?c implementations of authoriZation cer 
ti?cates of the type described above are as folloWs: 
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While a consumer is at Work, the consumer uses a smart 
card to buy a video from a Web page to be downloaded. The 
smart card issues an authorization certi?cate to the doWn 
load server corresponding to the Web page. The server calls 
the consumer’s home-PC modem and presents the authori 
Zation certi?cate as a “May I doWnload” request. The 
consumer’s home PC uses the public key of the consumer’s 
smart card to validate the authoriZation certi?cate, and 
permits the doWnload. When the consumer returns home, the 
video is ready to be Watched. 
A consumer uses a smart card to subscribe to an on-line 

magaZine, but the magaZine doesn’t appear on a Web site 
(because the Web is sloW) and it doesn’t appear in the 
consumer’s mailbox (because the magaZine is too bulky for 
e-mail). Rather, the consumer sends an authoriZation cer 
ti?cate to the magaZine publisher to send the magaZine to the 
consumer’s local disk, or on the consumer’s home directory. 
The consumer’s computer accepts the magaZine’s asynchro 
nous doWnload because the publisher presents the authori 
Zation certi?cate issued by the consumer’s smart card When 
the consumer subscribed. The magaZine spontaneously 
appears on the local disk or home directory, and the con 
sumer receives a brief e-mail notice of each magaZine’s 
arrival. As has been described previously, the publisher may, 
at its discretion, have encrypted the magaZine such that it 
may only be read When the customer’s smart card is present. 

Apurchasing of?cer needs to buy something that requires 
a countersignature. The purchasing of?cer generates a neW 
public key pair and sends an authoriZation certi?cate (to be 
sent eventually to a merchant) and the neW private key 
(sealed) to a higher-ranking of?cer. The higher-ranking 
of?cer mints another authoriZation certi?cate containing the 
authoriZation certi?cate generated by the purchasing of?cer 
as Well as authoriZations granted by the higher-ranking 
of?cer. The authoriZations granted by the higher-ranking 
of?cer include an authoriZation for the purchasing of?cer to 
buy the item requiring countersignature, and perhaps a 
limitation for the particular purpose at hand for Which the 
item is being purchased. The authoriZation certi?cate cre 
ated by the higher-ranking of?cer is sent to the purchasing 
of?cer along With the neWly minted private key correspond 
ing to the authoriZation certi?cate minted by the higher 
ranking of?cer. This authoriZation certi?cate may be 
encrypted in the public key of the higher-ranking of?cer’s 
smart card so that this authoriZation certi?cate is usable only 
after a session in Which the higher-ranking of?cer’s smart 
card has been used. The neW private key is sealed in the 
junior of?cer’s public key and may also be sealed in the 
public key of the junior officer’s smart card in order to deny 
the junior of?cer the opportunity for further delegation. This 
scenario, in Which the senior of?cer generates the neW public 
key pair, is inherently consistent With escroW principles. The 
junior of?cer can use the authoriZation certi?cate generated 
by the senior officer in a transaction to Which the junior 
of?cer Would not otherWise be entitled to take part. The 
senior of?cer can inspect any and all communications made 
under cover of the delegated authority. This scheme can be 
extended to multiple counter-signatures including those 
Which must be ordered in a particular Way, because each 
successive authoriZation certi?cate includes a copy of the 
previous authoriZation certi?cate; i.e., the authoriZation cer 
ti?cates are recursive. In alternative embodiments, each 
successive authoriZation certi?cate includes only the serial 
number of the previous authoriZation certi?cate or includes 
only a description of the authoriZations contained in the 
previous authoriZation certi?cate. 
An executive Wishes to delegate to a subordinate the right 

to process the executive’s e-mail While the executive is on 
vacation. The executive issues an authoriZation certi?cate 
for processing the executive’s mail, With limited time valid 
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ity. Because the authoriZation certi?cate is a delegation 
certi?cate, any cryptographically signed mail sent by the 
subordinate Will be signed With the neWly minted private 
key “on behalf of” the executive. Recipients of such e-mail 
messages also receive the authoriZation certi?cate that estab 
lishes the subordinate’s right to send e-mail on behalf of the 
executive. 
An investor issues an authoriZation certi?cate to a broker 

combining a “limit order” and a “trade at close” directive, 
i.e., an order to trade at a range of prices if those prices 
obtain near a market’s closing moment. Such an authoriZa 
tion certi?cate satis?es all the ordinary requirements of a 
secure communication: it is veri?ably authentic, 
authoritative, non-repudiable, and can be structured to 
require it to be con?rmed by the recipient at the moment of 
use (thereby enabling the authoriZation to be revoked if 
necessary). Members of a stock exchange can issue autho 
riZation certi?cates that enables investors to book trade 
orders directly through to the ?oor of the stock exchange, the 
authoriZation certi?cates containing volume or credit limits 
corresponding to the assumed risk of trade delegation to the 
investor. 
A consumer Writes an authoriZation certi?cate instead of 

a paper check. The authoriZation certi?cate authoriZes the 
consumer’s bank to debit the consumer’s checking account 
upon presentation of the authoriZation certi?cate to the bank 
by a named or un-named identity. The consumer can send a 
“stop payment” order to the bank by sending a notice of 
certi?cate revocation to the bank signed With the consumer’s 
private key. 
A consumer uses a “personal-proxy Web-server” such as 

Open Market’s OM-Express® to doWnload a catalog, does 
off-line shopping, and places the order Whenever it is 
convenient to do so by uploading a collection of “purchase” 
authoriZation certi?cates to the publisher of the catalog. The 
publisher presents the authoriZation certi?cates to the con 
sumer’s bank to debit the consumer’s account at the bank. 

Referring to FIG. 3, one particular type of a authoriZation 
certi?cate is a conversation certi?cate that is created by an 
arbiter computer 50 of a conversation among a set of 
computers 52. As shoWn in the block diagram of FIG. 4, at 
the beginning of the conversation each computer participat 
ing in the conversation sends to the arbiter a public key 
certi?cate, issued by a certifying authority, that identi?es the 
user of the computer and the user’s public key (step 54). The 
arbiter veri?es the authenticity of the identi?cation certi? 
cate by decrypting it With the public key of the certifying 
authority, Which certifying authority is knoWn and trusted by 
the authoriZed computer (step 56). 
The arbiter next generates a conversation certi?cate (step 

58) that includes the public key of a neWly minted public key 
pair and that also includes a pointer to a database containing 
a message log, and the arbiter distributes the conversation 
certi?cate to each of the computers in the conversation, 
encrypted With the respective public keys of each user of the 
computers in the conversation (step 60). The neW private 
key is not distributed, hoWever. The arbiter listens in to the 
conversation, encrypts each message transmitted from one 
computer to another using the neWly minted private key, and 
records the messages in the message log (step 62). In fact, 
all messages may pass through the arbiter, i.e., each message 
is sent to the arbiter for encryption and recording and the 
party to Whom the message is sent uses the neW public key 
to decrypt the messages as they are recorded in the message 
log. At the end of the conversation, one of the computers 
noti?es the arbiter that the conversation is ?nished (step 64), 
and the arbiter records a “done” notice in the message log, 
encrypted With the neW private key (step 66). After a 
predetermined period of time has elapsed, the arbiter 
destroys the private key (step 68). This makes it impossible 
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to alter the log entry; yet the users to Whom the conversation 
certi?cate Was distributed may read the message log by 
decrypting the messages using the neW public key contained 
in the conversation certi?cate (step 70). 

In the event that there are multiple conversations betWeen 
multiple subsets of the computers monitored by the arbiter, 
the arbiter can create a set of conversation certi?cates 
corresponding to each of the respective conversations. For 
example, if initially there is a conversation betWeen tWo of 
the computers and then three additional computers join in, 
the arbiter can initially create a conversation certi?cate for 
the tWo computers, Which it distributes to the tWo computers 
only, and then When the arbiter is noti?ed that three addi 
tional computers Will be joining, the arbiter creates a neW 
conversation certi?cate and distributes it to all ?ve comput 
ers. The arbiter records, as the ?nal entry in the message log 
for the ?rst conversation, a link to the message log for the 
second conversation, encrypted With the private key for the 
?rst conversation, Which the arbiter then destroys. The 
arbiter records, as the ?rst entry in the message log for the 
second conversation, a link to the message log for the ?rst 
conversation, encrypted With the private key for the second 
conversation. The tWo parties to the ?rst conversation can 
read the ?rst message log by decrypting the messages using 
the public key contained in the ?rst certi?cate, and all ?ve 
parties can read the second message log by decrypting the 
messages using the public key contained in the second 
certi?cate. 

With reference to FIG. 5, one particular system that 
implements conversation certi?cates and other authoriZation 
certi?cates includes a convener computer 72 that convenes 
a business meeting and a set of computers 74 operated by 
parties to the business deal. The business meeting may 
pertain to an exchange of stocks or other instruments on a 
stock exchange, an exchange of commodities on a 
commodities, exchange, an auction, etc. In the case of an 
exchange of instruments on a stock exchange, convener 72 
may be operated by the stock exchange itself. The system 
includes at least one certifying authority computer 76, 
operated by an investment banking ?rm, that certi?es to 
convener 72 the authority a given party brings to the 
business deal (such as the shares controlled by the party, the 
right of the party to access certain ?les that might contain 
credit card numbers or privileged information such as per 
sonnel data or company secrets, and the right of the party to 
delegate authority). 

The actual parties to the business deal may be the users of 
computers 74, and the business deal involves the creation of 
an ad hoc “doing business as” (DBA) entity corresponding 
to the entire business group. In another model, there is one 
actual party (the group), and each computer 74 is operated 
by an agent of the actual party and corresponds to a distinct 
DBA entity. Other models involving other combinations of 
actual parties and DBA entities are possible. 

Referring to FIG. 6, in operation of the system of FIG. 5, 
each of the actual parties to the business deal obtains, from 
a certifying authority computer operated by an investment 
banking ?rm, an authoriZation certi?cate and a private key 
of a neW public key pair minted by the certifying authority 
computer (step 78). The authoriZation certi?cate contains a 
description of the party’s authority (shares controlled by the 
party, the right of the party to access certain ?les, and the 
right of the party to delegate authority to another party in the 
business deal, including DBA entities, or to an outside 
party). The authoriZation certi?cate also contains the public 
key of the neW public key pair minted by the certifying 
authority computer as Well as a hash signature, the time 
period during Which the authoriZation remains valid, a serial 
number of the authoriZation certi?cate, etc. The authoriZa 
tion certi?cate is created by the certifying authority com 

10 

15 

25 

35 

45 

55 

65 

10 
puter and used by the parties to the business deal in the 
manner described above in connection With FIGS. 1 and 2. 

Each of the actual parties to the business deal presents to 
the convener a certi?cate request that asks the convener to 
issue one or more introduction certi?cates corresponding to 
one or more respective “doing business as” (DBA) entities 
(step 80). Each certi?cate request also includes the identities 
of the actual parties to the business deal, the authoriZation 
certi?cate of the actual party submitting the request, and a 
business model (described in detail beloW) that speci?es 
hoW much information the convener should record in a 
message log during the business negotiations and Who 
should be granted access to the recorded information. The 
certi?cate requests of the actual parties should all specify the 
same DBA entity or entities and the same actual parties. 
The convener uses the public key of the certifying author 

ity computer or computers to open the authoriZation certi? 
cates contained in the certi?cate requests (step 82), checks 
the hash signature in the authoriZation certi?cate to ensure 
against tampering, checks the time period in the authoriZa 
tion certi?cate to ensure that the authoriZation remains valid, 
and checks the serial number of the authoriZation certi?cate 
to ensure it has not been revoked (step 83). The convener 
uses the neW public keys minted by the certifying authority 
computer or computers to encrypt messages to the actual 
parties to the business deal (step 84), Which the actual parties 
decrypt using the neW private keys minted by the certifying 
authority computer or computers (step 86). The actual 
parties then send responses to the convener proving that the 
parties have decrypted the messages sent by the convener 
(step 88). This proves to the convener that each of the actual 
parties has obtained its authoriZation certi?cate legitimately. 
Alternatively, the convener simply sends a message to the 
certifying authority computer inquiring Whether the autho 
riZation certi?cate is accurate (step 90) and receives a 
response from the certifying authority computer (step 92). 
The convener issues a conversation certi?cate and broad 

casts it securely to each computer involved in the business 
deal (step 94). The conversation certi?cate is created and 
used in the manner described above in connection With 
FIGS. 3 and 4. 
The convener then issues an introduction certi?cate for 

each DBA and sends that introduction certi?cate to each of 
the computers involved in the business deal, along With the 
private key of a neW public key pair, encrypted in the private 
key of the conversation certi?cate (step 96). The introduc 
tion certi?cate identi?es the DBA and its lifetime and 
describes the extent of the authority of the DBA (shares 
controlled by the DBA, the right of the DBA to access 
certain ?les, and the right of the DBA to delegate authority). 
The extent of the DBA’s authority is based on the authority 
of the actual parties, including their authoriZation to delegate 
their authority to the DBA. The introduction certi?cate also 
includes the public key of the neW public key pair. The 
parties to the business deal present the introduction certi? 
cate to outside parties Whenever the parties, acting as or on 
behalf of the DBA entity, submit execution instructions to 
outside parties for trades of shares on the convener’s stock 
exchange or an outside stock exchange. This alloWs the 
DBA entity to be a full player in the electronic World of 
commerce, just as more stable and permanent players are. 

Because the introduction certi?cate is based on the autho 
riZation certi?cates received by the convener, the authority 
of the DBA is traceable to the authorities of the actual parties 
to the business deal, even though no external authority is 
involved in the business deal aside from the passive con 
vener. In short, the introduction certi?cate and conversation 
certi?cate together provide anonymity of membership in 
DBAs, yet With recourse to the message log. 
The computers communicate With each other and also 

transmit execution instructions to outside parties (along With 
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an introduction certi?cate if the execution instructions are 
issued by a party acting as or on behalf of a DBA entity) 
based on agreements reached during the business negotia 
tions (step 98). The convener records, in a message log 
corresponding to the conversation certi?cate, the execution 
instructions transmitted to outside parties and, depending on 
the “business model” that the parties to the business deal are 
following, the messages transmitted betWeen computers 
involved in the business deal, in the same manner described 
above in connection With FIGS. 3 and 4 (step 100). Each 
message sent to the convener for encryption and recording 
is decrypted by the party to Whom the message is sent using 
the neW public key. As conversation progresses, various 
parties may choose to super-encrypt their messages in Whole 
or in part betWeen all or only a subset of the participants, 
using a single private key. From the convener’s point of 
vieW, this is immaterial even though the records it keep may 
be opaque to the convener due to the super-encryption, and 
all such conversation Will be logged. 

According to a “re?exive club” business model, the 
parties trust each other and do not require the convener to 
record the messages betWeen the computers involved in the 
business deal. All of the execution instructions to outside 
parties are recorded, hoWever. According to a “re?exive club 
With recourse” business model, the parties require the con 
vener to record the messages betWeen the computers as Well 
as all of the execution instructions. Any of the parties to the 
business deal can have recourse to the message log because 
each of the parties can decrypt messages in the message log 
using the neW public key contained in the conversation 
certi?cate. The parties to the business deal are, Within the 
context of the business arrangement, highly motivate to 
prevent sharing the neW public key With outside parties, 
hoWever. An “external registration” business model is simi 
lar to the “re?exive club With recourse” model except that 
the parties to the business deal are free to share the neW 
public key With outside parties. 

At the end of the conversation, one of the computers 
noti?es the convener that the conversation is ?nished (step 
102), and the convener records a “done” notice in the 
message log, encrypted With the neW private key (step 104). 
After a predetermined period of time has elapsed, the 
convener destroys the private key (step 106). This makes it 
impossible to alter the log entry; yet the parties to Whom the 
conversation certi?cate Was distributed (and outside parties 
if an “external registration” business model is folloWed) may 
read the message log by decrypting the messages using the 
neW public key contained in the conversation certi?cate 
(step 108). The DBA name or names can be anonymous, 
thereby obscuring the actual parties to the business deal, 
consistent With ordinary business practice. The core value of 
the message log is that it provides recourse to the record of 
the facts of the business deal, even though the DBA is 
anonymous and the exact nature of the business deal is 
electronically con?dential. 

Should recourse ever be required, the log could be opened 
by any party holding the public key of the original conver 
sation certi?cate and then, if a portion of that log is found to 
be super-encrypted, the parties Who hold the additional keys 
could be persuaded (perhaps by court order) to open their 
sub-conversations using those keys. 

Occasionally it Will be necessary to add or delete a party 
to a conversation that is already under Way. Upon receiving 
an instruction from one of the computers involved in the 
business deal to add or delete a party, the convener Will 
create a neW conversation certi?cate and distribute it to the 
neW set of parties The convener Will record, as the ?nal entry 
in a ?rst message log, a link to a neW message log and Will 
record, as the ?rst entry in the neW message log, a link to the 
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?rst message log, as described above in connection With 
FIGS. 3 and 4. 
The parties to the business deal may communicate using 

smart cards in personal digital assistants (PDAS), Which 
might be Wireless. If Wireless or other eavesdroppable 
technology is used, the smart cards Would encrypt and 
decrypt message transmissions using the neW public key in 
the conversation certi?cate and any super-encryption desired 
by the parties to the business deal. For example, execution 
instructions to specialists on the trading ?oor could be 
encrypted With a sender’s private key and a recipient’s 
public key to ensure security. 

During the course of a conversation, and especially When 
a party to the conversation is added or deleted, the parties 
may request that the convener create an introduction cer 
ti?cate for a neW DBA entity. The convener creates and 
distributes the introduction certi?cate in the manner 
described above, and only the parties to the business deal 
need to knoW the details of the neW arrangement. The 
convener’s reputation Will serve to introduce the neW DBA 
to external parties such as specialists on the trading ?oor of 
a stock exchange. Since the creation of the neW DBA entity 
is the creation of a neW party, the convener Will create a neW 
conversation certi?cate and distribute it to the parties in the 
manner described above. 

There have been described novel and improved apparatus 
and techniques for certifying authoriZations in computer 
netWorks. It is evident that those skilled in the art may noW 
make numerous uses and modi?cations of and departures 
from the speci?c embodiments described herein Without 
departing from the inventive concept. 
What is claimed is: 
1. A system for escroWing private keys, comprising: 
a computer; and 
a smart token interconnected With the computer, the smart 

token comprising a private key of a public key pair 
associated With the smart token; 

the computer being programmed to encrypt the private 
key of the public key pair associated With the smart 
token With a public key of a public key pair associated 
With a user of the smart token, to encrypt a private key 
of the public key pair of the user of the smart token With 
a public key of the public key pair associated With the 
smart token, and to transmit to an escroW agent the 
encrypted private key of the public key pair associated 
With the smart token and the encrypted private key of 
the public key pair associated With the user of the smart 
token. 

2. The system of claim 1 Wherein the smart token is a 
smart card. 

3. A method of escroWing private keys in a system 
comprising a computer and a smart token interconnected 
With the computer, the smart token comprising a private key 
of a public key pair associated With the smart token, the 
method comprising the steps of: 

encrypting the private key of the public key pair associ 
ated With the smart token With a public key of a public 
key pair associated With a user of the smart token; 

encrypting a private key of the public key pair of the user 
of the smart token With a public key of the public key 
pair associated With the smart token; and 

transmitting to an escroW agent the encrypted private key 
of the public key pair associated With the smart token 
and the encrypted private key of the public key pair 
associated With the user of the smart token. 


