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SECTOR PROTECTION CIRCUIT AND 
METHOD FOR FLASH MEMORY DEVICES 

BACKGROUND OF THE INVENTION 

1. Technical Field of the Invention 

The present invention relates to nonvolatile memory 
devices, and particularly to nonvolatile memory devices 
having sector protection circuitry. 

2. Description of the Related Art 
The ?rst nonvolatile memories Were electrically program 

mable read-only memories (EPROMS) . In these memories, 
the memory cells include a ?oating-gate transistor that is 
programmable using the hot carrier effect. Programming of 
an EPROM memory cell includes applying a potential 
difference betWeen the drain and the source of the ?oating 
gate transistor in the presence of a high potential difference 
(of about 20 volts, this value varying according to the 
desired programming speed) betWeen the control gate and 
the source. The application of the ?rst of these potential 
differences generates an electrical ?eld that gives rise to a 
?oW of electrons in the channel. These electrons collide With 
atoms of the channel, causing the appearance of neW free 
electrons. These electrons have very high energy (hence the 
term “hot carriers”). The high difference in potential 
betWeen the control gate and the source of the ?oating gate 
transistor gives rise to a strong electrical ?eld betWeen the 
?oating gate and the substrate, the effect of Which is that 
certain of these electrons are injected into the ?oating gate, 
thus putting the memory cell in a state knoWn as a “pro 
grammed” state. 

The fact that the programming of a memory cell requires 
the application of voltages both to the control gate and to the 
drain of the ?oating-gate transistor eliminates the need for 
the use of a selection transistor to program one particular 
memory cell Without programming the others. This results in 
a relatively small silicon area and the effectuation of large 
scale integration . By contrast, the erasure of all the memory 
cells of the memory is done substantially simultaneously by 
exposing the memory cells to ultraviolet radiation. 

In addressing the need to individually erase EPROM 
memory cells, electrically erasable programmable read only 
memories (EEPROMs) Were created. These memories are 
electrically programmable and erasable by tunnel effect (i.e., 
the FoWler Nordheim effect) . The memory cells have a 
?oating-gate transistor Whose drain is connected to the bit 
line by a selection transistor. The gate of the selection 
transistor is connected to the Word line. The gate of the 
?oating-gate transistor is controlled by a bias transistor. 
Generally, the source of the ?oating gate transistor is con 
nected to a reference potential, such as ground. These 
?oating-gate transistors have an oxide layer betWeen the 
substrate and the ?oating gate that is very thin to enable the 
transfer of charges by tunnel effect. The advantage of 
EEPROMs as compared With EPROMs lies in the fact that 
each memory cell is programmable and erasable indepen 
dently of the other EEPROM cells. The tradeoff here is that 
a larger surface area of silicon is required and therefore a 
smaller scale of integration is achieved. 
A third type of memory has more recently gained popu 

larity. This type of memory, ?ash EPROMs, combines the 
relatively high integration of EPROMs With the ease of 
programming and erasure of EEPROMs. Flash memory 
cells can be individually programmed utiliZing the hot 
carrier effect in the same Way as EPROM cells are pro 
grammed. Flash memory cells are also electrically erasable 
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2 
by the tunnel effect. The memory cells of a ?ash EPROM 
memory includes a ?oating-gate transistor that has an oxide 
layer Whose thickness is greater than the oxide layer thick 
ness of an EEPROM ?oating gate transistor but smaller than 
the oxide layer thickness of an EPROM ?oating gate tran 
sistor. Consequently, the ?ash memory cell is capable of 
erasure by the tunnel effect. For erasure, a highly negative 
potential difference is created betWeen the control gate and 
the source of the ?oating gate transistor, the drain being left 
in the high impedance state or connected to the ground 
potential so that a high electrical ?eld is created Which tends 
to remove the electrons from the ?oating gate. 

Referring to FIG. 1, ?ash EPROM devices, hereinafter 
referred to as ?ash memory devices, typically include at 
least one array A of ?ash memory cells organiZed into roWs 
and columns of ?ash memory cells. Array A is typically 
partitioned into blocks B, each of Which is further divided 
into sectors S. A roW decoder R and column decoder C are 
used to select a single roW and at least one column of 
memory cells based upon the value of an externally gener 
ated address applied to the ?ash memory device. Sense 
ampli?ers SA are coupled to the column lines corresponding 
to the columns of memory cells to amplify the voltage levels 
on the addressed column lines corresponding to the data 
values stored in the addressed ?ash memory cells. The 
particular implementations of array A, the roW and column 
decoders and sense ampli?ers SA are knoWn in the art and 
Will not be described further for reasons of simplicity. 

Conventional nonvolatile memory devices, including 
?ash memory devices, typically provide some type of 
modify protection so that one or more sectors in the non 
volatile memory device is read only. In one prior 
implementation, sector protection for a ?ash memory device 
is effectuated using softWare external to the nonvolatile 
memory device and volatile circuitry. In another prior 
implementation, sector protection is performed Within the 
?ash memory device in nonvolatile circuitry. In this 
implementation, the ?ash memory device includes sector 
protection circuitry for preventing data modi?cation Within 
an identi?ed sector. 

With reference to FIG. 1, the sector protection circuitry 
includes nonvolatile secondary storage elements disposed 
adjacent array Ain the periphery of the ?ash memory device, 
for storing information that identi?es sectors S that are to be 
modify protected. A command user interface U receives 
user-generated memory access operation commands and 
sends command information to circuits Within the ?ash 
memory device for executing and/or managing the execution 
of the user-generated commands. 
The existing ?ash memory device further includes access 

circuitry for reading, programming and erasing the second 
ary storage elements. A controller generally manages 
memory read and memory modify operations of memory 
cells Within array A. Prior to managing/controlling a user 
requested memory modify operation, the controller receives 
sector protection information from the secondary storage 
elements as Well as user command information from the 
command user interface U, and determines Whether the ?ash 
memory cells to be modi?ed by the user-requested memory 
modify operation is in a sector S that is modify protected. 
Upon an affirmative determination that the ?ash memory 
cells to be modi?ed are in a modify protected sector S, the 
controller prevents the memory modify operation from 
performing. OtherWise, the controller controls the various 
components/blocks Within the ?ash memory device for 
executing the user-requested memory modify operation. 
One shortcoming in having the above-discussed sector 

protection circuitry Within the ?ash memory device is that 
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rather complex algorithms are necessary in order to modify 
the information maintained by the secondary storage ele 
ments. The complex algorithms understandably result in 
more complicated circuitry being used in the existing ?ash 
memory device. 

Based upon the foregoing, there is a need for more easily 
providing sector protection Within a nonvolatile memory 
device, such as a ?ash memory. 

SUMMARY OF THE INVENTION 

Embodiments of the present invention overcome short 
comings in prior ?ash memory devices and satisfy a sig 
ni?cant need for a nonvolatile memory device having a 
simpler technique for providing sector protection. In 
embodiments of the present invention, sector protection 
information is maintained in a set of memory cells in the 
core of nonvolatile memory cells. Control circuitry in the 
nonvolatile memory device selectively prevents memory 
modify operations in an addressed sector from being per 
formed upon an affirmative determination that a memory 
cell in the set indicates that the addressed sector is modify 
protected. By including sector protection information in the 
core of memory cells, the circuitry used for reading and 
modifying the set of memory cells containing the sector 
protection information is the same circuitry used for reading 
and modifying the other memory cells in the memory cell 
core. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Amore complete understanding of the system and method 
of the present invention may be obtained by reference to the 
folloWing Detailed Description When taken in conjunction 
With the accompanying DraWings Wherein: 

FIG. 1 is a block diagram of an existing ?ash memory 
device; 

FIG. 2 is a block diagram of a nonvolatile memory device 
according to an exemplary embodiment of the present 
invention; 

FIG. 3 is a ?oW chart illustrating an operation of the 
nonvolatile memory device of FIG. 2; and 

FIG. 4 is a block diagram shoWing an electronics device 
having therein the nonvolatile memory device of FIG. 1. 

DETAILED DESCRIPTION OF THE 
EXEMPLARY EMBODIMENTS OF THE 

PRESENT INVENTION 

The present invention Will noW be described more fully 
hereinafter With reference to the accompanying draWings in 
Which an exemplary embodiment of the invention is shoWn. 
This invention may, hoWever, be embodied in many different 
forms and should not be construed as being limited to the 
embodiment set forth herein. Rather, the embodiment is 
provided so that this disclosure Will be thorough and 
complete, and Will fully convey the scope of the invention 
to those skilled in the art. 

Referring to FIG. 2, there is shoWn a nonvolatile memory 
device 1 according to an exemplary embodiment of the 
present invention. Although it is understood that the non 
volatile memory device 1 may be virtually any type of 
nonvolatile memory device, nonvolatile memory device 1 
Will be described beloW as a ?ash memory device for 
reasons of simplicity. 

Flash memory device 1 includes a core or array 2 of 
memory cells 20. Array 2 of memory cells 20 may be 
arranged into roWs and columns of memory cells 20. 
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4 
According to the exemplary embodiment of the present 
invention, array 2 is partitioned into sectors 3 of memory 
cells 20. Although array 2 is illustrated in FIG. 2 as being 
divided into six sectors 3 of memory cells 20, it is under 
stood that array 2 may be divided into a different number of 
sectors 3. 

Array 2 is shoWn in FIG. 2 as being relatively sparsely 
populated With memory cells 20 for reasons of clarity. It is 
understood that array 2 is substantially entirely populated 
With memory cells 20, arranged in roWs and columns of 
memory cells 20 as described above. 

The memory cells 20 in each column of memory cells 20 
in a sector 3 may be connected to a distinct column line 5, 
and the memory cells 20 in each roW of memory cells 20 in 
a sector 3 may be connected to a distinct roW line. Column 
lines 5 may be local column lines that are coupled to main 
column lines (not shoWn in FIG. 2) for providing the 
selected local column lines to the periphery of array 2. The 
use of local and main column lines in ?ash memories are 
knoWn in the art and Will not be described in greater detail 
for reasons of simplicity. 

Flash memory device 1 may further include roW decode 
circuitry 7 Which receives an externally generated address or 
portion thereof and selects and/or activates a roW of memory 
cells 20 in a sector 3. In particular, the roW of memory cells 
20 corresponding to the externally generated address is 
selected and/or activated by being connected to column lines 
5. RoW decode circuitry 7 may include logic that, for 
example, in response to receiving an externally generated 
address, drives a single roW line corresponding to the 
externally generating address to a ?rst voltage level to 
activate each memory cell in the roW, While driving the 
remaining roW lines to another voltage level to deactivate 
the memory cells 20 in the remaining roWs. RoW decode 
circuitry 7 may be implemented With boolean logic gates as 
is knoWn in the art. 

Further, ?ash memory device 1 may include column 
decode circuitry 8 Which receives an externally generated 
address and selects one or more column lines 5 correspond 
ing to the externally generated address. Column decode 
circuitry 8 may, for example, be implemented as multiplex 
ing circuitry connected to each column line 5 in array 2. 

During a memory read operation, addressed memory cells 
20 are connected to the column lines 5 corresponding 
thereto. Typically, the connection of the addressed memory 
cells 20 to their corresponding column lines 5 results in the 
column lines 5 being at one of tWo or more voltage levels. 
Flash memory device 1 may include sense ampli?ers 9 that 
sense the voltage levels on the column lines 5 corresponding 
to the data stored in the addressed memory cells 20 and drive 
sense ampli?er output signals to voltage levels that are more 
easily interpreted or otherWise handled by circuitry external 
to array 2. 

Flash memory device 1 may include a data input/output 
(I/O) circuit 13 that generally couples addressed memory 
cells 20 to external I/O data pins 14 of ?ash memory device 
1. As shoWn in FIG. 2, data I/O circuit 13 is connected to 
sense ampli?ers 9. 

Flash memory device 1 may also include interface cir 
cuitry 22 for, in general terms, providing an interface With 
devices external to ?ash memory device 1. Interface cir 
cuitry 22 receives commands from external devices, such as 
commands/requests for performing a memory access 
operation, and presents the command information to cir 
cuitry internal to ?ash memory device 1. Interface circuitry 
22 may, for example, be capable of receiving and interpret 
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ing memory access operation commands according to a 
universal or standard command set. 

Flash memory device 1 includes a control circuit 23 
Which generally controls the various components of ?ash 
memory device 1 (roW decode circuitry 7, column decode 
circuitry 8, sense ampli?ers 9, data I/O circuit 13, etc.) to 
perform requested memory modify operations. Control cir 
cuit 23 may, for example, receive command information 
from interface circuitry 22 and in response control/manage 
the execution of the requested memory modify operation. 

In performing a memory program operation or memory 
erase operation, additional tasks are necessary that are 
typically unneeded in order to execute a memory read 
operation. For instance, executing a memory program opera 
tion includes not only tasks for programming the addressed 
memory cells, but also tasks for verifying the programmed 
data values. A memory erase operation includes tasks for 
erasing in parallel each memory cell 20 in the addressed 
sector 3, folloWed by sequentially verifying the contents of 
each erased memory cell 20 and sequentially “soft” pro 
gramming each erased memory cell 20 so as to maintain a 
desired set of current-voltage operating characteristics of the 
erased memory cells 20. Accordingly, ?ash memory device 
1 includes memory modify circuitry 24 for cooperating With 
roW decode circuitry 7, column decode circuitry 8 and sense 
ampli?ers 9 in executing all of the tasks in a memory modify 
operation. Memory modify circuitry 24 may receive signals 
and be controlled by control circuit 23. An address output of 
memory modify circuitry 24 may be generated by an address 
counter circuit and applied to roW decode circuit 7 and 
column decode circuit 8 for use during a requested memory 
modify operation. 
As stated above, sector protection information in existing 

?ash memory devices is stored in storage elements that are 
separate from the memory cell core. In addition, existing 
?ash memory designs include rather complex circuitry for 
programming the storage elements. In the exemplary 
embodiment of the present invention, the sector protection 
information is instead stored in memory cells 20 of array 2. 

Speci?cally, a set of memory cells 20a in a sector 3a are 
dedicated to maintaining sector protection information for 
any sector 3 in array 2. Each memory cell 20a in the set may 
be dedicated to maintaining sector protection information 
for a distinct sector 3. In a bilevel ?ash memory, for 
example, maintaining a high logic data value in a memory 
cell 20a may indicate that the sector 3 corresponding thereto 
is not modify protected, and a loW logic data value may 
indicate that the corresponding sector 3 is modify protected. 
In a multilevel ?ash memory, sector protection information 
for a number of sectors 3 may be maintained in a single 
memory cell 20a. 

It is understood that sector 3a may itself be modify 
protected. A memory cell 20a in the set of memory cells 20a 
may be dedicated to providing sector protection information 
for sector 3a, and may therefore indicate that such sector 3a 
is modify protected. Sector 3a may be smaller than other 
sectors 3 and include memory cells 20 that store, for 
example, one time programmable (OTP) data, including 
manufacturing code information, test information, etc. 
Programming/erasing memory cells 20a and/or any memory 
cell in sector 3a may also require additional tasks be 
undertaken that are unnecessary in programming/erasing 
memory cells 20 in other sectors 3, as described in greater 
detail beloW. 

By maintaining sector protection information in array 2, 
the same circuitry and tasks for reading memory cells 20a 
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6 
are utiliZed in reading other memory cells 20 in array 2. In 
addition, the same circuitry and tasks for modifying memory 
cells 20a are utiliZed in modifying other memory cells 20 in 
array 2. Consequently, the amount of circuitry and the 
complexity of tasks performed Within ?ash memory device 
1 in executing memory access operations are reduced. 

Flash memory device may include a high voltage detec 
tion circuit 25 having an input coupled to an input control 
signal of ?ash memory device 1 and an output signal. High 
voltage detection circuit 25 may detect the presence of a 
high voltage, i.e., a voltage greater than the operating supply 
voltage for ?ash memory device 1, appearing on the input 
control signal. Upon the detection of a high voltage appear 
ing on an input control signal, high voltage detection circuit 
25 may, for example, assert the output signal thereof. High 
voltage detection circuit 25 may provide additional security 
in attempting to modify the contents of memory cells 20a, 
as explained beloW. It is understood, hoWever, that other 
circuitry may be used to provide additional security in 
modifying the contents of memory cells 20a. 
A memory modify (program or erase) operation on 

memory cells in ?ash memory device 1 Will be described 
With reference to FIG. 3. Initially, it is assumed that memory 
cells 20a already maintain sector protection information 
relating to sectors 3. Flash memory device 1 receives a 
request to perform a memory modify operation at 300. This 
may include interface circuitry 22 receiving input control 
and address signals from an external source and providing 
information relating to the memory modify operation to 
control circuit 23. Next, control circuit 23 may identify at 
301 the particular sector 3 having the memory cells that are 
to be modi?ed. Control circuit 23 may then control or 
initiate at 302 roW decode circuit 7, column decode circuit 
8 and sense ampli?ers 9 for reading the data stored in at least 
some memory cells 20a and providing the data read to 
control circuit 23. At this point, control circuit 23 determines 
at 303 Whether the sector 3 identi?ed at 301 is modify 
protected, based upon the data value read from the memory 
cell 20a corresponding to the identi?ed sector 3. In the event 
control circuit 23 determines that the identi?ed sector 3 is 
modify protected, control circuit 23 does not cause the 
execution of the requested memory modify operation. 

In the event control circuit 23 determines that the iden 
ti?ed sector 3 is not modify protected and that the memory 
cells to be modi?ed are not memory cells 20a (i.e., memory 
cells having the sector protection information), control cir 
cuit 23 controls at 304 memory modify circuitry 24, roW 
decode circuit 7, column decode circuit 8 and sense ampli 
?ers 9 for executing the requested memory modify opera 
tion. 

In the event control circuit 23 determines that the iden 
ti?ed sector 3 is not modify protected but the memory cells 
to be modi?ed are memory cells 20a, control circuit 23 
determines at 305 Whether high voltage detection circuit 25 
detected a high voltage appearing on the input signal 
received at the input of high voltage detection circuit 25 
around the time the request for the memory modify opera 
tion Was received. Upon a determination that high voltage 
detection circuit 25 detected a high voltage signal, control 
circuit 23 controls at 305 memory modify circuitry 24, roW 
decode circuit 7, column decode circuit 8 and sense ampli 
?ers 9 for executing the requested memory modify operation 
at 304. HoWever, if the high voltage detection circuit 25 did 
not detect a high voltage appearing on its input signal around 
the time the request for the memory modify operation Was 
received, control circuit 23 does not cause the execution of 
the requested memory modify operation. 



US 6,490,197 B1 
7 

It is understood that the chronological order of the steps 
discussed above and illustrated in FIG. 3 is not critical to the 
exemplary embodiment of the present invention. Rather, the 
order of the above-discussed steps may vary and still pro 
vide a suitable response to a request for a memory modify 
operation in accordance With the exemplary embodiment of 
the present invention. 

It is understood that ?ash memory device 1 may be 
utiliZed in any of a number of devices requiring nonvolatile 
memory. For instance, ?ash memory device 1 may be 
located in an electronics system 100 (FIG. 4) having a 
processing unit 102 that accesses data stored in ?ash 
memory device 1. System 100 may be, for example, a 
computer and/or data processing device, or a telecommuni 
cations device, such as a Wireless telephone. 

The invention being thus described, it Will be obvious that 
the same may be varied in many Ways. Such variations are 
not to be regarded as a departure from the spirit and scope 
of the invention, and all such modi?cations as Would be 
obvious to one skilled in the art are intended to be included 
Within the scope of the folloWing claims. 
What is claimed is: 
1. A nonvolatile memory device, comprising: 

an array of memory cells arranged into roWs and columns 
and partitioned into a plurality of sectors of memory 
cells, memory cells in a ?rst sector indicating at least 
one other sector as being modify protected; 

address decode circuitry for receiving an externally 
generated address and selecting a roW and at least one 
column of memory cells corresponding thereto; 

control circuitry, coupled to the address decode circuitry 
and the array of memory cells, for selectively prevent 
ing execution of a requested memory modify operation 
on memory cells in the at least one other sector upon an 
af?rmative determination that at least one memory cell 
in the ?rst sector indicates the at least one other sector 
as being modify protected. 

2. The nonvolatile memory device of claim 1, Wherein: 

set of memory cells in the ?rst sector is capable of 
identifying any sector of memory cells as being modify 
protected. 

3. The nonvolatile memory device of claim 2, Wherein: 

each memory cell in the set of memory cells is dedicated 
to indicating Whether a distinct sector of memory cells 
is modify protected. 

4. The nonvolatile memory device of claim 2, Wherein: 

a memory cell in the set of memory cell is dedicated to 
indicating Whether the ?rst sector of memory cells is 
modify protected. 

5. The nonvolatile memory device of claim 1, Wherein: 
the control circuitry selectively controls execution of a 

requested memory modify operation on memory cells 
in the at least one other sector upon an affirmative 
determination that at least one memory cell in the ?rst 
sector indicates the at least one other sector of memory 
cells is modi?able. 

6. The nonvolatile memory device of claim 3, Wherein: 
the control circuitry selectively controls execution of 

requested memory read operations on the at least one 
memory cell in the ?rst sector of memory cells using 
the same sequence of internally executed operations 
used in controlling execution of requested memory read 
operations on memory cells in the at least one other 
sector of memory cells. 
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7. The nonvolatile memory device of claim 1, Wherein: 
upon reception of the requested memory modify operation 

on memory cells in the at least one other sector, the 
control circuitry controls the nonvolatile memory 
device to: 
access the at least one memory cell in the ?rst sector of 
memory cells to obtain at least one data value stored 
in the at least one memory cell; and 

determine Whether the at least one data value indicates 
that the at least one other sector is modify protected. 

8. The nonvolatile memory device of claim 1, Wherein: 
a set of memory cells in the ?rst sector is capable of 

identifying substantially any sector of memory cells as 
being modify protected; and 

upon reception by the nonvolatile memory device of a 
second requested memory modify operation on 
memory cells in the set of memory cells, the control 
circuitry determines Whether the nonvolatile memory 
device received a high voltage signal, and selectively 
prevents execution of the second requested memory 
modify operation based upon the determination. 

9. The nonvolatile memory device of claim 8, Wherein the 
control circuit comprises: 

a high voltage detection circuit for detecting the reception 
of a high voltage signal. 

10. The nonvolatile memory device of claim 1, Wherein: 
a set of memory cells in the ?rst sector is capable of 

identifying substantially any sector of memory cells as 
being modify protected; and 

upon reception by the nonvolatile memory device of a 
second requested memory modify operation on 
memory cells in the set of memory cells, the control 
circuitry determines Whether the nonvolatile memory 
device received a high voltage signal, and controls 
execution of the second requested memory modify 
operation based upon the determination. 

11. The nonvolatile memory device of claim 1, Wherein: 
the nonvolatile memory device is disposed in an electron 

ics device having a processing unit therein. 
12. The nonvolatile memory device of claim 1, Wherein: 
a set of memory cells in the ?rst sector is capable of 

identifying substantially any sector of memory cells as 
being modify protected; 

the nonvolatile memory device further comprises memory 
modify circuitry, coupled to the array and the address 
decode circuitry and controlled by the control circuitry, 
for cooperating With the address decode circuitry and 
the control circuitry to perform memory modify opera 
tions on memory cells in the array, memory modify 
operations performed on the set of memory cells uti 
liZing the same memory modify circuitry utiliZed in 
memory modify operations performed on memory cells 
not in the set of memory cells. 

13. The nonvolatile memory device of claim 1, Wherein: 
the nonvolatile memory device is a ?ash memory device. 
14. A method of performing a memory modify operation 

memory cells in a nonvolatile memory device having an 
array of memory cells partitioned into a plurality of sectors, 
the method comprising: 

receiving a request to perform a memory modify opera 
tion in a ?rst sector; 

searching at least one memory cell in the array and 
determining Whether the at least one memory cell 
identi?es the ?rst sector as being modify protected; and 

upon an af?rmative determination that the at least one 
memory cell identi?es the ?rst sector as being modify 
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protected, preventing the memory modify operation 
from occurring. 

15. The method of claim 14, further comprising: 
initially storing in the at least one memory cell a data 

value indicative of Whether the at least one memory cell 
identi?es the ?rst sector as being modify protected. 

16. The method of claim 14, further comprising: 
initially maintaining data values in a plurality of ?rst 
memory cells, including the at least one memory cell, 
indicating Whether any of the sectors in the nonvolatile 
memory device is modify protected. 

17. The method of claim 14, further comprising: 
upon an af?rmative determination that the at least one 
memory cell identi?es the ?rst sector as not being 
modify protected, executing the memory modify opera 
tion. 

18. The method of claim 14, Wherein the at least one 
memory cell is in the ?rst sector. 

19. The method of claim 14, Wherein: 
the at least one memory cell is requested for modi?cation 
by the memory modify operation; and 

the method further comprises: 
determining Whether the nonvolatile memory device 

received a high voltage signal associated With the 
request to perform the memory modify operation; and 

upon an affirmative determination that the nonvolatile 
memory device received a high voltage signal associ 
ated With the request to perform the memory modify 
operation and upon an af?rmative determination that 
the at least one memory cells identi?es the ?rst sector 
as being not modify protected, executing the requested 
memory modify operation. 

20. The method of claim 14, wherein: 
the at least one memory cell is requested for modi?cation 
by the memory modify operation; and 

the method further comprises: 
determining Whether the nonvolatile memory device 

received a high voltage signal associated With the 
request to perform the memory modify operation; and 

the step of preventing prevents the memory modify opera 
tion from occurring upon an af?rmative determination 
that the nonvolatile memory device received a high 
voltage signal associated With the request to perform 
the memory modify operation. 

21. An integrated circuit, comprising: 
a nonvolatile memory device, comprising: 

an array of nonvolatile memory cells partitioned into 
sectors, at least some memory cells in a ?rst sector 
maintaining data indicating Whether any sector is 
modify protected; and 

control circuitry for selectively preventing a memory 
modify operation in an addressed sector from occur 
ring based upon a data value maintained in the at 
least some memory cells in the ?rst sector. 

22. The integrated circuit of claim 21, Wherein: 
a set of memory cells in the ?rst sector is capable of 

identifying any sector of memory cells as being modify 
protected. 

23. The integrated circuit of claim 22, Wherein: 
each memory cell in the set of memory cells is dedicated 

to indicating Whether a distinct sector of memory cells 
is modify protected. 

24. The integrated circuit of claim 22, Wherein: 
a memory cell in the set of memory cell is dedicated to 

indicating Whether the ?rst sector of memory cells is 
modify protected. 
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25. The integrated circuit of claim 21, Wherein: 
the control circuitry selectively controls execution of a 

requested memory modify operation on memory cells 
in the at least one other sector upon an af?rmative 

determination that at least one memory cell in the ?rst 
sector indicates the at least one other sector of memory 
cells is modi?able. 

26. The integrated circuit of claim 21, Wherein: 
the control circuitry selectively controls execution of 

requested memory read operations on the at least one 
memory cell in the ?rst sector of memory cells using 
the same sequence of internally executed operations 
used in controlling execution of requested memory read 
operations on memory cells in the at least one other 
sector of memory cells. 

27. The integrated circuit of claim 21, Wherein: 

upon reception of the requested memory modify operation 
on memory cells in the at least one other sector, the 
control circuitry controls The integrated circuit to: 
access the at least one memory cell in the ?rst sector of 
memory cells to obtain at least one data value stored 
in the at least one memory cell; and 

determine Whether the at least one data value indicates 
that the at least one other sector is modify protected. 

28. The integrated circuit of claim 21, Wherein: 
a set of memory cells in the ?rst sector is capable of 

identifying substantially any sector of memory cells as 
being modify protected; and 

upon reception by The integrated circuit of a second 
requested memory modify operation on memory cells 
in the set of memory cells, the control circuitry deter 
mines Whether The integrated circuit received a high 
voltage signal, and selectively prevents execution of 
the second requested memory modify operation based 
upon the determination. 

29. The integrated circuit of claim 28, Wherein the control 
circuit comprises: 

a high voltage detection circuit for detecting the reception 
of a high voltage signal. 

30. The integrated circuit of claim 21, Wherein: 
a set of memory cells in the ?rst sector is capable of 

identifying substantially any sector of memory cells as 
being modify protected; and 

upon reception by The integrated circuit of a second 
requested memory modify operation on memory cells 
in the set of memory cells, the control circuitry deter 
mines Whether The integrated circuit received a high 
voltage signal, and controls execution of the second 
requested memory modify operation based upon the 
determination. 

31. An electronics device, comprising: 
a processing unit; and 
a nonvolatile memory device coupled to the processing 

unit, comprising: 
an array of nonvolatile memory cells partitioned into 

sectors, at least some memory cells in a ?rst sector 
maintaining data indicating Whether any sector is 
modify protected; and 

control circuitry for selectively preventing a memory 
modify operation in an addressed sector from occur 
ring based upon a data value maintained in the at 
least some memory cells in the ?rst sector. 

* * * * * 
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