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(57) ABSTRACT 

In a public-key cryptosystem based on a multiplicative 
group, n=p2q, Where p and q are odd primes, and g, selected 
from (Z/nZ)* such that gp=g’_1 mod p2 has an order of p in 
(Z/ p2Z)*, are made public. AplainteXt m, a random number 
and n are used to calculate m+rn, and n and g are used to 
compute C=gm+m mod n to generate it as cipherteXt. For the 
cipherteXt C, C mod p2 is calculated, then CP=CP_1 mod p2 
is calculated to obtain (Cp_1)/p=L(Cp), and L(Cp) is multi 
plied by a secret key L(gp)_1 mod p to obtain the plainteXt 
m. 

31 Claims, 8 Drawing Sheets 
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ENCRYPTION AND DECRYPTION DEVICES 
FOR PUBLIC-KEY CRYPTOSYSTEMS AND 
RECORDING MEDIUM WITH THEIR 
PROCESSING PROGRAMS RECORDED 

THEREON 

BACKGROUND OF THE INVENTION 

The present invention relates to encryption and decryption 
devices for use in public-key cryptosystems and a recording 
medium With their processing programs recorded thereon. 

In the transmission and reception of data over a security 
free communication channel, cryptosystems are used to 
guard against Wiretapping. In general, cryptosystems fall 
into tWo categories: common-key cryptosystem and public 
key cryptosystem. In the common-key cryptosystem, enci 
pher and decipher keys are the same, and hence they need to 
be delivered in secrecy. Furthermore, since this technique 
requires as many keys as combinations of communication, 
an increase in the number of sending/receiving stations in 
the netWork inevitably causes an increase in the number of 
keys that must be kept secret. 
On the other hand, the public-key cryptosystem uses 

different keys as encipher and decipher keys. Even if the 
encipher key is made public, the secrecy of the decipher key 
could be maintained as long as its computation from the 
encipher key is infeasible in terms of computational com 
plexity. Accordingly, no delivery of the encipher key is 
necessary. Moreover, since each sending/receiving station 
needs only to keep its oWn decipher key in secrecy, it is also 
possible to solve the problem of the keys to be held secret. 
That is, the public-key cryptosystem offers a solution to the 
problem of key management encountered in the common 
key cryptosystem. Another advantage of the public-key 
cryptosystem over the common-key cryptosystem is the 
settlement of the problem of key delivery Which is the 
greatest dif?culty With the latter; the former does not involve 
the secret key delivery. Besides, in public-key cryptosystem 
the same key is shared by the persons concerned, it is 
impossible to identify Which person generated a ciphertext 
using the common key. With the public-key cryptosystem, 
hoWever, since each person has his oWn secret key 
exclusively, it is possible to identify the person Who gener 
ated a ciphertext using the secret key. Digital signature 
schemes utiliZe this property of public-key cryptosystem. 

That is, the use of public-key cryptosystem permits the 
implementation of digital signature schemes, and ensures 
veri?cation of the opponent of communication. It is Well 
knoWn in the art that the public-key cryptosystem can be 
implemented through utiliZation of What is called a trapdoor 
one-Way function. A one-Way function is one that alloWs 
ease in computation in one direction but makes computation 
in the opposite direction infeasible in terms of computational 
complexity. The trapdoor one-Way function mentioned 
herein is a one-Way function With a trick “knoWledge of 
some secret alloWs ease in computation in the opposite 
direction as Well.” The trick is called a “trapdoor.” 
At present, there are knoWn such yet-to-be-solved prob 

lems as listed beloW. 

(a) Integer Factorization Problem (hereinafter referred to 
as IFP): A problem of factoring an input composite 
number into its prime factors; 

(b) Discrete Logarithm Problem of Multiplicative Group 
over Finite Field (hereinafter referred to as DLP): A 
problem of determining, for example, an integer x in 
y=gx satisfying Oéxép for a given element y in a 
multiplicative group Fp*=<g>of a ?nite ?eld FF, Where 
p is a prime; 
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2 
(c) Discrete Logarithm Problem of elliptic curves over 

Finite Field (hereinafter referred to as ECDLP): A 
problem of determining, for example, an integer m 
satisfying P=mG for a point P in a subgroup of E(Fp) 
generated from a point G in a group E(Fp) composed of 
the entire Fp-points on an elliptic curve de?ned over the 
?nite ?eld Fp. 

For the elliptic curve and elliptic curve cryptosystems, 
see, for example, MeneZes, A. J ., “Elliptic Curve Public Key 
Cryptosystems,” KluWer Academic Publishers (1993) 
(hereinafter referred to as Literature 1). The cryptosystems 
described in this literature are typical examples expected to 
use the one-Way function. Typical and practical ones of 
public-key cryptosystems proposed at present are, for 
instance, the RSA cryptosystem, the Rabin cryptosystem, 
the ElGamal cryptosystem, and the elliptic curve cryptosys 
tem (elliptic ElGamal cryptosystem). The RSA and Rabin 
cryptosystems are based on the intractability of IFP, the 
ElGamal cryptosystem is based on the intractability of DLP, 
and the elliptic curve cryptosystem is an Elgamal crypto 
system in a group of points on an elliptic curve over a ?nite 
?eld, Which is based on the intractability of ECDLP. 
The RSA cryptosystem is disclosed in Rivest, R. L. et al 

“A Method for Obtaining digital Signatures and Public-Key 
Cryptosystems,” Communication of the ACM, vol. 21, pp. 
120—126 (1978) (hereinafter referred to as Literature 2). The 
Rabin cryptosystem is disclosed in Rabin, M. O. “Digital 
signatures and Public-Key Functions as in tractable as 
Factorization,” MIT, Technical Report, MIT/LSC/TR-212 
(1979) (hereinafter referred to as Literature 3). The ElGamal 
cryptosystem is disclosed in ElGamal, T. “A Public-Key 
Cryptosystem and a Signature Scheme Based on Discrete 
Logarithms,” IEEE Trans. on Information Theory, IT-31, 4, 
pp. 469—472 (1985) (hereinafter referred to as Literature 4). 
The elliptic curve cryptosystem Was proposed by Miller, V. 
S. and KolblitZ, N. separately in 1985, and this scheme is 
described in Miller, V. S. “Use of Elliptic Curves in 
Cryptography,” Proc. of Crypto ’85, LCNCS 218, springer 
Verlag, pp. 417—426 (1985) (hereinafter referred to as Lit 
erature 5) and in KolblitZ, N., “Elliptic Curve 
Cryptosystems,” Math. Comp., 48, 177, pp. 203—209 (1987) 
(hereinafter referred to as Literature 6). 
NoW, the above-mentioned cryptosystems and their prop 

erties Will be described concretely. 
A description Will be given ?rst of hoW the RSA crypto 

system is constructed. Let p and q be odd primes and choose 
n, e and d such that they satisfy the folloWing equations: 

Where GCD(a, b) is the greatest common divisor of integers 
a and b, and LCM(a, b) is the least common multiple of the 
integers a and b. 
The encryption and decryption processes E(M) and D(C) 

of a message M are de?ned by the folloWing equations using 
(n, e) as public keys and (d, p, q) as secret keys. 

CEE(Z\/I)EM‘E (mod n) (1) 

(2) 

At this time, if M satis?es OéMén-l, then the folloWing 
equation holds. 

MED<C>ECd (mod n) 
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The Rabin cryptosystem is constructed as follows: 
Choose p, q and n in the same manner as in the above, and 
determine the integer b Which satis?es Obn. The encryption 
process E(M) and the description process D(c) are de?ned 
by the following equations using (n, b) as public keys and (p, 
q) as secret keys. 

c E E(M) E M(M + b) (modn) (4) 

M E D(C) E (—b i (b2 +4c)1/2)/2 (mod p) (5) 

The Rabin cryptosystem involves solving simultaneous 
equations in decryption, but since the quadratic equation 
possesses tWo solutions, the calculation in this case brings 
about four solutions, giving rise to a problem that the 
decryption cannot uniquely be performed under the above 
conditions. This can be settled as a problem of system 
operation by using some additional information for commu 
nication; and the Rabin cryptosystem has also been 
improved for unique description. This is described in Kaoru 
KrosaWa et al., “Public-Key Cryptosystems Using Recipro 
cals Which are as Intractable as Factoring,” Journal of 

IEICE, Vol. J70-A, No. 11, pp. 1632—1636 (1987) 
(hereinafter referred as to Literature 7). 

The ElGamal cryptosystem is constructed as folloWs: Let 
p be a prime. Choose g as one generating element of a 
modular-p reduced residue class group (Z/pZ)*, that is, as an 
element of the order p. Choose an integer X such that 0<X<p, 
and set ysg"(mod p). The encryption process E(M) and the 
decryption process D(C) are de?ned by the folloWing equa 
tions using (y, g, p) as public keys and X as a secret key. 

(6) 

(7) 

(8) 

(9) 

Where r is an arbitrary integer such that 0<r<p, Which is 
chosen for each encryption. 

If M is 0<M<p, then the folloWing equation holds. 

The elliptic curve cryptosystem (elliptic ElGamal 
cryptosystem) is constructed as folloWs: Let p be a prime 
and de?ne the elliptic curve over a ?nite ?eld Fp as folloWs: 

Choose an Fp-rational point G on the elliptic curve such 
that its order q has a sufficiently large prime as the divisor. 
Choose an arbitrary integer X such that 0<X<q, and let P=XG 
by addition on the elliptic curve E(a, b). Then, the encryption 
process E(M) and the decryption process D(C) are de?ned 
by the folloWing equations using {p, E(a, b), G, P, q} as 
public keys and X as a secret key. 

C1=rG1 (12) 

C2=rP+M (13) 

M=D(C)=(C2—xC1); x-cordinate (14) 
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4 
Where r is an arbitrary integer Which satis?es 0<r<q, and is 
chosen for each encryption and rP+M is the sum, on the 
elliptic curve, of a point Which has M on the X-coordinate 
and a point rp on the elliptic curve. In general, it is not 
knoWn Whether there is alWays present on a given elliptic 
curve the point Which has M on the X-coordinate (In this 
case, the point eXists With a probability of 1/2). If a rule 
common to systems is established to add redundant infor 
mation to M to some eXtent, it Will be possible to alWays 
obtain the point Which has, on the X-coordinate, M added 
With redundant information. 

NeXt, a description Will be given of the computational 
compleXity of each cryptosystem mentioned above. As 
regards the RSA cryptosystem, it is Well-knoWn that the 
computational compleXities for both of the encryption and 
the decryption are on the order of k3, Where k is the number 
of bits of the public key n. In the Rabin cryptosystem, the 
computational compleXity is on the order k2 for encryption 
and on the order of k3 for decryption. In this case, too, k 
represents the number of bits of the public key n. 

In the ElGamal cryptosystem, the computational com 
pleXity is on the order of k3 for each of the encryption and 
the decryption, Where k represents the number of bits of the 
prime p used as the public key. 

The computational compleXities of the above cryptosys 
tems do not so much differ in terms of order, but it is evident 
that When they are implemented, their computational com 
pleXities Will much differ. Actually it is Well-knoWn that the 
addition on the elliptic curve takes time about ten times 
longer than does multiplication in the ?nite ?eld over Which 
the elliptic curve is de?ned. 

NeXt, the security of the above cryptosystems Will be 
described. 

Since the cryptosystems are intended to send messages in 
the form of cipherteXts to conceal the message contents from 
adversaries (Wiretappers), it is of importance the eXtent to 
Which the message contents are concealed. That is, the 
intractability of cryptoanalysis falls into full or complete 
analysis or decryption (means that the original plainteXt is 
fully decrypted from the cipherteXt) and fractional analysis 
(Which means that fractional information of the plainteXt is 
decrypted from the cipherteXt). Attacks on the public-key 
cryptosystems are divided into tWo types: (a) passive attacks 
Which merely receive an encrypted message and try to 
decrypt or analyZe its contents only from the received 
information, and (b) active attacks Which are alloWed to send 
various challenges or questions (in cipherteXt form) to the 
sending party and receive responses thereto (the results of 
decryption of the cipherteXt) and analyZe or decrypt the 
aimed cipherteXt based on the information received from the 
sending party. Of the active attacks, an adaptive chosen 
cipherteXt attack (an attack that the cryptoanalyst causes his 
arbitrarily chosen cipherteXt to be decrypted by the true 
receiving part and then decrypts another cipherteXt through 
utiliZation of the thus obtained information and public 
information is the most poWerful. 
NoW, the security of the typical public-key cryptosystems 

Will be described based on the classi?cations referred to 
above. In the cryptosystems based on the intractability of the 
IF (Integer Factoring) problem, such as the RSA and Rabin 
cryptosystems, if the public key n can be factored, then the 
primes p and q Which constitute the secret key can be 
detected and the least common multiple LCM(p-1, q—1) can 
be computed, by Which the secret key d is obtained. Hence, 
these cryptosystems are subject to full or complete analysis. 
It has been proven that the computation of LCM(p-1, q—1) 
solely from n is equivalent to the factoring of the latter. That 
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is, LCM(p-1, q-1) cannot be obtained unless the primes p 
and q are knoWn. 

The RSA cryptosystem may be completely be analyzed by 
a method other than that of factoring the public key n into 
a prime factor, but it has been proven that only the factoring 
of the public key n is effective in complete analysis of the 
Rabin cryptosystem. That is, although it is still unknown 
Whether the analysis of the RSA cryptosystem is equivalent 
to solving the IF problem, it has been proved that complete 
analysis of the Rabin cryptosystem is equivalent to solving 
the IF problem. The same is true of an inverse version of the 
Rabin cryptosystem. This ?nding on the Rabin cryptosystem 
has demonstrated for the ?rst time that a certain kind of 
security of the cryptosystem can be proved by the assump 
tion of the intractability of a basic problem (the IF problem 
in this case). This means that the security of above-described 
public-key cryptosystems against the passive attacks has 
been proved on the assumption of the intractability of the IF 
problem. Conversely, this is a proof that the Rabin crypto 
system is Weak against the active attacks. An ef?cient 
cryptosystem, Which is secure against the chosen ciphertext 
attack, is disclosed, for example, in Bellare et al., “Optimal 
Asymmetric Encryption,” Proc. of Eurocrypt 194, LCNCS 
950, Springer-Verlag, pp. 92—111, 1995 (hereinafter referred 
to as Literature 8). 
As regards fractional or partial cryptoanalysis, it has been 

proved on the RSA and Rabin cryptosystem that the com 
putation of the least signi?cant bit of the plaintext M from 
the ciphertext is as dif?cult as the computation of the Whole 
plaintext M from the ciphertext C. It has also been proved 
that the portion of the plaintext corresponding to log k bits 
continuing from its least signi?cant bit possesses similar 
security. This is described in Alexi, W. et al., “RSA and 
Rabin functions: certain parts Are as Hard as the Whole,” 
SIAM Journal of computing, 17, 2, pp. 449—457 (1988) 
(hereinafter referred to as Literature 9). 

The ElGamal cryptosystem is based on the intractability 
of DLP (the discrete logarithm problem); hence, if DLP can 
be solved, then the secret key X is available from the public 
key (y, g, p), permitting the analysis of the cryptosystem. 
HoWever, it has not been proved Whether the analysis of the 
ElGamal cryptosystem is as hard as DLP. As for the elliptic 
cryptosystem, too, it has not been proved Whether its analy 
sis is as hard as ECDLP (the problem of the discrete 
logarithm on the elliptic curve). 
As described above, the public-key cryptosystems solves 

the key management problem raised in the conventional 
common-key cryptosystem, and permit implementation of 
digital signature schemes. HoWever, the public-key 
cryptosystems, for Which a certain kind of security can be 
proved by assuming the intractability of the basic problem 
are limited only to the Rain cryptosystem and its modi?ca 
tions. That is, actually usable one-Way functions are only 
IFP, DLP and ECDLP. No provably secure public-key cryp 
tosystem has been implemented Which uses a neW “trap 
door” based on such a knoWn one-Way function. 

SUMMARY OF THE INVENTION 

It is therefore an object of the present invention to provide 
encryption and decryption devices for public-key cryptosys 
tems Which use IFP as a one-Way function but uses a neW 

“trapdoor” and Which can be proved to be secure against 
passive adversaries based on the assumption that IFP is 
intractable. 

Another object of the present invention is to provide a 
recording medium on Which there are recorded encryption 
and decryption programs of the encryption and decryption 
devices for public-key cryptosystems. 
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The encryption device according to the present invention 

comprises: exponent generation means for combining an 
input plaintext m and a random number r to generate an 
exponent; and exponentiating means for generating a cipher 
text by exponentiating a second public key g With the 
exponent in a modular-n reduced residue class group, Where 
n is a ?rst public key Which is a composite number. 
The decryption device according to the present invention 

comprises: F-transform means for transforming an input 
ciphertext, by using a ?rst secret key, to an element Cp of a 
modular-n reduced residue class group, Where n is the ?rst 
public key Which is a composite number; and discrete 
logarithm solution means for solving a discrete logarithm in 
the transformed element Cp through the use of a second 
secret key. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a block diagram illustrating the functional 
con?guration of an embodiment of each of encryption and 
decryption devices in a “public-key cryptosystem based on 
a multiplicative group” according to the present invention; 

FIG. 2A is a block diagram depicting a concrete example 
of the functional con?guration of an exponent generation 
part 110 in FIG. 1; 

FIG. 2B is a block diagram depicting a concrete example 
of the functional con?guration of a F-transform part 210 in 
FIG. 1; 

FIG. 2C is a block diagram depicting a concrete example 
of the discrete log solution part 220 in FIG. 1. 

FIG. 3 is a block diagram illustrating the functional 
con?guration of “modi?cation 1 of the public-key crypto 
system based on the multiplicative group” employing other 
embodiments of the encryption and encryption devices 
according to the present invention; 

FIG. 4 is a block diagram depicting a concrete example of 
the functional con?guration of an exponent generation part 
110 in FIG. 3; 

FIG. 5 is a block diagram depicting a concrete example of 
a F-transform part 210 in FIG. 3; 

FIG. 6 is a block diagram depicting a concrete example of 
the functional con?guration of a discrete logarithm solution 
part 220 in FIG. 3; 

FIG. 7 is a block diagram depicting a concrete example of 
an exponent generation part in a modi?cation 2 of the 
encryption device according to the present invention; 

FIG. 8 is a block diagram illustrating the functional 
con?guration of each of embodiments of encryption and 
decryption devices in a “public-key cryptosystem based on 
elliptic curves” according to the present invention; 

FIG. 9A is a block diagram depicting a concrete example 
of the functional con?guration of an exponent generation 
part 410 in FIG. 8; 

FIG. 9B is a block diagram depicting a concrete example 
of the functional con?guration of an SSA algorithm part 520 
in FIG. 8; 

FIG. 10 is a block diagram illustrating the con?guration 
for performing encryption and decryption through execution 
of operation programs stored on a recording medium; and 

FIG. 11 is a table Which gives a comparison in perfor 
mance betWeen conventional public-key cryptosystems and 
the public-key cryptosytem of the present invention. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

It is knoWn that the discrete logarithm problem in a 
p-SyloW subgroup of a certain group can be solved With high 
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ef?ciency. The p-SyloW subgroup herein mentioned is that 
one of subsets of, for example, a ?nite group H Whose order 
is the highest poWer of p among the subgroups. The present 
invention provides a novel public-key cryptosystem for 
Which a certain level of security can be proved, through 
utiliZation of highly ef?cient solvability of the discrete 
logarithm problem in the p-SyloW subgroup of a speci?c 
?nite group. 

More speci?cally, the present invention offers tWo kinds 
of public-key cryptosystem: (a) a public-key cryptosystem 
Which is constructed on a modular-n reduced residue class 
group (Z/nZ)*, Where n=p2q, p and q being primes; and (b) 
a public-key cryptosystem Which is constructed on an ellip 
tic curve En de?ned on a modular-n reduced residue class 
group Z/nZ, Where n=pq. The former Will hereinafter be 
called a “public-key cryptosystem based on a multiplicative 
group” and the latter a “public-key cryptosystem based on 
an elliptic curve.” 

Public-Key Cryptosystem Based on Multiplicative 
Group 

<Principle> 
In a modular-p2 reduced residue class group (Z/nZ)* mod 

p2, Where p is an odd prime, its p-SyloW subgroup 1“, Which 
is a subgroup With order p, can be Written as folloWs: 

The discrete logarithm problem over (Z/p2Z)* is com 
monly believed to be still a very dif?cult problem, and no 
efficient alorithm for solving it has been discovered. 
HoWever, the discrete logarithm problem in the p-SyloW 
subgroup F (hereinafter referred to merely as a subgroup I“) 
can be solved With high ef?ciency. NoW, consider the 
folloWing function de?ned over the subgroup I“. 

This function is an Fp-valued function. For arbitrary 
values a and b, this function L holds as folloWs: 

L(ab)=L (a)+L (b)mod p (17) 

It Will also be seen that this function L provides an 
isomorphism as a group of the subgroup F to the ?nite ?eld 
Fp. It Will readily be understood that the computational 
quantity of the subgroup F is on the order k2 Where k is the 
number of bits of p. Accordingly, the discrete logarithm 
problem in the subgroup I“, that is, a problem of calculating 
m from X and y, Where xel“, 0<m<p and y=x'”, can be 
ef?ciently solved for the reason given beloW. From Eq. (17) 

L(y)=L(x'")=mL(x)mod p (18) 

So, if L(x)#0 mod p, then the value m is given by 

m=L (Y)/L (x)rnod p (19) 

The computational complexity for computing m from X 
and y is on the order of k3, Where k is the number of bits of 

Through utiliZation of this property, it is possible to 
construct a novel “trapdoor” and hence a novel public-key 
cryptosystem. 

FIRST EMBODIMENT 

The public-key cryptosystem based on the multiplicative 
group according to the present invention Will be described 
beloW as being applied to a public-key cryptosystem which 
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8 
is constructed on a modular-n reduced residue class group 
(Z/nZ)*, Where n=p2q, p and q being primes. From the 
Chinese remainder theorem (for example, Okamoto and 
Yamamoto, “Modem Cryptography,” pp.15, Sangyo Tosho 
(1997) (hereinafter referred to as Literature 12), the folloW 
ing equations hold: 

Therefore, the “public-key cryptosystem based on the 
multiplicative group” is de?ned as described beloW. Deter 
mine g in ge(Z/nZ)* such that gp=gp_1 mod pzer satis?es 
L(gp)#0 mod p, and let n, g, k be public keys, Where k is the 
numbers of bits of primes p and q. Assuming that the 
plaintext m is a natural number chosen in the range of 
0§m§2k_1, r is arbitrarily selected from Z/nZ and the 
encryption is de?ned by 

C=g’”+’”mod n (22) 

In the case of decryption, if C can be transformed to the 
element of I“, then a person Who knoWs the prime factor p 
of n can ef?ciently compute the discrete logarithm by using 
the function L de?ned by Eq. (16). Since m is in the range 
of 0§m<2k_1, it is uniquely determined under mod p; hence, 
the decryption can ef?ciently be performed. In the transfor 
mation of C to the element of I“, if 

Cp=C1”1mod p2 (23) 

then Cpel“. This means that Cp given by Eq. (23) is contained 
in the subgroup With order p given by Eq. (15). And, it can 
be proved that the analysis of the public-key cryptosystem is 
equivalent to factoring of the public key n, that is, equivalent 
to IFP. 

In the “public-key cryptosystem based on the multiplica 
tive group” according to the present invention, the encryp 
tion device comprises an exponent generation part Which 
combines a plaintext and a random number to generate an 
exponent part for a modular-n exponentiation, and an 
n-exponentiator for performing a modular-n exponentiation. 
A ciphertext generated by the n-exponentiator is provided 
onto a communication line, for instance. On the other hand, 
the decryption device comprises a F-transformation part for 
performing a p—1 exponentiation modulo p2, and a discrete 
logarithm solution part for solving a discrete logarithm 
problem in a subgroup F to decrypt the ciphertext. 

Embodiments of Public-Key Cryptosystem Based 
on Multiplicative Group 

A description Will be given ?rst of the basic functional 
con?guration of the “public-key cryptosystem based on the 
multiplicative group” according to the present invention and 
then of embodiments of each part thereof. 
<Key Generation> 

Let odd primes p and q be chosen arbitrarily and n=p2q be 
set, Where the odd primes p and q are assumed to have the 
same number k of bits. 

Further, g is selected from (Z/nZ)* such that gp=gp_1 mod 
p2 has the order p in (Z/ p2Z)*, Which constitutes the 
p-SyloW subgroup I“. Then, L(gp)#0 mod p holds With the 
afore-mentioned function L. Actually, the value With order p 
in (Z/p2Z)* can be expressed by 1+kp mod p2 (Where k is 
indivisible), and hence L(1+kp)=[(1+kp)—1]/p=k#0 mod p. 
More speci?cally, When g is selected from (Z/nZ)* 
randomly, the probability of L(gp)#0 mod p is considered to 
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be around 1-(1/p); therefore, g can be chosen With non 
negligible probability. A user cannot publish L(gp)_1 mod p 
but precalculates it as one of system parameters. 

Accordingly, (n, g, k) is used as public keys and (p, q) as 
secret keys. In this case, L(gp ‘1 mod p may also be 
considered as a secret key. 
<Encryption Process> 

For the plainteXt In (Where 0§rn<2k_1), a random number 
r is selected in the range of 0§r<n, then rn+rn is calculated, 
and the cipherteXt C is computed as folloWs: 

<Decryption Process> 
By raising either side of the cipherteXt C de?ning equa 

tion (24) to the (p—1)th poWer, a congruence equation With 
mod n holds With mod p2 as Well. The order of gp mod p2 
is p and In is a multiple of p; so, gpm=1. Hence, 

CW1: g(pil)(m+rn)= gpmx gprnm 0 d p2=gpmmod P2 (25) 

Therefore, setting 

Cp=C1”1rnod p2 (26) 

then 

Cp=gpmrnod p2 (27) 

( S)ince Cp, gpel“, the use of the function L de?ned by Eq. 
16 gives 

that is, 

m=L (Cp)/L (gp)rnod p (29) 

Thus, the cipherteXt can be decrypted. 
With the above decryption procedure, the cipherteXt C is 

decrypted by ?rst calculating Cp With Eq. (26), then calcu 
lating L(Cp)=(Cp—1)/p, and ?nally performing a rnodular-p 
multiplication of L(Cp) and precalculatable L(gp)_1 mod p. 
<Proof of Security> 
NoW, it Will be proved that the “public-key cryptosystern 

based on the multiplicative group” is secure against passive 
adversaries or attacks, by proving that the analysis of the 
cryptosystern is equivalent to the factoriZation of n. 

If an algorithm is available Which factoriZes n With 
non-negligible probability, it is possible to construct a proba 
bilistic polynomial time algorithm for analyZing the “public 
key cryptosystern based on the multiplicative group.” 
Hence, only the folloWing fact Will be proved in this 
instance. 

“If an algorithrnAis available Which analyZes the ‘public 
key cryptosystern’ With non-negligible probability, then it is 
possible to construct a probabilistic polynomial time algo 
rithrn for factoring.” 
What is intended to mean by the “algorithm for facotring 

n With non-negligible probability” is an algorithm Which 
ensures factoring of n by repeatedly applying the algorithm 
on the order of a polynomial using the number of bits of the 
input n as a variable. The same holds true in the folloWing 
description (see Literature 12 for its strict de?nition). 
NoW, given a composite number n (=p2q), ge(Z/nZ)* 

randomly selected can be used as a parameter of the public 
key cryptosystern of the present invention With non 
negligible probability. Next, it is possible to prove that the 
difference betWeen the distribution of X mod p LCM(p-1, 
q—1), Where X is randomly selected from Z/nZ, and the 
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distribution of rn+rn mod p LCM(p-1, q- 1) for rn+rn, Which 
appears in the encryption procedure of the public-key cryp 
tosystern according to the present invention is negligible. 
For this reason, the algorithm ArecogniZes that C calculated 
by C=gx mod n, Where X is randomly selected from Z/nZ, is 
a cipherteXt With non-negligible probability, and the algo 
rithrn A outputs a plainteXt XO corresponding to C. NoW, 
since the probability that X is a number in the range of X<2k_1 
is negligible, it may be set such that X§2k_1 With non 
negligible probability. In this case, XEXO (mod p) does not 
hold, and XEXO (mod n) does not hold because of X0<2k_1. 
Accordingly, if GCD(X—XO, n) is calculated, it value 
becornes any one of p, pq and p2, perrnitting factoring of n. 
Thus, it is possible to factor n in a time on the order of 
probabilistic polynornial using its bit number as a variable. 
In other Words, the analysis of the public-key cryptosystern 
of the present invention is equivalent to factoring of n—this 
proves that the cryptosystern is secure against passive adver 
saries. 
<Concrete EXarnple> 

NeXt, a description Will be given of a concrete eXarnple of 
the “public-key cryptosystern based on the multiplicative 
group” according to the present invention. As illustrated in 
FIG. 1, an encryption device 100 and a decryption device 
200 are connected via a communication line 300. The 
encryption device 100 comprises an eXponent generation 
part 110, a rnodular-n eXponentiator 120, a storage part 130 
for storing predeterrnined values n and g, and a control part 
140 for controlling operations of these parts. The decryption 
device 200 comprises a F-transforrn part 210, a discrete 
logarithrn solution part 220, a storage part 230 and a control 
part 240 for controlling operations of these parts. 

In the ?rst place, the encryption process in the encryption 
device 100 Will be described beloW. A detailed con?guration 
of the eXponent generation part 110 in the encryption device 

100 is depicted in FIG. 2A. Upon receiving a plainteXt from a user of the encryption device 100, the eXponent 

generation part 110 generates a random number reZ/nZ by a 
random generator 111, and inputs the random number r into 
a multiplier 112. The rnultiplier 112 multiplies the random 
number r by the value n read out of the storage part 130, and 
provides the rnultiplied value rn to an adder 113. The adder 
113 adds the plainteXt In and the rnultiplied value rn, and 
provides the addition result rn+rn to the rnodular-n eXpo 
nentiator 120. The eXponentiator 120 uses the values n and 
g read out of the storage part 130 to generate a cipherteXt 
C=gm+m mod n corresponding to the value rn+rn. 

NeXt, the decryption process in the decryption device 200 
Will be described beloW. A detailed con?guration of the 
F-transforrn part 210 in the decryption device 200 is 
depicted in FIG. 2A. Adetailed con?guration of the discrete 
logarithrn solution part 220 is depicted in FIG. 2C. Upon 
receiving the cipherteXt C from the communication line 300, 
the F-transforrn part 210 in the decryption device 200 
calculates mod p2 in a mod p2-reducer 211 using a value p2 
read out of the storage part 230, and inputs the value mod p2 
into a F-transforrner 212. The F-transforrner 212 cornputes 
CP=CP_1 mod p2 using p2 and p read out of the storage part 
230, and provides the value CF to the discrete logarithrn 
solution part 220. The discrete logarithrn solution part 220 
provides the value Cp from the F-transforrn part 210 to a 
logarithrn calculator 221, Which calculates L(Cp) by Eq. (16) 
using the value p read out of the storage part 230. The value 
L(Cp) is input into a multiplier 222, Which calculates L(Cp)>< 
L(gp)_1 mod p using L(gp '1 mod p read out of the storage 
part 230. The discrete logarithrn solution part 220 outputs 
the thus obtained value as a decrypted plainteXt rn. 
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The encryption procedure by the encryption device 100 
may be implemented by recording the procedure as an 
operation program on a recording medium and reading it out 
for execution by a computer. Similarly, the decryption 
procedure by the decryption device 200 may be imple 
mented by executing an operation program read out of a 
recording medium. 

Modi?cation of First Embodiment 

In the above-described embodiment, as Will be seen from 
its representation, the ciphertext is a directly encrypted 
version of the plaintext m in the raW, as expressed by 
C=gm+m mod n, and it is not proved to be secure against 
passive adversaries. A description Will be given of embodi 
ments of an encryption device Which are improved in this 
respect from the FIG. 1 embodiment and can be proved to 
be secure against passive adversaries. 

In an embodiment (Modi?ed Embodiment 1) of such 
modi?cations the number of bits of the plaintext m is set at 
kO (Where kO<k) and the value k0 is made public. 
Furthermore, the number of bits of the random number r is 
set at k—kO—1, then a bit-string concatenation of m and r is 
represented by mar, Which is made M=m|\r. Then, M satis?es 
0§M<2k_1. Moreover, a hash function is used to obtain 
R=h(M), Where Re(Z/nZ). 
At this time, the encryption is de?ned as folloWs: 

The decryption is performed in exactly the same manner 
as described above, by Which M is obtained, and in this 
instance, high-order kO bits can be obtained as the plaintext. 
As is the case With the above, the thus modi?ed ciphertext 
can be proved to be secure against passive attacks, and by 
assuming that the hash function h is the random number, it 
can also be proved that the ciphertext is secure against 
chosen ciphertext attacks. For details about this, see Litera 
ture 8. 

In another modi?cation (Modi?ed Embodiment 2), letting 
the plaintext and the number of its bits be represented by m 
and k0 as in the above, R=h(m) is set. In this case, let the 
number of bits of R be represented by k—k—kO—1, and set 
M=mHR. Furthermore, the random number reZn, and the 
encryption process is de?ned as folloWs: 

C=gM+mmod n (31) 

The decryption is performed in exactly the same manner 
as in the above, by Which M is obtained, and in this case, 
high-order kO bits of M can be obtained as the plaintext. The 
security of this modi?ed embodiment Will be understood 
from the afore-mentioned proof of security and by reference 
to Literature 8. 

Concrete Examples of Modi?ed Embodiments 

Adescription Will be given ?rst of procedures involved in 
the cryptosystems according to Modi?ed Embodiments 1 
and 2. 
<Key Generation> 
Modi?ed Embodiments 1 and 2 are common in the 

method of key generation. Let the odd primes p and q be 
selected arbitrarily, and n=p2q. The odd primes p and q have 
the same number of bits, Which is represented by k. Assume 
that they satisfy GCD(p-1, q—1)=1. Furthermore, kO (Where 
k0<k) is also predetermined. Further, g is selected from 
(Z/nZ)* such that gp=gP_1 mod p2 has the order p in 
(Z/p2Z)*. By this, L(gp)#0 mod p holds With the function L 
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de?ned by Eq. (16). Actually, the value With order p in 
(Z/p2Z)* can be expressed by 1+kp mod p2 (Where k is 
indivisible), and hence L(1+kp)=[(1+kp)—1]/p=k#0 mod p. 
More speci?cally, When g is selected from (Z/nZ)* 
randomly, the probability of L(gp)#0 mod p is considered to 
be around 1—(1/p); therefore, g can be chosen With non 
negligible probability. A user cannot publish L(gp)_1 mod p 
but precalculates it as one of system parameters. Let h be a 
hash function, (n, g, k, k0, h) be public keys and (p, q) be 
secret keys. In this instance, L(gp)_1 mod p may also be 
regarded as a secret key. 
<Encryption Process of Modi?ed Embodiment 1> 

For the plaintext m, the function h is used to obtain 
M=m|\h(m), and the random number r is chosen in the range 
of 0§r<n. The ciphertext C is computed as folloWs: 

C=gM+mmod n (32) 

<Encryption Process of Modi?ed Embodiment 2> 
For the plaintext m, the random number r (of k—kO—1 bits) 

is generated to obtain M=m|\r, and the hash function h is used 
to obtain R=h(M). The ciphertext C is computed as folloWs: 

C=gM+R”mod n (33) 

<Decryption Process of Modi?ed Embodiment 1> 
By raising either side of the ciphertext C de?ning equa 

tion (32) to the (p—1)th order, the congruence expression 
With mod n holds With mod p2 as Well. The order of gp mod 
p2 is p, and m is a multiple of p; so, gpm=1. Hence, 

( S)ince Cp, gpel“, the use of the function L de?ned by Eq. 
16 gives 

that is, 

Thus, the plaintext m can be obtained from the high-order 
kO bits of M and thus decrypted. 
<Decryption Process of Modi?ed Embodiment 2> 

Since the decryption process of Modi?ed Embodiment 2 
is basically identical With that of Modi?ed Embodiment 2, 
reference is made to FIGS. 3, 5 and 6. By raising either side 
of the ciphertext C de?ning equation (32) to the (p—1)th 
order, the congruence expression With mod n holds With mod 
p2 as Well. The order of gP mod p2 is p, and rn is a multiple 
of p; so, gpR”=1. Hence, 

Accordingly, M can similarly be computed by Eqs. (35), 
(36), (37) and (38), and the plaintext m can be obtained from 
the high-order kO bits of M and thus decrypted. 
<Concrete Examples> 
A description Will be given, With reference to FIGS. 3 and 

4, of Modi?ed Embodiment 1 of the public-key cryptosys 
tem based on the multiplicative group. In FIGS. 3 and 4 the 
parts corresponding to those in FIGS. 1 and 2 are identi?ed 
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by the same reference numerals. The encryption device 100 
and the decryption device 200 are connected via the com 
munication line 300. The encryption device 100 comprises 
the exponent generation part 110, the modular-n exponen 
tiator 120, the storage part 130, and the control part 140. The 
decryption device 200 comprises the F-transform part 210, 
the discrete logarithm solution part 220, the storage part 230 
and the control part 240. 

In FIG. 4 there is depicted a detailed con?guration of the 
exponent generation part 110 in the encryption device 100. 
Upon receiving the plaintext m from the user of the encryp 
tion device 100, the exponent generation part 110 generates 
a random number reZ/nZ by the random generator 111, then 
reads out the public key n from the storage part 230, and 
inputs the random number r and the public key n into the 
multiplier 112 to compute rn. At the same time, an 
h-function operator 114 inputs thereinto m as a variable and 
outputs The output h(m) and the plaintext m are input 
into a bit concatenator 115, Which outputs M=m|\h(m). M 
and rn are provided to the adder 113 to calculate M+rn, 
Which is input into the modular-n exponentiator 120 in FIG. 
3 to generate the ciphertext C=gM+m mod n. The control part 
140 effects sequential control of the respective parts and 
readout control of the storage part 130. 

Next, the decryption process in the decryption device 200 
Will be described beloW. In FIG. 5 there is depicted a 
detailed con?guration of the F-transform part 210 in the 
decryption device 200. In FIG. 6 there is depicted a detailed 
con?guration of the discrete logarithm solution part 220. In 
FIGS. 5 and 6 the parts corresponding to those in FIGS. 2B 
and C are identi?ed by the same reference numerals as those 
in the latter. In the storage part 230 in FIG. 3 there are 
prestored p2, p and L(gp)_1 mod p precalculated from the 
secret key p and the public key g. Upon receiving the 
ciphertext C from the communication line 300, the 
F-transform part 210 in the decryption device 200 reads out 
p2 and p from the storage part 230, and inputs p2 and the 
ciphertext C into the mod p2-reducer 211 to calculate C mod 
p2, Which is input into a F-transformer 212. The 
F-transformer 212 calculates CP=CP_1 mod p2, and provides 
the calculation result CF to the discrete logarithm solution 
part 220. 

The discrete logarithm solution part 220 provides the 
value Cp from the F-transform part 210 to the logarithm 
calculator 221, Which calculates L(Cp). The value L(Cp) and 
L(gp)—1 mod p read out of the storage part 230 are input into 
the multiplier 222, Which calculates M=L(Cp)><L(gp)_1 mod 
p. The value M and k0 read out of the storage part 230 are 
provided to a bit separator 223 to extract the high-order kO 
bits of the value M, and this value is output as the decrypted 
plaintext m from the discrete logarithm solution part 220. 
The sequential control of the respective parts and the readout 
control of the storage part 230 are effected by the control 
part 240. It is also possible to store only p and g in the 
storage part 230 and obtain p2 and L(gp)_1 mod p through 
calculation. 

Next, a description Will be given of Modi?ed Embodi 
ment 2 of the public-key cryptosystem in the multiplicative 
group. The basic con?guration of this embodiment is iden 
tical With the FIG. 3 embodiment except that the exponent 
generation part 110 has such a con?guration as depicted in 
FIG. 7. Upon receiving the plaintext m from the user of the 
encryption device 100, the exponent generation part 110 
generates a random number r (Whose number of bits is 
k—kO—1) by a random generator 411, then inputs the random 
number r and n into a bit concatenator 415 to obtain M=m|\r, 
and inputs it into an h-function operator 414 to obtain 
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R=h(m). The output R and n are fed into a multiplier 412 to 
obtain Rn. The outputs Rn and M are provided to an adder 
413 to obtain M+Rn. This addition result is fed into the 
modular-n exponentiator 120 to generate the ciphertext 
C=gM+Rn mod n. 
The decryption procedure by the decryption device in this 

case is the same as in the case of the decryption device 200 
of Modi?ed Embodiment 1. 

In Modi?ed Embodiments 1 and 2 depicted in FIGS. 3 to 
6, too, the encryption and decryption procedures may be 
stored as computer programs on a recording medium and 
read out therefrom for execution as required. 

SECOND EMBODIMENT 

The ?rst embodiment has been described to construct the 
public-key cryptosystem on the modular-n reduced residue 
class group (Z/nZ)* Where n=p2q. A public-key 
cryptosystem, Which is constructed on an elliptic curve En 
de?ned over a modular-n ring Z/nZ Where n=pq, Will 
hereinafter be referred to as a public-key cryptosystem based 
on an elliptic curve, Which Will be described beloW. In this 
instance, too, determine tWo primes p and q such that n=pq, 
and assume that elliptic curves Ep and E q over FF and F q are 
given as folloWs: 

By the Chinese remainder theorem, a and b such that a=ap 
mod p, b=bp mod p, a=aq=mod q and b=bq mod q are 
determined uniquely With mod n, and an elliptic curve 
de?ned over Z/nZ is obtained as folloWs: 

Where a, beZ/nZ and GCD(4a3+27b2, n)=1 
In the folloWing description, unless otherWise speci?ed, 

elliptic curves Which are obtained by the Chinese remainder 
theorem as described above Will be expressed by such an 
equation as folloWs: 

E,,=[Ep,Eq], a=[a a (42) 

When it is particularly desirable to emphasiZe moduli, 
such elliptic curves Will also be expressed as folloWs: 

An elliptic curve over the ?nite ?eld Fp, Which has order 
p, Will hereinafter referred to as an anomalous elliptic curve. 
It is described in Jounal TakakaZu Satoh et al., “Fermat 
Quotients and the Polynomial Time Discrete Log Algorithm 
for Anomalous Elliptic Curves,” COMMENTARII MATH 
EMATICI UNIVERSITATIS SAN CTI PAULI, Vol 47, No. 
1 1998 (hereinafter referred to as Literature 11) that the 
discrete logarithm problem on the anomalous elliptic curve 
can be computed With high efficiency. An algorithm for 
solving the discrete logarithm problem on the anomalous 
elliptic curve Will hereinafter be referred to as an SSA 
algorithm. 
NoW, let Ep be anomalous elliptic curve and Eq a non 

anomalous elliptic curve. As is the case With the above 
described “public-key cryptosystem based on the multipli 
cative group,” n, E”, the point G on En(Z/nZ) and k are 
published as a public key. In this instance, hoWever, the 
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point G is set at a value of sufficiently higher order (for 
example, equal to n in the number of bits), and k represents 
the numbers of bits of the primes p and q. Letting the 
plaintext be selected in the range of 0<m<2k_1, r is arbitrarily 
selected from Z/nZ, and the encryption is de?ned by the 
following equation: 

As regards the decryption, since a person Who knoWs the 
prime factor p of n can transform the de?ning equation of 
this ciphertext into a modular n relationship betWeen points 
on EP(FP), he can ef?ciently compute the discrete logarithm 
on the elliptic curve through the use of the afore-mentioned 
SSA algorithm. Hence, he can ef?ciently decrypt the cipher 
text. Further, it can be proved that the analysis of this 
public-key cryptosystem is equivalent to factoring of n When 
the elliptic curve En over Z/nZ, obtained by the Chinese 
remainder theorem from the public key n and the anomalous 
and non-anomalous elliptic curves, and the point G are 
given. That is, letting the problem of factoring n for the point 
G on the elliptic curve Ep be called a modi?ed factoring 
problem (hereinafter referred to as MIFP), it is possible to 
prove that the analysis of the cryptography using the elliptic 
curve En is equivalent to MIFP. 

In the “public-key cryptosystem based on elliptic curves” 
according to the second embodiment, the encryption device 
comprises an exponent generation part Which combines a 
plaintext and a random number into an exponent part for an 
exponentiation in En(Z/I1Z), and an En-exponentiator Which 
performs an exponentiation in En(Z/I1Z), and the ciphertext 
generated by the En-exponentiator is sent over a communi 
cation line. On the other hand, the decryption device com 
prises a mod p-reducer Which transforms a point on En(Z/ 
nZ) to a point on EP(FP), and an SSA algorithm part Which 
solves the discrete logarithm problem on EP(FP) for decryp 
tion of the ciphertext. 

Next, a description Will be given of the method of 
construction of cryptography of the “public-key cryptosys 
tem based on elliptic curves” and the equivalence of its 
analysis to the modi?ed factoring problem. 

The SSA algorithm Will be described ?rst Which is used 
for decryption. 

The discrete logarithm problem on the anomalous elliptic 
curve over the ?nite ?eld FF is to ?nd meZ/pZ Which 
satis?es P=mG for an Fp-rational points G and P. As referred 
to above, the SSA algorithm provides a solution to the 
discrete logarithm problem on the anomalous elliptic curve, 
and is ef?cient in that the computation amount for the 
anomalous elliptic curve over the ?nite ?eld FF is on the 
order of k3 Where k is the number of bits of the prime p. The 
procedure of this algorithm is such as listed beloW. 
<SSA Algorithm> 

Step 1: Choose an elliptic curve E‘ Which is produced by 
lifting E to Z and such that a homomorphism XE‘ from the 
elliptic curve E(Fp) to the ?nite ?eld FF does not become 
non-trivial. This can be computed on the order of k2 Where 
k is the number of bits of the prime p. 

Step 2: Compute )tE‘(G) and )tE‘(P) through the use of the 
homomorphism XE‘ constructed in step 1 (Which can be done 
on the order of k3) and compute m=)tE‘(P)/7tE‘(G) mod p 
(Which can be done on the order of k3). 

At any rate, the computational complexity of the SSA 
algorithm is on the order of k3 Where k is the number of bits 
of the prime p. This homomorphism XE‘ provides an iso 
morphism as a group from the elliptic curve E(Fp) to the 
?nite ?eld FF. For details about the XE‘ constructing method 
and so on, see Literature 10. When p is equal to or smaller 
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than 5, this discrete logarithm problem can efficiently be 
solved Without using the SSA algorithm. 
<Key Generation> 

Choose odd primes p and q arbitrarily and set n=pq. In this 
case, assume that the primes p and q have the same number 
of bits, Which is represented by k. Next, choose an anoma 
lous elliptic curve Ep over FF and a non-anomalous elliptic 
curve Eq over Fq. 

Which are assumed to satisfy —2q1/2§t§2q1/2 and t#1, q‘#p. 
The symbol # represents the number of elements of a set. As 
a method for constructing an elliptic curve With an expected 
order there is proposed a relatively ef?cient method Which 
utiliZes a complex multiplication theory; in particular, the 
generation of the anomalous elliptic curve is described, for 
example, in Miyaji, A., “Elliptic Curve Suitable for 
Cryptography,” IEICE Trans. Fundamentals, E76-A, 1, pp. 
50—54 (1993) (hereinafter referred to as Literature 13). 
Assume that point GP and G1 on the elliptic curves EP(FP) 
and Eq(Fq) are chosen Which have orders ord(Gp)=p and 
ord(Gq)=q‘. Although the elliptic curve Eq(Fq) does not 
usually form a cyclic group, it is assumed so here for the 
sake of brevity. In general, it is possible to choose such that 
q‘ has a sufficiently large prime and select, as G q, the point 
Where the order is the large prime. This is folloWed by 
constructing the elliptic curve En on Z/nZ through the use of 
the Chinese remainder theorem. 

Moreover, )tEP‘(Gp)_1 mod p is precalculated as one of 
system parameters by the SSA algorithm. This value is not 
published and may be considered as one of secret keys. For 
simplicity, this isomorphism Will hereinafter be identi?ed by 

Accordingly, let (n, E”, G, k) be a public key and (p, q) 
a secret key. In this instance, Ep, E q, GP, G q and )»(Gp)_1 mod 
p may also be secret keys. 
<Encryption Process> 

For the plaintext m (Where 0§m<2k_1), the random 
number r is selected from the range of 0§r<n, then m+rn is 
computed, and the ciphertext C is computed as folloWs: 

It must be noted, hoWever, that this is the result of 
multiplication of the point G by m+rn through the use of an 
addition on the elliptic curve E”, and that the ciphertext is a 
point on the elliptic curve. That is, this a set of elements of 
tWo Z/nZ. The ciphertext could be Written such that C=(Cx, 
Cy), Cx, CyeZ/nZ. 
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<Decryption Process> 
By performing a modular-n calculation of either side of 

the ciphertext C de?ning equation (50), the solution of Eq. 
(50) is converted to the discrete logarithm problem on the 
anomalous elliptic curve as folloWs: 

because rn is a multiple of the prime p and rnG mod p=0, 
Where C=[Cp, Cq]. 

Hence, the plaintext m can be obtained using the SSA 
algorithm. Actually, due to the homomorphic property of 1, 

that is, 

Thus, the plaintext can be decrypted. 
With the above decryption procedure, the ciphertext C is 

decrypted by ?rst calculating C=Cp mod p, then calculating 
MCP), and ?nally performing a modular-p multiplication of 
(CF) and precalculatable )»(Gp)_1 mod p. 
<Proof of Security> 
By proving that the analysis of the “public-key crypto 

system based on elliptic curves” is equivalent to factoring of 
n based on information such as the public keys (n, E”, G, k), 
it is proved that the public-key cryptosystem based on 
elliptic curves is secure against passive adversaries. 

If there is available an algorithm Which factors n With 
non-negligible probability, a probabilistic polynomial time 
algorithm Which analyZes the “public-key cryptosystem 
based on elliptic curves” can apparently be constructed. 
Accordingly, only the folloWing fact Will be proved. 

“If an algorithm B is available Which analyZes the ‘public 
key cryptosystem based on elliptic curves’ With non 
negligible probability, it is possible to construct a probabi 
listic polynomial time algorithm for factoring n” 
What is intended to mean by the “algorithm for facotring 

n With non-negligible probability” is an algorithm Which 
ensures factoring of n by repeatedly applying the algorithm 
on the order of a polynomial using the number of bits of the 
input n as a variable. The same holds true in the folloWing 
description (see Literature 12 for its strict de?nition). 

Actually, it is possible to prove that the difference 
betWeen the distribution of Z mod LCM(p-1, q-1), Where n 
is a composite number (=pq) and Z is randomly selected 
from Z/nZ, and the distribution of m+rn mod pq‘ for m+rn, 
Which appears in the encryption procedure of the public-key 
cryptosystem according to the present invention is negli 
gible. For this reason, the algorithm B recogniZes that C 
calculated by C=ZGEEn(Z/I1Z), Where Z is randomly selected 
from Z/nZ, is a ciphertext With non-negligible probability, 
and the algorithm B outputs a plaintext ZO corresponding to 
C. NoW, since the probability that Z is a number in the range 
of Z<2k_1 is negligible, it may be set such that Z§2k_1 With 
non-negligible probability. In this case, ZEZO (mod p) does 
not hold, and ZEZO (mod n) does not hold because of Z0<2k_1. 
Accordingly, the calculated value of GCD(Z—ZO, n) becomes 
p, permitting factoring of n. Thus, it is possible to factor n 
in a time on the order of probabilistic polynomial using its 
bit number as a variable. 

<Concrete Examples> 
Next, a description Will be given of an embodiment of the 

“public-key cryptosystem based on elliptic curves.” 
In FIG. 8 there is illustrated in block form the cryptosys 

tem according to the second embodiment of the invention. 
An encryption device 400 and a decryption device 500 are 
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connected via a communication line 600. The encryption 
device 400 has an exponent generation part 410 and 
En-exponentiator 420. The decryption device 500 has a mod 
p-reducer 510 and an SSA algorithm part 520. 

In the ?rst place, the encryption process in the encryption 
device 400 Will be described beloW. A detailed con?guration 
of the exponent generation part 410 in the encryption device 

400 is depicted in FIG. 9A. Upon receiving a plaintext from a user of the encryption device 400, the exponent 

generation part 410 generates a random number reZ/nZ by 
a random generator 411, and inputs the random number r 
into a multiplier 412. The multiplier 412 calculates m and 
provides it to an adder 413 to calculate m+rn, Which is fed 
into the En-exponentiator 420 to generate a ciphertext 
C=(m+rn)G. 

Next, the decryption process in the decryption device 500 
Will be described beloW. A detailed con?guration of the SSA 
algorithm part 520 in the decryption device 500 is depicted 
in FIG. 9B. Upon receiving the ciphertext (C) from the 
communication line 600, the mod p-reducer 510 in the 
decryption device 500 calculates CP=C mod peEp(Fp), and 
inputs Cp into the SSA algorithm part 520. As depicted in 
FIG. 9B, upon receiving Cp from the mod p-reducer 510, the 
SSA algorithm part 520 provides it to a logarithm calculator 
521 to calculate MCP) using the isomorphism )L and the 
prime p, and inputs the calculation result into a multiplier 
522, Which calculates >\,(CP)X)\,(GP)_1 mod p using precal 
culated )»(Gp)_1 mod p. The SSA part 520 outputs the thus 
obtained value as a decrypted plaintext m. 
The encryption and decryption procedures by the encryp 

tion device of the second embodiment, shoWn in FIGS. 8, 9A 
and 9B, may be implemented by recording the procedures as 
programs on a recording medium and reading it out for 
execution by a computer. 
As described previously, the encryption and decryption 

procedures by the encryption and decryption devices of the 
above-described ?rst and second embodiments may be 
stored on a recording medium as compute r-executable 
programs on a recording medium so that they are read out 
for execution as desired. In such an instance, the encryption 
and decryption devices are implemented, for example, as an 
ordinary computer 10 composed of a control unit (CPU) 11, 
a hard disk 12, a RAM 13 and I/O interface 14 intercon 
nected via a bus 15 as shoWn in FIG. 10. The encryption 
program and the decryption program are prestored, for 
example, on the hard disk 12 used as a recording medium, 
and the CPU 11 uses the RAM 13 as a Work area for 
processing and performs the aforementioned various opera 
tions folloWing the programs. In the case of the encryption 
device, the plaintext m to be encrypted is input thereinto via 
the I/O interface 14 from the user and the ciphertext C is 
output via the I/O interface 14. In the case of the decryption 
device, the ciphertext C is input thereinto via the I/O 
interface 14 and the decrypted plaintext m is output. The 
recording medium for storing such encryption and decryp 
tion programs may be an external recording medium 16 
connected to the computer 10 as indicated by the broken 
lines in FIG. 10. 

EFFECT OF THE INVENTION 

The table of FIG. 11 give a comparison of the cryptosys 
tem of the ?rst embodiment of the present invention and 
typical common-key cryptosystems considered practical at 
present, RSA, Rabin and ElGamal schemes, in terms of the 
computational complexities involved in encryption and 
decryption and security. The computation amounts are esti 
mated using, as one unit, a modular multiplication With a 



US 6,480,605 B1 
19 

natural number of 1024 bits. The parameter used in RSA is 
e=216+1 and the random number used in ElGamal is about 
130-bit. As for security, the double circle indicates that 
equivalence to the basic problem (the factoring problem or 
discrete logarithm problem) is provable; the White circle “O” 
indicates that equivalence to a problem (the afore-mentioned 
p subgroup problem, for instance), Which is a little easier 
than the basic problems, is provable; the cross “x” indicates 
that equivalence to the basic problems is not provable; and 
the question mark “?” Indicates that equivalence to the basic 
problems has not been proved. 
From the table of FIG. 11 it is evident that the public-key 

cryptosystem according to the present invention is a prac 
tical cryptosystem Which has the same processing speed as 
that of the conventional public-key cryptosystems and 
achieves a high level of security. 

As described above, according to the present invention, a 
novel public-key cryptosystem Which is provably secure 
against passive adversaries and chosen ciphertext attacks 
can be constructed based on the assumption of intractability 
of the facotring problem. At present, it is said that the 
cryptosystem is suf?ciently secure With a minimum number 
of about 1024 bits for n; that is, p and q need only to have 
340 bits. For example, in this case, if the plaintext m is 
250-bit, it is practical to increase it by 80 bits to obtain M 
of 330 bits. Furthermore, the computation amounts for both 
of the encryption and decryption are on the order of k3, 
Where k is the number of bits of the public key n. These 
computation amounts are about the same as those of the 
conventional typical public-key cryptosystems; hence, the 
public-key cryptosystem of the present invention is very 
practical. Besides, since the cryptosystem of the present 
invention can be said to be secure against passive adversar 
ies and chosen ciphertext attacks based on the assumption 
that the factoring problem is intractable, it is assured that the 
cryptosystem of the present invention is more secure than 
the RSA cryptosystem regarded as the most poWerful at 
present. 
What is claimed is: 
1. An encryption device for a public-key cryptosystem 

comprising: 
exponent generating means for generating an exponent by 

combining an input plaintext m and a random number 
r; and 

exponentiating means for generating a ciphertext by expo 
nentiating a second public key g With said exponent in 
a modular-n reduced residue class group, Where said n 
is a ?rst public key Which is a composite number 
de?ned by n=p2q Where p and q are odd primes having 
the same number k of bits. 

2. The encryption device of claim 1, Wherein said second 
public key g is selected from a modular-n reduced residue 
class group (Z/nZ)* such that gp=gp_1 mod p2 has an order 
of p in (Z/p2Z)*. 

3. The encryption device of claim 1 or 2, Wherein said 
exponent generating means comprises a multiplier for mul 
tiplying said random number r and said ?rst public key n and 
for outputting the multiplication result rn, and an adder for 
adding said multiplication result rn and said plaintext m and 
for outputting the addition result m+rn as said exponent. 

4. The encryption device of claim 1, Wherein said expo 
nent generating means comprises: 

h-function operating means for transforming said plain 
text m to h(m) through calculation With a hash function; 

bit concatenating means for concatenating said h(m) and 
said plaintext m to obtain a value M=m|\h(m); 
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random generating means for generating said random 

number r; 

multiplying means for multiplying said random number r 
and said ?rst public key n; and 

adding means for adding the multiplication result rn and 
said plaintext m to provide the addition result as the 
output from said exponent generating means. 

5. The encryption device of claim 4, Wherein said second 
public key g is selected from a modular-n reduced residue 
class group (Z/nZ)* such that gp=gP_1 mod p2 has an order 
of p in (Z/p2Z)*, the number of bits of said h(m) is k—kO—1 
Where 0<kO<k, and the number of bits of said plaintext m is 
k0. 

6. The encryption device of claim 1, Wherein said expo 
nent generating means comprises: 
random generating means for generating said random 

number r; 

bit concatenating means for concatenating said plaintext 
m and said random number to obtain a value M=m|\r; 

h-function operating means for transforming said value M 
to R=h(M) through calculation With a hash function; 

multiplying means for multiplying said R and said ?rst 
public key n; and 

adding means for adding the multiplication result Rn and 
said M to provide the addition result as the output from 
said exponent generating means. 

7. The encryption device of claim 6, Wherein said second 
public key g is selected from a modular-n reduced residue 
class group (Z/nZ)* such that gp=gP_1 mod p2 has an order 
of p in (Z/p2Z)*, the number of bits of said random number 
r is k—kO—1 Where 0<kO<k, and the number of bits of said 
plaintext m is k0. 

8. A decryption device for a public-key cryptosystem 
comprising: 

F-transform means for transforming, through the use of a 
?rst secret key, an input ciphertext C to an element Cp 
of a modular-n reduced residue class group, Where said 
n is a ?rst public key Which is a composite number 
de?ned by n=p2q Wherein p and q are odd primes; and 

discrete logarithm solution means for solving a discrete 
logarithm in said transformed element Cp through the 
use of a second secret key. 

9. The decryption device of claim 8, Wherein let said input 
ciphertext C be an integer in the range of 0<C<n and prime 
to said n, said p be said ?rst secret key and said n be said ?rst 
public key, and Wherein said F-transform means comprises: 

p2-reducing means for calculating C mod p2e(Z/p2Z)*; 
and 

transform means for performing a modular-p2 exponen 
tiation With p—1 on the calculation result C mod p2 to 
obtain said element Cp. 

10. The decryption device of claim 8 or 9, Wherein let gp 
and said Cp be integers in the ranges of 0<gp and C <p2 and 
satisfying gpsCpsl (mod p) and gp#1 (mod p ), and 
[(gp—1)/p]_1 mod p be said second secret key, and Wherein 
said discrete logarithm solution means comprises: 

logarithm calculating means supplied With said element 
Cp, for calculating L(Cp)=(Cp—1)/p; and 

multiplying means for performing a modular multiplica 
tion of the calculation result L(Cp) and said second 
secret key [(gp—1)/p]_1 mod p With said p and for 
outputting a decrypted plaintext. 

11. The decryption device of claim 8, Which, letting k be 
the number of bits of said odd prime p Where 0<kO<k, further 
comprises means for outputting, as a decrypted plaintext, 
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high-order kO bits of the solution of said discrete logarithm 
solution means. 

12. The decryption device of claim 11, Wherein let said 
input ciphertext C be an integer in the range of 0<C<n and 
prime to said n, said p be said ?rst secret key and said n be 
said ?rst public key, and Wherein said F-transform means 
comprises: 

p2reducing means for calculating C mod p2e(Z/p2Z)*; and 
transform means for performing a modular-p2 exponen 

tiation of the calculation result C mod p2 With p—1 to 
obtain said element CF. 

13. The decryption device of claim 12, Wherein let g and 
said Cp be integers in the ranges of 0<gp and Cp<p and 
satisfying gpsCpsl (mod p) and gp#1 (mod p2 ), and 
[(gp—1)/p]_1 mod p be said second secret key, and Wherein 
said discrete logarithm solution means comprises: 

logarithm calculating means supplied With said element 
Cp, for calculating L(Cp)=(Cp—1)/p; and 

multiplying means for performing a modular multiplica 
tion of the calculation result L(Cp) and said second 
secret key [(g—1)/p]_1 mod p With said p and for 
outputting a decrypted plaintext. 

14. A recording medium on Which there is recorded a 
program for executing an encryption process of an encryp 
tion device through the use of ?rst and second public keys 
n and g, Wherein said program comprises: 

an exponent generating step of generating an exponent by 
combining an input plaintext m and a random number 
r; and 

an exponentiating step of generating a ciphertext C by 
exponentiating said second public key g With said 
exponent in a modular-n reduced residue class group, 
Where said n is said ?rst public key Which is a com 
posite number de?ned by n=p2q Where p and q are odd 
primes. 

15. The recording medium of claim 14, Wherein said 
exponent generating step of said program comprises the 
steps of: 

generating said random number r; 
multiplying said random number r and said ?rst public 

key n; and 
adding the multiplication result rn and said plaintext m 

and outputting the addition result m+rn as said expo 
nent; and 

Wherein said ciphertext C generating step is a step of 
generating said ciphertext C by performing a modular-n 
exponentiation of said public key g With said addition 
result m+rn, Where said n is said ?rst public key. 

16. The recording medium of claim 14 or 15, Wherein p 
and q have the same number of bits, and said second public 
key g is selected from a modular-n reduced residue class 
group (Z/nZ)* such that gp=gp_1 mod p2 has an order of p 
in (Z/p2Z)*. 

17. The recording medium of claim 14, Wherein said 
exponent generating step comprises the steps of: 

generating said random number r; 
multiplying said random number r and said ?rst public 

key n; 
transforming said plaintext m to h(m) through calculation 

With a hash function; 
bit concatenating said h(m) and said plaintext m to obtain 

adding the multiplication result rn and said value M and 
outputting the addition result M+rn as said exponent; 
and 
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Wherein said ciphertext C generating step is a step of 

generating said ciphertext C by performing a modular-n 
exponentiation of said public key g With said addition 
result M+rn, Where said n is said ?rst public key. 

18. The recording medium of claim 17, Wherein said p and 
q have the same number k of bits, said second public key g 
is selected from a modular-n reduced residue class group 
(Z/nZ)* such that gp=gp_1 mod p2 has an order of p in 
(Z/p2Z)*, the number of bits of said h(m) is k—kO—1 Where 
0<ko<k, and the number of bits of said plaintext m is k0. 

19. The recording medium of claim 14, Wherein said 
exponent generating step of said program comprises the 
steps of: 

generating said random number r; 
bit concatenating said random number r and said ?rst 

public key n to obtain a value M=n|\r; 
transforming said value M to R=h(M) through calculation 

With a hash function h; 
multiplying said value R and said ?rst public key n; and 
adding the multiplication result nR and said value M and 

outputting the addition result M+nR as said exponent; 
and 

Wherein said ciphertext C generating step is a step of 
generating said ciphertext C by performing a modular-n 
exponentiation of said public key g With said addition 
result M+nR, Where said n is said ?rst public key. 

20. The recording medium of claim 19, Wherein said p and 
q have the same number k of bits, said second public key g 
is selected from a modular-n reduced residue class group 
(Z/nZ)* such that gp=gp_1 mod p2 has an order of p in 
(Z/p2Z)*, the number of bits of said random number r is 
k—kO—1 Where 0<kO<k, and the number of bits of said 
plaintext m is k0. 

21. A recording medium on Which is recorded a program 
for executing a decryption process of a decryption device 
through the use of ?rst and second public keys n and g, 
Wherein said program comprises: 

a l?-transforming step of transforming, through the use of 
a ?rst secret key, an input ciphertext C to an element Cp 
of a modular-n reduced residue class group, Where said 
n is said ?rst public key Which is a composite number 
de?ned by n=p2q Where p and q are odd primes; and 

a discrete logarithm solving step of solving a discrete 
logarithm in said transformed element Cp through the 
use of a second secret key. 

22. The recording medium of claim 21 on Which is 
recorded a program for executing a decryption process, 
Wherein let said input ciphertext C be an integer in the range 
of 0<C<n and prime to said n, and Wherein said 
F-transforming step in said program comprises the steeps of: 

calculating an element of a modular-p2 reduced residue 
class group, C mod p2, for said input ciphertext C; and 

performing a modular-p2 exponentiation of the calcula 
tion result C mod p2 With p—1 to obtain said element CF. 

23. The recording medium of claim 21 or 22 on Which is 
recorded a program for executing a decryption process, 
Wherein let gp and said Cp be integers in the ranges of 0<g 
ar21d Cp<p2 ‘and satisfying gpsCpsl (mod q) and gp#1 (mod 
p ), and said second secret key be [(gp—1)/p]_1 mod p, and 
Wherein said discrete logarithm solving step in said program 
comprises the steps of: 

calculating (Cp—1)/p through the use of said C and said p; 
and 

performing a modular-p multiplication of the calculation 
result (Cp—1)/p by said second secret key to obtain a 
decrypted plaintext. 






